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METHOD AND SYSTEM OF DATA ANALYSIS FOR 
THE DETECTION OF FRAUDULENT FINANCIAL 

TRANSACTIONS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority from PCT Appli 
cation No. PCT/IL01/01074, ?led Nov. 21, 2001, and Israeli 
Patent Application No. 146597, ?led Nov. 20, 2001, each of 
Which is hereby incorporated by reference as if fully set forth 
herein. 

BACKGROUND OF THE INVENTION 

[0002] The present invention generally relates to a system 
and method for detecting and analyzing information units. 
More speci?cally, the present invention relates to the analy 
sis and evaluation of data records by selecting particular 
aspects of the data record. 

[0003] Enormous volumes of data and information are 
accessible to users WorldWide as a consequence of the 
so-called Information Age. The development of computer 
iZed databases, high-volume storage devices and the capa 
bility of transmitting data over global data communications 
netWorks provides a great in?uX of data Which is not alWays 
processed and evaluated completely. Due to the massive 
quantities of data and information and the resources required 
for the processing thereof, the evaluation processes are 
typically incomplete. Financial organiZations that provide 
credit card usage supervision services, transaction process 
ing services, business indicator analysis services and the like 
are handling an immense amount of data records daily. The 
large amount of data records that are formed by business 
transactions initiated and performed by credit card holders 
are typically transmitted to credit card supervision transac 
tion services organiZations (CCTSO) for appropriate pro 
cessing. The required processing includes the updating of 
the relevant accounts of the credit card holders, the updating 
of the accounts of the services and goods suppliers, and the 
creation of records associated With clearing instructions. The 
update of the relevant accounts includes the entire set of 
information units associated With a single transaction, such 
as credit card number and type, account number, transaction 
date, point of sale, type of goods or services purchased and 
the like. Further processing of data by the CCTSO includes 
the validation, error checking, authoriZation, and evaluation 
of the transaction and most importantly detection or identi 
?cation of fraudulent transactions. When a fraudulent trans 
action is recogniZed a suitable “Watchdog” procedure is 
performed such as the issuance of an alert, a Warning 
message or other pre-de?ned set of operating instructions 
that are transmitted to the appropriate functionaries Within 
the CCSTO and, if applicable, transmitted in real-time back 
to the point of sale to be displayed on the supplier’s display 
device. 

[0004] Detection of fraudulent credit card usage requires 
the CCTSO to analyZe a particular transaction initiated and 
performed by credit card holder by comparing transaction 
speci?c information, such as personal characteristics of the 
cardholder. The characteristics may include age, address, 
previous credit card usage and the like. The type of goods or 
services purchased, the price, the location of the point of sale 
are also analyZed in order to detect unusual transaction 
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patterns. The immense amount of transactions performed 
and the urgency concerning the detection of fraudulent 
behavior as soon as possible consequent to its occurrence 
necessitates the utiliZation of sophisticated computeriZed 
systems. ComputeriZed evaluations of transactions and the 
identi?cation of fraudulent behavior are knoWn in the art. 
Typically these procedures are commonly performed by 
speci?c computer programs utiliZing large decision trees. As 
a result, the CCTSO has the ability to recogniZe obvious 
fraudulent behavior. For eXample one anomalous transaction 
could be associated With a credit card holder that purchases 
goods and services in a total sum that is signi?cantly higher 
than the amounts used in prior transactions of the same 
cardholder. The CCTSO is typically maintains Within its 
computeriZed database price limits regarding acceptable 
usage of a speci?c credit card. The anomalous credit card 
usage could effect a suitable alert or Warning. HoWever, 
decision trees as currently knoWn in the art are substantially 
limited and thereby can provide only comparatively simple 
diagnosis. All too often the diagnosis is inaccurate and as a 
result fraudulent transactions are ignored While valid trans 
actions could generate an alert. Erroneous diagnosis, Which 
generates non-justi?ed alerts, Warnings or operating instruc 
tions, has many disadvantages for a CCTSO or any other 
organiZations utiliZing computeriZed analysis and evaluation 
of data. Erroneous diagnosis provided by CCTSO deter 
mines the relation of the decision making managing rank to 
alerts or Warnings raised by the computeriZed system. Con 
sequently, all too often alerts and Warnings are not accepted 
readily and as a result many fraudulent transactions are not 
detected in real-time. 

[0005] Aprior art system knoWn in the ?eld of fraudulent 
behavior detection is disclosed in US. Pat. No. 5,819,226. 
The patent provides an automated system and method for 
detecting fraudulent transactions using a neural netWork as 
a predictive model. The neural netWork model “learns” a 
pattern that it can later identify. The learning process is 
based on a given number of iterations executed by the neural 
netWork based detection system thus, providing its output 
result. Nevertheless, the ability of a fraudulent behavior 
detection system based upon a neural netWork is not accu 
rate and could provide false diagnosis of transactions. The 
principal reason for providing false diagnosis is subject to 
the manner the neural netWorks method operates. The neural 
netWork method ability Within a fraudulent behavior detec 
tion system is limited as it learns the pattern of a single 
customer, credit card holder, or a group of customers, and 
their fraudulent behavior and produces a score based on the 
“learned” patterns. Consequently, the neural netWork pro 
vides a large amount of false recognitions, such as identi 
fying a valid credit card transaction as fraudulent. The 
inef?ciency of neural netWorks is due to their disability to 
deal With “trouble making” customers Who have a non 
simple or erratic behavior pattern. 

[0006] There is an urgent need to introduce a system and 
a method that Will minimiZe false fraudulent behavior detec 
tion Within a CCTSO. A further need exists for a system and 
method that is able the create segmentation of the incoming 
data records, such as business data records and thereby 
characteriZing data Within groups separated in a prede?ned 
manner. The segmentation enables the processing of data 
concentrated Within separated segments in an ef?cient and 
accurate manner providing “clear cut” results. The required 
system and method Will provide analysis and evaluation of 
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the information in such a manner as to provide a minimum 
of false results. These requirements could be accomplished 
by the application of the complexity system and method 
introduced Within PCT/IL01/01074. 

SUMMARY OF THE INVENTION 

[0007] The present invention provides a computing envi 
ronment accommodating at least one input device connect 
able to at least one server device connectable to at least one 

output device, a method of processing at least one informa 
tion unit introduced by the at least one input device by the 
at least one server device to create at least one information 

score based on the at least one information unit, the method 
comprising the steps of: creating at least one complexity 
catalog based on the at least one information unit, and 
establishing at least one score unit based on the at least one 
complexity catalog. 

[0008] The method for processing the data mentioned 
above can further comprise the steps of: obtaining at least 
one information unit from the at least one input device by the 
at least one server device, and displaying the at least one 
scoring unit. The information unit that can be used Within the 
present invention may contain information of a transaction 
performed by a credit card holder. 

[0009] The present invention includes a computing envi 
ronment accommodating at least one input device connected 
to at least one server device having at least one output 
device, a system for the processing at least one information 
unit introduced via the at least one input device by the at 
least one server device to process at least one information 

unit based, the system comprising the elements of: an 
infrastructure server device to create at least one complexity 
catalog; and a complexity catalog to hold at least one list of 
ordered complexity values associated With the partitioned 
sub-unit blocks; and an application server to build at least 
one information summary unit based on the at least one 
information unit and on at least one associated complexity 
catalog; and a scoring component to provide scores. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] The present invention Will be understood and 
appreciated more fully from the folloWing detailed descrip 
tion taken in conjunction With the draWings in Which: 

[0011] FIG. 1 is a schematic block diagram of the system 
environment of the preferred embodiment of the present 
invention; 
[0012] FIG. 2 is a schematic block diagram of the data 
analysis and evaluation system of the preferred embodiment 
of the present invention; 

[0013] FIG. 3 is simpli?ed ?oW chart illustrating the 
operation of the system and method of the preferred embodi 
ment of the present invention; 

[0014] FIG. 4 is a simpli?ed infrastructure of the opera 
tion of the complexity engine in accordance With the pre 
ferred embodiment of the present invention; and 

[0015] FIGS. 5A, 5B and 5C illustrate a typical transac 
tion input record and the manner of storage thereof in the 
information analysis and evaluation system of the preferred 
embodiment of the present invention. 
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DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0016] Anovel method and system for analysis and evalu 
ation of information units is disclosed. The information 
analysis and evaluation system (IAES) facilitates its user 
With information regarding the input data of the IAES. The 
incoming raW data is processed, analyZed and evaluated 
using the complexity system and method introduced in the 
pending PCT application PCT/IL01/01074. 

[0017] The use of the innovative complexity system and 
method for analyZing and evaluating data Within the present 
invention provides the option of acquiring accurate infor 
mation rapidly. The present invention regards the analysis 
and evaluation data Within a computeriZed environment. 
According to the present invention the IAES can derive the 
required information from database records, text and graph 
ics that are inserted Within the IAES either on-line or 
off-line. The input data units received by the IAES are 
processed by a set of speci?cally developed computer pro 
grams, Which read the data units and divide the data records 
into fragments or blocks knoWn to the IAES. The division of 
the data records by the routines is performed in accordance 
With predetermined parameters associated With the format 
and the content of the data record collection. The fragments 
and blocks have substantially identical dimensions. Each of 
the dimensionally substantially identical record fragment is 
assigned an arbitrarily predetermined complexity value by a 
set of speci?cally developed computer programs that calcu 
late the complexity value of the fragments in association 
With predetermined processing parameters. The division of 
the related data records into multiple fragments having 
identical dimensions, the assignment of the complexity 
value to the fragments, and the subsequent organiZation of 
the data fragments, provides the option of creating data 
segmentation meaningful groups and detecting characteris 
tic groups that provide conclusive information regarding the 
input information. The complexity value calculation 
requires no a-priori knowledge of the diverse input data 
received by the IAES. HoWever, a minimum of indicative 
input regarding to the type and format of the input data is 
required. For instance, When IAES is operative as a super 
vising system for a CCTSO, as illustrated in the preferred 
embodiment of the present invention, an indication is made 
for the IAES that the input data has a number of ?elds, 
indicates the ?eld types and the like. The complexity values 
provided by the IAES are processed and organiZed in 
accordance to doctrines, such that the required information 
Will be provided most accurately. 

[0018] In the preferred embodiment of the present inven 
tion the IAES is supplied With data relating to transactions 
initiated and performed by credit card holders. Accordingly, 
the IAES operates as the supervising system for a CCTSO. 
The IAES can provide indication Whether a transaction is 
fraudulent and consequently can provide an alert, a Warning 
or a set of operating instructions folloWing the analysis. 
Furthermore, the IAES can detect characteristic information 
regarding a particular credit card holder or a group of credit 
card holders. The complexity value can be calculated for 
each ?eld of the input data or for the combination of one or 
more ?elds Within the input data. The learning and scoring 
components provide the required output of the IAES. 

[0019] The complexity calculation method and system is 
described in detail in the pending PCT application PCT/ 
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IL01/01074, Which is incorporated herein by reference. The 
system environment in Which the preferred embodiment of 
the present invention could operate is illustrated in FIG. 1. 
Users 10, 12 and 14 are linked communicatively to a data 
communication netWork (DCN) 20. The users 10, 12, 14 
utiliZe computing and communicating devices to transmit 
transaction records via the DCN 20. In accordance With the 
preferred embodiment of the present invention, users 10, 12 
and 14 transmit credit card transaction records to IAES 18 
through the DCN 20. The users 10, 12 and 14 may be 
individuals initiating and performing a credit card transac 
tion or businesses, such as commercial retail outlets or 
agents providing credit card transaction transmission ser 
vices. The transaction server 16 represents credit card com 
panies and clearing houses. The transaction server 16 con 
tains databases including information concerning the 
associated credit card holders, transaction histories of credit 
card holders, and the like. DCN 20 links the transaction 
server 16 and the IAES 18. The transaction server 16 and the 
IAES 18 can be located at identical or adjacent locations and 
thereby could be provided With the option of being con 
nected physically. The DCN 20 can be the Internet, a LAN, 
a WAN a satellite communications netWork or any other 
communications netWork. DCN 20 is typically a standard 
telephone netWork (POTS) that enables communication via 
ordinary telephone lines. Users 10, 12 and 14 typically use 
a dedicated telephone line or a dial-up connection for 
transmitting information via the POTS. The IAES 18 general 
structure is described beloW in association With FIG. 2. 

[0020] Referring noW to FIG. 2 the IAES 18 includes an 
input device 56, a communication device 54, an output 
device 58 and an analysis and evaluation server platform 22. 
The input device 56 can be a pointing device, a keyboard 
device or the like. The output device 58 can be a printer, a 
screen display or the like. The communication device 54 can 
be a modem, a netWork interface card or any other suitable 
communication devices providing transmission and recep 
tion of data via DCN 20 of FIG. 1. The analysis and 
evaluation server platform 22 Within the preferred embodi 
ment of the present invention includes a processor device 24, 
and a memory device 26. The processor device 24 is the 
logic unit designed to perform arithmetic and logic opera 
tions by responding to and processing the basic instructions 
driving the computing device. The processor device 24 can 
be one of the Intel Pentium series, the PoWerPC series, the 
K6 series, the Celeron, the Athlon, the Duron, the Alpha, or 
the like. The memory device 26 includes a reference trans 
action database 28, an operating system 30, a control data 
base 32, a complexity database catalog 36 and an application 
server 38. The reference transaction database 28 includes 
database information including a list of the credit card 
holders, personal information regarding credit card holders, 
history ?les containing the transactions performed by credit 
card holders, history ?les containing fraudulent transactions 
and other relevant information related to credit card holders 
and agents. The reference transaction database 28 can be 
located Within the IAES 18 as illustrated in FIG. 2, Within 
a transaction server 16 as illustrated in FIG. 1 or in any other 
separate location. The operating system 30 is responsible for 
managing the operation of the entire set of softWare pro 
grams implemented in the operation of the IAES 18. The 
operating system 30 can be of any knoWn operating system 
such as WindoWs NT, WindoWs XP, UNIX, Linux, VMS, 
OS/400, AIX, OS X and the like. The complexity database 

May 22, 2003 

catalog 36 includes all the complexity values assigned to the 
records processed by the complexity engine 52. The com 
plexity values stored Within the complexity database catalog 
36 are further discussed herein under in association With the 
description of the complexity engine 52. The control data 
base 32 controls the input data received by the input device 
56 and the transfer thereof to the application server 38. The 
control database 32 also directs the movement of the data 
from the reference transaction database 28 to the application 
server 38 and to the complexity database catalog 36 from the 
application server 38. The application server 38 Within the 
preferred embodiment includes a complexity catalog han 
dler 40, a scoring component 42, a learning component 44, 
a database handler 46, a resource allocation component 48, 
a user interface component 50 and a complexity engine 52. 
The complexity catalog handler 40 is responsible for the 
obtaining the appropriate complexity metrics records cre 
ated by the application server 38 from the complexity 
database catalog 36. The resource allocation component 48 
is responsible for allocating variable resources to the pro 
cessing of the separate records in accordance With the 
complexity metrics thereof. The user interface component 
50 is a set of speci?cally designed and developed front-end 
programs. The component 50 alloWs the user of the system 
to interact dynamically With the system by performing a set 
of prede?ned procedures operative to the running of the 
method. Via the component 50 the user could select an 
application, as selected for the CCTSO supervision pur 
poses, activate the selected application, adjust speci?c pro 
cessing parameters, select sets of records for processing 
according to the complexity metrics thereof, and the like. 
The component 50 could be developed as a plug-in to any of 
the knoWn user interfaces. The component 50 Will be 
preferably a Graphical User Interface (GUI) but any other 
manner of interfacing With the user could be used such as a 
command-driven interface, a menu-driven interface or the 
like. The database handler 46 receives the input data records 
from the control database 32 and provides the records to the 
complexity catalog handler 40. The database handler 46 
further receives complexity values and scores provided to 
data records from the complexity catalog handler 40 and 
provides the control database 32 that provides the complex 
ity database catalog 36 and reference transaction database 28 
With the complexity values and scores regarding to data 
records. The learning component 44 provides mechanism 
for matching a given input such as the complexity vectors 
for each transaction to a given output such as a fraudulent 
indication. The learning component 44 provides the scoring 
component 42 With different scores that are than processed 
Within the scoring component 42. The complexity engine 52 
provides complexity values to data records received from 
the control database 32 Within the application server 38 and 
handled by the database handler 46. 

[0021] For purposes of clarity the draWing under discus 
sion includes a single analysis and evaluation server plat 
form 22 only and it is shoWn thereon that the entire set of 
softWare routines is co-located on the single platform 22. In 
a realistic system con?guration several platforms could be 
used for solving practical problems such as activating load 
balancing techniques for the enhancement of system perfor 
mance and the like. Furthermore in a realistic system the 
analysis and evaluation server platform 22 Will include 
additional hardWare elements and softWare components in 
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order to support the system and method proposed by the 
present invention or any other non-related applications 
implemented on the platform 22. 

[0022] The stream of data records processed Within the 
application server Will be better understood in vieW of FIG. 
3. FIG. 3 illustrates a ?oWchart including a database handler 
60, a preprocessing component 62, a learning component 64, 
a scoring component 66 and an output generator 68. The 
stream represents the stages that provide the ?nal fraud 
detection product. The data records received at the ?rst 
procedure by the preprocessing component 62 operates a 
preprocess module that processes the external database from 
reference transaction database 28 (FIG. 2) and neW trans 
actions received Within the IAES from the input device 56 
(FIG. 2). The preprocessing component 62 uses the internal 
database received from the complexity database catalog 36 
and complexity engine 52 to calculate the complexity vector 
value for each transaction. Each transaction processed, 
either draWn from the reference transaction database 28 
(FIG. 2) or a neW transaction from the input device 56, is 
inserted as an input to the complexity engine 52 for pro 
cessing. The database handler 46 provides the input data to 
the complexity engine 52. The complexity value is calcu 
lated Within the complexity engine 52. The method used for 
the complexity calculation is the “Multiple Single Dimen 
sion” complexity calculation. The method and system of the 
operation of the complexity engine is further explained 
Within the pending PCT application PCT/IL01/01074, Which 
is incorporated herein by reference. 

[0023] The “Multiple Single Dimension” complexity cal 
culation method is used Within the description of the pre 
ferred embodiment of the present invention. According to 
the Multiple Single Dimension, a multiple feed of single 
dimensions are fed to complexity engine 52 having the 
complexity calculation calculated. At ?rst the data contain 
ing “n” bytes composed out of “f” feeds, each of a single 
dimension is segmented into “m” blocks, each block having 
“f” feeds, Within each RF bytes, Where RF is the reading 
frame (i.e. n=m*f*RF bytes). For each block, a complexity 
calculation is made and the complexity metric (i.e. for each 
block a complexity parameter) is stored in a complexity ?le. 
The complexity calculation for each block is as folloWs: The 
?rst stage includes determination of a Word siZe list (WS), 
a feed number list (FN) and a letter parameter. The second 
stage includes the modi?cation of each block according to 
the letter parameter. Accordingly, the number of the maxi 
mum different Words siZe is calculated, by either the maxi 
mal Words given the letter parameter, FN and WS (maxl) or 
by the maximal possible Words in the given block (max2). 
The number of actual different Words is calculated. Each 
Word has WS*FN bytes describing it. Finally, the ratio 
betWeen actual Words and maximal Words is calculated. The 
result is multiplied to give the ?nal complexity parameter. 
The complexity value given by the complexity engine 52 is 
stored Within the complexity database catalog 36. 

[0024] In one particular example one transaction record 
inserted to the complexity engine 52 and has complexity 
calculation performed for one of its ?elds or for any com 
bination of ?elds. The next stage Within the preprocessing 
component 62 is the operation of an access module that 
provides the complexity engine 52 With a predetermined 
number of similar last transactions according to resource 
allocation component 48. The complexity engine 52 calcu 
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lates the complexity values of the ?elds of the additional 
transactions. The output vector of said complexity values is 
the ?rst step of preprocessing component 62. The second 
step of the preprocessing component 62 is the calculation of 
the average and standard deviation of the complexity of each 
parallel ?eld Within the transactions. The calculation of the 
average and standard deviation is performed only for non 
fraudulent transactions. Accordingly, the complexity data 
base catalog 36 stores the complexity vector of each record 
and of the last transactions as calculated above for each 
account of credit card holder. Each account Within the 
complexity database catalog 36 contains an average and 
standard deviation of each element of the vector calculated 
(e.g. average complexity for amount ?eld, average complex 
ity for date ?eld, standard-deviation complexity for amount 
?eld, etc.). The learning component 64 is the next stage 
Within the preferred embodiment. HoWever, other preferred 
embodiment can operate Without the learning component 64. 
The proposed method includes a fraudulent behavior scoring 
module. Scoring modules used can be of knoWn techniques 
for matching a given input (eg the complexity vectors for 
each transaction and average and standard-deviation of the 
complexity the account, demographic properties of the 
account, etc.) to a given output (e.g. Fraud\Not Fraud). 
These techniques can be neural netWork methods, linear 
regression techniques, genetic algorithms, etc. After the 
execution of the scoring module the output received is an 
appropriate pro?le of a behavior scoring module compo 
nents (e.g. Weights, matrices, thresholds, etc.). The appro 
priate pro?le can produce a score based on a neW transac 
tion. The next stage is the scoring component 66 that 
produces the ?nal calculation the result of Which provided at 
the output generator 68 and indicates Whether a transaction 
is fraudulent. In the scoring procedure, the Integrating 
module receives the scores from all the scoring modules to 
produce a single score. The single score providing giving 
Weights for each associated score of related transactions 
performs the output of the IAES received from the learning 
component 64 to produce the ?nal score. The scoring 
component 66 can use an individual scoring module, a group 
scoring module, a fraud scoring module, a fraudulent behav 
ior scoring module and other modules. The output generator 
68 receives the output from the scoring component 66 and 
processes the result to be presented by the output device 58 
to the user of the IAES. The output generator is positioned 
Within the scoring component 42. 

[0025] As indicated the scoring component uses different 
integrating modules that receive the scores from all the 
previously calculated, Within the preprocessing component 
62 and learning component 64, scoring modules to produce 
a single score. 

[0026] The Individual scoring module produces a score 
based on the individual behavior and the neW transaction’s 
deviation from it. The neW transaction Was preprocessed and 
noW has a complexity vector. The absolute value of the 
deviation of every element of the vector from the prepro 
cessed average of the account is calculated (e.g. ABS 
((Amount complexity-Amount average complexity)/ 
(Amount complexity standard-deviation)), etc.). This pro 
duces a vector of deviation for the neW transaction. All the 
elements are averaged and scaled to produce a score 
betWeen 0.999, Where 0 denotes average behavior and 0.999 
denotes maximal deviation from average behavior. 
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[0027] The group-scoring module produces a score based 
on the group behavioral change and its relation to the neW 
transaction. All accounts are segmented to groups (eg by 
demographic properties, average complexity, etc.). For each 
group, the average complexity is calculated by averaging the 
average complexity for each ?eld of each account. Thus, for 
each ?eld, the average of average complexity of the accounts 
Within the group is calculated producing a vector. Taking a 
time interval parameter from the internal database, this 
vector is calculated for every such interval (e.g. day, Week, 
month, etc.) and the change in the vector is also calculated. 
By multiplying each element of the vector With the appro 
priate element of the neW transaction’s deviation vector (i.e. 
the same as in the Individual scoring module, only Without 
the absolute value), a vector containing the relation betWeen 
the group’s behavioral change and the neW transaction’s 
deviation is received. Thus if the group’s change is the same 
as the transaction deviation (e.g. both increase in complexity 
or both decrease in complexity) the neW vector Will have a 
positive element, While if the group’s change is different 
from the transaction deviation, the neW vector Will have a 
negative element. The neW vector is averaged and scaled to 
produce a score betWeen 0.999, Where 0 denotes that the neW 
transaction changed exactly as the group and 0.999 denotes 
that the neW transaction changed exactly opposite to the 
group’s change. 
[0028] The Fraud scoring module takes all the fraudulent 
transactions Within the appropriate group and their prepro 
cessed complexity vectors. For each such transaction, a 
complexity deviation vector is calculated using the 
account’s average and standard deviation. Thus each fraudu 
lent transaction Within the group has a complexity deviation 
vector. These are averaged and each of their elements is 
multiplied by the neW transaction’s deviation vector (With 
out the absolute value). The elements of the neW vector are 
averaged and scaled to produce a score betWeen 0.999 Where 
0 denotes that the neW transaction behaved exactly the 
opposite of the fraudulent transactions and 999 denotes that 
the neW transaction behaved exactly as the fraudulent trans 
action. 

[0029] The Fraudulent behavior scoring module takes the 
complexity deviation vector of the neW transaction, as Well 
as other input variables needed (e.g. averages, demographic 
properties, etc.) and uses the learned pro?le to produce a 
score betWeen 0.999 Where 0 denotes that the neW transac 
tion is not included in the fraudulent behavior and 0.999 
denotes that the neW transaction is exactly the fraudulent 
behavior. 

[0030] Referring noW to FIG. 4 that illustrates the com 
ponents of the general infrastructure and manner of opera 
tion of the complexity engine 52 (FIG. 2) that Was explained 
Within PCT/IL01/01074 incorporated to this application. 
The server 72 accepts one or more input records from an 
input records stream 70. The input records stream 70 is 
provided to the server 72 via diverse input devices described 
hereinabove. The server 72 is a set of functional computer 
programs speci?cally designed and developed to implement 
the method and system proposed by the present invention. 
The server 72 includes an input records handler 76, a control 
table 74, a record dividing component 78, a complexity 
assignment component 80, and a complexity catalog handler 
82. The input records handler 76 receives the input records 
from the input records stream 70 and provides the records to 
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the record-dividing component 78. The record-dividing 
component 78 accepts the records, obtains the suitable 
control parameters from the control table 74, and divides the 
records into dimensional blocks having a siZe determined by 
the control parameters. Subsequently the dimensional blocks 
are provided to the complexity assignment component 80. 
The component 80 obtains the suitable control parameters 
from the control table 74, assigns appropriate complexity 
metrics to the records, and passes the complexity metrics 
records to the complexity catalog handler 82. The complex 
ity catalog handler 82 inserts the complexity metrics records 
that include suitable pointers to the input records to the 
complexity catalog 84. The catalog 84 is a data structure 
holding the list of the complexity records for further pro 
cessing. 

[0031] FIGS. 5A, 5B and 5C illustrate one example of the 
preferred embodiment of the present invention. Accordingly, 
FIG. 5A represents a transaction preformed by one credit 
card holder. FIG. 5A presents different ?elds included 
Within the transaction record 104 received Within the IAES. 
The records consist from a serial number ?eld 90, a date ?eld 
92, a credit card holder name ?eld 94, an agent/business 
name ?eld 96, a sum ?eld 98, an address ?eld 100. Addi 
tional ?elds could include the type of services or goods that 
Were purchased during the speci?c transactions and other 
relevant information. Each of the ?elds indicating data 
concerning the transaction can indicate fraudulent behavior 
in accordance to the preferred embodiment of the present 
invention. Accordingly, the date ?eld can indicate fraudulent 
behavior When a large number of transactions are performed 
on one particular day. Other examples can demonstrate the 
ability of each ?eld type Within the transaction record to 
provide indication of fraudulent behavior. The transaction 
104 received Within the IAES is processed to diagnose 
Whether the transaction is detected as fraudulent or not. The 
diagnosis can be a result of a fraudulent indicator emerging 
from the analysis of a single ?eld of a particular transaction 
or from more the analysis of more than one ?eld of a 
transaction record. The data Within the ?elds are processed 
provide scores. The scores of the ?elds are concentrated to 
a cluster that is processed according to the procedures 
illustrated above in accordance to FIG. 3 to provide a ?nal 
score. Each ?eld Within the transaction 104 or any combi 
nation thereof is processed as predetermined by the com 
plexity database catalog 36 (FIG. 2). The process includes 
the procedure stages indicated in FIG. 3 including the 
preprocessing procedure, a learning procedure and a scoring 
procedure. The transaction record can be processed by the 
preprocessing procedure alone or by any other procedure or 
combination thereof. The complexity values received from 
the procedures mentioned above that process the transaction 
record 104 are stored in a record 106 illustrated in FIG. 5B 
Within the complexity database catalog 36 (FIG. 2). One 
simple example illustrating a fraudulent behavior can be the 
anomaly of the sum for a single transaction. A credit card 
holder that initiates a transaction for about $10,000 in 
comparison to his usual habit of not exceeding about $200 
per transaction Will indicate a possible fraudulent behavior 
that Will be indicated by high score. The record 106 includes 
different ?elds regarding different transactions. Each roW 
relates to a speci?c transaction. Column 108 includes serial 
numbers that indicate a different transaction. The different 
?eld in each roW includes a calculated value received from 
the procedures operated by one or more of the components 



US 2003/0097320 A1 

illustrated in FIG. 3. Integrating module as indicated above 
to provide score values indicated in column 110 processes 
the processed transactions concentrated Within the record 
106. The transactions are organized Within the ?nal result 
record 112. The ?nal result record 112 indicated a transac 
tion serial number column 108. The transactions Within the 
?nal result record 112 include all the processed data of 
relevant transactions and the ?nal score provided by the 
IAES. The highest score 0.999 indicates the greatest 
anomaly of the particular transaction. As shoWn Within FIG. 
5B the transaction are not arranged and organiZed according 
to their ?nal score. FIG. 5C shoWs the transactions orga 
niZed according to their anomaly. 

[0032] The person skilled in the art Will appreciate that 
What has been shoWn is not limited to the description above. 
Many modi?cations and other embodiments of the invention 
Will be appreciated by those skilled in the art to Which this 
invention pertains. It Will be apparent that the present 
invention is not limited to the speci?c embodiments dis 
closed and those modi?cations and other embodiments are 
intended to be included Within the scope of the invention. 
Although speci?c terms are employed herein, they are used 
in a generic and descriptive sense only and not for purposes 
of limitation. The invention, therefore, should not be 
restricted, except to the folloWing claims are their equiva 
lents. 

What is claimed is: 
1. In a computing environment accommodating at least 

one input device connectable to at least one server device 

connectable to at least one output device, a method of 
processing at least one information unit introduced by the at 
least one input device by the at least one server device to 
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create at least one information score based on the at least one 

information unit, the method comprising the steps of: 

creating at least one complexity catalog based on the at 
least one information unit; and 

establishing at least one score unit based on the at least 
one complexity catalog. 

2. The method of claim 1 further comprising the steps of: 

obtaining at least one information unit from the at least 
one input device by the at least one server device; and 

displaying the at least one scoring unit. 
3. The method of claim 1 Wherein the information unit 

contains transaction performed by a credit card holder. 
4. In a computing environment accommodating at least 

one input device connected to at least one server device 
having at least one output device, a system for the process 
ing at least one information unit introduced via the at least 
one input device by the at least one server device to process 
at least one information unit based, the system comprising 
the elements of: 

an infrastructure server device to create at least one 

complexity catalog; and 
a complexity catalog to hold at least one list of ordered 

complexity values associated With the partitioned sub 
unit blocks; and 

an application server to build at least one information 
summary unit based on the at least one information unit 
and on at least one associated complexity catalog; and 

a scoring component to provide scores. 

* * * * * 


