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(54) METHODS AND APPARATUS FOR FIBRE (57) ABSTRACT 
CHANNEL INTERCONNECTION OF _ _ _ _ 

PRIVATE LOOP DEVICES Methods and apparatus for Fibre Channel interconnection is 
provided between a plurality of private loop devices through 

75 _ a Fibre Channel private loop device interconnect system. In 
( ) Inventor' (S3311 13' Herman’ Newport Beach’ CA the preferred embodiments, the Fibre Channel private loop 

device interconnect system is a fabric or an intelligent 

Correspondence Address bridging hub. In one aspect of this invention, a Fibre 
' Channel private loop device is connected to tWo or more 

A&SIS::II,YIVEEEJ% Arbitrated Loops containing, or adapted to contain, one or 
’ more private loop devices. Preferably, the interconnect sys 

IRVINE’ CA 92618 (Us) tem includes a routing ?lter to ?lter incoming Arbitrated 
. _ . . _ Loop physical addresses (ALPAs) to determine Which Fibre 

(73) Asslgnee' VlXel corporatlon’ lrvme’ CA Channel frames must attempt to be routed through the fabric. 
_ Numerous topologies of interconnect systems may be 

(21) Appl' NO" 10/289’128 achieved. In another aspect of this invention, a method is 
_ _ provided for implementing a logical loop of private loop 

(22) Flled' NOV‘ 5’ 2002 devices by segmenting the logical loop into a plurality of 
_ _ sets, assigning each set to a physical Arbitrated Loop and 

Related U‘S‘ Apphcatlon Data connecting the Arbitrated Loops to a Fibre Channel private 
_ _ _ _ loop device interconnect system. Additional methods are 

(63) Connnuanon of aPPhSZaHOH N9‘ 10(198’867’ ?_1ed_On provided for restricting attached devices to Arbitrated Loop 
Jul‘ 18> 2002’ Whlch 1S a Connnuanon of apphcanon physical addresses Within certain ranges. Additionally, 
NO~ 09/611>17_3> ?led on JP1- 6; 2000> HOW Bat NO~ methods are provided for resetting hosts, the method gen 
6,470,007, Whlch 15 a Contlnuatlon of apphcatlon NO~ erally comprising the steps of detecting the addition of a 
08/907,385, ?led on Aug- 7, 1997, HOW Pat N0~ storage device to a ?rst Arbitrated Loop, and thereafter, 
6,118,776- resetting the Arbitrated Loop or loops on Which a host or 

hosts reside on second Arbitrated Loop. Methods for opera 
PllbliC?tiOIl ClaSSi?Ca?OIl tion With use of SCSI initiators generate a link service reject 

When no address match is found, or When an address match 
(51) Int. Cl.7 ......................... .. H04L 12/28; H04L 12/56 is found, but Where no device With the destination ALPA 

exists on the Arbitrated Loop corresponding to the destina 
(52) US. Cl. .......................................... .. 370/392; 370/401 tion. 
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METHODS AND APPARATUS FOR FIBRE 
CHANNEL INTERCONNECTION OF PRIVATE 

LOOP DEVICES 

RELATED APPLICATION INFORMATION 

[0001] This application is a continuation of Ser. No. 
10/198,867, ?led Jul. 18, 2002, Which is a continuation of 
Ser. No. 09/611,173, ?led Jul. 6, 2000, now US. Pat. No. 
6,470,007, Which is a continuation of Ser. No. 08/907,385, 
?led Aug. 7, 1997, now US. Pat. No. 6,118,776. 

FILED OF THE INVENTION 

[0002] The present invention relates to input/output chan 
nel and networking systems, and more particularly to meth 
ods of using a Fibre Channel fabric or intelligent bridging 
hub to interconnect Fibre Channel Arbitrated Loops com 
posed of private loop devices (i.e., devices Which do not 
support direct fabric attachment). 

BACKGROUND OF THE INVENTION 

[0003] Fibre Channel is an American National Standards 
Institute (ANSI) set of standards Which describes a high 
performance serial transmission protocol Which supports 
higher level storage and netWork protocols such as HIPPI, 
SCSI, IP, ATM and others. Fibre Channel Was created to 
merge the advantages of channel technology With netWork 
technology to create a neW I/O interface Which meets the 
requirements of both channel and netWork users. Channel 
technology is usually implemented by I/O systems in a 
closed, structured and predictable environment, Whereas 
netWork technology usually refers to an open, unstructured 
and unpredictable environment. 

[0004] Advantages of Fibre Channel typically include the 
folloWing. First, it achieves high performance, Which is a 
critical in opening the bandWidth limitations of current 
computer to storage and computer to computer interfaces at 
speeds up to 1 gigabit per second or faster. Second, utiliZing 
?ber optic technology, Fibre Channel can overcome tradi 
tional I/O channel distance limitations and interconnect 
devices over distances of 6 miles at gigabit speeds. Third, it 
is high level protocol independent, enabling Fibre Channel 
to transport a Wide variety of protocols over the same media. 
Fourth, Fibre Channel uses ?ber optic technology Which has 
a very loW noise properties. Finally, cabling is simple in that 
Fibre Channel typically replaces bulky copper cables With 
small lightWeight ?ber optic cables. 

[0005] Fibre Channel supports three different topologies: 
point-to-point, Arbitrated Loop and fabric attached. The 
point-to-point topology attaches tWo devices directly. 

[0006] The Arbitrated Loop topology attaches devices in a 
loop. The fabric attached topology attaches a device directly 
to a fabric. 

[0007] The Arbitrated Loop topology Was initially 
designed to provide a loWer cost interconnect than fabrics 
and to provide more interconnect than point-to-point topolo 
gies. The Arbitrated Loop topology Was created by separat 
ing the transmit and receive ?bers associated With each loop 
port and connecting the transmit output of one loop port to 
the receive input of the next loop port. Typically, character 
istics of the Arbitrated Loop topology include: ?rst it, alloWs 
up to 126 participating node ports and one participating 
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fabric port to communicate, second, each node port imple 
ments a route ?ltering algorithm, and third, all ports on a 
single loop have the same upper 16 bits of the 24-bit 
NL_Port address identi?er. 

[0008] There are tWo classi?cations of devices on an 
Arbitrated Loop: private loop devices and public loop 
devices. Public loop devices attempt a Fabric Login 
(FLOGI) upon initialiZation. Public loop devices also are 
cogniZant of all tWenty four bits of the 24-bit NL_Port native 
port address identi?er. Public loop devices Will open the 
fabric port at Arbitrated Loop Physical Address (ALPA, bits 
7 to 0) Zero When the domain and area (bits 23 to 8) do not 
match their domain and area. Private loop devices use only 
the loWer eight bits of the ALPA and can only communicate 
Within the local loop. 

[0009] Generally, the disadvantages of the Arbitrated 
Loop topology include: ?rst, it is a blocking topology, that 
is, only a single connection betWeen a pair of nodes is 
alloWed at any point in time (excluding the broadcast mode). 
Second, device buffering occurs in each device as it has a six 
Word buffer, creating a delay of up to 225 nanoseconds. This 
delay is additive With each device in the loop. The delay 
creates overhead for the communicating devices When a 
large number of devices are connected to a loop. Third, 
distance also adds delay to a loop and is additive for each 
device. For copper medium there is a 4 nanosecond delay 
per meter and for optical medium there is a 5 nanosecond 
delay per meter. Fourth, robustness is an issue since all 
devices are on one loop any device failure Will cause the 
entire loop to fail or reset. Fifth, the total bandWidth avail 
able is limited to the bandWidth of the loop itself. Finally, 
device failure is an issue since While frames are being 
transmitted, a timeout in an upper level protocol may occur, 
thereby disrupting the applications. 

[0010] Loop devices are typically interconnected on an 
Arbitrated Loop With a hub, see FIG. 22 numeral 678. The 
hub is a passive device, that Is a loop exists Within the hub 
674, 675, 676, 677, 679. Ahub in most cases maintains the 
loop’s integrity When devices are removed, poWered off, or 
fail by using a port bypass circuit 674, 675, 676, 677. Hubs 
simply receive and redrive the signals to individual devices. 

[0011] There are many disadvantages Which result When 
interconnecting private loop devices With hubs: First, hubs 
do not address the blocking nature of the loop topology. 
Second, jitter is propagated from bypassed nodes. This 
additive affect causes loop instability When a large number 
of devices are interconnected. Third, When data is currently 
being transferred and a device attached to a hub is poWered 
off or fails, the loop could be reset Which is destructive to the 
communicating devices. Fourth, if a device is inserted into 
a live loop the loop Will be reset Which is destructive to the 
communicating devices. 

[0012] The majority of initial Fibre Channel equipment 
deployment utiliZes the Arbitrated Loop topology With hubs 
as the interconnect. These environments are experiencing all 
the previously de?ned problems inherent in both Arbitrated 
Loop topology and With hub deployment. The blocking 
nature of the Arbitrated Loop is limiting the number of 
devices on a loop. The distance and delay parameters are 
also creating more overhead for the loop. Finally the loop is 
being reset by single devices. 
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[0013] As such, it is the goal of this invention to provide 
apparatus and methods Which solve or mitigate these prob 
lems. 

SUMMARY OF THE INVENTION 

[0014] This invention relates to methods and apparatus for 
Fibre Channel interconnection of a plurality of private loop 
devices through a Fibre Channel private loop device inter 
connect system. In the preferred embodiments, the Fibre 
Channel private loop device interconnect system is a fabric 
or an intelligent bridging hub. Through these methods and 
apparatus, multiple Fibre Channel Arbitrated Loops, the 
loops containing one or more private loop devices, may be 
interconnected even though on separate Arbitrated Loops. 

[0015] In the preferred embodiment, an interconnection 
system is provided for connecting a plurality of physically 
separate Fibre Channel Arbitrated Loops, the loops either 
containing, or being adapted to contain, one or more private 
loop devices. The apparatus preferably includes at least a 
?rst Arbitrated Loop containing, or adapted to contain, one 
or more private loop devices, and at least a second Arbitrated 
Loop, either containing, or adapted to contain, one or more 
private loop devices. The Arbitrated Loops are intercon 
nected via a Fibre Channel private loop device interconnect 
system Which is disposed betWeen the Arbitrated Loops. 

[0016] In one embodiment, a Fibre Channel fabric is 
disposed betWeen the Arbitrated Loops, and includes a 
routing ?lter Which ?lters incoming Arbitrated Loop physi 
cal addresses (ALPAs) to determine Which Fibre Channel 
frames must attempt to be routed through the fabric. Thus, 
by disposing routing information regarding private loop 
devices Within the Fibre Channel private loop device inter 
connect system, multiple Arbitrated Loops containing pri 
vate loop devices may be interconnected. 

[0017] Any type of private loop device, consistent With the 
apparatus and methods stated herein, may be utiliZed in 
conjunction With this system. Examples of private loop 
devices include storage devices, such as tape drives, JBODs 
and RAID subsystems, host systems, and other connections 
Within a system, such as bridges, particularly SCSI to Fibre 
Channel bridges, routers, particularly Fibre Channel to asy 
chronous transfer mode systems and Fibre Channel to eth 
ernet systems. 

[0018] Various interconnection topologies may be utiliZed 
With these systems. Beyond a single fabric having tWo 
Arbitrated Loops, any number of Arbitrated Loops may be 
utiliZed, consistent With the siZe constraints of the fabric. 
Alternately, a ?rst fabric, With at least one Arbitrated Loop 
attached, and a second fabric, With at least one Arbitrated 
Loop, may have the ?rst fabric and second fabric directly 
connected. Alternatively, or additionally, a ?rst fabric and a 
third fabric, each having at least one Arbitrated Loop, may 
be connected through a second fabric. Yet another topology 
includes a ?rst fabric having M ports, Where one port is 
connected to storage, preferably JBODs, and the remaining 
M-1 ports of the ?rst fabric are connected to M-1 second 
fabrics. An alternative interconnect topology includes a ?rst 
fabric With M ports, and M second fabrics, each second 
fabric being connected to the ?rst fabric. In yet another 
interconnect topology, a device is connected to a ?rst fabric 
by a ?rst path and to a second fabric by a second, indepen 
dent path. In yet another interconnect topology, a ?rst set of 
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fabrics and a second set of fabrics may be interconnected 
through a ?rst intermediate fabric and a second intermediate 
fabric, each of the ?rst sets of fabrics connected to the ?rst 
intermediate fabric, and separately to the second intermedi 
ate fabric, and each of the second set of fabrics connected to 
the ?rst intermediate fabric and separately to the second 
intermediate fabric. 

[0019] In yet another aspect of this invention, a method is 
provided for implementing a logical loop of private loop 
devices in a novel manner. The method generally comprises 
the steps of segmenting the logical loop of private loop 
devices into a plurality of sets, assigning each set to a 
physical Arbitrated Loop and connecting the Arbitrated 
Loops to a Fibre Channel private loop device interconnect 
system to effect interconnection of the Arbitrated Loops. 

[0020] In another aspect of this invention, a method is 
provided for selectively ?ltering Fibre Channel frames. This 
method serves to route frames betWeen one or more private 
loop devices on a ?rst Arbitrated Loop and one or more 
private loop devices on at least a second Arbitrated Loop. 
Preferably, the method includes the steps of receiving the 
Fibre Channel frames over the ?rst Arbitrated Loop at a 
connected port of a Fibre Channel private loop device 
interconnect system and ?ltering the frame by, either, for 
Warding the frame on the ?rst Arbitrated Loop if the frame 
has an address on the ?rst Arbitrated Loop, or, providing an 
“open” response on the ?rst Arbitrated Loop if the address 
is not on the ?rst Arbitrated Loop. Optionally, in the event 
that the frame includes an address not on the ?rst Arbitrated 
Loop, the additional step of attempting to route the frame 
through the Fibre Channel private loop device interconnect 
system may be made. In yet another optional step, buffering 
of the frames destined to private loop devices not on the ?rst 
Arbitrated Loop may be performed, most preferably, per 
mitting cut-through if the route can be made Without sub 
stantial buffering. 

[0021] Yet another novel method of these inventions is a 
method for restricting attached devices to Arbitrated Loop 
physical addresses (ALPAs) Within certain ranges. Through 
this method, multiple Fibre Channel Arbitrated Loops of 
private loop devices are con?gured, each private loop device 
on the Arbitrated Loop having an Arbitrated Loop physical 
address. Generally, the steps in the preferred method com 
prise, ?rst, dividing the ALPAs into nonoverlapping sets, 
second, assigning each set to a separate physical Arbitrated 
Loop, and thereafter, during loop initialiZation, forcing the 
attached private loop devices to choose from the assigned 
set. 

[0022] Yet another novel method comprises a method for 
resetting hosts Within a Fibre Channel interconnection sys 
tem of private loop devices. In this method of operation of 
an interconnection system, the system including more than 
one Arbitrated Loop, at least one loop being adapted to 
contain storage and one loop adapted to contain a host, those 
devices being private loop devices, the loops being con 
nected to a Fibre Channel private loop device interconnect 
system, the method generally comprises the steps of, ?rst, 
detecting at least the addition of a storage device to a ?rst 
Arbitrated Loop, and thereafter, resetting the Arbitrated 
Loop or loops on Which a host or hosts reside upon such 
detected addition. In this manner, a host resident on an 
Arbitrated Loop becomes aWare of storage private loop 
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devices Which have been added to other Arbitrated Loops 
separated from the host bearing Arbitrated Loop by a Fibre 
Channel private loop device interconnect system. 

[0023] In yet another method of operation of the inventive 
system, a method for operation With use of SCSI initiators 
is provided. In this interconnection system, the system 
includes more than one Arbitrated Loop, at least one loop 
adapted to contain storage and one loop containing a host, 
the devices attached to the loops being private loop devices, 
the loops being connected to a Fibre Channel private loop 
device interconnect system. The method generally com 
prises the steps of ?rst, receiving port login (PLOGI) input/ 
output (I/O) probes at the Fibre Channel private loop device 
interconnect system, thereafter, performing address look-up 
for the received PLOGI I/O probes, and, if a match eXists in 
the look up, routing the PLOGI I/O probes from the Fibre 
Channel SCSI initiator to private loop devices on the Fibre 
Channel private loop device interconnect system or other 
Fibre Channel private loop device interconnect system. In 
the event that no match is found upon address look up, the 
PLOGI I/O probes are routed to the Fibre Channel private 
loop device interconnect system controller, and a link ser 
vice reject (LS_RJT) is returned. Similarly, a link service 
reject is returned in the event that an address match is found, 
but Where no device With the destination ALPA eXists on the 
Arbitrated Loop corresponding to the destination. 

[0024] An intelligent bridging hub adapted to interconnect 
a plurality of Arbitrated Loops containing private loop 
devices is provided. The intelligent bridging hub includes at 
least ?rst and second hub submodules, the submodules 
comprising a plurality of ports, the ports including port 
bypass circuits connected to the ports for connecting to the 
Arbitrated Loops adapted to contain private loop devices, 
and, an Arbitrated Loop physical address ?ltering port, a 
router, the router being disposed betWeen the ?rst and 
second hub submodules, and a processor control coupled to 
the router and the ?rst and second submodules. The router 
need not support all classes of Fibre Channel connections, 
for eXample, the router may optionally not support class 1 
connections. Optionally, the processor control need not 
provide back-up route determination mechanisms. 

Objects of the Invention 

[0025] Accordingly, it is an object of this invention to 
interconnect separate Arbitrated Loops of private loop 
devices through Fibre Channel private loop device intercon 
nect system. 

[0026] It is yet a further object of this invention to segment 
one logical loop composed of private loop devices into 
several physical Arbitrated Loops each of Which is con 
nected to Fibre Channel private loop device interconnect 
system. 
[0027] It is yet a further object of this invention to connect 
private loop devices over a fabric Without any a priori 
knoWledge by those devices or special softWare driver 
modi?cations to support the Fibre Channel private loop 
device interconnect system. 

[0028] It is yet a further object of this invention to route 
the I/O probes from a Fibre Channel SCSI Initiator to private 
loop devices on other ports on the Fibre Channel private 
loop device interconnect system or on other ports on con 
nected Fibre Channel private loop device interconnect sys 
tems. 
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[0029] It is yet a further object of this invention to handle 
I/O probes from Fibre Channel SCSI Initiators Which are 
destined for nonexistent devices. 

[0030] It is yet a further object of this invention to ?lter the 
frames received by a Fibre Channel private loop device 
interconnect system port and select those frames Which are 
destined to private loop devices on separate fabric ports or 
for other ports on connected Fibre Channel private loop 
device interconnect system. 

[0031] It is yet a further object of this invention to reset 
private loop hosts When storage devices are added or 
removed on other ports on the Fibre Channel private loop 
device interconnect system or on other ports on connected 
Fibre Channel private loop device interconnect system. 

[0032] It is yet a further object of this invention to limit the 
ALPA range that connected private loop devices can choose 
When connected to a Fibre Channel private loop device 
interconnect system port. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0033] FIG. 1 is a block diagram illustrating the use of the 
Stealth Mode in connecting one logical loop of private loop 
devices by segmenting it into several physical loops all 
interconnected through a netWork of fabrics. 

[0034] FIG. 2 is a block diagram illustrating the band 
Width advantage in connecting multiple pairs of simulta 
neously communicating private loop devices. 

[0035] FIG. 3 is a block diagram shoWing the additive 
delays of interconnecting several devices in a loop. 

[0036] FIG. 4 is a block diagram shoWing the Stealth 
Mode procedure for routing Fibre Channel SCSI Initiator 
PLOGI I/O probes Which do not correspond to an eXistent 
ALPA. 

[0037] FIG. 5 is a block diagram shoWing the fabric router 
modi?cations necessary to route Fibre Channel SCSI Ini 
tiator PLOGI I/O probes Which do not correspond to an 
existent ALPA. 

[0038] FIG. 6 is a block diagram shoWing the intercon 
nection of seven host computers With ten racks of JBODs, 
each JBOD consisting of up to eight disk drives. 

[0039] FIG. 7 is a block diagram shoWing the intercon 
nection of thirteen host computers With ten racks of J BODS, 
each JBOD consisting of up to eight disk drives. 

[0040] FIG. 8 is a block diagram shoWing the intercon 
nection of forty nine host computers With ?ve racks of 
JBODS, each JBOD consisting of up to eight disk drives. 

[0041] FIG. 9 is a block diagram shoWing the intercon 
nection of a JBOD and a RAID storage subsystem With four 
hosts. Each device is connected through a redundant path. 

[0042] FIG. 10 is a block diagram shoWing the intercon 
nection of forty eight hosts With eight RAID storage sub 
systems. 

[0043] FIG. 11 is a block diagram shoWing the intercon 
nection of four hosts With a JBOD and a RAID storage 
subsystem. There are redundant links to the JBOD and the 
RAID subsystems. 




















