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(57) ABSTRACT 

An architecture is described to manufacture console-based 
gaming systems in a manner that alloWs them to be authen 
ticated to a remote entity for online participation. The 
architecture involves placing pre-established secrets on the 
game console during console manufacturing that may be 
subsequently used to guarantee the authenticity of the game 
console during registration time. 
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ARCHITECTURE FOR MANUFACTURING 
AUTHENTICATABLE GAMING SYSTEMS 

TECHNICAL FIELD 

[0001] This invention relates to console-based gaming 
systems, and more particularly, to systems and methods for 
manufacturing game consoles that can be authenticated for 
participation in online services such as online gaming. 

BACKGROUND 

[0002] Traditionally, gaming systems With a dedicated 
console Were standalone machines that accommodated a 
limited number of players (e.g., 4). PC-based gaming greW 
in popularity in part due to the ability to play games online 
With many remote players over a netWork (e.g., the Internet). 
Thus, one trend for dedicated gaming systems is to provide 
broadband capabilities to facilitate online gaming. 

[0003] Creating an online gaming architecture for dedi 
cated consoles poses several unique and difficult problems. 
One problem is that there are a number of hackers that 
constantly attempt to cheat during online games to gain 
various gaming advantages. To defeat this cheating, various 
security schemes are deployed to protect the data being 
transmitted over the netWork from hacker observation and/or 
modi?cation. Such schemes, hoWever, require the game 
console to authenticate itself With a remote entity (e.g., 
online gaming server, registration server, other player sys 
tem, etc.). Valid credentials are used during authentication to 
guarantee authenticity of netWork traf?c during gaming. If 
these credentials could be easily obtained during registra 
tion, a hacker could easily manipulate the credentials and 
forge all netWork packets from the video game console using 
another computer. From the game server’s perspective, the 
gaming packets appear to be authentic since it came from a 
netWork source that Was capable of providing the required 
credentials. 

[0004] Accordingly, to secure online gaming and other 
services, there is a need to prevent hackers from easily 
obtaining valid credentials for purposes of cheating or other 
improper uses. 

SUMMARY 

[0005] An architecture for manufacturing console-based 
gaming systems involves placing pre-established secrets on 
a game console during manufacturing and subsequently 
using the secrets to guarantee the authenticity of the game 
console during registration time. 

[0006] TWo representative implementations are described: 
a symmetric key architecture and a public key architecture. 
The former architecture involves Writing a randomly gen 
erated symmetric key, along With a console ID, into pro 
grammatically accessible non volatile memory of the game 
console during manufacturing. The symmetric key is 
encrypted using a public key during transport. The corre 
sponding private key, and the encrypted symmetric key, are 
securely maintained at an authentication entity. 

[0007] During registration, the game console submits the 
key (or proof of key knoWledge) and the console ID pair to 
the authentication entity. The pair functions as a passWord/ 
name pair to locate the corresponding symmetric key main 
tained at the authentication entity. The private key is then 
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used to decrypt the symmetric key. The key submitted by the 
game console is evaluated against the recovered symmetric 
key as a Way to determine Whether the console is authentic. 

[0008] The public key architecture involves Writing a 
private key and a digital certi?cate into each game console 
during manufacturing. The certi?cate contains the public 
key corresponding to the private key. The certi?cate is part 
of a certi?cate chain that includes a certi?cation authority 
certi?cate associated With a certi?cation authority at each 
manufacturing site and a root certi?cate from Which the 
certi?cation authority certi?cate is derived. Whenever a 
game console goes online for registration, a certi?cate chain 
veri?cation process along With proof of knoWledge of the 
private key stored on the game console are used to authen 
ticate the console as genuine. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 illustrates a gaming system With a game 
console and one or more controllers. 

[0010] 
[0011] FIG. 3 illustrates a netWork gaming system in 
Which the FIG. 1 gaming system is connected via a netWork 
to other consoles, services, and a ticket issuing entity. 

FIG. 2 is a block diagram of the gaming system. 

[0012] FIG. 4 illustrates a manufacturing process in Which 
a symmetric key and a console ID are placed on the game 
console during manufacturing. 

[0013] FIG. 5 illustrates a registration process in Which an 
authentication server authenticates the game console using 
the symmetric key and console ID. 

[0014] FIG. 6 illustrates a pre-manufacturing process in 
Which public key pairs and chained certi?cates are initially 
generated. 

[0015] FIG. 7 illustrates a manufacturing process in Which 
a private key and one or more certi?cates are placed on the 
game console during manufacturing. 

[0016] FIG. 8 illustrates a registration process in Which 
the authentication server authenticates the game console 
using the private key and a certi?cate veri?cation process. 

DETAILED DESCRIPTION 

[0017] The folloWing discussion is directed to console 
based gaming systems With online connectivity and tech 
niques for manufacturing such gaming systems in a manner 
that they can be authenticated by a remote authentication 
entity over an open netWork, such as the Internet. The 
techniques address the problem of hoW the authentication 
entity can be assured that the entity on the other side of the 
netWork is an authoriZed gaming system. 

[0018] The discussion assumes that the reader is familiar 
With basic cryptography principles, such as encryption, 
decryption, authentication, hashing, digital signatures, and 
digital certi?cates. For a basic introduction to cryptography, 
the reader is directed to a teXt Written by Bruce Schneier and 
entitled, “Applied Cryptography: Protocols, Algorithms, and 
Source Code in C,” published by John Wiley & Sons, 
copyright 1994 (second edition 1996), Which is hereby 
incorporated by reference. 
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[0019] Gaming System 
[0020] FIG. 1 shows an exemplary gaming system 100. It 
includes a game console 102 and up to four controllers, as 
represented by controllers 104(1) and 104(2). The game 
console 102 is equipped With an internal hard disk drive and 
a portable media drive 106 that supports various forms of 
portable storage media as represented by optical storage disc 
108. Examples of suitable portable storage media include 
DVD, CD-ROM, game discs, game cartridges, and so forth. 

[0021] The game console 102 has four slots 110 on its 
front face to support up to four controllers, although the 
number and arrangement of slots may be modi?ed. ApoWer 
button 112 and an eject button 114 are also positioned on the 
front face of the game console 102. The poWer button 112 
sWitches poWer to the game console and the eject button 114 
alternately opens and closes a tray of the portable media 
drive 106 to alloW insertion and extraction of the storage 
disc 108. 

[0022] The game console 102 connects to a television or 
other display (not shoWn) via A/V interfacing cables 120. A 
poWer cable 122 provides poWer to the game console. The 
game console 102 may further be con?gured With broadband 
capabilities, as represented by the cable or modem connector 
124 to facilitate access to a netWork, such as the Internet. 

[0023] Each controller 104 is coupled to the game console 
102 via a Wire or Wireless interface. In the illustrated 
implementation, the controllers are USB (Universal Serial 
Bus) compatible and are connected to the console 102 via 
serial cables 130. The controller 102 may be equipped With 
any of a Wide variety of user interaction mechanisms. As 
illustrated in FIG. 1, each controller 104 is equipped With 
tWo thumbsticks 132(1) and 132(2), a D-pad 134, buttons 
136, and tWo triggers 138. These mechanisms are merely 
representative, and other knoWn gaming mechanisms may 
be substituted for or added to those shoWn in FIG. 1. 

[0024] A memory unit (MU) 140 may be inserted into the 
controller 104 to provide additional and portable storage. 
Portable memory units enable users to store game param 
eters and port them for play on other consoles. In the 
described implementation, each controller is con?gured to 
accommodate tWo memory units 140, although more or less 
than tWo units may be employed in other implementations. 

[0025] The gaming system 100 is capable of playing, for 
example, games, music, and videos. With the different 
storage offerings, titles can be played from the hard disk 
drive or the portable medium 108 in drive 106, from an 
online source, or from a memory unit 140. Asample of What 
the gaming system 100 is capable of playing back include: 

[0026] 1. Game titles played from CD and DVD 
discs, from the hard disk drive, or from an online 
source. 

[0027] 2. Digital music played from a CD in the 
portable media drive 106, from a ?le on the hard disk 
drive (e.g., WindoWs Media Audio (WMA) format), 
or from online streaming sources. 

[0028] 3. Digital audio/video played from a DVD 
disc in the portable media drive 106, from a ?le on 
the hard disk drive (e.g., Active Streaming Format), 
or from online streaming sources. 
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[0029] FIG. 2 shoWs functional components of the gam 
ing system 100 in more 19 detail. The game console 102 has 
a central processing unit (CPU) 200 and a memory control 
ler 202 that facilitates processor access to various types of 
memory, including a ?ash ROM (Read Only Memory) 204, 
a RAM (Random Access Memory) 206, a hard disk drive 
208, and the portable media drive 106. The CPU 200 is 
equipped With a level 1 cache 210 and a level 2 cache 212 
to temporarily store data and hence reduce the number of 
memory access cycles, thereby improving processing speed 
and throughput. 
[0030] The CPU 200, memory controller 202, and various 
memory devices are interconnected via one or more buses, 

including serial and parallel buses, a memory bus, a periph 
eral bus, and a processor or local bus using any of a variety 
of bus architectures. By Way of example, such architectures 
can include an Industry Standard Architecture (ISA) bus, a 
Micro Channel Architecture (MCA) bus, an Enhanced ISA 
(EISA) bus, a Video Electronics Standards Association 
(VESA) local bus, and a Peripheral Component Intercon 
nects (PCI) bus. 
[0031] As one suitable implementation, the CPU 200, 
memory controller 202, ROM 204, and RAM 206 are 
integrated onto a common module 214. In this implemen 
tation, ROM 204 is con?gured as a ?ash ROM that is 
connected to the memory controller 202 via a PCI (Periph 
eral Component Interconnect) bus and a ROM bus (neither 
of Which are shoWn). RAM 206 is con?gured as multiple 
DDR SDRAM (Double Data Rate Synchronous Dynamic 
RAM) that are independently controlled by the memory 
controller 202 via separate buses (not shoWn). The hard disk 
drive 208 and portable media drive 106 are connected to the 
memory controller via the PCI bus and an ATA (AT Attach 
ment) bus 216. 
[0032] A 3D graphics processing unit 220 and a video 
encoder 222 form a video processing pipeline for high speed 
and high resolution graphics processing. Data carried from 
the graphics processing unit 220 to the video encoder 222 
via a digital video bus (not shoWn). An audio processing unit 
224 and an audio codec (coder/decoder) 226 form a corre 
sponding audio processing pipeline With high ?delity and 
stereo processing. Audio data is carried betWeen the audio 
processing unit 224 and the audio codec 226 via a commu 
nication link (not shoWn). The video and audio processing 
pipelines output data to an A/V (audio/video) port 228 for 
transmission to the television or other display. In the illus 
trated implementation, the video and audio processing com 
ponents 220-228 are mounted on the module 214. 

[0033] Also implemented on the module 214 are a USB 
host controller 230 and a netWork interface 232. The USB 
host controller 230 is coupled to the CPU 200 and the 
memory controller 202 via a bus (e.g., PCI bus) and serves 
as host for the peripheral controllers 104(1)-104(4). The 
netWork interface 232 provides access to a netWork (e.g., 
Internet, home netWork, etc.) and may be any of a Wide 
variety of various Wire or Wireless interface components 
including an Ethernet card, a modem, a Bluetooth module, 
a cable modem, and the like. 

[0034] The game console 102 has tWo dual controller 
support subassemblies 240(1) and 240(2), With each subas 
sembly supporting tWo game controllers 104(1)-104(4). A 
front panel I/O subassembly 242 supports the functionality 
of the poWer button 112 and the eject button 114, as Well as 
any LEDs (light emitting diodes) or other indicators exposed 
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on the outer surface of the game console. The subassemblies 
240(1), 240(2), and 242 are coupled to the module 214 via 
one or more cable assemblies 244. 

[0035] Eight memory units 140(1)-140(8) are illustrated 
as being connectable to the four controllers 104(1)-104(4), 
i.e., tWo memory units for each controller. Each memory 
unit 140 offers additional storage on Which games, game 
parameters, and other data may be stored. When inserted 
into a controller, the memory unit 140 can be accessed by the 
memory controller 202. 

[0036] A system poWer supply module 250 provides 
poWer to the components of the gaming system 100. A fan 
252 cools the circuitry Within the game console 102. 

[0037] A console user interface (UI) application 260 is 
stored on the hard disk drive 208. When the game console 
is poWered on, various portions of the console application 
260 are loaded into RAM 206 and/or caches 210, 212 and 
executed on the CPU 200. The console application 260 
presents a graphical user interface that provides a consistent 
user experience When navigating to different media types 
available on the game console. 

[0038] The game console 102 implements a cryptography 
engine to perform common cryptographic functions, such as 
encryption, decryption, authentication, digital signing, hash 
ing, and the like. The cryptography engine may be imple 
mented as part of the CPU 200, or in softWare stored on the 
hard disk drive 208 that executes on the CPU, so that the 
CPU is con?gured to perform the cryptographic functions. 

[0039] The gaming system 100 may be operated as a 
standalone system by simply connecting the system to a 
television or other display. In this standalone mode, the 
gaming system 100 alloWs one or more players to play 
games, Watch movies, or listen to music. HoWever, With the 
integration of broadband connectivity made available 
through the netWork interface 232, the gaming system 100 
may further be operated as a participant in a larger netWork 
gaming community. This netWork gaming environment is 
described next. 

[0040] NetWork Gaming 

[0041] FIG. 3 shoWs an exemplary netWork gaming envi 
ronment 300 that interconnects multiple gaming systems 
100(1), . . . , 100(g) via a netWork 302. The netWork 302 

represents any of a Wide variety of data communications 
netWorks. It may include public portions (e.g., the Internet) 
as Well as private portions (e.g., a residential Local Area 
NetWork as Well as combinations of public and 
private portions. NetWork 302 may be implemented using 
any one or more of a Wide variety of conventional commu 
nications media including both Wired and Wireless media. 
Any of a Wide variety of communications protocols can be 
used to communicate data via netWork 302, including both 
public and proprietary protocols. Examples of such proto 
cols include TCP/IP, IPX/SPX, NetBEUI, etc. 

[0042] In addition to gaming systems 100, one or more 
data centers may be accessible via the netWork 302 to 
provide various services for participants. An exemplary data 
center 304 is illustrated as comprising an authentication 
server 306 that registers individual gaming systems 100 and 
one or more online servers 308(1), . . . , 308(s) to provide 

various services, such as hosting online games, serving 

May 15, 2003 

doWnloadable music or video ?les, hosting gaming compe 
titions, serving streaming audio/video ?les, and the like. The 
authentication server 306 has access to a database 310 that 
stores manufacturing secrets placed on individual gaming 
systems during manufacturing. These secrets are used for 
registering or authenticating the gaming systems prior to 
alloWing the gaming systems to participate in online gaming 
or other services. 

[0043] While the authentication server 306, online servers 
308, and database 310 are logically grouped as forming the 
data center 304, it is noted that the various computer systems 
may or may not be physically located together or as part of 
the same facility. Additionally, While the authentication 
server 306 is illustrated separately from the online servers 
308, the authentication functionality may be integrated as 
part of the services. 

[0044] The netWork gaming environment 300 may further 
involve a key distribution center 312 that plays a role in 
authenticating individual players and/or gaming systems 
100 to one another as Well as online services 304. The 
distribution center 312 distributes keys and service tickets to 
valid participants that may then be used to form games 
amongst multiple players or to purchase services from the 
online services 308. The distribution center 312 may be 
integrated into the data center 304 or reside independently, 
as shoWn. 

[0045] To participate in online gaming (or other netWork 
services), the gaming systems 100 ?rst seek to be authen 
ticated by the authentication server 306. To grant permission 
to participate in online services, the authentication server 
306 needs to trust that each gaming system is genuine and 
not an imposter computing device. Authentic gaming sys 
tems 100 are manufactured With secrets that are stored in the 
database 310. The authentication server 306 uses these 
secrets to discern Whether the gaming system 100 is genuine. 
The techniques for manufacturing gaming systems that can 
be authenticated for online gaming over an open netWork, 
such as the Internet, are described in the next section. 

[0046] Once authenticated, the gaming systems can par 
ticipate in online gaming or other services, or proceed to 
authenticate individual users With the key distribution cen 
ter. A multi-user authentication architecture is described in 
more detail in US. patent application Ser. No. 09/802,795, 
entitled “Multiple User Authentication for Online Console 
Based Gaming”, Which Was ?led Mar. 9, 2001. This appli 
cation is assigned to Microsoft Corporation and is hereby 
incorporated by reference. 

[0047] Manufacturing Authenticatable Gaming Systems 

[0048] An architecture for manufacturing gaming systems 
is provided to address the console authentication problem. 
Simply stated, the problem is hoW an authentication entity 
can be assured that the entity on the other side of the netWork 
is an authentic game console. The architecture generally 
involves storing secret, authenticatable data on the game 
console during manufacturing and maintaining correspond 
ing verifying data at the authentication entity. During reg 
istration, the authentication entity uses the verifying data to 
verify the authenticatable data submitted by the game con 
sole to determine the authenticity of the game console. TWo 
representative architectures are described: (1) a symmetric 
key architecture and (2) a public key architecture. 
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[0049] Symmetric Key Architecture 

[0050] The symmetric key architecture involves Writing a 
randomly generated symmetric key, along With a console ID, 
on the game console during manufacturing. This key/ID pair 
subsequently functions as a passWord/name pair during 
registration to prove to the authentication server that the 
game console is authentic. The architecture is described With 
reference to FIGS. 4 and 5, Where FIG. 4 illustrates the 
manufacturing process and FIG. 5 illustrates the registration 
process. 

[0051] FIG. 4 shoWs an exemplary manufacturing process 
400 in Which a symmetric key and a console ID are placed 
on the game console during manufacturing. For discussion 
purposes, the manufacturer operates one or more manufac 
turing facilities, each of Which includes one or more manu 
facturing computing systems 450 and databases 452. The 
manufacturing databases are sometimes referred to as “gene 
alogy databases”. The manufacturing computing systems 
450 are used to program, con?gure, or otherWise enable the 
softWare/?rmWare being placed in the game consoles. 

[0052] At operation 402, a unique identi?er Ni is assigned 
for each manufactured console 102(i). The console ID could 
be, for eXample, a sequential number or the serial number of 
the manufactured console. At operation 404, a symmetric 
key Ki is randomly generated for console 102(i). At opera 
tion 406, the symmetric key Ki and the console identi?er Ni 
are stored in a programmatically accessible non volatile 
memory of the console 102(i). The location of storage is 
preferably secure and/or secret from access by the game 
console oWner, but is otherWise programmatically accessible 
by authoriZed game code. The possible locations include, 
but are not limited to, an EEPROM, the hard drive, or ?ash 
ROM. The Ki/Ni pair may also be cryptographically pro 
tected to further prevent access by the game console oWner. 

[0053] The Ki/Ni pair Will be used during the registration 
process to prove to the authenticity of the game console. 
Accordingly, the Ki/Ni pair is collected during manufactur 
ing for transport to the data center 304 that is responsible for 
is registering the game console. HoWever, the transportation 
and storage of the key/ID pair introduce potential risks of 
discovery. To secure the symmetric keys for storage and 
transportation, the symmetric key is encrypted With a trans 
portation public key Kt _pub right after the symmetric key Ki 
is generated and stored in the game console (operation 408). 
The corresponding transportation private key Kt _prv, Which 
is used to decrypt and access the symmetric key Ki, is 
securely maintained at the data center 304 and is only 
accessed When used during registration of a game console. 

[0054] It is noted that one or more of the operations 
404-408 may be performed by the manufacturing computing 
systems 450, or alternatively by the game consoles them 
selves. Regardless of Where the key Ki is generated and 
encrypted, the goal is to have the key eXist in its raW state 
for as short of time as possible. Minimizing this time Will 
further enhance security. 

[0055] It is further noted that the symmetric key Ki may be 
encrypted using cryptographic ciphers other than public key 
ciphers. For instance, the symmetric key Ki may be 
encrypted using a symmetric key cipher, Where the sym 
metric key is securely maintained at the manufacturer and 
the data center. 
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[0056] At operation 410, the encrypted symmetric key 
(denoted as E(Kt_pub, is stored in the manufacturer 
database 452 along With the console identi?er Ni. At opera 
tion 412, the console identi?er Ni and the encrypted sym 
metric key E(Kt_pub, for all manufactured consoles are 
transferred, individually or in batch, from the manufacturer 
database 452 to the data center 304. The information may be 
transferred according to any number of different techniques, 
including electronic transmission over a netWork, secure 
portage on a portable storage media, or by other means. 

[0057] At this point, the game consoles are ?nished being 
manufactured and are packaged for distribution and sale. 
After the game consoles are purchased, the oWners may Wish 
to participate in an online service, such as gaming or 
doWnloading audio/video ?les. When the game consoles 
initially encounter an online service, the game consoles 
perform a registration process to prove its authenticity to the 
online service. For discussion purposes, suppose the game 
console registers With the authentication server 306 of the 
data center 304 to enable participation in an online gaming 
event being hosted by one or more online servers 308. 

[0058] FIG. 5 shoWs an exemplary registration process 
500 in Which the authentication server 306 at the data center 
304 authenticates the game console 102(i). At operation 502, 
the console 102(i) submits the symmetric key (or proof of 
key knoWledge) and the console ID pair (e.g., Ki, Ni) to the 
authentication server 306 at the data center 304 as part of an 
authentication protocol. The symmetric key Ki is usually 
protected in some manner during the authentication proto 
col, While the console identi?er Ni need not be. Many 
different authentication protocols can be used during this 
operation, including (but not limited to) Kerberos, Digest, 
and HTTP Basic. The communication over the netWork can 
all be optionally secured Within a secure channel (e.g., SSL 

channel). 
[0059] At operation 504, the authentication server 306 
uses the console identi?er Ni to lookup the associated 
symmetric key in the manufacturer’s secrets database 310. 
The result of the lookup produces a data record 520 for 
console 102(i). The data record 520 includes the encrypted 
symmetric key E(Kt_pub, Ki) originally created by and 
transferred from the manufacturer in the manufacturing 
process 400 of FIG. 4. At operation 506, the authentication 
server 306 decrypts the symmetric key using the transpor 
tation private key Kt _prv stored at the authentication server 
306 to recover the symmetric key Ki. 

[0060] At operation 508, the authentication server 306 
veri?es the credentials submitted by the game console 102(i) 
by, in part, comparing the submitted key Ki (or proof of its 
knoWledge) With the manufacturer-assigned symmetric key 
Ki recovered from the record 520 in the manufacturer’s 
secrets database 310. The authentication server either 
accepts or rejects the game console based on Whether the 
authentication succeeds or fails, Which is based at least in 
part on Whether the tWo keys match. 

[0061] At this point, the results of the authentication could 
be used to directly alloW/disalloW participation in online 
services. In this case, the symmetric keys are used each time 
the game console requests authentication for purposes of 
participating in online services. Alternatively, the results of 
the authentication could be used to bootstrap a neW creden 
tial process in Which a neW set of credentials are generated 
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and transported back to the game console for use later during 
online service authentication. In this second case, the Ki/Ni 
pair is used only once for authentication during registration 
of the game console and the registration process Will return 
a neW set of credentials to the console that can be used from 
then on. 

[0062] The advantage of the symmetric key architecture is 
that no secrets are maintained at the manufacturer. The 
secret transportation private key is kept at the data center. 
Thus, the opportunity for a cheater to steal the secret is 
greatly diminished. 

[0063] Public Key Architecture 

[0064] The public key architecture involves Writing a 
private key and a digital certi?cate into each game console 
during manufacturing. The certi?cate contains the public 
key that matches the private key. The certi?cate is signed by 
a certi?cation authority placed at each manufacturing site. 
Each certi?cation authority certi?cate is further signed by 
another certi?cate that eventually leads up a certi?cate chain 
to a root certi?cate. Whenever a game console goes online 
to register itself, a certi?cate chain veri?cation process along 
With proof of knoWledge of the private key are used to 
authenticate the console as genuine. The public key archi 
tecture is described With reference to FIGS. 6-8, Where FIG. 
6 illustrates a pre-manufacturing process, FIG. 7 illustrates 
the manufacturing process, and FIG. 8 illustrates the regis 
tration process. 

[0065] FIG. 6 shoWs an exemplary pre-manufacturing 
process 600 in Which public key pairs and chained certi? 
cates are generated. The process 600 may be performed any 
time before the manufacturing of the game consoles 102. It 
may be performed at the manufacturing facility or else 
Where. At operation 602, a root public key pair consisting of 
a root public key Kroot_pub and a root private key Kroot 
_prv is generated. The root key pair is trusted and securely 
stored. 

[0066] At operation 604, the root key pair is used to 
generate a root certi?cate CERT(Kroot_prv, Kroot_pub). 
The notation “CERT(Kroot_prv, Kroot_pub)” means that 
the root private key Kroot_prv is used to digitally sign a 
composite of the root public key Kroot_pub and a purpose 
statement vouching for the authenticity of the root public 
key for anyone knoWing the corresponding root private key. 
Thus, anybody With access to the root public key Kroot_pub 
should be able to verify the authenticity of the certi?cate. 
One example type of certi?cate is an X509 format certi? 
cate. HoWever, other types of data structures that carry a 
public key signed by another private key can be considered 
a certi?cate. 

[0067] At operation 606, a second public key pair is 
generated for use by a certi?cation authority (CA) at the 
manufacturing site. This second key pair is referred to as the 
certi?cation authority key pair (or CA key pair) and consists 
of a CA public key Kca_pub and a CA private key Kca_prv. 
If there is more than one certi?cation authority at each 
manufacturing site, a different CA key pair is generated for 
each certi?cation authority. Accordingly, each manufactur 
ing site is associated With one or more CA key pairs. 

[0068] At operation 608, a CA certi?cate for the certi? 
cation authority is generated and signed by the root private 
key Kroot_prv. The CA certi?cate is designated as CERT 
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(Kroot_prv, Kca_pub), meaning the root private key Kroot 
_prv is used to digitally sign a composite of the CA public 
key Kca_pub and a purpose statement vouching for the 
authenticity of the CA public key for anyone knoWing the 
CA private key. 

[0069] At operation 610, the CA certi?cate CERT(Kroot 
_prv, Kca_pub) and the CA private key are stored at the 
certi?cation authority 650 at the manufacturing site. The CA 
certi?cate and the CA private key Kca_prv are securely 
maintained to prevent compromise. At operation 612, the 
root public key Kroot_pub and/or the root certi?cate CERT 
(Kroot_prv, Kroot_pub) is transported (if generated 
remotely) and securely stored to the data center 304. 

[0070] FIG. 7 shoWs an exemplary manufacturing process 
700 in Which a private key and one or more certi?cates are 
placed on the game console during manufacturing. For 
purposes of manufacturing, the manufacturer maintains the 
CA public key pair (Kca_pub, Kca_prv) and the CA certi? 
cate CERT(Kroot_prv, Kca_pub). 

[0071] At operation 702, a game console public key pair 
for each manufactured console 102(i) is generated. The 
console public key pair consists of a console public key 
Ki _pub and a console private key Ki _prv. At operation 704, 
a console certi?cate CERT(Kca_prv, Ki _pub) is generated 
and signed by the CA private key Kca_prv of the certi?ca 
tion authority at the factory. The console certi?cate contains 
the console public key Ki pub and vouches for its authen 
ticity for anyone knoWing the console private key Ki prv. 

[0072] At operation 706, the manufacturer records the 
console private key Ki _prv, the console certi?cate CERT 
(Kca_prv, Ki _pub), and CA certi?cate CERT(Kroot_prv, 
Kca_pub) into the game console. The location in storage is 
such that the key and certi?cates are programmatically 
accessible by authoriZed game code, but secure from being 
accessed by the game console oWner. The possible locations 
include, but are not limited to, an EEPROM, hard drive, or 
?ashable ROM. While the CA private key Kca_prv is 
secured at the manufacturing site, all other information 
including public keys and certi?cates can be freely distrib 
uted Without security measures. 

[0073] FIG. 8 shoWs an exemplary registration process 
800 in Which the game console is authenticated by the 
authentication server 306 at the data center 304. Many 
different public key authentication protocols can be 
employed to implement the registration process. At the time 
of registration, the authentication server 306 has access to 
the root certi?cate (and thus root public key). 

[0074] At operation 802, as part of one suitable protocol, 
the console 102(i) sends the console certi?cate CERT(Kca 
_prv, Ki _pub) to the authentication server 306 at the data 
center 304. The console may optionally send the CA cer 
ti?cate CERT(Kroot_prv, Kca_pub) if the authentication 
server does not already possess the CA certi?cate CERT(K 
root _prv, Kca_pub). The console also submits some proof 
that it knoWs the console private key Ki _prv. This proof can 
be achieved in many Ways. One approach for providing such 
proof is to encrypt some data using the console private key 
Ki _prv. This data may be, for example, the current time, a 
random number, a message, etc. For purposes of continuing 
discussion, assume the console encrypts the current time 
With the console private key, or _prv, CurrentTime). 
Using the current time can help thWart replay attacks. 
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[0075] Next, the authentication server 306 performs a 
certi?cate chain authentication process to traverse the cer 
ti?cate chain out to the console certi?cate. More speci?cally, 
at operation 804, the authentication server 306 authenticates 
the CA certi?cate CERT(Kroot_prv, Kca_pub) by verifying 
the signature of the CA certi?cate using root public key 
Kroot_pub. The root public key may be stored at the 
authentication server or extracted from the root certi?cate 
CERT(Kroot_prv, Kroot_pub). At operation 806, the authen 
tication server 306 obtains the CA public key Kca_pub from 
the CA certi?cate and uses it to verify the signature of the 
console certi?cate CERT(Kca_prv, Ki _pub), thereby 
authenticating the console certi?cate. 

[0076] At operation 808, the authentication server 306 
uses the console public key Ki _pub retrieved from the 
console certi?cate to evaluate the proof of knoWledge of the 
console private key Ki _prv. If the authentication server 306 
can verify via the submitted proof that the console has 
knoWledge of the correct console private key, the game 
console 102(i) is trusted to be genuine. In our example of 
using current time, the authentication server employs the 
console public key to decrypt the encrypted current time 
submitted by the console. The recovered current time is 
veri?ed to be Within an acceptable time skeW. The game 
server either accepts or rejects the game console based on 
Whether the authentication succeeds or fails, Which is based 
at least in part on Whether the recovered time is Within the 
time skeW. 

[0077] At this point, the results of the authentication could 
be used to directly alloW/disalloW participation in online 
services. In this case, the same registration process is used 
each time the game console requests authentication for 
purposes of participating in online services. Alternatively, 
the results of the authentication could be used to bootstrap 
a neW credential process in Which a neW set of credentials 

are generated and transported back to the game console for 
use later during online service authentication. In this second 
case, the console private key Ki _prv, the console certi?cate 
CERT(Kca_prv, Ki pub), and the CA certi?cate CERT(K 
root _prv, Kca_pub) credentials are used only once for 
authentication during registration and the registration pro 
cess Will return a neW set of credentials to the console that 
can be used from then on. 

[0078] It is noted that the public key architecture described 
herein employs tWo levels of certi?cate chaining from the 
root certi?cate to the console certi?cate. More or feWer 
levels of certi?cate chaining may be used to deploy the 
architecture. 

[0079] The advantage of the public key architecture is that 
no transfer of keys takes place betWeen the console manu 
facturing sites and the authentication server at the data 
center. HoWever, With the public key architecture, secrets are 
maintained at the manufacturer. 

[0080] Conclusion 

[0081] Although the invention has been described in lan 
guage speci?c to structural features and/or methodological 
acts, it is to be understood that the invention de?ned in the 
appended claims is not necessarily limited to the speci?c 
features or acts described. Rather, the speci?c features and 
acts are disclosed as exemplary forms of implementing the 
claimed invention. 
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1. A method comprising: 

manufacturing a console-based gaming system With 
authenticatable data stored in programmatically acces 
sible memory, the authenticatable data having corre 
sponding veri?cation data; and 

authenticating the console-based gaming system for 
online participation by receiving the authenticatable 
data from the console-based gaming system and utiliZ 
ing the veri?cation data to verify the authenticatable 
data. 

2. A method as recited in claim 1, Wherein the authenti 
catable data comprises a symmetric key used in a symmetric 
cryptographic cipher. 

3. A method as recited in claim 1, Wherein the authenti 
catable data comprises a private key used in a public key 
cryptographic cipher. 

4. A method as recited in claim 1, Wherein the manufac 
turing comprises: 

storing a symmetric key and a console ID in the console 
based gaming system; 

encrypting the symmetric key to produce an encrypted 
symmetric key; and 

storing the encrypted symmetric key and the console ID 
at an authentication entity employed to authenticate the 
console-based gaming system. 

5. A method as recited in claim 4, Wherein the encrypting 
comprises encrypting the symmetric key using a public key 
cipher and a public key from a public key pair. 

6. A method as recited in claim 4, Wherein the encrypting 
comprises encrypting the symmetric key using a symmetric 
key cipher. 

7. A method as recited in claim 4, Wherein the authenti 
cating comprises: 

receiving the symmetric key and the console ID from the 
console-based gaming system; 

using the console ID to locate the encrypted symmetric 
key at the authentication entity; 

decrypting the encrypted symmetric key using the public 
key cipher and a corresponding private key from the 
public key pair to recover the symmetric key; and 

evaluating the symmetric key recovered from the 
encrypted symmetric key With the symmetric key 
received from the console-based gaming system as a 
basis for authenticating the console-based gaming sys 
tem. 

8. A method as recited in claim 1, Wherein the manufac 
turing comprises: 

storing, on the console-based gaming system, a console 
private key unique to the console-based gaming system 
and at least one console certi?cate that is part of a 
certi?cate chain chaining from a root certi?cate signed 
by a root private key, to the console certi?cate contain 
ing a console public key that corresponds to the console 
private key; and 

storing the root public key at an authentication entity 
employed to authenticate the console-based gaming 
system. 
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9. A method as recited in claim 8, Wherein the authenti 
cating comprises: 

receiving the console certi?cate and proof of knowledge 
of the console private key from the console-based 
gaming system; 

traversing the certi?cate chain to verify the console cer 
ti?cate and recover the console public key; and 

using the console public key to evaluate the proof of 
knoWledge of the console private key. 

10. One or more computer-readable media comprising 
computer; executable instructions that, When executed, per 
form the method as recited in claim 1. 

11. A method comprising: 

manufacturing a game console that includes a symmetric 
key stored in programmatically accessible memory; 
and 

using symmetric key cryptography to verify the symmet 
ric key on the game console as a basis for authenticat 
ing the game console for online participation. 

12. A method as recited in claim 11, Wherein the manu 
facturing comprises: 

encrypting the symmetric key to produce an encrypted 
symmetric key; and 

maintaining the encrypted symmetric key at an authenti 
cation entity employed to authenticate the game con 
sole. 

13. A method as recited in claim 12, Wherein the using 
comprises: receiving a proffered symmetric key from the 
game console; decrypting the encrypted symmetric key 
maintained at the authentication entity; and 

evaluating the symmetric key recovered from the 
encrypted symmetric key With the proffered symmetric 
key received from the game console. 

14. A method as recited in claim 11, Wherein the manu 
facturing comprises: 

encrypting the symmetric key using a public key cipher 
and a public key from a public key pair to produce an 
encrypted symmetric key; and 

maintaining the encrypted symmetric key at an authenti 
cation entity employed to authenticate the game con 
sole. 

15. A method as recited in claim 14, Wherein the using 
comprises: 

receiving a proffered symmetric key from the game 
console; 

decrypting the encrypted symmetric key maintained at the 
authentication entity using the public key cipher and a 
private key from the public key pair to recover the 
symmetric key; and 

evaluating the symmetric key recovered from the 
encrypted symmetric key With the proffered symmetric 
key received from the game console. 

16. A method comprising: 

manufacturing a game console that stores a veri?able 
certi?cate and a private key from a public key pair in 
programmatically accessible memory; and 

May 15, 2003 

using public key cryptography to verify the veri?able 
certi?cate and the private key of the game console as a 
basis for authenticating the game console for online 
participation. 

17. A method as recited in claim 16, Wherein the manu 
facturing comprises: 

generating a root public key pair having a root public key 
and a corresponding root private key; 

generating a certi?cate chain from a root certi?cate signed 
by the root private key to the veri?able certi?cate, the 
veri?able certi?cate containing a corresponding public 
key from the public key pair; and 

Writing the veri?able certi?cate and the private key into 
the programmatically accessible memory. 

18. A method as recited in claim 17, Wherein the using 
comprises: 

receiving the veri?able certi?cate and proof of knoWledge 
of the private key from the game console; 

traversing the certi?cate chain to verify the veri?able 
certi?cate and recover the public key; and 

using the public key to evaluate the proof of knoWledge 
of the private key. 

19. A method for manufacturing a game console, com 
prising: 

Writing a symmetric key in programmatically accessible 
memory in the game console; 

encrypting the symmetric key to produce an encrypted 
symmetric key; and 

maintaining the encrypted symmetric key in a database 
separate from the game console. 

20. Amethod as recited in claim 19, Wherein the encrypt 
ing comprises encrypting the symmetric key using a public 
key cipher and a public key of a public key pair. 

21. Amethod as recited in claim 19, Wherein the encrypt 
ing comprises encrypting the symmetric key using a sym 
metric key cipher. 

22. A method as recited in claim 19, further comprising 
randomly generating the symmetric key. 

23. A method as recited in claim 19, further comprising: 

assigning a console ID to each game console; 

Writing the console ID in the programmatically accessible 
memory; and 

maintaining the console ID in the database in association 
With the encrypted symmetric key. 

24. A method as recited in claim 19, further comprising 
transferring the encrypted symmetric key to a data center 
that is used to authenticate the game console. 

25. One or more computer-readable media comprising 
computer6 executable instructions that, When executed, per 
form the method as recited in claim 19. 

26. A method for registering a game console, comprising: 

receiving a symmetric key and a console ID from the 
game console; 

locating a record using the console ID, the record con 
taining an encrypted symmetric key in Which an origi 
nal symmetric key assigned to the game console during 
manufacturing is encrypted; 
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decrypting the encrypted symmetric key found in the 
record; and 

evaluating the original symmetric key recovered from the 
encrypted symmetric key With the symmetric key 
received from the game console as a basis for authen 
ticating the game console. 

27. A method as recited in claim 26, Wherein the original 
symmetric key is encrypted using a public key cipher and a 
public key of a public key pair and the decrypting comprises 
decrypting the symmetric key using the public key cipher 
and a private key of the public key pair. 

28. A method as recited in claim 26, Wherein the original 
symmetric key is encrypted using a symmetric key cipher 
and the decrypting comprises decrypting the symmetric key 
using the symmetric key cipher. 

29. One or more computer-readable media comprising 
computer-executable instructions that, When executed, per 
form the method as recited in claim 26. 

30. A method comprising: 

during manufacturing: 

assigning a console ID to each game console; 

randomly generating a symmetric key; 

storing the symmetric key and the console ID in 
programmatically accessible memory in the game 
console; 

encrypting the symmetric key using a public key of a 
public key pair to produce an encrypted symmetric 
key; 

maintaining the encrypted symmetric key and the con 
sole ID in a database; 

transferring the encrypted symmetric key and the con 
sole ID to a data center; 

during registration of the game console at the data center: 

receiving a proffered symmetric key and the console ID 
from the game console; 

locating a record using the console ID received from 
the game console, the record containing the 
encrypted symmetric key; 

decrypting the encrypted symmetric key using the 
public key cipher and a private key from the public 
key pair to recover the symmetric key; and 

evaluating the symmetric key recovered from the 
encrypted symmetric key With the proffered sym 
metric key received from the game console as a basis 
for authenticating the game console. 

31. A method for manufacturing a game console, com 
prising: 

generating a console public key pair associated With a 
game console, the console public key pair having a 
console public key and a corresponding console private 
key; 

creating a certi?cate chain of digital certi?cates starting 
from a root certi?cate signed by a root private key and 
ending at a console certi?cate, the console certi?cate 
containing the console public key; and 
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storing the console certi?cate and the console private key 
in programmatically accessible memory in the game 
console. 

32. A method as recited in claim 31, Wherein the certi? 
cate chain further includes a certi?cation authority (CA) 
certi?cate intermediate of the root certi?cate and the console 
certi?cate, the CA certi?cate being signed by the root private 
key and containing a CA public key from a CA public key 
pair, the CA public key pair having a corresponding CA 
private key that is used to sign the console certi?cate. 

33. One or more computer-readable media comprising 
computer-executable instructions that, When eXecuted, per 
form the method as recited in claim 31. 

34. A method for registering a game console, comprising: 

receiving a console certi?cate and proof of knoWledge of 
a console private key from the game console, the 
console certi?cate being part of a certi?cate chain 
starting from a root certi?cate digitally signed by a root 
private key of a public key pair, and ending at a console 
certi?cate containing a console public key that corre 
sponds to the console private key in a console public 
key pair; 

traversing the certi?cate chain to verify the console cer 
ti?cate and recover the console public key; and 

using the console public key to evaluate the proof of 
knoWledge of the console private key received from the 
game console. 

35. One or more computer-readable media comprising 
computer-executable instructions that, When executed, per 
form the method as recited in claim 34. 

36. A method comprising: 

prior to registration: 

generating a root public key pair having a root public 
key and a corresponding root private key; 

generating a root certi?cate that contains the root public 
key and is signed by the root private key; 

generating a certi?cation authority (CA) public key pair 
having a CA public key and a corresponding CA 
private key; 

generating a CA certi?cate that contains the CA public 
key and is signed by the root private key; 

generating a console public key pair having a console 
public key and a corresponding console private key; 

generating a console certi?cate that contains the con 
sole public key and is signed by the CA private key; 

storing the console certi?cate and the console private 
key in programmatically accessible memory of a 
game console; 

during registration: 
receiving the console certi?cate and proof of knoWl 

edge of the console private key from the game 
console; 

using the root public key to verify the CA certi?cate 
and recover the CA public key; 

using the CA public key to verify the console certi?cate 
and recover the console public key; and 
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using the console public key to evaluate the proof of 
knowledge of the console private key received from 
the game console. 

37. A computer-readable medium comprising computer 
executable instructions that, When executed, direct a com 
puting system to: 

Write a randomly generated symmetric key and a console 
ID into a programmatically accessible memory in the 
game console; 

encrypt the symmetric key to produce an encrypted sym 
metric key; and 

store the encrypted symmetric key and the console ID in 
a database separate from the game console. 

38. A computer-readable medium as recited in claim 37, 
further comprising computer-executable instructions that, 
When executed, direct the computing system to encrypt the 
symmetric key using a public key of a public key pair. 

39. A computer-readable medium as recited in claim 37, 
further comprising computer-executable instructions that, 
When executed, direct the computing system to transmit the 
symmetric key and/or proof of knoWledge of the symmetric 
key and the console ID to a data center used to authenticate 
the game console. 

40. A computer-readable medium comprising computer 
executable instructions that, When executed, direct a com 
puting system to: 

receive a proffered symmetric key and a console ID from 
the game console; 

retrieve, using the console ID, an original symmetric key 
recorded into the game console during manufacturing; 
and 

compare the proffered symmetric key received from the 
game console With the original symmetric key to deter 
mine Whether the game console is authentic. 

41. A computer-readable medium as recited in claim 40, 
Wherein the copy of the symmetric key is encrypted and 
further comprising computer-executable instructions that, 
When executed, direct the computing system to decrypt the 
copy of the original symmetric key. 

42. A computer-readable medium comprising computer 
executable instructions that, When executed, direct a com 
puting system to: 

generate a root public key pair having a root public key 
and a corresponding root private key; 

generate a certi?cate chain from a root certi?cate signed 
by the root private key to a console certi?cate associ 
ated With the game console, the console certi?cate 
containing a console public key from a console public 
key pair; and 

Write the console certi?cate and a console private key 
corresponding to the console public key in program 
matically accessible memory of a game console. 

43. A computer-readable medium comprising computer 
executable instructions that, When executed, direct a com 
puting system to: 

receive a console certi?cate and proof of knoWledge of a 
console private key from the game console, the console 
certi?cate being part of a certi?cate chain starting from 
a root certi?cate digitally signed by a root private key 
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of a public key pair, and ending at the console certi? 
cate containing a console public key that corresponds to 
the console private key; 

traverse the certi?cate chain to verify the console certi? 
cate and recover the console public key; and 

evaluate the proof of knoWledge of the console private 
key received from the game console using the console 
public key recovered from the console certi?cate. 

44. A game console, comprising: 

a netWork port for connection to a communication net 

Work; 
a memory; 

a symmetric key stored in the memory; and 

a processor coupled to the memory and con?gured to 
retrieve the symmetric key from the memory and 
transmit the symmetric key and/or proof of knoWledge 
of the symmetric key via the netWork port to an 
authentication entity that uses the symmetric key to 
authenticate the game console. 

45. A game console, comprising: 

a netWork port for connection to a communications net 

Work; 

a memory; 

a private key and a veri?able certi?cate stored in the 
memory, the veri?able certi?cate containing a public 
key that corresponds to the private key; and 

a processor coupled to the memory and con?gured to 
transmit the veri?able certi?cate and proof of knoWl 
edge of the private key via the netWork port to an 
authentication entity that uses the veri?able certi?cate 
and the proof to authenticate the game console. 

46. A system, comprising: 

a manufacturing-based computing system con?gured to 
Write authenticatable data into programmatically acces 
sible memory of a game console, the authenticatable 
data having corresponding veri?cation data maintained 
separately from the game console; and 

an authentication computing system con?gured to authen 
ticate the game console by receiving the authenticatable 
data from the game console and utiliZing the veri?ca 
tion data to verify the authenticatable data. 

47. A system, comprising: 

a manufacturing-based computing system con?gured to 
Write a randomly generated symmetric key and a con 
sole ID into a programmatically accessible memory in 
the game console, the manufacturing-based computing 
system further storing the symmetric key in encrypted 
form; and 

an authentication computing system con?gured to authen 
ticate the game console by receiving a proffered sym 
metric key and the console ID from the game console, 
the authentication computing system using the console 
ID to locate the symmetric key in encrypted form and 
then decrypting the symmetric key, the authentication 
computing system using the symmetric key to evaluate 
the proffered symmetric key received from the game 
console as a basis for authenticating the game console. 
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48. A system, comprising: 

a manufacturing-based computing system con?gured to 
Write a console certi?cate and a console private key 
into programmatically accessible memory of the game 
console, the console certi?cate being part of a certi? 
cate chain starting from a root certi?cate signed by a 
root private key, leading to the console certi?cate 
containing a console public key associated With the 
console private key; and 

an authentication computing system con?gured to authen 
ticate the game console by verifying a proffered con 
sole certi?cate submitted by the game console using the 
certi?cate chain, the authentication computing system 
using the console public key from the console certi? 
cate to evaluate proof of knoWledge of the console 
private key submitted by the game console. 

49. A system, comprising: 

Writing means for Writing an original symmetric key and 
a console ID into programmatically accessible memory 
of a game console; 

encryption means for encrypting the original symmetric 
key using a public key of a public key pair to produce 
an encrypted symmetric key; 

storage means for maintaining the encrypted symmetric 
key separately from the game console; and 
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authentication means for authenticating the game console 
by comparing a proffered symmetric key submitted by 
the game console With the original symmetric key 
decrypted from the encrypted symmetric key to deter 
mine if the proposed symmetric key matches the origi 
nal symmetric key. 

50. A system, comprising: 

certi?cate generation means for generating a certi?cate 
chain from a root certi?cate signed by a root private key 
to a console certi?cate associated With a game console, 
the console certi?cate containing a console public key 
from a console public key pair; 

Writing means for Writing the console certi?cate and a 
console private key from the console public key pair in 
programmatically accessible memory of the game con 
sole; and 

authentication means for authenticating the game console 
by verifying a proffered console certi?cate submitted 
by the game console using the certi?cate chain and if 
valid, extracting the console public key from the con 
sole certi?cate to evaluate proof of knoWledge of the 
console private key submitted by the game console. 


