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(57) ABSTRACT 

A random number generator has a simple con?guration 
using knoWn inexpensive electronic parts and can generate 
the tine physical random numbers at a required generator 
speed. Such a random number generator can provide the true 
physical random numbers to any sectors of society at 
dramatically loW cost A random pulse generator comprises 
a thermal noise generating element (2) having a resistor, a 
conductor or a semiconductor such as a diode adapted to 

generate thermal noises When no electric current is supplied 
to them, an analog-ampli?er circuit for amplifying the 
irregular potential generated from the thermal noise gener 
ating element and a Waveform shaping circuit (6) adapted to 
take out the output of the ampli?er circuit as random 
rectangular pulse signals. A thermal noise random number 
generator comprises, in addition to the above components, 
an n-bit counter (n being an integer) for measuring the dine 
interval betWeen a random pulse signal output from the 
Waveform shaping circuit (6) and the immediately succeed 
ing random pulse signal and is adapted to output the count 
of the n-bit counter as natural random number. 
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THERMAL NOISE RANDOM PULSE GENERATOR 
AND RANDOM NUMBER GENERATOR 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This patent application is a continuation of US. 
patent application Ser. No. 09/830,927 ?led May 2, 2001 
entitled Thermal Noise Random Pulse Generator And Ran 
dom Number Generator Which application is incorporated 
herein by this reference thereto. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] This invention relates to a physical random number 
generator adapted to generate the true random numbers by 
taking out thermal noises generated from a thermal noise 
generating element such as a resistor or a diode When no 
electric current is supplied to the thermal noise generating 
element and amplifying it by means of an ampli?er. A 
physical random number generator according to the inven 
tion can suitably be used for personal identi?cation, coding 
and other purposes in computer telecommunications and 
mail-order business because it can perfectly eliminate 
frauds. A physical random number generator according to 
the invention is also suitable for generating the probability 
in various game machines. 

[0004] 2. Description of the Related Art 

[0005] KnoWn physical random number generating meth 
ods include those for generating random numbers by detect 
ing a random phenomenon of nuclear decay as disclosed in 
Japanese Patent Applications Laid-Open Nos. 11-161473 
and 11-184676 ?led by the inventor of the present invention 
and those for generating random numbers by detecting the 
light of a light-emitting diode as disclosed in Japanese 
Patent Application Laid-Open No. 11-145362 also ?led by 
the inventor of the present invention. 

[0006] A number of random number generators designed 
to supply an electric current to a resistor and utiliZe thermal 
noises from the resistor have been invented and are 
described in teXt books on recording mediums. 

[0007] While a physical random number generator that 
utiliZes the decay products of a radioactive source provides 
the advantage that it can easily generate the true random 
numbers, it is accompanied by a number of disadvantages 
including that it involves a complex manufacturing process 
and high manufacturing cost because of the use of a radio 
active source and that a device With radioactive source has 
dif?culty to be socially accepted because of the regulation of 
radioactivity and environmental assessment in the use of 
radioactive substances. 

[0008] A physical random number generator adapted to 
generate random numbers by detecting the light from a light 
emitting diode (LED) by means of a photodiode is advan 
tageous in that it can generate the true random numbers at 
relatively loW cost. HoWever, such a physical random num 
ber generator needs neW technological developments for 
integrally forming a LED and a photodiode as a compact 
unit. 

[0009] It is impossible to enclose a knoWn random number 
generators designed to supply an electric current to a resistor 
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in order to utiliZe it as thermal noise source in a portable card 
or an integrated circuit (IC) because it requires the use of 
speci?cally designed devices including a piece of hardWare 
for generating random numbers and a processing circuit for 
removing the 1/f noise that are generated as a result of 
supplying an electric current to the noise source. 

[0010] Therefore, it is the object in the present invention 
to provide a random number generator that has a simple 
con?guration With knoWn inexpensive electronic parts and 
can generate the true physical random numbers at a required 
generation speed. Such a random number generator can 
provide the true physical random numbers to any industrial 
?elds at dramatically loW cost. 

SUMMARY OF THE INVENTION 

[0011] The present invention is based on the fact that 
noises generated from a generating thermal noise element 
such as a resistor or a diode When no electric current is 

supplying to it are pure thermal noises that do not contain the 
so-called 1/f noise that is inversely proportional to the 
frequency f, and that the pure thermal noises represent a 
perfect random phenomenon. According to the invention, 
there is provided a random pulse generator that utiliZes the 
above phenomenon and is adapted to amplify thermal noises 
by means of an ampli?er to produce random analog pulse 
signals, transform the analog pulses into rectangular pulses 
and take out the rectangular pulses for use. Thus, a random 
pulse generator according to the invention supplies random 
pulse signals that can be used for generating the natural 
random numbers. 

[0012] In the second aspect of the invention, random 
pulses generated from a random pulse generator according 
to the invention are taken out as pulse signals and the time 
intervals betWeen the random pulse signals and the succeed 
ing pulse signals that are generated immediately after the 
respective ?rst random pulse signals are measured and the 
measured values are supplied as the true physical random 
numbers. In case of time measurement With a n-bit counter, 
this invention uses the measured value of the n bit number 
(n: integer, e.g., 8 bits: 0-255) as the true physical random 
numbers. 

[0013] In the third aspect of the invention, the number of 
random pulses Within a predetermined time period generated 
by a random pulse generator according to the invention are 
counted and a one-digit number or several-digits number of 
the counted relative frequency values are supplied as the true 
physical random numbers. 

[0014] In the fourth aspect of the invention, random pulses 
generated by a random pulse generator according to the 
invention are taken out as pulse signals and the pulse 
frequencies Within a predetermined time period or the time 
intervals betWeen the random pulse signals and the succeed 
ing pulse signals that are generated immediately after the 
respective ?rst random pulse signals are measured so that 
the pulse peak value of one of the measured random pulse 
signals is selected as threshold value of a pulse peak 
discriminator in order to generate the true random numbers 
at a required random number generating speed. 

[0015] In the ?fth aspect of the invention, a thermal noise 
generating element such as a resistor or a diode and other 
electronic circuits are contained integrally in an IC card or 
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an IC chip provided With an information processing circuit 
and the information processing circuit is fed With physical 
random numbers for the purpose of personal identi?cation, 
encoding and other purposes in computer telecommunica 
tions or mail-order business or for using it as a probability 
generator in a game machine. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 is a schematic diagram of an embodiment 
of a thermal noise physical random number generator 
according to the invention, shoWing its overall con?gura 
tion. 

[0017] FIG. 2 is a graph shoWing the pulse peak distri 
bution betWeen the pulse peak value and the relative fre 
quency obtained in an experiment for various different 
resistance values of the resistor ?tted to the thermal noise 
generating element of the embodiment of the embodiment of 
FIG. 1. 

[0018] FIG. 3 is a graph shoWing the pulse peak distri 
bution of the random pulses generated by amplifying the 
thermal noises from the resistor of a resistance of 560 kElin 
the embodiment of FIG. 1 shoWing as obtained in an 
experiment 
[0019] FIG. 4 is a graph shoWing that the observed 
frequency distribution of the time intervals betWeen the 
random pulse signals generated by amplifying the thermal 
noises from the resistor of the embodiment of FIG. 1 and the 
succeeding pulse signals that are generated immediately 
after the respective ?rst random pulse signal is expressed as 
an exponential distribution. 

[0020] FIG. 5 is a graph shoWing the observed frequency 
distribution of the number of random pulse per 10 seconds 
generated by amplifying the thermal noises from the resistor 
of the embodiment of FIG. 1. 

[0021] FIG. 6 is a graph shoWing the observed distribu 
tion of 8-bit random numbers in the embodiment of FIG. 1, 
Where the clock frequency for measuring the time intervals 
of random pulse signals is ?xed to 11.25 MHZ and the 
random number generating speed n per second is changed to 
be equal to 100 bits, 2,000 bits and 8,000 bits. 

[0022] FIG. 7 is a schematic circuit diagram of the second 
embodiment of the invention. 

[0023] FIG. 8 is a bar graph, shoWing the relationship 
betWeen the decimal random numbers and the relative 
frequency of appearance in the embodiment of FIG. 7. 

[0024] FIG. 9 is a circuit diagram of a thermal noise 
element having a resistance value of RS and a non-inverting 
ampli?er connected thereto. 

[0025] FIG. 10 is a graph shoWing the observed relation 
ship betWeen the pulse peak value and the frequency in the 
case of using the resistance value R5 of the thermal noise 
element and the resistance value Rf of the ampli?er shoWn 
in the ?gure. 

[0026] FIG. 11 is distribution graphs shoWing the rela 
tionship betWeen the values of the 8 bit random numbers and 
the frequency of appearance thereof obtained When the 
resistance value R5 of the thermal noise element and the 
resistance value Rf of the ampli?er are made to vary in the 
embodiment of FIG. 9. 
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[0027] FIG. 12 is a distribution graph shoWing the rela 
tionship betWeen the values of the random numbers and the 
frequency of appearance thereof obtained When a voltage is 
applied to the diode of the circuit of FIG. 9 from a constant 
voltage source or a battery. 

DESCRIPTION OF THE PREFERRED 

EMBODIMENT(S) 
[0028] The detailed description set forth beloW in connec 
tion With the appended draWings is intended as a description 
of presently-preferred embodiments of the invention and is 
not intended to represent the only forms in Which the present 
invention may be constructed and/or utiliZed. The descrip 
tion sets forth the functions and the sequence of steps for 
constructing and operating the invention in connection With 
the illustrated embodiments. HoWever, it is to be understood 
that the same or equivalent functions and sequences may be 
accomplished by different embodiments that are also 
intended to be encompassed Within the spirit and scope of 
the invention. 

[0029] It is Well knoWn that a variety of noises are 
generated from a semiconductor, a conductor or a resistor 
When an electric current is supplied to them. These noises 
include thermal noises generated as a result of thermal 
motions of carriers and/or conduction electrons, so-called 
1/f noises that are considered to be related to the surface 
condition and the electrical contacts betWeen parts, current 
noises that are generated When an electric current is supplied 
to them (l/f noises) and shot noises that are generated due 
to ?uctuations that arise due to the fact that the number of 
carriers and/or electrons is ?nite. According to the invention, 
the true random numbers are generated by utiliZing the 
perfectly random phenomenon that are obtained by ampli 
fying the pure thermal noises that arise When no electric 
current is supplied to a resistor, a semiconductor or a diode. 

[0030] The square means value <V2> of the voltages 
produced by thermal noises is given by the formula beloW: 

<V2>=4kRTB (formula 1), 

[0031] Where “R” is the resistance value, “k” is the Bolt 
Zmann’s constant, “T” is the absolute temperature of the 
resistor and “B” is the frequency bandWidth. 

[0032] According to the invention, no electric current is 
supplied to resistor and the thermal noises from the resistor 
as expressed by formula 1 bove are ampli?ed and used as 
random pulse signals, Which are then utiliZed to generate the 
true random numbers. 

[0033] NoW, the present invention Will be described in 
detail by referring to the accompanying draWings that illus 
trate preferred embodiments of the invention. 

[0034] FIG. 1 is a schematic diagram of an embodiment 
of thermal noise physical random number generator accord 
ing to the invention, shoWing its overall con?guration. 
Referring to FIG. 1, the thermal noise physical random 
number generator 1 comprises a thermal noise generating 
element 2 that is any of a resistor, a conductor, a semicon 
ductor element or a diode, a preampli?er 3 connected to one 
of the terminals of the thermal noise generating element 2., 
a main ampli?er 4, a pulse peak discriminator 5 for selecting 
pulse peak of analog pulses ampli?ed by the ampli?ers 
higher than a threshold value, a Waveform shaping circuit 6 
for shaping the selected pulses into rectangular Waveforms, 



US 2003/0090306 A1 

a clock pulse generator 8 for generating clock pulses in order 
to measure the time betWeen the rectangular pulse to the 
rising edge of the immediately succeeding rectangular pulse, 
a clock counter 7 for counting the number of clock pulses 
fed from the clock pulse generator 8 on the basis of n bits 
(e.g., 8 bits: 256, 10 bits: 1024, etc., n being an integer), a 
random number generator 9 adapted to read the count value 
of the clock counter 7, a random number storage/controller 
10 for storing the random numbers of the random number 
generator 9. 

[0035] When a diode is selected as the thermal noise 
generating element 2, any type of semiconductor is accept 
able. Therefore, an analog sWitch might be a good selection 
because it is commercially available and it is incorporated 
easily into an integrated circuit. When, on the other hand, a 
resistor is used, a large resistance value Which to generate 
larger thermal noises than the noises generated by the 
preampli?er 3 should be selected in order to remove the 1/f 
noises from the ampli?er 3. 

[0036] The thermal noise generating element 2 and all the 
other circuits may be integrally combined and contained in 
an IC card or an IC chip. The operation of the embodiment 
Will be explained beloW 

[0037] The thermal noises produced from the thermal 
noise generating element 2 Without supplying any electric 
content are ampli?ed and transformed into analog pulse 
signals by the preampli?er 3. The analog pulse signals 
ampli?ed by the preampli?er 3 are boosted into voltage 
signals of several volts for easy detection by the main 
ampli?er 4. Pulse signals With pulse peak beyond a given 
pulse peak value are selected by the pulse peak discriminator 
5 out of the voltage signals from the main ampli?er 4 and 
then shaped into rectangular pulse signals by the Waveform 
shaping circuit. 

[0038] As the time intervals betWeen the shaped rectan 
gular pulses are random, and Whose frequency distribution 
is exponential. Thus the lime intervals are counted With the 
time 5 counter 7 that is an n-bit counter (n: integer, e.g., 8-bit 
counter) by number of clock pulses from the pulse generator 
8 With frequency of several MHZ and the ?nal count number 
is used as natural random numbers. Then, the random 
numbers are taken out by the random number generator 9 are 
stored in the random number storage/controller 10. The 
storage random number are taken out from the random 
number storage/controller 10 on external demand. 

[0039] FIG. 2 is a graph shoWing the observed pulse peak 
distribution obtained by analyZing the analog pulse signals 
of the thermal noises ampli?ed by the preampli?er 3 and the 
main ampli?er 4 by means of a pulse peak analyZer 20, using 
resistors With different resistance values R5, (R5 1 kl], 
10 kl], 20 kl], 100 kl], 560 kEl) or a diode ?tted as the thermal 
noise generating element 2 of the embodiment of the 
embodiment of FIG. 1. As shoWn in FIG. 2, in case of 
resistance value of resistor is less than 1 k Q the thermal 
noise level from the resistor becomes substantially same as 
the noise level of the preampli?er 3. Since the voltage due 
to thermal noise is proportional to the square root (EIR) of the 
resistance value R of the resistor, the pulse peak value 
distribution of the thermal noises of the resistor is found to 
be sufficiently larger than that of the noises of the pream 
pli?er 3 When a resistance value of more than 100 kE|20 is 
selected for the resistor as seen from FIG. 2. 

May 15, 2003 

[0040] FIG. 3 is a graph shoWing the pulse peak value 
distribution of the thermal noises obtained When a resistor 

With a resistance value RS=0 or 560 k?is used as the thermal 
noise generating element 2. Any desired number of pulses 
per second can be produced by selecting an appropriate 
threshold value of the pulse peak discriminator 5 as indi 
cated by arroWs of threshold value A, threshold value B and 
threshold value C in FIG. 3 as so many examples. If, for 
instance, pulse signals of about 7,650 per second are gen 
erated When the value of arroW A is selected as threshold. 
Similarly, about 2,800 pulse signals per second are gener 
ated When the value of arroW B is selected as threshold, and 
about 160 pulse signals per second are generated When the 
value of arroW C is selected as threshold. 

[0041] The time interval “t” betWeen a pulse signal output 
from the Wave shaping circuit 6 and the pulse signal imme 
diately succeeding the preceding pulse signal is measured by 
using clock pulses generated by the clock pulse generator 8 
and the clock counter 7. The time interval “t” is expressed 
in terms of number of clock pulses. FIG. 4 shoWs the 
observed frequency distribution of time interval “t” in the 
case of generation speed of 1,000 pulse signals per second 
that are outputs from the Wave shaping circuit 6. 

[0042] As shoWn in the FIG. 4, the experimental values 
indicated by the black dots is expressed by an exponential 
distribution formula exp. (—t/T 0) shoWn by the solid line, 
Where T0 is the average value of the time intervals “t” and 
T0=(1/n) (1/1,000) 1 millisecond. An arroW in FIG. 4 
indicates the average value of 1 millisecond. The fact that 
the frequency distribution of time intervals of the pulse 
signals obtained by amplifying the thermal noises from a 
resistor is expressed by an exponential distribution indicates 
that the observed noises represent a random phenomenon 
that shoWs a Poisson distribution. This fact guarantees that 
it is justi?able to use the measured value of the time interval 
of the thermal noise. 

[0043] When the clock frequency of the clock pulse gen 
erator 8 used for measuring the time interval “t” is F HZ, the 
unit of time measurement is (1/F) seconds. In other Words, 
the time interval “t” is expressed in terms of number of unit 
time of (1/F). In the measurement of the time interval “t” by 
means of an 8-bit (256) counter, and When the count value 
exceeds 256, that is the time interval is “t”>(256/F), a 
counting starting from 1 and ending at 256 is repeated and 
the residue is used as count value. Thus, if the count of the 
time interval “t” is 2,000, for example, the count value and 
the random number is 208 because formula “2,000=256><7+ 
208”. 

[0044] FIG. 5 is a graph of the observed frequency 
distribution of the number of pulse signals When the thresh 
old value in the pulse peak distribution graph of FIG. 3 is 
?xed so as to make the generation rate of pulse signals to be 
equal to 237 per second. 

[0045] More speci?cally, the frequency distribution graph 
of FIG. 5 is obtained by counting the number of pulse 
signals per 10 seconds for 2,000 times. 

[0046] The average count value (the peak count) of FIG. 
5 is 2,370 (or 237 per second). Then, the standard deviation 
0 is given by o[|(2370)=49. A Gaussian distribution curve 
having a (I value of 49 is also shoWn by the broken line curve 
in FIG. 5. The fact that the frequency distribution of 
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generation rate of thermal noises from a resistor is a Gaus 
sian distribution certi?es that thermal noises from the resis 
tor represent a random phenomenon and hence the thermal 
noises can be used as random numbers. 

[0047] FIG. 6 is a graph of the observed frequency 
distribution of the 8-bit random numbers obtained by mea 
suring the tune interval “t” by means of a clock having a 
clock frequency of 11.25 MHZ. In the case of FIG. 6, the 
generation rate of pulse signals is varied from 100 bits per 
second (12.5 counts per second) to 8,000 bits per second 
(1,000 counts per second) by using different threshold values 
for the pulse peak discriminator 5, While ?xing the clock 
frequency to 11.25 MHZ. As clearly seen in FIG. 6, the 
frequency distribution of random numbers remains substan 
tially uniform even if the generation of pulse signals is 
varied remarkably (to a ratio of 80:1). 

[0048] The voltage produced by the thermal noises from a 
resistor is proportional to the root of the temperature T of the 

resistor (EIT) as indicated by formula 1 above. In other 
Words, even if the ambient temperature changes from —60° 
C. (213K) to +40° C. (313K), the voltage value changes only 
by about 20%. Thus, as shoWn in FIG. 6, the in?uence of the 
temperature change can be ignored. 

[0049] A portable physical random number generator that 
can generate the true random numbers at a desired genera 
tion speed is ?tted to an IC card or a circuit board of a 
computer or some other device for encoding in computer 
telecommunications and for the purpose of personal identi 
?cation in mail-order business and other commercial trans 
actions. Such a physical random number generator is also 
used as probability generator that can eliminate frauds. 

[0050] FIG. 7 is a schematic circuit diagram of the second 
embodiment of the invention that is adapted to generate 
random numbers by counting the number of pulses in a 
predetermined time period. It comprises a thermal noise 
generating element 2, a preampli?er 3, a main ampli?er 4, 
a pulse peak discriminator 5 and a Waveform shaping circuit 
6, Which are same as their counterparts of the embodiment 
of FIG. 1 and hence Will not be described any further. This 
embodiment additionally comprises a pulse counter 11 for 
counting the number of pulses in a ?Xed time interval~a 
decimal random number generator 12 adapted to take out the 
one-digit number or the several-digits number as random 
number of the count value of the pulse counter 11 and a 
random number storage/controller 10 for storing the random 
numbers generated by the random number generator 12. 

[0051] The one-digit number or the several-digits number 
of the number of pulses per unit time counted by the pulse 
counter 11 is used as random number. The folloWing 
description concerns the case of one-digit number as random 
number. 

[0052] FIG. 8 is a graph of the frequency distribution of 
the decimal random number of 0 through 9 obtained by 
using the embodiment of FIG. 7 that is adapted to take out 
the one-digit number as random number. The FIG. 7 shoWs 
a uniform distribution pattern Where 78,000 random num 
bers are distributed. In FIG. 8, mark I denotes the one 
standard deviation. Thus, non-uniformity of FIG. 8 repre 
sents the statistical ?uctuations. 

[0053] FIG. 9 is a schematic circuit diagram of a thermal 
noise generating element 2 shoWing a resistance value of RS, 
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and a non-inverting ampli?er circuit connected to the ele 
ment 2. When the ampli?er circuit has resistors With resis 
tance values of R0 and Rf the gain A of the ampli?er circuit 
is expressed by formula 2 beloW: 

Gain: A=Rf/Ro (formula 2) 

[0054] Theoretically, random pulse signals are produced 
by amplifying the electromotive force from the thermal 
noise generating element having a resistance of R1 by A 
(gain) times. HoWever, it is not easy to obtain the theoretical 
value because the resistance Rf of the thermal noise gener 
ating element 2 and the resistance Rf of the ampli?er circuit 
are mutually dependent. 

[0055] Particularly, the noise generated from the ampli?er 
contains the 1/f noises and other noises, because an electric 
current is supplied to the ampli?er. Therefore, it is necessary 
to adjust the relationship betWeen the resistance R5 of the 
thermal noise generating element and the resistance Rf of the 
ampli?er circuit so that the noises of the ampli?er circuit is 
negligible. The noises from the amplifying circuit become 
remarkable and make it dif?cult to obtain uniform tine 
random numbers if a large value is selected for the resistance 
R5 in order to get a high potential from the thermal noise 
generating element 2 and/or for the resistance Rf in order to 
get a large gain A, disregarding the necessary condition in 
the adjustment. 
[0056] In vieW of this fact, R1=100 k|]or 560 kEIWas 
selected for the resistance of the thermal noise generating 

element 2 While Rf=100 klIlor 560 kIIIWas selected for the 
resistance of the ampli?er circuit and the pulse peak distri 
bution Was compared for the combination of the resistance 
values. In FIG. 10, (1) is the graph obtained for the 
combination of RS, 100 kEland Rf=560 kEland (2) is the graph 
obtained for the combination of RS=560 kEland Rf=560 kl], 
Whereas (3) is the graph obtained for the combination of RS 
560 k?and Rf=100 kl]. The pulse peak distributions of these 
three different combinations Were obviously different from 
each other. The pulse peak distribution of thermal noises due 
to random thermal motions is a pseudo-Boltzmann distri 
bution like (1), Whereas (2) and (3) shoW pulse peak 
distributions that are totally different from the pseudo 
BoltZmann distribution. From the above result, it is con 

cluded that the primary requirement is RS [IRf in order to 
make negligible the contamination of the noises of the 
ampli?er circuit 

[0057] FIG. 11 is distribution graphs shoWing the fre 
quency distribution of the 8-bit random numbers each of the 
combinations of the resistance values described above. The 
frequency distribution of 8-bit random numbers is uniform 
for the combination of (1) With one standard deviation of 
134.5 to the average value of 1,088 Which shoWs evidence 
of statistical ?uctuations. 

[0058] While the combination (2) satis?es the requirement 
of RS IIIRf, one standard deviation of 1120, eXceeds far from 
the level of statistical ?uctuations. The combination (3) of 
FIG. 10 deviate from the uniform distribution. Obviously, 
this is because the case of (3) shoWs a large in?uence of the 
noises from the resistance of Rf of the ampli?er circuit. 

[0059] Generally, it is believed to be dif?cult to use White 
noises for random numbers because of the noises that enters 
from the poWer source. FIG. 12 is a distribution graph of the 
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random numbers in Which a photodiode is used as the 
thermal noise generating element 2 and an inverse voltage is 
supplied to the diode from a constant voltage supply or a 

battery in the circuit of FIG. 9 (Rt=100 

[0060] It is obvious from the graph that the uniformity of 
random numbers is greatly disturbed by ripples of a constant 
voltage supply. On the other hand, the uniformity is retained 
in the case of a battery for supplying a voltage. 

[0061] While the present invention has been described 
With regards to particular embodiments, it is recogniZed that 
additional variations of the present invention may be devised 
Without departing from the inventive concept. 

What is claimed is: 
1. A random pulse generator comprising: 

a thermal noise generating element having a resistor, a 
conductor or a semiconductor such as a diode adapted 
to generate thermal noises Without applying any volt 
age thereto (or Without supplying electric current 
thereto); 

an analog-ampli?er circuit for amplifying the irregular 
electrical potential generated from the thermal noise 
generating element, the analog-ampli?er circuit 
coupled to and receiving thermal noise generating 
element; and 

a Waveform shaping circuit adapted to take out the output 
of the ampli?er circuit as random pulse signals. 

2. A random pulse generator according to claim 1, 
Wherein 

the resistance value R5 of resistor of the thermal noise 
generating element is selected less than the resistance 
value Rf of resistor of the said ampli?er circuit. 

3. A thermal noise random number generator comprising: 

a thermal noise generating element having a resistor, a 
conductor or a semiconductor such as a diode adapted 
to generate thermal noises Without applying any volt 
age thereto (or Without supplying electric current 
thereto); 

an analog-ampli?er circuit for amplifying the irregular 
electrical potential generated from the thermal noise 
generating element, the analog-ampli?er circuit 
coupled to and receiving thermal noise generating 
element; 
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a Waveform shaping circuit adapted to take out the output 
of the ampli?er circuit as random pulse signals; and 

an n-bit counter (n being an integer) for measuring the 
time interval betWeen a random pulse signal output 
from the Waveform shaping circuit and the immediately 
succeeding random pulse signal; 

said thermal noise random number generator being 
adapted to output the count of the n-bit counter as 
natural random number. 

4. A thermal noise random number generator comprising: 

a thermal noise generating element having a resistor, a 
conductor or a semiconductor such as a diode adapted 
to generate thermal noises Without applying any volt 
age thereto (or Without supplying electric current 
thereto); 

an analog-ampli?er circuit for amplifying the irregular 
potential generated from the thermal noise generating 
element the analog-ampli?er circuit coupled to and 
receiving thermal noise generating element; and 

a Waveform shaping circuit adapted to take out the output 
of the ampli?er circuit as random pulse signals; 

the said thermal noise random number generator being 
adapted to count the number of pulses output from said 
Waveform shaping circuit in a predetermined time 
period and output the one-digit number or the several 
digit number as random number. 

5. Athermal noise random number generator according to 
claim 3 or 4, Wherein 

the resistance value R5 of resistor of the thermal noise 
generating element is selected less than the resistance 
value Rf of the resistor of the said ampli?er circuit. 

6. A thermal noise physical random number generator 
according to any of claims 3 through 5, Wherein: 

the thermal noise generator that is a resistor or a diode is 
contained integrally With other circuits in an IC card or 
an IC chip provided With an information processing 
circuit and the information processing circuit are fed 
With physical random numbers for the purpose of 
personal identi?cation, coding and other purposes in 
computer telecommunications or internet sales or for 
using it as probability generator in a game machine. 

* * * * * 


