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SYSTEM, DEVICE, AND METHOD FOR 
SUPPORTING VIRTUAL PRIVATE NETWORKS IN 

A LABEL SWITCHED COMMUNICATION 
NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] The present invention may be related to the fol 
lowing commonly owned United States patent application, 
which is hereby incorporated by reference in its entirety: 

[0002] US. application Ser. No. 09/309,530 entitled SYS 
TEM, DEVICE,AND METHOD FOR SUPPORTING VIR 
TUAL PRIVATE NETWORKS, which was ?led on May 11, 
1999 in the names of James V. Luciani and Matthew Squire 
(Attorney Docket No. 2204/132). 

FIELD OF THE INVENTION 

[0003] The present invention relates generally to commu 
nication systems, and more particularly to supporting virtual 
private networks in a multi-protocol label switching (MPLS) 
environment. 

BACKGROUND OF THE INVENTION 

[0004] In today’s information age, communication 
devices, such as computers and computer peripherals, are 
often internetworked over a communication network. For 
various reasons, it is sometimes necessary or desirable for 
the communication network to be shared by multiple con 
sumers. Because each of the consumers typically needs to 
maintain a certain amount of autonomy, the communication 
network is divided into a number of Virtual Private Net 
works (VPNs), where each VPN emulates a single, private 
network. 

[0005] Various mechanisms for supporting VPNs in an 
MPLS environment are described in the IETF Internet Draft 
documents entitled VPN SUPPORT WITH MPLS [draft 
heinanen-mpls-vpn-01.tXt (March 1998)], MPLS VPN 
ARCHITECTURE [draft-jamieson-mpls-vpn-00.tXt 
(August 1998)], IP VPN REALIZATION USING MPLS 
TUNNELS [draft-casey-vpn-mpls-00.tXt (November 
1998)], and CPE BASED VPNS USING MPLS [draft-li 
mpls-vpn-00.tXt], all of which are hereby incorporated by 
reference in their entireties. 

SUMMARY OF THE INVENTION 

[0006] In accordance with one aspect of the invention, a 
LSP is established for a VPN by including label information 
and a VPN identi?er in NHRP messages and using the 
NHRP messages to establish the LSP for the VPN. 

[0007] In order to establish a LSP for a forward path from 
an ingress device to an egress device, the ingress device 
sends a NHRP request message including a label request and 
the VPN identi?er. The NHRP request message is forwarded 
hop-by-hop from the ingress device to the egress device by 
each intermediate device on the forward path. The egress 
device allocates a forward path label for a LSP segment from 
a previous hop device to the egress device, and sends a 
NHRP reply message including the forward path label and 
the VPN identi?er. Each intermediate device on the forward 
path receives from the neXt hop device on the forward path 
a NHRP reply message including a forward path label for a 
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LSP segment to the neXt hop device and the VPN identi?er. 
Each intermediate device establishes a LSP to the neXt hop 
device using the forward path label from the NHRP reply 
message, allocates a forward path label for a LSP segment 
from the previous hop device on the forward path to the 
intermediate device, and sends a NHRP reply message 
including the forward path label and the VPN identi?er. 
Upon receiving a NHRP reply message including a forward 
path label and the VPN identi?er, the ingress device estab 
lishes a LSP to the neXt hop device on the forward path using 
the forward path label from the NHRP reply message. 

[0008] In order to establish a LSP for a return path from 
an egress device to an ingress device, the ingress device 
sends a NHRP request message including a return path label 
for a LSP segment from a neXt hop device to the ingress 
device and the VPN identi?er. Each intermediate device on 
the forward path receives from the previous hop device on 
the forward path a NHRP request message including a return 
path label and the VPN identi?er. Each intermediate device 
establishes a LSP to the previous hop device using the return 
path label from the NHRP request message, allocates a 
return path label for a LSP segment from a neXt hop device 
to the intermediate device, and sends to the neXt hop device 
a NHRP request message including the return path label and 
the VPN identi?er. Upon receiving a NHRP request message 
including a return path label and the VPN identi?er, the 
egress device establishes a LSP to the previous hop device 
using the return path label from the NHRP request message. 

[0009] In order to forward NHRP messages, each inter 
mediate device that forwards the NHRP request message 
may maintain previous hop state information for the previ 
ous hop device, in which case the intermediate device 
forwards the NHRP reply message to the previous hop 
device based upon the previous hop state information. 
Alternatively, each intermediate device that forwards the 
NHRP request message may insert a device address into a 
forward path address list, in which case the intermediate 
device forwards the NHRP reply message to the previous 
hop device based upon a previous hop device address in a 
return path address list included in the NHRP reply message. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] The foregoing and other objects and advantages of 
the invention will be appreciated more fully from the 
following further description thereof with reference to the 
accompanying drawings wherein: 

[0011] FIG. 1 is a block diagram showing an eXemplary 
MPLS communication system including an Ingress Station 
in communication with an Egress Station via an MPLS 

Network; 
[0012] FIG. 2 is a block diagram showing an eXemplary 
MPLS communication system in which the MPLS Network 
includes four (4) intermediate devices; 

[0013] FIG. 3A is a block diagram showing an eXemplary 
communication system where the forward path and the 
return path traverse the same intermediate devices; 

[0014] FIG. 3B is a block diagram showing an eXemplary 
communication system where the forward path and the 
return path traverse different intermediate devices; 

[0015] FIG. 4 is a block diagram showing the format of an 
eXemplary VPN-ID TLV ?eld in accordance with an 
embodiment of the present invention; 
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[0016] FIG. 5 is a block diagram showing an exemplary 
communication system in Which a label request is included 
along With a VPN identi?er in the NHRP Resolution 
Request message in accordance With an embodiment of the 
present invention; 

[0017] FIG. 6 is a block diagram shoWing an exemplary 
communication system in Which the label mappings and 
VPN identi?er are conveyed in NHRP Resolution Reply 
messages that are forWarded hop-by-hop along the return 
path in accordance With an embodiment of the present 
invention; 
[0018] FIG. 7 is a block diagram shoWing an exemplary 
communication system in Which NHRP Label Mapping 
messages are used to convey label mapping information and 
the VPN identi?er to the devices along the forWard path in 
accordance With an embodiment of the present invention; 

[0019] FIG. 8 is a block diagram shoWing an exemplary 
communication system in Which NHRP Resolution Reply 
messages are used to convey label mapping information and 
the VPN identi?er to the devices along the forWard path in 
accordance With an embodiment of the present invention; 

[0020] FIG. 9A is a logic ?oW diagram shoWing exem 
plary intermediate device logic for forcing the NHRP Reso 
lution Reply messages to folloW the forWard path rather than 
the return path by maintaining previous hop information in 
accordance With an embodiment of the present invention; 

[0021] FIG. 9B is a logic ?oW diagram shoWing exem 
plary egress device logic for forcing the NHRP Resolution 
Reply messages to folloW the forWard path rather than the 
return path by maintaining previous hop information in 
accordance With an embodiment of the present invention; 

[0022] FIG. 9C is a logic ?oW diagram shoWing exem 
plary intermediate device logic for forcing the NHRP Reso 
lution Reply messages to folloW the forWard path rather than 
the return path by maintaining previous hop information in 
accordance With an embodiment of the present invention; 

[0023] FIG. 10A is a logic ?oW diagram shoWing exem 
plary intermediate device logic for forcing the NHRP Reso 
lution Reply messages to folloW the forWard path rather than 
the return path using a list of addresses in accordance With 
an embodiment of the present invention; 

[0024] FIG. 10B is a logic ?oW diagram shoWing exem 
plary egress device logic for forcing the NHRP Resolution 
Reply messages to folloW the forWard path rather than the 
return path using a list of addresses in accordance With an 
embodiment of the present invention; 

[0025] FIG. 10C is a logic ?oW diagram shoWing exem 
plary intermediate device logic for forcing the NHRP Reso 
lution Reply messages to folloW the forWard path rather than 
the return path using a list of addresses in accordance With 
an embodiment of the present invention; and 

[0026] FIG. 11 is a block diagram shoWing an exemplary 
communication system for creating bi-directional paths in 
accordance With an embodiment of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0027] A common netWorking model routes packets of 
information Within the communication netWork using a 
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netWorking protocol such as the Internet Protocol (IP) or 
other netWork layer protocol. Some netWorking protocols, 
such as IP, are considered to be “connectionless” netWorking 
protocols. In a connectionless netWorking protocol, each 
packet of information includes a netWork layer address, and 
each router forWards the packet of information based upon 
the netWork layer address according to a predetermined 
routing protocol such as the Open Shortest Path First 
(OSPF) protocol, the Routing Information Protocol (RIP), 
Hello, or other routing protocol. 

[0028] Thus, each router makes an independent forWard 
ing decision for the packet based upon the netWork layer 
address. Essentially, each router partitions the entire set of 
netWork layer addresses into a number of ForWarding 
Equivalence Classes (FECs), and each FEC is mapped to a 
particular outgoing path (or set of paths, in the case of 
multi-path routing) based upon the routing protocol. The 
router determines an FEC for each packet of information 
based upon the netWork layer address of the packet, and 
forWards the packet of information to the corresponding 
outgoing path (or set of paths). 

[0029] Network layer routing requires each router to pro 
cess each packet of information at the netWork layer. This is 
an expensive and time-consuming operation that limits the 
performance of some routers and even prevents certain 
devices that do not support the netWorking protocol from 
performing routing and other functions on the packets. 

[0030] Label sWitching can be used to eliminate the net 
Work layer processing by certain devices in the communi 
cation netWork. Label sWitching enables a packet to be 
transported across a netWork domain (referred to hereinafter 
as an “autonomous system” or “AS”) using labels rather 
than the netWork layer address. Speci?cally, a Label 
SWitched Path (LSP) is established from an ingress point 
border device to an egress point border device in the AS. The 
LSP traverses a number of label sWitching devices. Each 
label sWitching device assigns a short, ?xed-length value 
(i.e., a “label”) to each FEC that it supports. When the packet 
enters the ingress point border device, the ingress point 
border device uses the netWork address to assign the packet 
to a particular FEC, and inserts the corresponding label into 
the packet, speci?cally Within a packet header. Each subse 
quent label sWitching device along the LSP uses the label in 
the packet to determine the next hop FEC for the packet, and 
replaces the label in the packet With a neW label correspond 
ing to the next hop FEC for the packet. The egress point 
border device removes the label from the packet. Thus, only 
the ingress point border device processes the packet at the 
netWork layer, and subsequent devices process the packet 
based upon the label only. 

[0031] The Internet Engineering Task Force (IETF) Multi 
Protocol Label SWitching (MPLS) Working group has 
de?ned an MPLS architecture for utiliZing label sWitching 
for internetWorking. MPLS is considered to be “multi 
protocol” because it can be used With any netWork layer 
protocol, and is not limited to IP. An MPLS frameWork is 
described in an IETF Internet Draft document entitled A 
FRAMEWORK FOR MULTIPROTOCOL LABEL 
SWITCHING [draft-ietf-mpls-frameWork-02.txt (Novem 
ber 1997)], and is hereby incorporated by reference in its 
entirety. The MPLS architecture is described in an IETF 
Internet Draft document entitled MULTIPROTOCOL 
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LABEL SWITCHING ARCHITECTURE [draft-ietf-mpls 
arch-05.txt (April 1999)], and is hereby incorporated by 
reference in its entirety. 

[0032] In order to use label switching for internetWorking, 
each label switching device must learn the labels that are 
used by its neighboring label sWitching device(s). Therefore, 
the IETF MPLS Working group has de?ned a Label Distri 
bution Protocol (LDP) for distributing labels betWeen neigh 
boring label sWitching devices. LDP is described in an IETF 
Internet Draft document entitled LDP SPECIFICATION 
[draft-ietf-mpls-ldp-04.txt (May 1999)], and is hereby incor 
porated by reference in its entirety. The use of LDP for label 
sWitching in an Asynchronous Transfer Mode (ATM) net 
Work is described in an IETF Internet Draft document 
entitled MPLS USING LDP AND ATM VC SWITCHING 
[draft-ietf-mpls-atm-02.txt (April 1999)], and is hereby 
incorporated by reference in its entirety. 

[0033] Each label sWitching device maintains a label 
information base (LIB) for mapping each FEC to a corre 
sponding label. When the label sWitching device receives a 
packet including a label, the label sWitching device utiliZes 
the LIB to map the received label to a next hop FEC and to 
retrieve a label for the next hop FEC. The label sWitching 
device then replaces the label in the packet With the label for 
the next hop FEC, and forWards the resulting packet to the 
corresponding outgoing path (or set of paths). 

[0034] For various reasons, it is sometimes necessary or 
desirable for the communication netWork to be shared by 
multiple consumers. Because each of the consumers typi 
cally needs to maintain a certain amount of autonomy, the 
communication netWork is divided into a number of Virtual 
Private NetWorks (VPNs), Where each VPN emulates a 
single, private netWork. 

[0035] Various mechanisms for supporting VPNs in an 
MPLS environment are described in the ETF Internet Draft 
documents entitled VPN SUPPORT WITH MPLS [drafthei 
nanen-mpls-vpn-01.txt (March 1998)], MPLS VPN ARCHI 
TECTURE [draftjamiesonmpls-vpn-00.txt (August 1998)], 
IP VPN REALIZATION USING MPLS TUNNELS [draft 
casey-vpn-mpls-00.txt (November 1998)], and CPE BASED 
VPNS USING MPLS [draft-li-mpls-vpn-OO.txt], all of 
Which are hereby incorporated by reference in their entire 
ties. 

[0036] In an exemplary embodiment of the present inven 
tion, label sWitching is used to support VPNs in an MPLS 
environment by establishing a LSP for each VPN. Each 
station (host or router) maps each LSP to its respective VPN. 
Protocol messages that are associated With a particular VPN 
are carried over the corresponding LSP, speci?cally by 
inserting the appropriate label into the protocol messages 
and forWarding the protocol messages over the LSP. 

[0037] Speci?cally, in a preferred embodiment of the 
present invention, the Next Hop Resolution Protocol 
(NHRP) is utiliZed for transporting MPLS label request and 
label mapping messages in order to support VPNs in an 
MPLS environment. NHRP is described in an IETF Request 
For Comments (RFC) document entitled NBMA NEXT 
HOP RESOLUTION PROTOCOL (NHRP) [RFC 2332 
(April 1998)]. NHRP enables a source station (host or 
router) to determine the internetWorking layer address and 
subnetWork addresses of a next hop station. NHRP can be 
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used to support VPNs, for example, as described in the IETF 
Internet Draft entitled NHRP SUPPORT FOR VIRTUAL 
PRIVATE NETWORKS [draft-ietf-ion-nhrp-vpn-00.txt], 
Which is hereby incorporated by reference in its entirety, and 
in the related application entitled SYSTEM, DEVICE, AND 
METHOD FOR SUPPORTING VIRTUAL PRIVATE NET 
WORKS, Which Was incorporated by reference above. 

[0038] FIG. 1 shoWs an exemplary MPLS communication 
system 100 including an Ingress Station 102 in communi 
cation With an Egress Station 106 via an MPLS NetWork 
104. The MPLS NetWork 104 includes a number of inter 
mediate devices, such as sWitches and routers, that physi 
cally and logically interconnect the Ingress Station 102 and 
the Egress Station 106. In accordance With the present 
invention, a LSP is established for a particular VPN from the 
Ingress Station 102 to the Egress Station 106 across the 
MPLS NetWork 104, and particularly across a number of 
intermediate devices. NHRP is used to convey label infor 
mation and a VPN identi?er hop-by-hop betWeen the Ingress 
Station 102 and the Egress Station 106, alloWing the Ingress 
Station 102, the Egress Station 106, and the number of 
intermediate devices through Which the Ingress Station 102 
and the Egress Station 106 are interconnected to correlate 
the LSP With the particular VPN. 

[0039] FIG. 2 shoWs an exemplary communication sys 
tem 200 in Which the MPLS NetWork 104 includes four (4) 
intermediate devices, namely the intermediate device I1 
(202), the intermediate device I2 (204), the intermediate 
device I3 (206), and the intermediate device I4 (208). In the 
exemplary communication system 200 shoWn in FIG. 2, 
there are tWo paths betWeen the Ingress Station 102 and the 
Egress Station 106, speci?cally one path that traverses the 
intermediate devices I1 (202) and I2 (204), and one path that 
traverses the intermediate devices I3 (206) and I4 (208). 

[0040] When NHRP is used to obtain addressing informa 
tion for establishing a connection, a NHRP Resolution 
Request message is forWarded hop-by-hop across a forWard 
path from an ingress device to an egress device, and a NHRP 
Resolution Reply message including the addressing infor 
mation is forWarded hop-by-hop across a return path from 
the egress device to the ingress device. The forWard path and 
the return path may traverse the same or different interme 
diate devices. 

[0041] FIG. 3A shoWs an exemplary communication sys 
tem Where the forWard path and the return path traverse the 
same intermediate devices. Speci?cally, in the exemplary 
communication system shoWn in FIG. 3A, the forWard path 
and the return path traverse the intermediate devices I1 (202) 
and I2 (204). The Ingress Station 102 sends a NHRP 
Resolution Request message 302 to the intermediate device 
I1 (202), Which in turn sends a NHRP Resolution Request 
message 304 to the intermediate device I2 (204), Which in 
turn sends a NHRP Resolution Request message 306 to the 
Egress Station 106. The Egress Station 106 sends a NHRP 
Resolution Reply message 308 to the intermediate device I2 
(204), Which in turn sends a NHRP Resolution Reply 
message 310 to the intermediate device I1 (202), Which in 
turn sends a NHRP Resolution Reply message 312 to the 
Ingress Station 102. 

[0042] FIG. 3B shoWs an exemplary communication sys 
tem Where the forWard path and the return path traverse 
different intermediate devices. Speci?cally, in the exemplary 






















