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SECURE MAIL SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Technical Field of the Invention 

[0002] The invention concerns a secure mail system that 
minimizes the time and resources required to detect and treat 
toxic mail, and helps identify the terrorists Who send such 
mail. 

[0003] 2. Description of Related Art 

[0004] The United States is undergoing terrorist attacks on 
its infrastructure and institutions. One such attack involves 
anonymous mailing of harmful anthrax spores in envelopes 
addressed to members of the media and Congress. This 
bioterrorism is particularly insidious because it makes use of 
a postal system that has been trusted to deliver the nation’s 
mail for generations. 

[0005] Postal Workers Who handle this toxic mail have 
been contaminated and recipients of such mail have been 
infected, With deadly consequences. The Postmaster General 
has reported that there is no Way knoWn to ensure safe 
processing of mail in the United States. Also, the FBI and 
other laW enforcement agencies have been unable to identify 
the persons Who send toxic items in the mail. There is little 
evidence to support a search for such terrorists, because the 
open mail system of the United States can be used With 
relative anonymity. 

[0006] It has been suggested that this present threat of 
bioterrorism may be addressed by either steam heating or 
irradiating each of the millions of envelopes and packages 
that pass through the system, thereby destroying any haZ 
ardous biological material. 

[0007] While machines are available to provide such 
decontamination, they are very expensive and it may take 
considerable time to modify them for operation in handling 
mail. Given the huge volume of mail in the United States, it 
is doubtful that all such mail could be ef?ciently and reliably 
decontaminated Without requiring substantial delays in 
delivery. Moreover, the decontamination process could 
destroy the contents of packages that are not harmful. 
Bio-decontamination also does not eliminate the threat of 
terrorism from explosive devices or haZardous chemicals 
sent through the mail. Moreover, the proposed decontami 
nation processes Will not assist in the identi?cation and 
apprehension of the people Who are responsible for this 
bioterrorism. 

[0008] In attempting to deal With the terrorist threat, the 
Post Of?ce has instructed the public not to open suspicious 
mail. For example, users of the postal system have been 
admonished not to open mail that is heavily taped, bears 
excess postage, or is addressed from a person Whom the 
recipient does not knoW. Unfortunately, terrorists are also 
privy to these instructions and Will no doubt modify their 
behavior to avoid the described characteristics of suspicious 
mail. 

[0009] Under these circumstances, it is imperative that the 
United States and other countries With similar problems 
employ an improved mail processing system that not only 
discourages the mailing of haZardous substances but also 
assists laW enforcement in identifying terrorists Who engage 
in such activity and those Who support them. 
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[0010] It is desirable to provide such an improved mail 
processing system that reliably identi?es and isolates or 
treats only the relatively small volume of mail that has a high 
security risk. It is also desirable to implement such a system 
Without requiring burdensome and expensive changes to the 
infrastructure of the postal system and unreasonable delays 
in the delivery of mail. 

BRIEF SUMMARY OF THE INVENTION 

[0011] The substantial advantages of a secure mail system 
can be achieved by changing the form of at least some 
stamps that are used in the system. The present U.S. postal 
system employs stamps that can easily be used anonymously 
to send toxic or other haZardous materials Within the system. 
Substantially improved security can be obtained by using 
stamps that have a special access code that identi?es the 
person Who purchases and uses the stamp. At the point of 
purchase of such personaliZed stamps, the purchaser is 
identi?ed by name or other characteristics and, based upon 
this information, is assigned an ID code that is printed on his 
stamps at the post of?ce. The ID code identi?es the pur 
chaser in the event that the stamp is used With haZardous 
mail. A security risk code may also be placed on the stamp 
or accessed from a database created for the purchaser. The 
risk code determines the level of handling or decontamina 
tion that Will be required to process mail With that person’s 
stamp. 

[0012] It is anticipated that most of the mail submitted to 
the postal system Will contain personal stamps that indicate 
a relatively loW security risk. Accordingly, mail With such 
stamps Will not require any special security handling. On the 
other hand, the relatively loW volume of mail provided With 
old style non-secure stamps or With secure stamps having an 
associated high risk, Will receive special handling to detect 
haZardous substances or Will be decontaminated to destroy 
any such substances. 

[0013] If mail containing a haZardous substance is deliv 
ered With a loW-risk security stamp, the access code on the 
stamp can be read to identify the person Who purchased the 
stamp. That person can then be investigated to determine 
hoW his personal stamp came to be used in association With 
a haZardous material. Also, the mail system Will be auto 
matically alerted to segregate and not process any additional 
mail containing stamps from that person. 

[0014] Increased security may be obtained by utiliZing a 
?ngerprint in association With the secure stamp, to demon 
strate that the person identi?ed by the stamp applied postage 
to the envelope or package in question. The substantial 
security bene?ts and advantages of the disclosed mail sys 
tem Will become apparent upon consideration of the folloW 
ing detailed description and accompanying draWings of 
presently preferred embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a diagrammatic illustration of a ?rst 
embodiment of a secure stamp according to the invention; 

[0016] FIG. 2 is a diagrammatic illustration of a second 
embodiment of the secure stamp according to the invention; 

[0017] FIG. 3 is a diagrammatic illustration of a third 
embodiment of the secure stamp according to the invention; 
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[0018] FIG. 4 is a diagrammatic illustration of a fourth 
embodiment of a secure stamp according to the invention. 

[0019] FIG. 5 is a perspective illustration of the secure 
stamp of FIGS. 1-4 receiving an imprint from a ?nger of a 
user. 

[0020] FIG. 6 is a block diagram of process steps for 
implementing the purchase of secure stamps for a relatively 
simple security system. 

[0021] FIG. 7 is a block diagram of a more comprehensive 
system for implementing the purchase of secure stamps. 

[0022] FIG. 8 is a block diagram of the process steps 
required Within the postal system to evaluate the relative risk 
associated With a particular stamp, provide appropriate han 
dling of the associated mail item, and enable identi?cation 
of the person associated With the stamp if there is any 
problem. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0023] The US. postal system is accessed by the use of 
stamps that display an engraved picture or emblem. These 
stamps are placed on an envelope or package that is then 
submitted anonymously for processing and delivery by the 
postal service. Recent events have demonstrated that terror 
ists can use this system With impunity to deliver haZardous 
biomaterials to unsuspecting recipients. The present postal 
system cannot identify the sender of such haZardous mate 
rials or determine the relative security risk of the millions of 
envelopes, packages or other items that are mailed each day. 
The US. postal system must therefore be modi?ed in order 
to provide increased security. 

[0024] Postal security can be greatly enhanced by chang 
ing the nature of the stamp that is used Within the system. 
Greater postal security can be obtained if the postal system 
is modi?ed to use secure stamps that are coded to identify 
the purchaser of the stamp. If this type of stamp is used to 
send haZardous materials through the mail, the purchaser of 
the stamp can be identi?ed and located for questioning. 
Also, the security risk associated With any person Who 
obtains such stamps can be evaluated and quanti?ed at the 
point of purchase of the stamps. The relative security risk of 
the purchaser can be associated With the stamp, so that any 
mail provided With the stamp Will receive special handling 
or treatment in the event of an identi?ed high security risk. 
On the other hand, items of mail having stamps associated 
With a relatively loW security risk Will be handled With 
associated loW security methods. 

[0025] A secure stamp according to the invention may be 
implemented in different Ways to achieve increased security. 
The simplest implementation of a secure stamp is shoWn in 
the diagrammatic illustration of FIG. 1. As shoWn in FIG. 
1, the secure stamp I has an engraved picture or emblem 3 
that may be the same as has been used in the past. HoWever, 
the stamp also includes at least an area 5 for an access code, 
identifying the purchaser of the stamp. An area 7 may also 
be used to display the Zip code of the post of?ce from Which 
the stamp Was purchased. 

[0026] It should be understood that the physical structure 
of the secure stamp 1 of FIG. 1 may be implemented With 
an emblem 3 adjacent to the area having the access code and 
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possibly the Zip code, thus creating a relatively Wide stamp. 
Alternatively, the access code could be printed on the face 
of the emblem 3 using invisible ink that ?uoresces under a 
selected Wavelength of light to display the access code. The 
access code could also be displayed in visually perceptible 
form in an open area of the emblem 3 of the stamp or 
displayed in this area by color coding, random dot color 
coding, holography or any other appropriate visual coding 
method. The Zip code could also be displayed in an open 
area of the emblem of the stamp. If the access code and Zip 
code are displayed on the emblem, the relative siZe of the 
secure stamp could be about the same as for stamps used in 
the past. 

[0027] In use on an envelope or package, the secure stamp 
of FIG. 1 Would be adhered in the usual manner, for 
eXample at the upper right corner. The secure stamp could be 
adhered by dampening a dry glue at the back of the stamp 
or the back of the stamp could have an adhesive that is 
adhered to a peelable backing (not shoWn) that is removed 
to alloW the stamp to be adhered to a package or envelope. 

[0028] The secure stamp of FIG. 1 is obtained by purchase 
from a post office anyWhere in the United States. Such 
stamps Would typically be provided for purchase in sheets. 
In order to purchase any such secure stamps, the purchaser 
Would be required to provide identifying information such as 
a social security number and home address if the purchaser 
is obtaining the stamps for himself. If the purchaser is a 
representative of a business, he Would provide the taX 
identi?cation number of the business and either the local 
address or headquarters address of the business. 

[0029] In order to enhance the security associated With the 
stamp, it is necessary for the postal employee obtaining the 
identifying information to use Whatever reasonable methods 
are available to ensure that the purchaser is correctly iden 
ti?ed. For example, a person could initially provide his 
social security number and the postal employee Would use 
this number to access a government or other database to 
obtain the name and home address of the person. For 
eXample, it may be possible for the postal employee to 
access an Internal Revenue Service (IRS) database to obtain 
the name and address of the purchaser from taX information. 
This information Would demonstrate that the purchaser has 
a valid taX record for the most recent taX year and may 
therefore present a relatively loW security risk for the United 
States. Of course, other government or nongovernmental 
databases could be used to obtain similar information in 
order to develop a security risk pro?le for the individual. 

[0030] After obtaining the name and address of the pur 
chaser from a secure database, the postal employee Would 
require him to submit independent evidence of his name and 
address, for eXample as occurs on a driver’s license. If the 
individual submits a driver’s license or other documentation 
to con?rm his name and address, he has demonstrated that 
he likely presents a relatively loW security risk for the postal 
system. In that case he Would be alloWed to purchase secure 
stamps that are associated With a loW security risk. 

[0031] In the case of the secure stamp of FIG. 1, the loW 
security risk of the purchasing individual may be indicated 
by the color of the stamp. As an eXample, a green colored 
stamp could be provided to indicate a loW risk purchaser. 
After con?rming the loW risk pro?le of the purchaser, the 
postal employee Would select as many sheets of loW risk 
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security stamps as are requested for purchase. If required, 
the postal employee Would create a computer record for the 
individual to provide security information in order to locate 
him if necessary and to facilitate the future purchase of 
stamps. 

[0032] The purchaser’s social security number or some 
other ID number assigned by the post of?ce Would be used 
as an access identi?er for the computer security record, if it 
is created. Thus, any information entered into the person’s 
record Would be obtained or accessed by use of his social 
security or other ID number. In a relatively simple postal 
security system, the record for the purchaser Would contain 
only his social security number or other postal ID for access 
purposes, his name and his home address. If a special record 
is not created, other existing databases could be relied upon 
to obtain at least the name and address of the person 
associated With the ID number. 

[0033] Of course, other personal information could be 
obtained from the purchaser for his record. For example, a 
digital photograph could be taken of the purchaser and 
stored in his record the ?rst time he purchases secure stamps. 
Also, a ?ngerprint could be scanned from at least one ?nger, 
for example his index ?nger, and a digital representation of 
this ?ngerprint could be stored in his record in a manner that 
is knoWn for ?ngerprint identi?cation technologies presently 
in use. Also, a representation of the purchaser’s retinal 
pattern could be stored. Once such a record is completed, the 
purchaser can return in the future and obtain additional 
secure stamps by merely having his eye or ?ngerprint 
scanned to con?rm his identity. A postal employee could 
further verify his identity by checking his appearance 
against the stored digital photograph. Alternatively, if pho 
tos, ?ngerprints and retinal patterns are not used, the pur 
chaser Would again provide his social security number and 
driver’s license for veri?cation to obtain additional secure 
stamps. 

[0034] Once the purchaser’s identi?cation is veri?ed, the 
postal employee places the required sheets of secure stamps 
in a local printer and the printer prints the ID code, for 
example the social security number, of the purchaser at the 
access code area 5 of all stamps of the sheets. The Zip code 
for the post of?ce may also be printed in the area 7 of all such 
stamps. As a further security measure, the post of?ce could 
send by mail or email a message to the address of the 
purchaser, con?rming the purchase of secure stamps. 

[0035] Prior to printing the social security or ID number in 
the access area 5, the print program may encrypt the number 
so that it can be decoded only by the postal service. This 
encrypted number could be printed on each of the stamps in 
the area 5. Alternatively, the encrypted number could be 
converted by the print program to a corresponding bar code 
and printed in the areas 5 of the stamps so that the access 
code on each stamp can be scanned and read by a barcode 
reader and decoded to obtain the ID number by use of 
decrypting information available to the postal service. 

[0036] If the purchaser is a representative of a business 
entity, the same general procedure applies. HoWever, a tax 
ID number for the entity is used instead of a social security 
number. Once the tax ID number and address of the entity 
are con?rmed, in most instances the entity Would be 
assigned the loWest level of security risk and the associated 
loW level security color for the stamps, for example green, 
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if color coding is used. In creating a record for the entity, the 
postal employee Would also record the identifying informa 
tion for the purchaser Who represents the entity and this 
person Would have to demonstrate his employment relation 
ship, for example by supplying a check from the entity. 

[0037] The postal service might also obtain the telephone 
number of the entity from a reliable database and call to 
con?rm the identity of the individual Who purchases the 
stamps for the entity. Arrangements may also be made to 
mail the stamps directly to the entity. A photograph and 
?ngerprint or retinal pattern of the purchaser for the entity 
could also be recorded to provide a complete record of the 
purchase. The purchasing representative Would also need to 
supply his name and home address Which Would be veri?ed 
in the manner previously described for individual purchas 
ers. This identi?cation process could also be employed to 
provide metered or electronic stamps as Well. 

[0038] It should be appreciated that the initial purchase of 
stamps is not a trivial exercise if a database of purchasers 
must be created. Signi?cant time may be required to set up 
a personal record for every person and entity Who obtains 
stamps. HoWever, once these records are created, it should 
be relatively easy for the person or entity to obtain stamps. 
It should also be understood that any such stamps must be 
maintained in a secure location and used only by the 
purchaser and his immediate family or business. 

[0039] If a representative of an entity approaches the post 
of?ce to obtain stamps and cannot provide the required tax 
ID number and associated supporting information, secure 
stamps Will not be provided. HoWever, if an individual 
approaches the post of?ce and cannot provide a social 
security number, it is still possible that this person could 
obtain secure stamps. For example, the person could be a 
foreign national Who has a valid visa or passport, but no 
social security number. If this is the case, pertinent infor 
mation is taken and, if a check of a government database 
con?rms that the passport or visa is valid and not expired, 
secure stamps can be provided. 

[0040] In vieW of the status of the individual as a foreign 
national, a higher level of security risk may be associated 
With that individual. In a relatively simple security system, 
only tWo levels of risk for stamps Would be identi?ed, either 
loW or high. Under such a simple system, foreign nationals 
could all be evaluated as high-risk individuals and given 
either non-secure high risk stamps such as are presently used 
or high risk secure stamps, possibly color coded, for 
example in red, to re?ect a high security risk. As an 
alternative, foreign nationals from friendly countries could 
be designated With a relatively loW security risk and nation 
als from unfriendly countries could be characteriZed With a 
higher security risk, With stamps colored or coded to re?ect 
these different risks. 

[0041] The post of?ce must create access codes for foreign 
nationals if they are alloWed to obtain secure stamps. As an 
example, the access code could be made up of the Zip code 
of the post of?ce and a number incremented for each 
successive individual Who does not have a social security 
number. Other types of personal access codes could be used 
as Well, based upon visa or passport numbers, for example. 

[0042] In processing the mail, employees of the postal 
service Will use loW-level security procedures to handle mail 
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having loW-risk secure stamps. High-risk items Will be 
separated for special handling. The designated level of risk 
Will determine Whether the special handling requires a 
physical inspection of any such items or decontamination of 
the items by heat or radiation as has been proposed. 

[0043] It should be appreciated that an advantage of the 
proposed security system is that envelopes and packages 
designated loW risk by their stamps do not require special 
handling or decontamination. Only envelopes and packages 
designated high-risk require special handling procedures. 
This greatly reduces the expense and time required to 
process the mail. In fact, the post of?ce could guarantee that 
mail With loW-risk secure stamps Will have expedited pro 
cessing and Will reach a destination, on average, more 
quickly than mail With non-secure or high-risk stamps. The 
postal service could also charge substantially more for 
non-secure or high-risk secure stamps because it Would be 
knoWn that greater processing Will be required for mail 
items having these stamps. This Would help to offset the cost 
of the security system. 

[0044] It should be understood that non-secure stamps 
such as are presently in use could continue to be used Within 
the postal system as very high risk stamps. Any mail 
associated With such stamps Would require decontamination 
and possibly other special handling in processing. There 
Would be no Way to determine from such stamps Who 
purchased or used them. Although it is undesirable from a 
security standpoint to continue to use such old style stamps, 
there may be political reasons to continue to use them. These 
stamps can therefore be accommodated Within the system of 
the invention if they are provided for use in the highest risk 
category. 

[0045] The described system has the additional advantage 
that, in the event that a contaminated package or envelope is 
found, the secure stamp reveals by its access code the 
identity of the person Who purchased the stamp. Even if this 
person is innocent, laW enforcement personnel Would at 
least be able to investigate and possibly determine hoW the 
secure stamp Was obtained for use on a haZardous package. 
The post of?ce could also use the access code associated 
With the dangerous stamp to implement high security pro 
cessing of additional mail With stamps having that code. 

[0046] A further advantage of the security system is 
obtained by checking the Zip code in the area 7 of the stamp. 
In typical use of stamps, a person or entity generally mails 
items in the home Zip code area in Which the stamps are 
purchased. It is quite unusual for an innocent individual to 
obtain stamps in one Zip code area and mail envelopes or 
packages With such stamps in another Zip code area. Using 
stamps outside the Zip code area of purchase could be 
deemed a suspicious activity that demonstrates an increased 
security risk. If this is the case, postal service employees can 
monitor the Zip codes printed on the secure stamps of mail 
being processed and, if the Zip code observed on the stamp 
does not match the Zip code of the processing post of?ce, the 
mail item can be deemed a security risk and grouped With 
high risk mail, even if the secure stamp on the item is 
designated as loW-risk. 

[0047] The Zip code in the area 7 of the security stamp 1 
of FIG. 1 could be presented in barcode form and automati 
cally detected in processing at the post of?ce to identify a 
suspicious item of mail. The suspicious envelope or package 
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Would be automatically routed for high-risk handling. Of 
course, sensors could also be employed to detect either the 
color or risk code of the stamps on mail in order to 
automatically route items for processing. 

[0048] The stamp of FIG. 1 has the advantage that it may 
be implemented relatively quickly and inexpensively in the 
postal system. If speed of implementation and loW cost is 
paramount, the security stamp of FIG. 1 could be used 
Without color coding, Without a Zip code, and Without 
creating an accessible computer record for purchasers. 
Instead, if a problem occurs, the access code Which is a 
social security number or tax ID number for most individu 
als or entities could be used to access a preexisting govern 
ment or nongovernmental database for the purpose of iden 
tifying the purchaser. In such a simple system, it may be 
decided that only persons With tax ID numbers or social 
security numbers can obtain secure stamps. If this is the 
case, risk coding Would not be required, because everyone 
obtaining a secure stamp Would have a loW security risk. If 
it is decided to include loW risk groups such as documented 
foreign nationals, an access code for such persons Would be 
selected to correspond to access information available in 
government or nongovernmental databases. 

[0049] For example, it may be possible to create an access 
code for a foreign national that corresponds to a visa or 
passport number or some other number maintained by the 
government or others to keep track of such individuals. If 
such a number is used, a separate postal service database 
Would not need to be created, because the foreign national 
could be identi?ed by accessing the existing government or 
nongovernmental database With the access code from the 
stamp. 
[0050] Anyone Who is not in the loW risk group or Who 
does not Wish to be included in that group could obtain 
non-secure stamps such as are presently used. Of course, 
these stamps Would require the highest level of decontami 
nation and security checking. 
[0051] The initiation of a neW mail security system Will be 
relatively easy if secure stamps are introduced, old style 
stamps continue in use, and if no special purchaser database 
is required. The increased security from such a system 
should have a very desirable effect on national morale, in 
that it Will alloW citiZens to actively participate in securing 
the postal system by procedures that are not dif?cult to 
implement. The cost of neW security processing procedures 
Will also be fairly carried by only those persons Who desire 
to use old style stamps to maintain anonymity in sending 
mail or by persons judged to have a high-risk pro?le. 

[0052] In order to begin to use the security stamp of FIG. 
1, the Federal Government of the United States could set a 
date by Which present stamps cannot be used. Individuals 
Would go to post of?ces to exchange their existing stamps 
for secure stamps and to purchase secure stamps in the 
manner previously described. All individuals and companies 
in the United States could be required to obtain the neW 
secure stamps by a speci?ed date in order to use the mail 
system. After that time the old style stamps could not be used 
in the postal system. Alternatively, the old stamps could 
continue to be used and secure stamps could be introduced 
as a preferred and loW cost method to send mail during these 
dif?cult times. 

[0053] FIG. 2 illustrates another embodiment 9 of a 
security stamp that could be used in a more elaborate mail 



US 2003/0088426 A1 

system. This stamp has the emblem 3 that has been previ 
ously described and an area 11 that provides encrypted and 
bar coded information that is machine readable at the post 
of?ce during processing of mail. The access code for the 
stamp of FIG. 2 is the same as Was described With respect 
to the stamp of FIG. 1. Instead of color-coding the stamp of 
FIG. 2 to indicate the determined level of risk, the risk is 
indicated by a risk code that numerically designates different 
levels of risk associated With the purchasers of secure 
stamps. The Zip code for the post office at the point of 
purchase is provided in order to determine if the stamp is 
used outside the Zip code area of the post of?ce Where it Was 
purchased. The risk code and Zip code are used as previously 
described to manage the handling of mail associated With the 
stamp in accordance With the detected level of risk. 

[0054] The stamp of FIG. 2 may include a stamp series 
code that is generated at the point of purchase. This code is 
provided on the stamp so that, if stamps of a particular 
purchase series are lost or stolen, a note to this effect can be 
made in the purchaser’s record and, if the stamps are then 
used, the processing post of?ce Will access the record of the 
purchaser and note that the stamps have been lost. The mail 
With such stamps Will then be segregated, inspected and 
decontaminated. Any such mail Would not be forWarded by 
the post of?ce. It Would be treated With the highest level of 
security in vieW of the use of stamps that have been lost or 
stolen. 

[0055] The stamp series can be coded in any desirable 
fashion. For eXample, each stamp purchase transaction of a 
particular purchaser could be numbered sequentially and the 
number Would be stored in the personal record of the 
purchaser. Thus, all stamps obtained in a ?rst purchase 
Would have a stamp series number of “1”. Stamps obtained 
in a second purchase Would have a stamp series number of 
“2”, and so on. In the normal processing of mail With such 
stamps, the stamp series Would be read from the stamp and 
Would be automatically compared by computer With the 
active stamp series listed in the purchaser’s record. For 
eXample, if a stamp series number “2” is read from the 
stamp, the purchaser’s record Would be checked to verify 
that the corresponding stamp series is listed as an active 
series. 

[0056] If a purchaser calls the post of?ce and advises that 
stamps have been lost or stolen, a representative of the post 
of?ce Will access the record of the purchaser and Will delete 
all active series stamps for that purchaser. If the lost stamps 
are later used, for eXample by a terrorist, the post of?ce Will 
receive the associated package, read the stamp series from 
the secure stamp and check the personal record of the 
purchaser to determine if that series is listed as active in his 
record. If the series Was previously deleted from the record, 
there can be no series match and the mail Would therefore be 
automatically directed to a high security area for careful 
inspection and decontamination. At some point any such 
mail Would be opened because it Would not be recogniZed as 
laWful. 

[0057] The stamp series could also be coded as the date on 
Which a set of stamps is purchased. That date code could be 
retained in the purchaser’s record and modi?ed, for eXample 
With an “L” designation, to indicate that the particular series 
Was reported lost or stolen. Also, the post office may Wish to 
issue secure stamps With a limited life, for eXample one year. 
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If this is the case, a stamp series Would be given a desig 
nation “E” after a one-year period and stamps in that series 
could not be used thereafter to process mail. 

[0058] The stamp series code could also consist of the date 
in combination With the number of stamps that Were pur 
chased on that date. Each time a stamp is used, the number 
of stamps available for that series could be decremented. By 
this means, the post office could keep track of the number of 
purchased stamps that are used. Acode could also be applied 
to the stamp series to determine the level of security risk for 
that series. This could be a signi?cant feature if a purchaser’s 
level of security risk changes over time. 

[0059] The nationWide implementation of an analysis of 
stamp series codes Would generally be possible only if there 
is a national database for all secure stamps in the United 
States. This Would require a substantial computer infrastruc 
ture. In the absence of such a national system, local post 
of?ces could use computers of modest poWer to record only 
the stamp transactions in their office. In such a local system, 
it might be necessary to limit the use of secure stamps to the 
Zip code area of purchase. 

[0060] It should be understood that the access code, risk 
code, Zip code and stamp series of the secure stamp of FIG. 
2 could be combined in series to provide a single number 
that Would then be encrypted and bar coded for automatic 
reading in the post of?ce as the stamp is processed on a 
package or envelope. This processing Would require some 
relatively sophisticated computer analysis Which Would 
occur in real time as the stamp is scanned and its associated 
package is being processed Within the post of?ce. 

[0061] If the stamp series code is left off of the stamp of 
FIG. 2, the stamp can be processed Without accessing a 
purchaser database. Thus, the risk code and Zip code Would 
be read from the stamp and processing in the post of?ce 
Would occur as indicated for the level of risk de?ned by 
these codes. The access code Would not be required for 
processing, because there Would be no need to identify the 
purchaser. The stamp of FIG. 2, Without the stamp series 
code, could therefore be relatively easily processed by bar 
code reading the data on the stamp and then handling the 
associated mail in a manner de?ned by the codes on the 
stamp. 

[0062] FIG. 3 illustrates a third embodiment of a security 
stamp that operates With only the access code and stamp 
series printed on the stamp. The access code and stamp 
series are encrypted and bar coded so that they are read by 
a bar code reader at the time that the stamp is processed in 
the post of?ce With its associated package or envelope. In 
this case, the access code must be used to read the associated 
record of the purchasing individual in order to obtain a risk 
code and a Zip code that corresponds to the post office Where 
the stamp Was purchased. This operation has the advantage 
of reducing the amount of coded information that is pro 
vided on the security stamp. HoWever, it has the disadvan 
tage that processing of the stamp requires accessing the 
purchaser’s personal database in order to get required pro 
cessing information. 

[0063] If processing of the stamp in the post of?ce requires 
accessing the personal account of the purchaser, the system 
can keep track of the number of mailings that occur outside 
the home Zip code of the purchaser. Thus, Whenever a stamp 
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is detected in the postal system in a Zip code area different 
from the home Zip code area, a number representing activity 
outside the home Zip code area Would be incremented. If this 
number reaches some trigger level, mail processed outside 
the home Zip code area could be provided automatically With 
an increased higher level of risk. Also, a Warning message 
could be sent to the post of?ce to investigate the reason Why 
the individual or entity is purchasing stamps in one Zip code 
area and using the stamps to mail items in another Zip code 
area. 

[0064] If the personal record of the stamp purchaser is 
accessed during processing of the stamp on a package or 
envelope in the post of?ce, it may be useful to provide 
additional personal information regarding the purchaser in 
the record. For example, entries could be made in the 
personal record to indicate if the purchaser ?ts a terrorist 
pro?le or has a change in his visa or passport status. This 
information Would be accessed Whenever the person comes 
into a post of?ce to obtain additional secure stamps and, if 
the available information in his personal record indicates a 
substantial increased security risk, the post of?ce may elect 
not to provide stamps to him or to provide stamps With a 
higher level of risk. 

[0065] FIG. 4 illustrates another embodiment of the 
secure stamp that includes an additional area 13 that applies 
the purchaser’s ?ngerprint to an envelope after he adheres a 
secure stamp to the envelope. As shoWn in the perspective 
illustration of FIG. 5, a plastic seal 15 is adhered to an 
underlying relatively rigid “picture frame” made of, for 
example stiff paper or cardboard. The air space 16 Within the 
picture frame is backed by a peelable Wax paper or plastic 
18 that is adhered to the back of the frame and the backs of 
the areas 3 and 11 of the stamp. The paper 18 is peeled aWay 
from the areas 3, 11 and the frame 17. The areas 3 and 11 of 
the stamp have an adhesive backing and are pressed and 
adhered to the surface of mail, for example an envelope. The 
area 16 Within the frame 17 is then backed by the surface of 
the envelope as the frame rests on the envelope. The front 
seal 15 of the frame is peeled back by a tab 14 to expose its 
inside surface 20 that holds a Washable ink and thus forms 
an “ink pad”. The ink in the area 20 has not dried out because 
it Was previously sealed Within the frame 17. 

[0066] A ?nger is pressed against the ink 20 and then 
against the surface of the envelope Within the frame 17, as 
shoWn in FIG. 5. The frame 17 therefore acts as a template 
to position the ?ngerprint. Thereafter, the seal 15 and frame 
17 are ripped aWay, for example along a line of perforations, 
and the ?ngerprint is exposed on the envelope adjacent to the 
associated secure stamp. 

[0067] Alternatively, the frame 17 may be ripped aWay 
from the adjacent edge of the area 11 of the stamp along a 
line of perforations just before the peelable backing is 
removed from the stamp. The peelable backing is then 
removed and the stamp is adhered to the surface of the 
envelope. In this case the plastic backing on the frame 17 is 
retained and is not removed so that the frame 17 is, in effect, 
an ink reservoir into Which the ?nger is pressed When the top 
seal 15 is removed. The ?ngerprint is then applied to the 
envelope adjacent to the stamp Without requiring a template 
to align the print. It should be appreciated that a frame 
support is not required in this alternative embodiment. A 
sheet of plastic, cardboard or stiff paper impermeable to ink 
could also be used. 
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[0068] A ?ngerprint could also be applied to an envelope 
in any other manner that is desired. For example, the user 
could purchase and use an inkpad in the usual manner to 
apply his ?ngerprints adjacent to secure stamps. In this case, 
it Would not be necessary to include a source of ink for each 
stamp. 

[0069] The ?ngerprint on the envelope could either be 
visible to the unaided human eye or visible in the presence 
of appropriate radiation, depending on the ink that is used. 
In processing a security stamp With a ?ngerprint, the ?n 
gerprint Would be scanned to obtain a digital representation 
and this Would be compared With a stored digital represen 
tation of the ?ngerprint of the purchaser of the stamp. If 
there is a match, this Would signi?cantly reduce the security 
risk associated With the stamp, because it Would be inferred 
that the purchaser of the stamp applied the stamp to the 
package or envelope. This is an additional form of security 
veri?cation that could be used to ensure that the purchaser 
of the security stamp actually uses the stamp. 

[0070] It should be understood that at least the emblem of 
secure stamps Will be cancelled With some appropriate 
marking as the stamps are processed Within the post of?ce. 
The cancellation marks Will ensure that the stamps cannot be 
reused. Also, non-secure stamps may be used to add postage 
to secure stamps, because only one secure stamp is required 
for each item of mail. 

[0071] As a further point of information, the security of 
the post of?ce system Would be enhanced if, When a person 
moves, his neW address is entered in his personal record and 
stamps issued before the move are cancelled, for example by 
applying an expiration code in his record. NeW stamps could 
then be purchased With the neW home Zip code of the 
purchaser. 

[0072] FIG. 6 illustrates a block diagram of the opera 
tional steps that are required to obtain secure stamps in the 
simplest security system. As indicated at 19, the purchaser 
decides Whether to purchase secure stamps or non-secure 
stamps of the type presently employed by the postal system. 
If secure stamps are required at 21, the purchaser presents 
his social security number, or a tax ID number if he 
represents an entity. The post of?ce then accesses a database, 
for example an IRS database, and obtains the name and 
home address of the purchaser. The purchaser presents a 
driver’s license or other evidence to verify his name and 
home address. If there is an address match, the social 
security number or tax ID is veri?ed at 23 and assigned as 
the loW risk access code at 25 for the individual or entity 
obtaining stamps. If the ID cannot be veri?ed, the person 
may purchase non-secure stamps at 27. 

[0073] The veri?ed ID is printed at 29 on secure stamps 
having any desired color. The ID may be encrypted and 
converted to a machine readable bar code before it is printed 
on the stamps. The secure stamps may then be sold at a 
loWer price than the non-secure stamps at 31. 

[0074] FIG. 7 illustrates a block diagram of the steps 
required to obtain secure stamps in a someWhat more 
complex postal system. The purchaser ID is submitted at 33 
and may be detected as a loW risk ID at 35 and veri?ed at 
37 as previously described. If veri?ed, a loW risk is assigned 
at 39. At 41, other personal or business data may be taken, 
including a digital photo and ?ngerprint or retinal scan of the 
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purchaser. At 41, a personal digital record is created With the 
required information and this record is accessed by the 
assigned access code that identi?es the purchaser. 

[0075] The personal or business data is then analyzed, for 
example in accordance With a computer program, and the 
level of security risk for the individual or entity is set and 
recorded as the ?nal determination of the risk at 43. If 
necessary, the program automatically encrypts and bar codes 
the access code and other codes including the risk, stamp 
series and Zip codes and determines at 45 if the security risk 
is to be indicated With a designated color for a stamp. 

[0076] If color-coding is desired, sheets of stamps having 
a color corresponding to the risk code are selected at 45. On 
the other hand, if color-coding is not required, secure stamps 
of any desired color are selected for printing. The required 
codes are printed on the stamps at 47. Thereafter, at 49 the 
purchaser may be required to pay a purchase price for 
stamps in proportion to the security risk. That is, the higher 
security risk stamps may cost more money, because addi 
tional postal handling Will be required When these stamps 
are used. 

[0077] As shoWn in FIG. 7, if the purchaser cannot 
provide the required ID, if the ID information cannot be 
veri?ed, or if the purchaser is not quali?ed to receive secure 
stamps, he Will be denied secure stamps at 51. OtherWise, as 
previously described, he may purchase high-risk stamps at 
50, if this is alloWed. These stamps Will be assigned a 
high-risk code at 52. 

[0078] FIG. 8 is a block diagram that shoWs the steps for 
processing secure mail Within a post of?ce. As shoWn at 55, 
the mail is initially received for processing and at 57 the 
access code and the color or printed risk codes, if any, of the 
secure stamp are detected. If the stamp has no codes, it is 
assumed to be non-secure at the highest level of risk. If it has 
an access code, but no other codes, it is assumed to have a 
loW security risk. If available, the purchaser’s personal ?le 
is read at 59 to obtain more information regarding the 
security risk associated With him and at 61 the risk code is 
set. 

[0079] A computer program checks at 67 to determine if 
the mail Was mailed outside the home Zip code area. If so, 
a high-risk code is assigned to the mail item at 69 and the 
item is decontaminated and handled at 71 according to its 
high-risk code. A count may also be incremented and stored 
in the purchaser’s record to keep track of the number of 
mailings outside the home Zip code area. The purchaser may 
be investigated if this count eXceeds a designated value. If 
there is a lost stamp code recorded for this particular scanned 
stamp, or if the stamp is stolen or expired, the mail Will be 
automatically routed at 63 to be held for haZardous sub 
stance checking, decontamination and treatment based on 
insuf?cient postage at 65. Of course, if the mail contains 
haZardous material, the purchaser of the stamp is investi 
gated at 73. 

[0080] If the item Was mailed in its home Zip code area and 
the stamp is not designated lost, stolen or eXpired, then the 
risk code assigned at 61 is not changed and the program neXt 
checks at 75 to determine if a ?ngerprint is present on the 
stamp. If a ?ngerprint is not present or is not intended to be 
tested, the mail item is handled and processed according to 
the risk code that is determined from the stamp and from the 
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purchaser’s personal record, if it is available. That is, if the 
stamp is designated loW risk, the associated mail is pro 
cessed at 77 according to its level of risk. If the stamp is a 
higher risk, the associated mail is decontaminated and 
handled at 79 according to the high level of risk. 

[0081] If a ?ngerprint is detected on the stamp, the ?n 
gerprint is compared at 75 to the ?ngerprint stored in the 
personal digital record of the purchaser of the stamp. If the 
?ngerprints match, the risk code is set to indicate a loW risk 
at 83 if this purchaser has previously provided a valid ID 
such as a social security or taX ID number. Thereafter, the 
mail item is handled and processed at 77 in the manner 
required by the loW risk code. The purchaser is investigated 
at 81 if his stamp is associated With haZardous materials. 

[0082] It has been suggested that ?ne anthraX spores, on 
the order of 1 to 5 microns, may leak from envelopes as the 
envelopes move and are handled Within the postal system. It 
is theoriZed that the tiny spores may actually pass through 
the relatively porous paper or leak through the seams of the 
envelope. If this is correct, the effectiveness of the proposed 
secure mail system may be decreased, because cross-con 
tamination of mail might make it dif?cult to identify the 
original source of anthraX contamination. The system might 
therefore be degraded if loW and high-risk items are unduly 
mingled in the process of sorting the mail. It is therefore 
preferred to separate the loW and high-risk mail as soon as 
possible in the sorting process in order to avoid cross 
contamination. 

[0083] The secure mail system Would also be enhanced if 
the government requires the nationWide use of envelopes 
that have a demonstrated ability to retain or block 1 to 5 
micron particles of anthraX or any other such biomaterials 
during normal postal processing. If necessary, envelopes 
may be sealed With a chemical coating or lined With ?lter 
material that is knoWn to block or even trap spores in the 
indicated siZe range. Spores in this siZe range must be 
secured so that they Will not be inhaled by postal Workers. 
LoW friction and antistatic materials and coatings could also 
be used so that small bio-particles Will not adhere to the 
outer surface of envelopes. Approved envelopes could be 
certi?ed as safe and marked With an appropriate certi?cation 
code that Would be automatically veri?ed by the postal 
service during initial processing of the mail. Any mail 
submitted in an envelope that is not approved by the postal 
service Would be decontaminated and destroyed. 

[0084] Variations and modi?cations of the disclosed 
embodiments of the security stamp and associated mail 
system may be made Without departing from the scope of the 
invention. For eXample, the disclosed secure mail system 
may be implemented in countries other than the Us. or for 
nongovernmental mail delivery systems. The system is also 
not limited to the use of social security numbers or taX ID 
numbers for the access code. Any suitable identi?cation may 
be used, for eXample, driver’s license number, military 
identi?cation number, visa number, passport number and 
identi?ers assigned by the post of?ce. Any reasonable sys 
tem for verifying the identity of the purchaser may also be 
used. 

[0085] The invention is also not limited to the disclosed 
types or combinations of codes or the types of information 
disclosed for storage in the personal record. Any suitable 
codes may be used and any suitable information may be 
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stored and used in the stamp purchaser’s personal record, 
including military status, arrest/conviction status, passport 
or visa status, terrorist pro?le comparisons, taxpayer status, 
country of citiZenship, birth date and terrorist affiliations. 

[0086] Also, the system is not limited to printing a per 
sonal access code on stamps as they are purchased. As an 
alternative, the stamps could be pre-printed With serial 
numbers identifying the stamps in a series or block of 
stamps. Asingle serial number could be used to identify each 
stamp of the entire block, or incremented serial numbers 
could be used to provide a unique identi?er for each stamp 
Within the block, Whatever is required. The computer record 
of each purchaser Would retain the serial numbers of all 
stamps that he purchases. His risk code from his personal 
record Would apply to all such stamps in his record. The 
personal records of all purchasers could be computer 
searched to locate the serial number of a particular stamp, in 
order to identify the purchaser of that stamp. This system has 
the advantage that it does not require printing personal 
access ID’s on stamps at the time they are purchased. 
HoWever, it has the disadvantage that it requires a computer 
record to keep track of the purchases of each person or entity 
and a signi?cant computer search to locate the purchaser of 
a particular stamp. 

[0087] The computer search Would be simpli?ed if each 
serial number is used as an access code for a separate record 
created With or pointing to the associated purchaser’s infor 
mation. In this case, the serial number of a stamp or group 
of stamps could be used to access an associated record for 
the stamps and the purchaser Would be identi?ed from that 
record. This Would simplify the process for identifying the 
purchaser of a particular stamp or group of stamps, but 
Would require many more records in the postal service 
database. On balance, the previously described method of 
assigning and printing personal access codes on stamps is 
preferred because it can be implemented Without requiring a 
purchaser database. 

[0088] The aforementioned description is intended to be 
illustrative rather than limiting. It should therefore be under 
stood that the folloWing claims and their equivalents set 
forth the scope of the invention. 

1. A method for implementing a secure mail system 
comprising the steps of: 

coding at least one secure stamp; 

associating the code on the stamp With a person or entity 
Who purchases the stamp; 

adhering the purchased secure stamp to an item of mail; 

delivering the stamped item of mail to said mail system; 
and 

analyZing said stamp and determining the security proce 
dure required to process said stamped item of mail in 
the mail system. 

2. The method of claim 1, further including the step of 
determining from the secure stamp the identity of the person 
or entity Who purchased the stamp. 

33. The method of claim 1, further including the step of 
determining from the secure stamp the identity and address 
of the person or entity Who purchased the stamp. 

4. The method of claim 1, further including the step of 
providing a color for the at least one purchased secure stamp 
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that corresponds to the level of security risk associated With 
the purchaser of the stamp and the associated type of 
security handling required Within the mail delivery system to 
process mail having the stamp. 

5. The method of claim 1, including the step of obtaining 
an access code from said secure stamp and applying this 
access code to recover stored information identifying the 
person or entity Who purchased the stamp. 

6. The method of claim 5, including the step of de?ning 
said access code from at least one of the group of numbers 
consisting of the stamp purchaser’s social security number, 
driver’s license number, military identi?cation number, tax 
identi?cation number, visa number and passport-number. 

7. The method of claim 6, further including the step of 
de?ning said access code by encrypting one or more selected 
numbers of said group characteriZing the purchaser of the 
secure stamp and printing this encrypted information in 
machine-readable form on the secure stamp at the time of 
purchase. 

8. The method of claim 5, further including the step of 
obtaining a level of risk code from the secure stamp that 
de?nes the type of security handling required for mail Within 
at least a portion of the mail delivery system having that 
secure stamp. 

9. The method of claim 8, further including the step of 
encrypting the access code and the level of risk code and 
printing these encrypted codes on the secure stamp at the 
time the stamp is purchased. 

10. The method of claim 1, including the step of obtaining 
from said secure stamp a level of risk code that de?nes the 
type of security handling required for mail Within at least a 
portion of the mail delivery system having the secure stamp. 

11. The method of claim 10, including the step of encrypt 
ing the level of risk code and printing the code on the secure 
stamp in machine-readable form at the time the stamp is 
purchased. 

12. The method of claim 1, including the steps of main 
taining a database of information identifying the purchaser 
of the secure stamp and modifying this database as required 
to re?ect expiration of the purchased secure stamp; access 
ing the database When the stamp is detected in the mail 
delivery system and handling the associated mail as required 
to re?ect the expired condition of the stamp. 

13. The method of claim 1, including the steps of deter 
mining When mail With said secure stamp is presented for 
processing in the mail delivery system outside a designated 
home area Within Which the stamp Was purchased and 
handling the mail as required to re?ect an increased security 
risk associated With mailing outside of the home area. 

14. The method of claim 1, including the steps of imprint 
ing a machine readable ?ngerprint of the user on the stamp; 
comparing and validating this print against a stored repre 
sentation of the purchaser’s ?ngerprint When the stamp is 
detected on mail in the mail delivery system; and adjusting 
the level of risk and associated security handling of mail 
With the stamp When the ?ngerprint on the stamp is vali 
dated. 

15. A method for implementing a secure mail delivery 
system, comprising the steps of: 

determining the identity and level of security risk that 
characteriZes a person or entity Who desires to purchase 
at least one secure stamp; 
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providing at least one secure stamp for purchase by said 
person or entity coded to de?ne the level of security 
risk and identity of the purchasing person or entity; 

providing a database With information concerning the 
secure stamps and purchasers of the stamps; and 

reading coded information from said secure stamps and 
said database as required to determine the type of 
security handling required for mail having such stamps. 

16. The method of claim 15, further including the steps of 
modifying said database as required to re?ect information 
concerning the stamps and the purchasers, accessing this 
database When each secure stamp is detected in the mail 
delivery system and handling the associated mail as required 
to re?ect the level of security risk associated With use of the 
stamp. 

17. A secure stamp, comprising: 

a stamp emblem; 

at least one printed code for associating the stamp With a 
person Who purchases the stamp; and 

means for adhering said stamp to an item of mail. 
18. The secure stamp of claim 17, at least a portion of 

Which has a color that de?nes a level of security risk for the 
person Who purchases the stamp and the associated type of 
handling of mail that has the stamp. 

19. The secure stamp of claim 17, including means for 
reading said printed code and accessing stored information 
identifying the purchaser of the secure stamp. 

20. The secure stamp of claim 17, including a printer for 
printing said code on the secure stamp at the time the stamp 
is purchased. 

21. The secure stamp of claim 17, including means for 
encrypting a number identifying the person Who purchases 
the secure stamp; and means for printing this encrypted 
number as a printed code on the secure stamp When it is 
purchased. 

22. The secure stamp of claim 17, including means for 
storing information identifying the purchaser of the secure 
stamp; means for applying the code printed on the stamp to 
access this information; and means for modifying the stored 
information to indicate that the stamp is expired. 

23. The secure stamp of claim 17, including means for 
applying a ?ngerprint of the purchaser of the stamp on an 
item of mail to Which the stamp is adhered. 

24. A method for implementing a secure mail system, 
comprising the steps of: 
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selling secure stamps to purchasers; 

identifying the purchaser for each of the secure stamps 
that are purchased; and 

using the secure stamps to send mail through said mail 
system. 

25. The method of claim 24, including the step of selling 
non-secure stamps that do not identify the purchaser. 

26. The method of claim 25, including the step of selling 
the non-secure stamps at a higher price than the secure 
stamps. 

27. The method of claim 25, including the step of decon 
taminating all mail having said non-secure stamps as such 
mail is processed in the mail system. 

28. The method of claim 25, including the step of pro 
cessing mail With said non-secure stamps to either verify 
that such mail is not haZardous or to eliminate any haZard 
from such mail. 

29. The method of claim 25, including the step of guar 
anteeing a shorter delivery time for mail With secure stamps 
than for mail With non-secure stamps. 

30. The method of claim 24, including the step of sending 
a communication to at least one address of the purchaser to 
con?rm the purchase of his secure stamps. 

31. The method of claim 24, including the steps of 
identifying secure stamps that are lost, stolen or otherWise 
compromised and preventing mail With such stamps from 
being delivered by said mail system. 

32. The method of claim 24, including the step of iden 
tifying the purchaser of a secure stamp from information on 
the stamp When it is used to mail hazardous materials; and 
investigating the purchaser of any such stamp to determine 
his negligence or fault in regard to the haZardous mailing. 

33. The method of claim 24, including the step of printing 
on the secure stamp the identity of the purchaser at the time 
the stamp is purchased. 

34. The method of claim 24, including the step of printing 
on the secure stamp a machine-readable code identifying the 
purchaser at the time the stamp is purchased. 

35. A method for implementing a secure mail system, 
comprising the steps of: 

providing secure stamps that each identify the person or 
entity Who obtains the stamps; and 

using the secure stamps to send mail through said mail 
system. 


