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(57) ABSTRACT 
The invention is designed to eliminate or minimize the 
liability associated with “packet ?ooding” attacks originat 
ing from within a local area network connected to an 
external network such as one controlled by a university or 
governmental organization. In these attacks, an attacker uses 
up all available bandwidth to a victim with useless data. The 
invention performs its function by identifying and classify 
ing data packets arriving at a “Reverse Firewall” for trans 
mission to the external network using various techniques. 
For example, data packets that are sent in response to data 
packets received from the external network will receive a 
different classi?cation and thus allocation of resources than 
data packets not sent in response to previously received 
packets. The invention also serves to maximiZe use of data 
packet handling resources within the local area network by 
identifying those data packets that are requests for service, 
measuring the amount of service required by those packets, 
storing and recalling past service measurements and thus 
determining an appropriate allocation of resources. 
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REVERSE FIREWALL PACKET TRANSMISSION 
CONTROL SYSTEM 

FIELD OF INVENTION 

[0001] The invention pertains to network data transmis 
sion controls. More particularly, the invention relates to 
systems for minimizing the effects of Distributed Denial of 
Service (DDOS) attacks emanating from inside of a local 
area netWork. 

BACKGROUND OF THE INVENTION 

[0002] Various types of systems have been developed for 
handling unWanted netWork data transmission incorporating 
a number of different technologies. US. Pat. No. 6,304,975 
issued to Shipley discloses an intelligent netWork security 
device (“INSD”) that operates in a local area netWork 
(“LAN”) according to an intelligent netWork security 
method. The LAN has a plurality of computers and connects 
to the Internet through a ?reWall. The INSD resides Within 
the LAN such that data traversing betWeen the LAN and the 
Internet is accessible thereto. The INSD looks for code and 
patterns of behavior and assigns a value to perceived 
attempted security breaches. The INSD then directs the 
?reWall to take any of a prescribed plurality of actions, based 
upon such value. 

[0003] US. Pat. No. 6,154,775 issued to Coss, et al., 
describes a system, Which provides improved computer 
netWork ?reWalls that include one or more features for 
increased processing ef?ciency. A ?reWall in accordance 
With the invention can support multiple security policies, 
multiple users or both, by applying any one of several 
distinct sets of access rules. The ?reWall can also be con 
?gured to utiliZe “stateful” packet ?ltering Which involves 
caching rule processing results for one or more packets, and 
then utiliZing the cached results to bypass rule processing for 
subsequent similar packets. 

[0004] To facilitate passage to a user, by a ?reWall, of a 
separate later transmission that is properly in response to an 
original transmission, a dependency mask can be set based 
on session data items such as source host address, destina 
tion host address, and type of service. The mask can be used 
to query a cache of active sessions being processed by the 
?reWall such that a rule can be selected based on the number 
of sessions that satisfy the query. Dynamic rules may be 
used in addition to pre-loaded access rules in order to 
simplify rule processing. To unburden the ?reWall of appli 
cation proXies, the ?reWall can be enabled to redirect a 
netWork session to a separate server for processing. the only 
data packets that are transmitted betWeen source and desti 
nation netWork addresses are those that satisfy the blocking 
policies stored by the blocking data structure. Thus only, 
“pre-approved” data can ?oW through such a control mecha 
msm. 

[0005] US. Pat. No. 6,212,633, issued to Levy, et al. 
discloses a system in Which a distributed ?reWall is utiliZed 
in conjunction With a memory-mapped serial communica 
tions interface such as that de?ned by the IEEE 1394 
speci?cation to permit secure data transmission betWeen 
selected nodes over the interface. The distributed ?reWall 
incorporates security managers in the selected nodes that are 
respectively con?gured to control access to their associated 
nodes, thereby restricting access to such nodes to only 
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authoriZed entities. Furthermore, encrypted transmissions 
may be supported to restrict unauthoriZed vieWing of data 
transmitted betWeen the selected nodes over the interface. 
Implementation of the distributed ?reWall does not modify 
any critical speci?cations for the memory-mapped commu 
nications interface that Would prevent the selected nodes 
from residing on the same interface as other nodes that 
adhere to such speci?cations but that do not support secure 
data transmission. 

[0006] US. Pat. No. 5,835,726 issued to ShWed, et al. 
describes a novel system for controlling the inbound and 
outbound data packet How in a computer netWork. By 
controlling the packet How in a computer netWork, private 
netWorks can be secured from outside attacks in addition to 
controlling the How of packets from Within the private 
netWork to the outside World. A user generates a rule base 
that is then converted into a set of ?lter language instruction. 
Each rule in the rule base includes a source, destination, 
service, Whether to accept or reject the packet and Whether 
to log the event. The set of ?lter language instructions are 
installed and execute on inspection engines that are placed 
on computers acting as ?reWalls. The ?reWalls are posi 
tioned in the computer netWork such that all traf?c to and 
from the netWork to be protected is forced to pass through 
the ?reWall. 

[0007] Thus, packets are ?ltered as they ?oW into and out 
of the netWork in accordance With the rules comprising the 
rule base. The inspection engine acts as a virtual packet 
?ltering machine that determines on a packet-by-packet 
basis Whether to reject or accept a packet. If a packet is 
rejected, it is dropped. If it is accepted, the packet may then 
be modi?ed. Modi?cation may include encryption, decryp 
tion, signature generation, and signature veri?cation or 
address translation. All modi?cations are performed in 
accordance With the contents of the rule base. The present 
invention provides additional security to a computer net 
Work by encrypting communications betWeen tWo ?reWalls 
betWeen a client and a ?reWall. This permits the use of 
insecure public netWorks in constructing a WAN that 
includes both private and public netWork segments, thus 
forming a virtual private netWork. 

[0008] US. Pat. No. 5,968,176 issued to Nessett, et al. 
discloses a system that provides for establishing security in 
a netWork that include nodes having security functions 
operating in multiple protocol layers. Multiple netWork 
devices, such as remote access equipment, routers, sWitches, 
repeaters and netWork cards having security functions are 
con?gured to contribute to implementation of distributed 
?reWall functions in the netWork. By distributing ?reWall 
functionality throughout many layers of the netWork in a 
variety of netWork devices, a pervasive ?reWall is imple 
mented. 

[0009] The pervasive, multilayer ?reWall includes a policy 
de?nition component that accepts policy data that de?nes 
hoW the ?reWall should behave. The policy de?nition com 
ponent can be a centraliZed component, or a component that 
is distributed over the netWork. The multilayer ?reWall also 
includes a collection of netWork devices that are used to 
enforce the de?ned policy. The security functions operating 
in this collection of netWork devices across multiple proto 
col layers are coordinated by the policy de?nition compo 
nent so that particular devices enforce that part of the policy 
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pertinent to their part of the network. While other variations 
exist, the above-described ?reWall-based designs for han 
dling unwanted netWork data transmissions are typical of 
those encountered in the prior art. 

[0010] The primary objective of the present invention is to 
eliminate or minimize the liability associated With “packet 
?ooding attacks” initiated from Within a local area netWork 
linked to an external netWork. In these attacks, an attacker 
tries to use up all the bandWidth to the victim by sending data 
of little or no value (at least to the victim), thereby making 
more valuable communication With the victim sloW or 
unreliable. The Reverse FireWall invention uses a variety of 
techniques to determine maximum acceptable rates for data 
packet transmissions passing through the non-redundant 
connection betWeen a local area netWork and an external 
netWork provided by the invention. These techniques relate 
to methods of classifying data packets arriving at the ?re 
Wall. One such classi?cation involves determining Whether 
packets arriving at the ?reWall for transmission to the 
external netWork are in response to data packets received at 
the ?reWall from the external netWork. 

[0011] A secondary objective is to maximiZe the utiliZa 
tion of data packet handling resources Within the local area 
netWork. This practice involves identifying those data pack 
ets that are requests for service, measuring the amount of 
service requested by each packet, and determining an appro 
priate amount of resources to be used to provide the 
requested services. The invention provides facilities for 
storing and recalling past measurements of the amounts of 
service provided for each type of service requested. This 
alloWs the invention to appropriately allocate the resources 
available Within the local area netWork. 

SUMMARY OF THE INVENTION 

[0012] The present invention addresses many of the de? 
ciencies of prior art packet transmission control systems and 
satis?es all of the objectives described above. A packet 
transmission control system for managing traf?c betWeen at 
least tWo data netWorks, each of the netWorks including a 
plurality of host computers, communication lines and trans 
mitted data packets, can be constructed from the folloWing 
components. At least one ?reWall is provided. The ?reWall 
includes hardWare and softWare providing a non-redundant 
connection betWeen the netWorks and serves to control 
packet transmission betWeen the netWorks. 

[0013] Means are provided for classifying data packets 
received at the ?reWall related to the consumption of at least 
one resource. Means are provided for associating a maxi 
mum acceptable transmission rate With each class of data 
packet received at the ?reWall. Means are provided for 
limiting the transmission rate from the ?reWall to the maxi 
mum acceptable transmission rate for each class of data 
packet. When transmission rates from the ?reWall are so 
limited, packet ?ooding and other over usage type distrib 
uted denial of service attacks cannot be effectively launched 
through the non-redundant connection. 

[0014] In a variant of the invention, data packets Within 
each class are further subclassi?ed by locations Within one 
of the netWorks from Which those data packets originated, or 
from Which they Were forWarded to the ?reWall. Based upon 
this identi?cation, the ?reWall Will thus limit the transmis 
sion rate for data packets of each subclass from locations 
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Within one of the netWorks to provide locations proportion 
ally fair service of forWarding data packets to another of the 
netWorks. 

[0015] In another variant, the ?reWall maintains a memory 
of recently forWarded data packets and classi?es arriving 
data packets as either data packets sent from one of the 
netWorks in response to at least one of the recently for 
Warded data packets from another of the netWorks or data 
packets not sent in response to any recently forWarded data 
packets. The ?reWall Will thus limit the transmission rate of 
data packets that are not sent in response to any recently 
forWarded data packets. 

[0016] In still another variant of the invention, the means 
for classifying data packets received at the ?reWall further 
includes identifying data packets as requests for services of 
at least one type requiring transmission of data packets from 
locations Within one of the netWorks to another of the 
netWorks. Means are provided for ?reWall to measure the 
amount of service requested by each identi?ed packet. 
Based upon this identi?cation and this measure of amount of 
service, the ?reWall Will thus limit the transmission rate for 
data packets that are requests for services based upon the 
type of service requested in order to limit usage of each 
service. 

[0017] In yet another variant, the means for classifying 
data packets received at the ?reWall further includes iden 
tifying data packets as requests for services of at least one 
type requiring transmission of data packets from locations 
Within one of the netWorks to another of the netWorks and 
identifying data packets as responses to earlier service 
requests of at least one type from a location Within one of the 
netWorks requiring transmission of data packets to another 
of the netWorks. Means are provided for ?reWall to measure 
the amount of service requested by each identi?ed data 
packet. Based upon this identi?cation and this measure of 
amount of service, the ?reWall Will thus limit the transmis 
sion rate for data packets that are requests for services based 
upon the type of service requested in order to limit usage of 
each service. 

[0018] In a ?nal variant of the invention, the packet 
transmission control system further includes means for 
storing and retrieving past measurements of service pro 
vided for each type of service. The ?reWall Will limit the 
transmission rate for data packets that are requests for each 
type of service to limit usage of each service over extended 
periods of time. 

[0019] An appreciation of the other aims and objectives of 
the present invention and an understanding of it may be 
achieved by referring to the accompanying draWings and the 
detailed description of a preferred embodiment. 

DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 is a schematic vieW of a ?rst embodiment 
of the invention illustrating the association of maximum 
acceptable transmission rates for each class of data packet 
received at a ?reWall providing a non-redundant connection 
betWeen tWo data netWorks; 

[0021] FIG. 2 is a schematic vieW of a second embodi 
ment illustrating further subclassi?cation of data packets by 
location Within a netWork from Which they originated or 
Were forWarded to the ?reWall; 
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[0022] FIG. 3 is a schematic vieW of a third embodiment 
illustrating the ?reWall’s memory regarding recently for 
Warded data packets and their classi?cation as either data 
packets sent from one of the networks in response to a 
packet forWarded from another netWork or data packets not 
sent in response to any recently forWarded data packet; 

[0023] FIG. 4 is a schematic vieW of a fourth embodiment 
illustrating means for the ?reWall to classify data packets as 
requests for service and means for measuring the amount of 
service requested by each data packet; 

[0024] FIG. 5 is a schematic vieW of a ?fth embodiment 
illustrating means for the ?reWall to classify data packets as 
requests for service, identifying data packets as responses to 
earlier service requests and measuring the amount of service 
requested by each identi?ed data packet; and 

[0025] FIG. 6 is a schematic vieW of a siXth embodiment 
illustrating means for the ?reWall to store and retrieve past 
measurements of service provided for each type of service. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0026] FIG. 1 illustrates a packet transmission control 
system 10 for managing traf?c 14 betWeen at least tWo data 
netWorks 18, 22, each of the netWorks 18, 22 including a 
plurality of host computers 26, communication lines 34 and 
transmitted data packets 38, can be constructed from the 
folloWing components. At least one ?reWall 42 is provided. 
The ?reWall 42 includes hardWare and softWare providing a 
non-redundant connection 46 betWeen the netWorks 18, 22 
and serves to control packet transmission betWeen the net 
Works 18, 22. 

[0027] Means are provided for classifying data packets 38 
received at the ?reWall 42 related to the consumption of at 
least one resource. Means are provided for associating a 
maXimum acceptable transmission rate 62 With each class 66 
of data packet 38 received at the ?reWall 42. Means are 
provided for limiting the transmission rate from the ?reWall 
42 to the maXimum acceptable transmission rate 62 for each 
class 66 of data packet 38. When transmission rates 62 from 
the ?reWall 42 are so limited, packet ?ooding and other over 
usage type distributed denial of service attacks cannot be 
effectively launched through the non-redundant connection 
46. 

[0028] In a variant of the invention, as illustrated in FIG. 
2, data packets 38 Within each class 66 are further subclas 
si?ed by locations 78 Within one of the netWorks 18 from 
Which those data packets 38 originated, or from Which they 
Were forWarded to the ?reWall 42. Based upon this identi 
?cation, the ?reWall 42 Will thus limit the transmission rate 
for data packets 38 of each subclass 68 from locations 78 
Within one of the netWorks 18 to provide locations 78 
proportionally fair service of forWarding data packets 38 to 
another of the netWorks 22. 

[0029] In another variant, as illustrated in FIG. 3, the 
?reWall 42 maintains a memory of recently forWarded data 
packets 90 and classi?es arriving data packets 38 as either 
data packets 86 sent from one of the netWorks 18 in response 
to at least one of the recently forWarded data packets 38 from 
another of the netWorks 22 or data packets 94 not sent in 
response to any recently forWarded data packets 38. The 
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?reWall 42 Will thus limit the transmission rate of data 
packets 94 that are not sent in response to any recently 
forWarded data packets 38. 

[0030] In still another variant of the invention, as illus 
trated in FIG. 4, the means for classifying data packets 38 
received at the ?reWall 42 further includes identifying data 
packets 38 as requests for services 98 of at least one type 
requiring transmission of data packets 38 from locations 78 
Within one of the netWorks 18 to another of the netWorks 22. 
Means are provided for ?reWall 42 to measure the amount of 
service 36 requested by each identi?ed packet 38. Based 
upon this identi?cation and this measure of amount of 
service 36, the ?reWall 42 Will thus limit the transmission 
rate for data packets 38 that are requests for services 98 
based upon the type of service 98 requested in order to limit 
usage of each service 98. 

[0031] In yet another variant, as illustrated in FIG. 5, the 
means for classifying data packets 38 received at the ?reWall 
42 further includes identifying data packets 38 as requests 
for services 98 of at least one type requiring transmission of 
data packets 38 from locations 78 Within one of the netWorks 
18 to another of the netWorks 22 and identifying data packets 
38 as responses to earlier service requests 98 of at least one 
type from a location 78 Within one of the netWorks 18 
requiring transmission of data packets 38 to another of the 
netWorks 22. Means are provided for ?reWall 42 to measure 
the amount of service 36 requested by each identi?ed data 
packet 38. Based upon this identi?cation and this measure of 
amount of service 36, the ?reWall 42 Will thus limit the 
transmission rate for data packets 38 that are requests for 
services 98 based upon the type of service 98 requested in 
order to limit usage of each service 98. 

[0032] In a ?nal variant of the invention, as illustrated in 
FIG. 6, the packet transmission control system 10 further 
includes means for storing and retrieving past measurements 
110 of service provided for each type of service 98. The 
?reWall 42 Will limit the transmission rate for data packets 
38 that are requests for each type of service 98 to limit usage 
of each service over eXtended periods of time. 

[0033] The packet transmission control system 10 has 
been described With reference to particular embodiments. 
Other modi?cations and enhancements can be made Without 
departing from the spirit and scope of the claims that folloW. 

1. A packet transmission control system for managing 
traffic betWeen at least tWo data netWorks, each of said 
netWorks comprising a plurality of host computers, commu 
nication lines and transmitted data packets, said system 
comprising: 

at least one ?reWall, said ?reWall comprising: 

hardWare and softWare providing a non-redundant con 
nection betWeen said netWorks and serving to control 
packet transmission betWeen said networks; 

means for classifying data packets received at said ?re 
Wall related to the consumption of at least one resource; 

means for associating a maXimum acceptable transmis 
sion rate With each class of data packet received at said 
?reWall; 
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means for limiting the transmission rate from the ?rewall 
to the maximum acceptable transmission rate for each 
class of data packet; and 

Whereby, packet ?ooding and other over usage type 
distributed denial of service attacks cannot be effec 
tively launched through said non-redundant connec 
tion. 

2. A packet transmission control system, as described in 
claim 1 Wherein the means for classifying data packets 
received at the ?reWall further comprises: 

identifying data packets as either of originating from 
locations Within one of said netWorks for transmission 
to another of said netWorks and forWarded by locations 
Within one of said netWorks for transmission to another 
of said netWorks; and 

Whereby, said ?reWall Will limit the transmission rate for 
data packets of each class from locations Within one of 
said netWorks to provide proportionally fair forWarding 
service to other locations Within said netWork that 
communicates through said non-redundant connection. 

3. A packet transmission control system, as described in 
claim 1 Wherein the means for classifying data packets 
received at the ?reWall further comprises: 

identifying data packets as either of data packets sent 
from one of said netWorks in response to identi?ed data 
packets received from another of said netWorks and 
data packets not sent in response to said identi?ed data 
packets; and 

Whereby, said ?reWall Will limit the transmission rate for 
data packets transmitted from locations Within one of 
said netWorks to another of said netWorks that are not 
sent in response to identi?ed data packets received at 
the ?reWall from said other netWork. 

4. A packet transmission control system, as described in 
claim 1 Wherein the means for classifying data packets 
received at the ?reWall further comprises: 

May 1, 2003 

identifying data packets as requests for services of at least 
one type requiring transmission of data packets from 
locations Within one of said netWorks to another of said 

networks; 
means for said ?reWall to measure the amount of service 

requested by each packet; and 

Whereby, said ?reWall Will limit the transmission rate for 
data packets that are requests for services based upon 
the amount of service requested by those packets in 
order to limit the rate of usage of each type of service. 

5. A packet transmission control system, as described in 
claim 1 Wherein the means for classifying data packets 
received at the ?reWall further comprises: 

identifying data packets as responses to earlier service 
requests of at least one type from a location Within one 
of said netWorks requiring transmission of data packets 
to another of said networks; 

means for said ?reWall to measure the amount of service 
consumed in order to send each identi?ed response data 
packet; and 

Whereby, said ?reWall Will limit the transmission rate for 
data packets that are requests for services of each type 
based upon the amount of service delivered in response 
to previous requests. 

6. A packet transmission control system, as described in 
claim 1, further comprising: 

means for storing and recalling past measurements of 
amounts of service provided for each type of service; 
and 

Whereby, said ?reWall Will limit the transmission rate for 
data packets that are requests for each type of service 
to limit usage of each service over eXtended periods of 
time. 


