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(57) ABSTRACT 
A microprocessor includes a ?rst processing core, a ?rst 
cryptographic coprocessor and an integer multiplier unit that 
is coupled to the ?rst processing core and the ?rst crypto 
graphic co-processor. The ?rst processing core includes an 
instruction decode unit, an instruction execution unit, a 
load/store unit. The ?rst cryptographic coprocessor is 
located on a ?rst die With the ?rst processing core. The ?rst 
cryptographic co-processor includes a cryptographic control 
register, a direct memory access engine that is coupled to the 
load/store unit in the ?rst processing core and a crypto 
graphic memory. 
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STREAM PROCESSOR WITH CRYPTOGRAPHIC 
CO-PROCESSOR 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority from US. Provi 
sional Patent Application No. 60/345,315 ?led on Oct. 22, 
2001 and entitled “High Performance Web Server,” Which is 
incorporated herein by reference in its entirety for all pur 
poses. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates generally to micro 
processors, and more particularly, to microprocessors that 
include a cryptographic co-processor Within the micropro 
cessor die. 

[0004] 2. Description of the Related Art 

[0005] Server computers (i.e., servers) process all sorts of 
data transactions. One common type of data transaction is an 
encrypted data transaction that typically requires the server 
to perform at least one of an encryption function and a 
decryption function. FIG. 1 shoWs a typical server 102 and 
client computer 110 that are linked by a netWork 104, such 
as the Internet or other netWork. 

[0006] FIG. 2 is a high-level block diagram of a typical 
server 102. As shoWn, the server 102 includes a processor 
202, ROM 204, and RAM 206, each connected by a periph 
eral bus system 208. The peripheral bus system 208 may 
include one or more buses connected to each other through 
various bridges, controllers and/or adapters, such as are Well 
knoWn in the art. For eXample, the peripheral bus system 208 
may include a “system bus” that is connected through an 
adapter to one or more eXpansion buses, such as a Peripheral 
Component Interconnect (PCI) bus. Also coupled to the 
peripheral bus system 208 are a mass storage device 210, a 
netWork interface 212, a number (N) of input/output (I/O) 
devices 216-1 through 216-N and a peripheral cryptographic 
processor 220. 

[0007] I/O devices 216-1 through 216-N may include, for 
eXample, a keyboard, a pointing device, a display device 
and/or other conventional I/O devices. Mass storage device 
210 may include any suitable device for storing large 
volumes of data, such as a magnetic disk or tape, magneto 
optical (MO) storage device, or any of various types of 
Digital Versatile Disk (DVD) or Compact Disk (CD) based 
storage. 

[0008] The peripheral cryptographic processor 220 (i.e., 
crypto-processor) is linked to the processor 202 by the 
peripheral bus system 208. The crypto-processor 220 per 
forms encryption and decryption operations that may be 
necessary for encrypted data transactions such as betWeen 
the server 102 and the client 110. In some servers the 
crypto-processor 220 can also be external to the server 102 
and linked to the processor 202 by one of the I/O devices 
216-1 through 216-N. 

[0009] NetWork interface 212 provides data communica 
tion betWeen the computer system and other computer 
systems on the netWork 104. Hence, netWork interface 212 
may be any device suitable for or enabling the server 102 to 
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communicate data With a remote processing system (e.g., 
client computer 110) over a data communication link, such 
as a conventional telephone modem, an Integrated Services 
Digital NetWork (ISDN) adapter, a Digital Subscriber Line 
(DSL) adapter, a cable modem, a satellite transceiver, an 
Ethernet adapter, or the like. 

[0010] Typically the processor 202 can operate at clock 
speeds of up to or more than 1 GHZ. Conversely, the 
peripheral bus system 208 typically operates at a substan 
tially sloWer speed such as about 166 MHZ or similar. 
Further, the crypto-processor 220 typically operates at a 
speed similar to the peripheral bus system 208. This is 
because the crypto-processor 220 cannot process data any 
faster than the data can be transported across the peripheral 
bus system 208. Further, the crypto-processor 220 is typi 
cally a customiZed, specialiZed processor (ie an application 
speci?c integrated circuit (ASIC)) that may not be made by 
the latest, highest performance manufacturing technologies 
and therefore the maXimum processing speed (i.e., the 
crypto-processor clock speed) of the crypto-processor 220 is 
substantially less than the maXimum processing speed of the 
processor 202. 

[0011] FIG. 3 is a ?oWchart diagram of the method 
operations 300 of a typical encrypted data transaction Within 
the server 102. The encrypted data transaction can be any 
data transaction that required encryption, decryption or both 
encryption and decryption such as an e-commerce transac 
tion betWeen the server 102 and the client computer 110. In 
operation 305, data is received in the server 102 such as from 
the client computer 110 or because of a request by the client 
computer 110. 

[0012] In operation 310, the received data is analyZed to 
determine if the received data is encrypted. For eXample, the 
data may be encrypted because the data includes a user’s 
personal and/or ?nancial data or other data that is trans 
ported during an encrypted session such as SSL (secure 
sockets layer) or other encryption methods. 

[0013] If the received data is found to not be encrypted 
data, in operation 310, then the received data is processed as 
described in operation 330 beloW. Alternatively, if, in opera 
tion 310, the received data is determined to be encrypted 
data, then, in operation 315, the encrypted data is sent to the 
peripheral crypto processor 220 via the peripheral bus 
system 208. 

[0014] In operation 320, the crypto processor 220 decrypts 
the encrypted data. In operation 325, the crypto processor 
220 outputs the decrypted data to the processor 202 via the 
peripheral bus system 208. In operation 330, the processor 
202 processes the data to produce result data. 

[0015] In operation 335, the result data is analyZed to 
determine if the result data should be encrypted. If the result 
data does not require encryption, then the processor outputs 
the result data to the client 110, in operation 340, and the 
method operations end. Alternatively, if, in operation 335, 
the result data required encryption, then in operation 345, 
the processor outputs the result data to the crypto-processor 
via the peripheral bus system 208. 

[0016] In operation 350, the crypto processor 220 encrypts 
the result data. In operation 355, the crypto processor 220 
outputs the encrypted result data to the processor 202 via the 
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peripheral bus system 208. In operation 360, the processor 
outputs the encrypted result data to the client 110 and the 
method operations end. 

[0017] Transferring the data to be encrypted, decrypted or 
processed betWeen the crypto processor 220 and the pro 
cessor 202 is very sloW. Further, the sloWer processing speed 
of the crypto processor 220 also limits the rate at Which the 
data is encrypted or decrypted. Further, if a large volume of 
data such as streaming data (e. g., streaming audio, streaming 
video, etc.) is being encrypted and/or decrypted then the rate 
the server 102 can serve the streaming data is limited by the 
rate at Which the streaming data can be encrypted and/or 
decrypted. Further still, the multiple transfers of the stream 
ing data betWeen the crypto processor 220 and the processor 
202 can dominate the usage of the peripheral bus system 208 
and the I/O systems inside the crypto processor 220 and the 
processor 202, thereby limiting further the ability of the 
processor 202 to perform any functions other than transfer 
ring data to and from the crypto processor 220. 

[0018] In vieW of the foregoing, there is a need for a 
system and method for increased and/or more ef?cient data 
encryption and decryption process speeds. 

SUMMARY OF THE INVENTION 

[0019] Broadly speaking, the present invention ?lls these 
needs by a system and method for increased and/or more 
ef?cient data encryption and decryption process speeds. It 
should be appreciated that the present invention can be 
implemented in numerous Ways, including as a process, an 
apparatus, a system, computer readable media, or a device. 
Several inventive embodiments of the present invention are 
described beloW. 

[0020] One embodiment includes a microprocessor 
includes a ?rst processing core, a ?rst cryptographic co 
processor and an integer multiplier unit that is coupled to the 
?rst processing core and the cryptographic co-processor. 
The ?rst processing core includes an instruction decode unit, 
an instruction execution unit, a load/store unit. The ?rst 
cryptographic co-processor is located on a ?rst die With the 
?rst processing core. The cryptographic co-processor 
includes a cryptographic control register, a direct memory 
access engine that is coupled to the load/store unit in the ?rst 
processing core and a cryptographic memory. 

[0021] The integer multiplier unit can be included Within 
the ?rst processing core or Within the ?rst cryptographic 
co-processor. 

[0022] The cryptographic memory is at least large enough 
to perform a Montgomery multiplication function. 

[0023] In one embodiment, the integer multiplier unit is a 
64-bit><64-bit multiplier unit. 

[0024] The load/store unit can be coupled to a main 
memory system hierarchy. 

[0025] The ?rst processing core is coupled to a second 
processing core by a processor crossbar. The second pro 
cessing core is coupled to a second cryptographic coproces 
sor that is located on a second die With the second processing 
core. Alternatively, the second processing core and the 
second cryptographic co-processor can be located on the 
?rst die. 
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[0026] The ?rst cryptographic co-processor can be 
coupled to the instruction decoder unit. 

[0027] The ?rst cryptographic co-processor and the ?rst 
processing core share the integer multiplier unit. 

[0028] The direct memory access engine can be coupled to 
the load/store unit by a 64 bit data bus. 

[0029] The cryptographic control register can include data 
that identi?es a type of cryptographic instruction received in 
the ?rst cryptographic co-processor. 

[0030] One alternative embodiment includes a method of 
executing a cryptographic command. A cryptographic 
instruction is received in an load store unit in a processing 
core on a ?rst die. The cryptographic instruction is analyZed 
to determine if the cryptographic instruction is a crypto store 
instruction. If the cryptographic instruction is a crypto store 
instruction, then a source operand of the crypto store instruc 
tion is stored in a crypto control register in a cryptographic 
co-processor on the ?rst die. The source operand is analyZed 
to determine if the source operand identi?es a corresponding 
crypto command. If the source operand identi?es the cor 
responding crypto command, the corresponding crypto com 
mand is executed. 

[0031] The cryptographic co-processor can also send an 
interrupt to an instruction execution unit that is included in 
the processing core such as When execution of a crypto 
command is completed. 

[0032] Aresult of the cryptographic instruction can also be 
output to a memory system using a load store unit that is 
included in the processing core. 

[0033] Execution of the cryptographic instruction in the 
cryptographic co-processor can also include accessing data 
through the load store unit. 

[0034] The cryptographic co-processor can also include a 
direct memory access engine. Accessing data can also 
include loading and storing data in a main memory. 

[0035] Executing the cryptographic instruction in the 
cryptographic co-processor can also include executing a 
multiplication function. The cryptographic co-processor can 
include an integer multiplier unit for executing the multi 
plication function. 

[0036] The various embodiments of the present invention 
provide the ability for a crypto processor to rapidly encrypt 
and/or decrypt data, such as streaming data, at rates much 
greater than possible by a prior art crypto processor. 

[0037] Other aspects and advantages of the invention Will 
become apparent from the folloWing detailed description, 
taken in conjunction With the accompanying draWings, 
illustrating by Way of example the principles of the inven 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0038] The present invention Will be readily understood by 
the folloWing detailed description in conjunction With the 
accompanying draWings, and like reference numerals des 
ignate like structural elements. 

[0039] FIG. 1 shoWs a typical server and client computer 
that are linked by a netWork, such as the Internet or other 
netWork. 
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[0040] FIG. 2 is a high-level block diagram of a typical 
server. 

[0041] FIG. 3 is a ?owchart diagram of the method 
operations of a typical encrypted data transaction Within the 
server. 

[0042] FIG. 4 shoWs a single CPU die (chip) in accor 
dance With one embodiment of the present invention. 

[0043] FIG. 5 shoWs a detailed vieW of the processor core 
and cryptographic coprocessor in accordance With one 
embodiment of the present invention. 

[0044] FIG. 6 is a ?oWchart 600 of the method operations 
of the paired processor 410 and crypto co-processor 420 
according to one embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
EXEMPLARY EMBODIMENTS 

[0045] Several exemplary embodiments for a system and 
method for increased and/or more efficient data encryption 
and decryption process speeds Will noW be described. It Will 
be apparent to those skilled in the art that the present 
invention may be practiced Without some or all of the 
speci?c details set forth herein. 

[0046] FIG. 4 shoWs a single CPU die (chip) 400 in 
accordance With one embodiment of the present invention. 
The CPU chip 400 includes a processing core 410. The 
processing core 410 is paired With a cryptographic co 
processor 420. The cryptographic co-processor 420 is opti 
miZed to minimiZe the amount of hardWare added to the 
CPU die 400. The CPU die 400 can also include additional 
processing cores 41011 and each of the additional processing 
cores 41011 is also paired With a cryptographic co-processor 
42011. The processing cores 410, 41011 are electrically 
coupled by a processor crossbar 430. The processor crossbar 
430 is a data bus system that provides a common data 
communication link betWeen the processing cores 410, 41011 
and other common devices that may be accessed by the 
processing cores 410, 41011 such as memory systems and 
input/output (I/O) systems. 

[0047] FIG. 5 shoWs a detailed vieW of the processor core 
410 and cryptographic coprocessor 420 in accordance With 
one embodiment of the present invention. The processor 
core 410 includes an instruction decode/trap handler unit 
504, an instruction execution unit 506, a load store unit 508 
and an integer multiplier unit 514. An instruction cache 502 
is coupled to the input of the instruction decode/trap handler 
unit 504. A data cache 520 is coupled to the load store unit 
508. The data cache 520 and the instruction cache 502 are 
also coupled to the processor crossbar 430. The data cache 
520 can be a level-1 cache and can be betWeen about 4 kb 
and about 64 kb in siZe. 

[0048] The crypto-coprocessor 420 includes a crypto con 
trol register 510, a crypto memory 516, a DMA engine 518 
and the crypto co-processor core 512. The crypto control 
register 510 stores the settings of the crypto co-processor 
420. The settings can include identifying the type of encryp 
tion or decryption command or operation to be performed. 
The types of encryption or decryption command can include 
any of the encryption and decryption schemes knoWn in the 
art. The crypto control register 510 also stores the status of 
the current crypto operations and is accessible by the pro 
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cessor 410 so that the processor 410 can check the status of 
the current crypto operations. The crypto control register 
510 is linked to the load store unit 508 by a logical link 530, 
Which represents the bi-directional interchange of data 
betWeen the load store unit 508 and the crypto control 
register 510. 

[0049] The DMA engine 518 is coupled to the load store 
unit 508 by a crypto bus 522. The DMA engine 518 provides 
more direct access to the memory system hierarchy, such as 
the main memory, the data cache 520 and a level-2 cache, 
that can be accessed via the load store unit 508 and, if 
necessary, the processor crossbar 430. The crypto bus 522 
can be as Wide as feasible to enable rapid data transfer 
betWeen the crypto coprocessor 420 and the processing core 
410. In one embodiment, the crypto bus 522 is a 64-bit bus. 

[0050] The crypto memory 516 is sufficiently large 
enough to hold the operands and results for a particular 
crypto operation. By Way of eXample, in an RSA decryption 
application, the crypto memory 516 is about 1.3 KB, Which 
is large enough for a modular eXponentiation on 2048-bit 
keys. 
[0051] As shoWn in FIG. 5, the integer multiplier unit 514 
is included Within the crypto processor core 512 but directly 
accessible by the processor core 410 by a logical link 532. 
Alternatively, the integer multiplier unit 514 can be part of 
the processor core 410 as long as the crypto processor core 
512 can directly access the integer multiplier unit 514. In 
this manner the crypto processor core 512 and the processor 
core 410 can share the integer multiplier unit 514 so as to 
reduce the space used (i.e., number of devices required) on 
the die. Typical, prior art crypto processors Were not 
included on the die 400 With the processor core because the 
crypto processors consumed too much valuable space on the 
die that Was needed more for the processor core. 

[0052] Sharing several components signi?cantly reduces 
the “footprint” of the crypto processor so as to alloW the 
crypto processor to be placed on the same die 400 as the 
processor core. The integer multiplier unit 514 performs the 
modular multiply and modular eXponentiation functions. 
The processor core 410 only uses the integer multiplier unit 
514 about 2-5% of the time. Therefore the crypto processor 
420 can use the integer multiplier 514 about 95-98% of the 
time Without impacting operations Within the processor core 
410. Moving the integer multiplier unit 514 into the crypto 
processor 420 further streamlines the crypto functions of the 
integer multiplier unit 514. 

[0053] The integer multiplier unit 514 is capable of per 
forming modular arithmetic such as Montgomery multiply 
functions and eXponentiation. A Montgomery multiply func 
tion is a technique for performing modular multiplication on 
a large integer (eg a 2048 bit number) using tWo multipli 
cations rather than a multiplication and a division. The 
integer multiplier unit 514 can be a 64-bit><64-bit integer 
multiplier unit. A 64 bit><64-bit integer multiplication unit 
can directly access operands that are stored in the crypto 
memory 516 rather than ?ooding the crypto bus 522 and the 
load store unit 508 every clock cycle. Flooding the crypto 
bus 522 and the load store unit 508 every clock cycle Would 
effectively stall the processor core 410 because the load store 
unit 508 Would only be able to address the demands of the 
crypto processor 420. Having a crypto memory 516 that is 
sufficiently large enough to perform a complete modular 
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exponentiation relieves the data throughput load on the 
crypto bus 522 and the load store unit 508 and thereby 
allows the processor core 410 and the crypto processor 420 
to operate in simultaneously on different operations and 
functions for many clock cycles. 

[0054] FIG. 6 is a ?oWchart 600 of the method operations 
of the paired processor 410 and crypto co-processor 420 
according to one embodiment of the present invention. The 
instruction cache 502 temporarily stores the next instruction 
to be executed in the processor core 410. In operation 605 
the next instruction is received in the instruction decode/trap 
handler unit 504 from the instruction cache 502. 

[0055] The received instruction is forWarded to the 
instruction execution unit 506 for execution in operation 
610. The instruction execution unit 506 analyZes the 
received instruction to determine if the received instruction 
is a load or a store instruction in operation 615. 

[0056] If, in operation 615 above, the received instruction 
is not a load or store instruction, the instruction is executed 
as required in the various stages 504, 506, 508 of the 
processor core 410 as necessary to complete execution of the 
non-load/non-store instruction, in operation 620 and the 
method operations on the executed instruction result ends. 

[0057] If, in operation 615 above, the received instruction 
is a load instruction or a store instruction, the received 
instruction is forWarded to the load store unit 508 in opera 
tion 630. 

[0058] In operation 635, the load store unit 508 analyZes 
the received instruction to determine if the received instruc 
tion is a crypto load instruction or a crypto store instruction. 

[0059] If, in operation 635, the received instruction is not 
a crypto load instruction or a crypto store instruction, the 
non-crypto store instruction/non-crypto load instruction is 
executed in the load store unit 508 (i.e., the prescribed load 
or store function is performed) in operation 640 and the 
method operations for that instruction ends. 

[0060] If, in operation 635, the received instruction is a 
crypto load instruction or a crypto store instruction, the 
crypto load or crypto store instruction is analyZed in opera 
tion 650. 

[0061] If, in operation 650, the crypto load or crypto store 
instruction is a crypto load instruction, the load/store unit 
508 transfers the data from the crypto co-processor 420 back 
to the processor 410, in operation 655 and the method 
operations for the instruction end. 

[0062] If, in operation 650, the crypto load or crypto store 
instruction is a crypto store instruction (i.e., not a crypto load 
instruction), the load/store unit 508 transfers a source oper 
and of the crypto store instruction to the crypto control 
register 510 in operation 660. In operation, 665, the crypto 
co-processor 420 analyZes the data in the crypto control 
registers 510 to determine if the stored data identi?es a 
corresponding crypto command. If the data does not identify 
a corresponding crypto command, the method operations for 
the instruction end. 

[0063] If, in operation 665, the data identi?es a corre 
sponding crypto command, the corresponding crypto com 
mand is executed in operation 670. 
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[0064] When the execution of the crypto command is 
complete, the crypto coprocessor 420 can send an interrupt 
to the instruction execution unit 506 in the processor core 
410 via the logical link 534, in operation 670 and the method 
operations for the crypto command ends. Some crypto 
command can also cause data in the crypto memory 516 to 

be output to the memory system via the load store unit 508. 
Conversely, some crypto commands Will cause data in the 
memory system to be loaded into the crypto memory via the 
load store unit 508. 

[0065] The crypto co-processor 420 can process data 
independent of the processor core 410 for multiple and even 
thousands of clock cycles. Pairing the crypto processor 420 
With the processing core 410 on the same die 400 increases 

the speed of the encryption and/or decryption processes by 
operating the crypto processor 420 and the processing core 
410 at the same clock speed. The speed of the encryption 
and/or decryption processes is also increased because the 
data (e.g., data stream) to be encrypted and/or decrypted is 
not required to be transmitted the relatively long distance 
betWeen the crypto processor 220 and the processor 202, at 
the much sloWer speed across the peripheral bus 208 such as 
described in FIG. 2 above. Further, the pairing the crypto 
processor 420 With the processing core 410 alloWs the 
crypto processor 420 to directly access the memory system 
hierarchy through the crypto processor’s 420 DMA engine 
518 and the load store unit 508. This direct memory access 
alloWs the crypto processor 420 to rapidly encrypt and/or 
decrypt streaming data at rates much greater than possible 
by a peripheral crypto processor 220 shoWn in FIG. 2 above. 

[0066] As used herein the term “about” means +/—10%. 
By Way of example, the phrase “about 250” indicates a range 
of betWeen 225 and 275. 

[0067] With the above embodiments in mind, it should be 
understood that the invention might employ various com 
puter-implemented operations involving data stored in com 
puter systems. These operations are those requiring physical 
manipulation of physical quantities. Usually, though not 
necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, com 
bined, compared, and otherWise manipulated. Further, the 
manipulations performed are often referred to in terms, such 
as producing, identifying, determining, or comparing. 

[0068] It Will be further appreciated that the instructions 
represented by the operations in FIG. 6 are not required to 
be performed in the order illustrated, and that all the 
processing represented by the operations may not be nec 
essary to practice the invention. 

[0069] Although the foregoing invention has been 
described in some detail for purposes of clarity of under 
standing, it Will be apparent that certain changes and modi 
?cations may be practiced Within the scope of the appended 
claims. Accordingly, the present embodiments are to be 
considered as illustrative and not restrictive, and the inven 
tion is not to be limited to the details given herein, but may 
be modi?ed Within the scope and equivalents of the 
appended claims. 
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What is claimed is: 
1. A microprocessor comprising: 

a ?rst processing core including: 

an instruction decode unit; 

an instruction execution unit; 

a load/store unit; 

a ?rst cryptographic co-processor located on a ?rst die 
With the ?rst processing core; and 

an integer multiplier unit that is coupled to the integer 
execution unit and the ?rst cryptographic co-processor. 

2. The microprocessor of claim 1, Wherein the integer 
multiplier unit is included Within the ?rst processing core. 

3. The microprocessor of claim 1, Wherein the integer 
multiplier unit is included Within the ?rst cryptographic 
co-processor. 

4. The microprocessor of claim 1, Wherein the integer 
multiplier unit is a 64-bit><64-bit multiplier unit. 

5. The microprocessor of claim 1, Wherein the load/store 
unit is coupled to a main memory hierarchy. 

6. The microprocessor of claim 1, Wherein the ?rst 
processing core is coupled to a second processing core by a 
processor crossbar. 

7. The microprocessor of claim 6, Wherein the second 
processing core is coupled to a second cryptographic co 
processor that is located on a second ?rst die With the second 
processing core. 

8. The microprocessor of claim 6, Wherein the second 
processing core and the second cryptographic co-processor 
are located on the ?rst die. 

9. The microprocessor of claim 1, Wherein the ?rst 
cryptographic co-processor Is coupled to the load store unit. 

10. The microprocessor of claim 1, Wherein the ?rst 
cryptographic co-processor and the ?rst processing core 
share the integer multiplier unit. 

11. The microprocessor of claim 1, Wherein the ?rst 
cryptographic co-processor includes: 

a cryptographic control register; 

a direct memory access engine that is coupled to the 
load/store unit; 

a cryptographic memory; and 
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12. The microprocessor of claim 11, Wherein the crypto 
graphic memory is at least large enough to perform a 
Montgomery multiplication function. 

13. The microprocessor of claim 11, Wherein the direct 
memory access engine is coupled to the load/store unit by a 
64-bit data bus. 

14. The microprocessor of claim 11, Wherein the crypto 
graphic control register includes data that identi?es a type of 
cryptographic command received in the ?rst cryptographic 
co-processor. 

15. A method of executing a cryptographic command 
comprising: 

receiving a cryptographic instruction in an load store unit 
in a processing core on a ?rst die; 

determining if the cryptographic instruction is a crypto 
store instruction; 

if the cryptographic instruction is a crypto store instruc 
tion, then a source operand of the crypto store instruc 
tion is stored in a crypto control register in a crypto 
graphic co-processor on the ?rst die; 

determining if the source operand identi?es a correspond 
ing crypto command; and 

executing the corresponding crypto command if the 
source operand identi?es the corresponding crypto 
command. 

16. The method of claim 15, further comprising sending 
an interrupt from the cryptographic co-processor to an 
instruction execution unit that is included in the processing 
core. 

17. The method of claim 15, further comprising output 
ting a result of the cryptographic instruction to a memory 
system using a load store unit that is included in the 
processing core. 

18. The method of claim 15, Wherein executing the 
cryptographic instruction in the cryptographic co-processor 
includes: 

accessing data through the load store unit. 
19. The method of claim 18, Wherein the cryptographic 

co-processor includes a direct memory access engine. 
20. The method of claim 19, Wherein the cryptographic 

co-processor includes an integer multiplier unit. 

* * * * * 


