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(57) ABSTRACT 

An overlay on a wide area network is disclosed. The wide 
area network includes at least one backbone network, and 
the overlay includes a processor coupled to the backbone 
network. The processor furthermore contains instructions 
which, when executed, cause the processor to optimize real 
time performance of data delivery from the processor to 
another processor on the wide area network. A method of 
optimizing at least two routes in a wide area network is also 
provided. The method includes optimizing a ?rst route based 
on a ?rst characteristic and optimizing a second route based 
on a second characteristic. 
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SYSTEM AND METHOD FOR EFFICIENT WIDE 
AREA NETWORK ROUTING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] Not applicable. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH 

[0002] Not applicable. 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of the Invention 

[0004] The present invention is related to ef?cient routing 
of packets on a Wide area network and, more particularly, to 
a server netWork architecture overlaid on the Wide area 

netWork and the use of a local area netWork style protocol in 
connection With the server netWork to automatically con?g 
ure the server netWork to achieve ef?cient routing and 
caching. 
[0005] 2. Description of the Background 

[0006] The Internet is a netWork of computers, dumb 
terminals, or other, typically processor-based, devices inter 
connected by one or more forms of communication media. 
Typical interconnected devices range from handheld com 
puters and notebook PCs to high-end mainframe and super 
computers. The communication media coupling those 
devices include tWisted pair, co-axial cable, optical ?bers 
and radio frequencies. Each coupled device is equipped With 
softWare and hardWare that enables it to communicate using 
the same procedures or languages. The implementation of 
those procedures and languages is generally referred to as a 
protocol. Protocols are, furthermore, often layered over one 
another to form something called a “protocol stack.” 

[0007] One such protocol stack includes Transmission 
Control Protocol (TCP) and Internet Protocol (IP). An end 
user device connected to the Internet, such as a personal 
computer typically includes a program, such as a broWser, 
that communicates betWeen data from applications operat 
ing on the personal computer and the TCP/IP protocol stack. 
TCP packages data into packets that typically include the 
address of the node from Which the packet originates, the 
siZe of the packet Where applicable, and the address of the 
destination node to Which the packet is to be delivered. 
Because data is usually sent in multiple packets, the packets 
also typically include a label indicating the order in Which 
they are to be assembled once they arrive at their destination. 
After the packets are created, the IP layer transmits the 
packets across a netWork such as the Internet. 

[0008] World Wide Web communication involves another 
protocol referred to as the Hypertext Transfer Protocol 
(HTTP) that permits the transfer of Hypertext Markup 
Language (HTML) documents betWeen computers. The 
HTML documents are often referred to as “Web pages” and 
are ?les containing information in the form of text, videos, 
images, links to other Web pages, and so forth. Each Web 
page is stored in an interconnected processor based device 
that is typically referred to as an “Internet Server,” and has 
a unique address referred to as a Universal Resource Locator 
(URL). The URL is used by a program referred to as a “Web 
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broWser” located on one interconnected computer to ?nd a 
Web page stored someWhere on another computer connected 
to the netWork. That creates a “Web” of computers each 
storing a number of Web pages that can be accessed and 
transferred using a standard protocol, and hence this Web of 
computers is referred to as the World Wide Web. 

[0009] The Internet may be vieWed as a Wide area netWork 
that interconnects many Local area netWorks. At the highest 
level, the Internet is made up of NetWork Access Points 
(“NAPs”) interconnected to one another by many alternate 
routes and interconnected to loWer level Metropolitan Area 
Exchanges (“MAEs”) at speeds of 45 to 622 Mbps. The 
Metropolitan Area Exchanges are, in-turn, interconnected to 
Internet Service Providers (“ISP’s”) at speeds of up to 45 
Mbps. Internet users, such as businesses and personal users 
are then interconnected to ISP’s through various media 
including dedicated lines leased from telephone companies, 
sWitched telephone lines, coaxial cable access leased from 
cable television companies, and through Wireless connec 
tions. 

[0010] The Internet consists of thousands of netWorks and 
hundreds of thousands of interconnections betWeen those 
netWorks. Just like a system of roads and highWays, there are 
many different paths by Which to get from one point to 
another. Those many paths are the source of the Internet’s 
resilience and robustness because if one path becomes 
unavailable there are many other paths to take its place, 
alloWing data to reach its destination even While one or more 
interconnection on the netWork is broken. 

[0011] Border GateWay Protocol (BGP), the routing pro 
tocol that the Internet uses, is not designed to exploit 
alternate paths to improve performance. BGP has three main 
goals: basic connectivity, extreme stability, and massive 
scalability. Each router on the Internet that participates in the 
BGP protocol only advertises a single route to each possible 
destination. In other Words, BGP explicitly discards infor 
mation about alternate routes. While this might decrease the 
quality of the netWork’s routing, it does help to achieve the 
goals of scalability by decreasing the amount of data 
exchanged betWeen routers. 

[0012] Further, BGP takes a very simple, coarse-grained 
vieW of the netWork. The BGP protocol vieWs a path in a 
netWork as either “up,” meaning that path is operating and 
data may be passed on that path or “doWn,” meaning that the 
path is not operating and data may not be passed on that 
path. BGP does not consider, for example, the bandWidth or 
latency of the path. Further, BGP sees a path as a series of 
hops, Where each hop is another netWork. For instance, 
Where tWo netWork providers 32 and 34, such as UUnet and 
MCI, are connected to each other as shoWn in FIG. 1, and 
a ?rst node 36 coupled to the ?rst netWork 32 is commu 
nicating With a second node 38 coupled to the second 
netWork 34 utiliZing BGP, the ?rst node 36 is considered to 
be one hop aWay from second node 38. There may, hoWever, 
be tWo interconnections 40 and 42 (also knoWn as peering 
points) betWeen the ?rst netWork 32 and the second netWork 
34. Thus, data can travel from the ?rst node 36 to the second 
node 38 via the ?rst peering point 40 or the second peering 
point 42. 

[0013] Furthermore, Whether the ?rst peering point 40 or 
the second peering point 42 is used, BGP still deems that the 
?rst node 36 is one hop from the second node 38 even 
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though it might be the case that, for example, the ?rst 
peering point 40 provides signi?cantly better performance 
than the second peering point 42, since packets traveling via 
the second peering point 42 must travel much further. 

[0014] Moreover, vieWing netWork communications by 
netWork hops masks a second signi?cant factor in attaining 
ef?cient netWork routing and that second signi?cant factor is 
the quality of communications Within each netWork includ 
ing, for example, the number of routers that a communica 
tion must pass through to traverse each netWork, the speed 
of the communication media connecting those routers and 
the other demands placed on the routers and communication 
media. FIG. 2 illustrates the netWorks of FIG. 1, Wherein 
the ?rst netWork 32 includes routers 44, 46, 48, 50, 52, 54, 
56, 58, 60, 62, 64, 66, and 68 and the second netWork 34 
includes routers 70, 72, 74, 76, 78, 80, 82, 84, 86, 88, 90, and 
92. As illustrated in FIG. 2, a message sent from the ?rst 
node 36 may require, for eXample, router hops through four 
routers 82, 78, 76, and 72 to pass through the second 
netWork 34 and router hops through siX routers 68, 64, 58, 
48, 52, and 54 to traverse the ?rst netWork 32 When routed 
through the second peering point 42. 

[0015] Thus, there is a need for a method and a system that 
ef?ciently routes packets of data on a Wide area netWork. 
There is a need to minimiZe router hops required to pass a 
message from an origination node to a destination node in a 
Wide area netWork. There is also a need for an overlay 
netWork that ef?ciently routes data on a Wide area netWork. 
There is also a need for a method of efficiently placing nodes 
on a netWork. Furthermore, there is a need for a method of 
calculating netWork metrics or performance characteristics 
of a portion of a netWork. 

SUMMARY OF THE INVENTION 

[0016] In accordance With the present invention, methods 
and systems that efficiently route data on a Wide area 
netWork are provided. In one embodiment, the present 
invention includes an overlay on a Wide area netWork. The 
Wide area netWork in that embodiment includes at least one 
backbone netWork, and the overlay includes a processor 
coupled to the backbone netWork. The processor further 
more contains instructions Which, When eXecuted, cause the 
processor to optimiZe real time performance of data delivery 
from the processor to another processor on the Wide area 
netWork. 

[0017] In accordance With another embodiment of the 
present invention, a method of optimiZing at least tWo routes 
in a Wide area netWork is also provided. The method 
includes optimiZing a ?rst route based on a ?rst character 
istic and optimiZing a second route based on a second 
characteristic. The characteristics may be performance cri 
teria including throughput, throughput variations, latency, 
latency variations, cost, netWork or processor hop count or 
any other measurable routing characteristic. The invention 
may furthermore optimiZe for a combination of tWo or more 
characteristics. 

[0018] In accordance With yet another embodiment of the 
present invention, a method of selecting an optimum route 
from a ?rst processor to a second processor in a Wide area 
netWork and of selecting an optimum route from a third 
processor to a fourth processor in the Wide area netWork is 
provided. The method includes selecting a ?rst characteristic 
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to be optimiZed in the route betWeen the ?rst processor and 
the second processor, measuring the characteristic on a ?rst 
route coupling the ?rst processor to the second processor, 
measuring the characteristic on a second route coupling the 
?rst processor to the second processor, and selecting from 
the ?rst route and the second route, the route having the best 
performance based on the ?rst characteristic. The method 
furthermore includes selecting a second characteristic to be 
optimiZed in the route betWeen the third processor and the 
fourth processor, measuring the characteristic on a third 
route coupling the third processor to the fourth processor, 
measuring the characteristic on a fourth route coupling the 
third processor to the fourth processor, and selecting from 
the third route and the fourth route the route having the best 
performance based on the second characteristic. 

[0019] In accordance With another embodiment of the 
present invention, a method for coupling nodes of an overlay 
netWork to a Wide area netWork, Wherein the Wide area 
netWork includes a plurality of component netWorks is 
provided. That method includes coupling a node to a ?rst 
local area netWork near a ?rst peering point of the ?rst 
component netWork, coupling a node to a second local area 
netWork near a ?rst peering point of the second component 
netWork, coupling a node to the ?rst local area netWork near 
a second peering point of the ?rst component netWork, and 
coupling a node to a stub netWork. 

[0020] Yet another method for ?nding a route having 
optimum throughput on a netWork of coupled processors is 
provided in accordance With the present invention. That 
method includes determining a siZe of a message sent along 
the route, determining a delay time required to pass a small 
amount of data along the route, and determining a duration 
of time required to pass the message along the route. 
Throughput of the route is then calculated from the message 
siZe, delay time, and duration. That method may furthermore 
include ?ltering delay time by measuring a delay time for a 
plurality of data passes along the route, calculating a mean 
absolute underestimated error for the plurality of delay time 
measurements, and selecting a delay time that minimiZes the 
mean absolute underestimated error. Throughput may also 
be ?ltered in that method by measuring a throughput for a 
plurality of data passes along the route, and averaging the 
plurality of measured throughputs While Weighting recent 
measurements more than earlier measurements. 

[0021] Thus, the present invention provides an overlay 
that ef?ciently routes data on a Wide area netWork. 

[0022] The present invention also provides a method of 
optimiZing routing on a Wide area netWork based on at least 
tWo routing performance characteristics. 

[0023] In addition, the present invention provides a 
method for ef?ciently coupling overlay nodes to a Wide area 
netWork. 

[0024] The present invention furthermore provides a 
method for ?nding a route having optimum throughput on a 
netWork and methods for ?ltering that measurement to make 
a more accurate route determination. 

[0025] Accordingly, the present invention provides solu 
tions to the shortcomings of prior netWorks. Those of 
ordinary skill in the art Will readily appreciate, therefore, 
that those and other details, features, and advantages Will 
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become further apparent in the following detailed descrip 
tion of the preferred embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] The accompanying drawings, Wherein like refer 
ence numerals are employed to designate like parts or steps, 
are included to provide a further understanding of the 
invention, are incorporated in and constitute a part of this 
speci?cation, and illustrate embodiments of the invention 
that together With the description serve to explain the 
principles of the invention. 

[0027] 
[0028] FIG. 1 is a schematic illustration of tWo intercon 
nected networks; 

[0029] FIG. 2 is a schematic illustration of the intercon 
nected netWorks of FIG. 1 including routers located Within 
each netWork; 

[0030] FIG. 3 is a schematic illustration of a sample Wide 
area netWork topology; 

[0031] FIG. 4 is a schematic illustration of the sample 
Wide area netWork topology of FIG. 3 having an overlay of 
the present invention; 

In the draWings: 

[0032] FIG. 5 is a schematic illustration of the sample 
Wide area netWork topology having an overlay of FIG. 4, 
illustrating an alternate route through the netWork; 

[0033] FIG. 6 is a schematic illustration of sample net 
Works in Which overlay nodes have been placed in accor 
dance With the present invention; 

[0034] FIG. 7 is a schematic illustration of the sample 
netWorks of FIG. 6 in Which overlay nodes have been placed 
in accordance With another embodiment of the present 
invention; 
[0035] FIG. 8 is a schematic illustration of sample net 
Works in Which overlay nodes have been placed in accor 
dance With another embodiment of the present invention; 
and 

[0036] FIG. 9 is a time line illustrating a method of 
determining netWork latency. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0037] Reference Will noW be made in detail to the pre 
ferred embodiments of the present invention, examples of 
Which are illustrated in the accompanying draWings. It is to 
be understood that the Figures and descriptions of the 
present invention included herein illustrate and describe 
elements that are of particular relevance to the present 
invention, While eliminating, for purposes of clarity, other 
elements found in typical computer netWorks. 

[0038] Any reference in the speci?cation to “one embodi 
ment,”“a certain embodiment,” or a similar reference to an 
embodiment is intended to indicate that a particular feature, 
structure or characteristic described in connection With the 
embodiment is included in at least one embodiment of the 
invention. The appearances of such terms in various places 
in the speci?cation are not necessarily all referring to the 
same embodiment. 
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[0039] The present invention exploits the many paths 
available to transmit data betWeen any tWo points on a 
netWork such as the Internet to provide better service to 
users in addition to permitting recovery from interconnec 
tion failures. That concept may be likened to taking a 
highWay When it is under utiliZed and taking a back road 
When the highWay is heavily utiliZed. Similarly, the present 
invention improves service to users by shifting data aWay 
from overloaded areas of the netWork toWard under-utiliZed 
areas, thus improving netWork performance. 

[0040] The present invention recogniZes that not every 
netWork user has the same notion of What constitutes a 
signi?cant improvement in netWork performance. For 
example, improved performance for the user of one type of 
application might be for data transferred by that user over 
the netWork to experience loW latency When it is sent 
through the netWork. NetWork latency is the time that it 
takes for a small piece of data to travel across a netWork such 
as, for example, the time it takes for a packet of data to travel 
along a route on the Internet or another netWork. NetWork 
latency is also referred to herein as “packet delay,” Whereas 
duration refers to an amount of time that is required to send 
a particular quantity of data, such as a message comprising 
a large number of packets, along the route. Auser of another 
type of application may vieW a high throughput as a sig 
ni?cant improvement in netWork performance. NetWork 
throughput is an amount of data that can be transferred 
across a netWork communications channel in a given period 
of time, Which is usually expressed in units of bytes per 
second. Yet another user of a third application may prefer a 
combination of relatively loW latency and high throughput. 
Thus, the improved netWork of the present invention may 
take into account the characteristics of the application from 
Which the data originates to improve effectiveness in 
improving performance. It should also be noted that, While 
the embodiments discussed herein optimiZe netWork routing 
performance metrics including latency and throughput, other 
routing metrics may also be optimiZed using the present 
invention. 

[0041] The improved netWork of the present invention 
provides application-speci?c routing Which utiliZes alternate 
paths through the Internet that the Internet’s current routing 
protocol is unable to support. Furthermore, unlike proposed 
routing algorithms or infrastructures that Would require 
cooperation of all netWork operators to implement, the 
present improved netWork does not require that signi?cant 
global changes be made to the netWork. The present inven 
tion, rather, provides improved application-speci?c routing 
Without any changes to existing netWorks or the existing 
Internet. 

[0042] The system of the present invention ful?lls several 
goals. First, it uses performance metrics that directly predict 
application performance, also referred to herein as netWork 
characteristics and performance criteria, including latency, 
throughput, variation in latency, variation in throughput, 
cost of transferring data, and processor hop count Wherein 
the processors may be overlay processors, to choose paths 
through a netWork, in addition to metrics Which can be used 
to approximate application performance such as netWork 
hop count or packet loss rate. The present invention also 
does not require any modi?cations to Internet protocols or 
routing algorithms. The present invention furthermore scales 
Well. 
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Overlay Network 

[0043] While certain of the embodiments described herein 
are described in connection With the Internet, it should 
recognized that the present invention may also be applied to 
other Wide area networks. A foundation of the present 
invention is to build an overlay netWork that functions in 
association With a target-Wide area netWork such as the 
Internet. An overlay is a virtual netWork including a group 
of processors coupled to the target netWork such as the 
Internet. The main differentiation betWeen an overlay and 
other groups of servers is the Way that the processors of the 
overlay (also knoWn as “nodes”) model the underlying 
netWork. In the present invention, each node treats the 
netWork as a set of direct connections to all the other nodes. 
In reality, each “direct link” from one node to another is a 
path through the netWork, Which passes through all the same 
routers, sWitches, and cables through Which standard packets 
Would otherWise pass Without existence of the overlay. Thus, 
for example, to send data to a neighboring node, a node 
coupled to the present netWork Will address a packet to the 
neighbor node and Will then send it over the netWork. In 
other Words, the underlying netWork is utiliZed by the 
overlay exactly as it is by any other node on the netWork. 
FIG. 3 illustrates a typical Wide area netWork topology 100 
that does not include an overlay netWork of the present 
invention. The Wide area netWork 100 is comprised of 
NetWork A 102, NetWork B 104, NetWork C 106, NetWork 
D 108, NetWork E 110, and NetWork F 112. Each of those 
netWorks 102, 104, 106, 108, 110, and 112 may be a 
component netWork such as, for example, a backbone net 
Work, a stub netWork, or a local area netWork. A stub 
netWork is a netWork that only deals with traffic to or from 
the nodes directly attached to it. Examples of stub netWorks 
include most of the ISPs that sell Internet access directly to 
individuals. Such ISPs often deal only With data sent to or 
from its customers. The opposite of a stub netWork is a 
transit or backbone netWork that routes traffic from one 
netWork to another rather than to destinations on its oWn 
netWork. In a Wide area netWork such as the one illustrated 

in FIG. 3, a message traversing multiple netWorks Will 
typically be sent in such a Way so as to minimiZe the number 
of netWork hops. Other routing considerations such as router 
hops and netWork congestion, hoWever, are not typically 
considered. Thus, if the route indicated in FIG. 3 from 
originating node Server E 130 through Server A 120 to 
destination node Server C 124 is congested or requires a 
large number of router hops, that small netWork hop route 
may be inef?cient. FIG. 4 illustrates the netWork topology 
of FIG. 3 With an overlay of the present invention. In FIG. 
4, Overlay A 142 is an overlay server coupled to NetWorkA 
102, Overlay B 144 is an overlay server coupled to NetWork 
B 104, Overlay D1148 and Overlay D2149 are overlay 
servers coupled to NetWork D 108, Overlay E 150 is an 
overlay server coupled to NetWork E 110, and Overlay F 152 
is an overlay server coupled to NetWork F 152. Overlay 
servers may be placed at strategic locations on the Wide area 
netWork such that certain netWorks Within the Wide area 
netWork may include no overlay servers, While other, par 
ticularly busy or useful netWorks may include multiple 
overlay servers. A bene?t to such an overlay is that the 
overlay servers may include a facility for determining the 
performance of netWork routes and may route network 
traffic around poor performing, for example, congested areas 
of the Wide area netWork. Thus, in an overlay netWork, 
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Where performance of NetWorkAhas been determined to be 
poor, a message to be sent from Server E 130 to Server C 
126 may be routed through Overlay F 152 and Overlay B 
144 rather than through Overlay A 142 in underperforming 
NetWork A 102. 

[0044] The present invention exploits the potential useful 
ness of alternate paths through a netWork to improve net 
Work performance With regard to, for example, latency and 
throughput and utiliZes an overlay to exploit those paths. 

[0045] Performance requirements vary dependent upon 
the type of application being modeled and the speci?c needs 
of each of those applications. The overlay netWork of the 
present invention takes those differences in performance 
requirements into account When choosing a data route from 
one node to another node. For example, some links may be 
modeled to optimiZe throughput, While other links might be 
modeled to optimiZe latency, and still others might be 
modeled for a combination of high throughput and loW 
latency. The present overlay netWork may, thus measure 
various characteristics or metrics for each of a variety of 
links, including throughput and latency, and choose appro 
priate routing for any of a variety of applications having 
differing optimiZation needs. That implies that the route With 
the best performance from one node to another may not 
alWays be via the most direct link betWeen the tWo nodes. 
Instead, the Way to maximiZe performance may be to send 
data through several other nodes in order to avoid links With 
poor performance. 

Node Placement 

[0046] When nodes of the overlay are placed at many 
locations throughout the Wide area netWork, then the overlay 
can control hoW packets are routed from one portion of the 
Wide area netWork to another by routing the packets through 
nodes of the overlay. FIG. 4 illustrates one route through a 
sample overlay netWork 100 from Server E 130 to Server C 
126. FIG. 5 illustrates an alternative path from Server E 130 
to Server C 126 through the sample overlay netWork 100. 

[0047] Assuming for the present example that NetWork A 
102 is congested, it may be more efficient to route data 
passing through the overlay from Server E 130 to Server C 
126 through NetWork F 112 and NetWork B 104 as illus 
trated in FIG. 4 than to route that data through NetWork A 
102 as illustrated in FIG. 5. Afeature of the present overlay 
netWork is the ability to measure Wide area netWork perfor 
mance, including Internet performance, to determine most 
efficient routing. Thus, When NetWork A 102 is congested, 
the route from Server E 130 to Server C 126 through 
NetWork A 102, illustrated in FIG. 5, passes through con 
gested NetWork A 102. By routing from Server E 130 to 
Server C 126 via uncongested Overlay F 152 and Overlay B 
144 as illustrated in FIG. 4, greater efficiency may be 
achieved. Thus, even though the path through NetWork F 
112 and NetWork B 104 requires more netWork hops than the 
path through NetWorkA 102 and involves more nodes of the 
overlay, performance may be improved, because the route 
through NetWork F 112 and NetWork B 104 avoids the 
congested portion of the netWork 100. Thus, routing packets 
through the overlay nodes gives control over hoW the 
netWork routes the packets, thereby alloWing packets to use 
the path With the best performance. 

[0048] Proper node placement also improves the operation 
of the invented system. While node placement may be 
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determined in many ways, three techniques for deciding 
where to place nodes are discussed herein. Each of those 
techniques may furthermore supplement the other tech 
niques, such that better results may be achieved by using all 
the techniques simultaneously. In addition, when more 
nodes are placed in the network, greater control over routing 
can be achieved. 

[0049] A node that sends an original message or packet 
will be referred to herein as an originating entity, a node to 
which the message or packet is to be ?nally transmitted will 
be referred to herein as a destination entity and a node that 
receives a message or packet and passes that message or 
packet on toward the destination entity will be referred to 
herein as a transfer entity. Packet loss occurs where a packet 
of data is transmitted to a transfer entity but is not trans 
mitted from that entity. Such a loss may be caused, for 
eXample, by defective communication media or a defective 
transfer entity. When a message or packet is not received at 
the receiving entity, the receiving entity will typically 
request that packet be retransmitted from the originating 
entity. 

[0050] FIG. 6 illustrates a ?rst technique for deciding 
where to place nodes, wherein nodes are placed on different 
networks within a wide area network. In the network overlay 
embodiment 200 of FIG. 6, Overlay X 214 has been coupled 
to Network X 202, Overlay Y 216 has been coupled to 
Network Y 206, and Overlay Z 218 has been coupled to 
Network Z 208 of a wide area network 200 in FIG. 6. 
Placing nodes on networks of multiple providers allows the 
overlay to “route around” providers whose networks are 
currently performing poorly by directing traffic to nodes 
installed in neighboring networks. That is a fairly coarse 
grained path selection technique since it only gives a choice 
of provider, not a choice of paths within the network of each 
provider. 

[0051] FIG. 7 illustrates a second technique for deciding 
where to place nodes. In that second technique, nodes are 
placed at different points within individual networks that are 
coupled to other networks comprising a wide area network. 
Many large network providers, particularly backbone and 
stub network providers, have multiple peering points at 
which they connect to another provider’s network. In the 
peering point network 201 of FIG. 7, peering points are 
de?ned from a network to network perspective, such that 
peering points eXist in a wide area network where two or 
more networks are coupled together to eXchange traf?c. 
Thus, where a processor on a ?rst network is coupled to a 
processor on a second network, those processors comprise a 
peering point. The eXchanges that occur at peering points 
include the transfer of network packets to be delivered to 
servers on a network participating in the peering point and 
may also include the transfer of network packets that are 
delivered by a network at the peering point to other networks 
not involved with that particular peering point. Many 
researchers have observed that it is at these peering points or 
transfer entities that most packet loss occurs resulting in 
slow transmission. However, at any given moment, only 
some peering points may be experiencing congestion, while 
others remain relatively idle, passing much less than their 
capacity of messages and packets. By placing nodes near 
multiple peering points in a provider’s network, the peering 
point through which data passes can be controlled. FIG. 7 
illustrates an eXample of this scenario wherein Network Y 
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206 and Network Z 208 are interconnected as peers at two 
locations 222 and 204. One portion of Network Y 206, 
therefore, would typically use one peering point 222 to 
communicate with Network Z 208 and another portion of 
Network Y 206 would typically use peering point P1 to 
communicate with Network Z 208. Thus, by including an 
Overlay in each portion of the Network Y 206 and an 
Overlay in each portion of Network Z 208, the present 
network can choose whether to communicate through either 
peering point 222 and 224. The present network may fur 
thermore be con?gured such that sending data to Network Y 
206 via Overlay Z1218 will ensure that the ?rst peering 
point 222 is used, while sending data to Network Y 206 via 
Overlay Z2217 will ensure that the second peering point 224 
is used. 

[0052] FIG. 8 illustrates a third technique for deciding 
where to place nodes. In the transit and stub embodiment 
202 illustrated in FIG. 8, Overlay S 232 is placed on a stub 
network labeled Network S 230. A stub network (Network 
S 230) is coupled to multiple backbone networks via overlay 
nodes (Network X 204 by way of Overlay X 214 and 
Network Y 206 by way of Overlay Y 216). Putting a node 
on a well-connected stub network can effectively convert it 
into a transit network for purposes of the overlay. In FIG. 7, 
Network X 204 has no direct route of communication with 
Network Y 206 without the overlay network. Both may, 
however communicate with stub network Network S 230. It 
may be, for eXample, that without the overlay network, 
Network X 204 and NetworkY206 only send data meant for 
Network S 230 to Network S 230. Thus, Network S 230 
would not ordinarily pass data from Network X 204 to 
Network Y 206 or vice versa. By placing a Overlay S 232 on 
Network S 230, however, an arti?cial peering point between 
Network X 204 and Network Y 206 can be created, through 
which traf?c can be routed between Network X 204 and 
Network Y 206 via Overlay S 232. 

Applications of Overlay Network 
[0053] The present overlay network may be deployed to 
enhance many network applications and may be particularly 
applicable to applications that require high-speed data trans 
fers across the Internet. For eXample, the present overlay 
network is applicable to content delivery over the Internet. 
Inside a typical content delivery system, there are multiple 
types of data, each with its own routing metric preference. 
A low latency path with moderate throughput is typically 
appropriate for static content (e.g., HTML or embedded 
images) being transferred from a web site to users located 
conceptually at the edge of the network. (Conceptually, 
Network Access Points and Internet Service Providers are at 
the core on the Internet, content delivery and Internet 
marketers are outside the core, and users are at the edge of 
the Internet.) Low latency and moderate throughput are 
typically appropriate for static content because static content 
is usually relatively small as compared, for example, to 
dynamic content such as streaming video and audio. 
Whereas streaming video and audio often requires high 
throughput so that data is received at a minimum rate after 
the ?rst data is received to keep the video and audio running 
continuously, static content need only load a static display, 
thereby minimiZing throughput requirement to maintain 
timely receipt at a user processor over time. 

[0054] Logging information concerning how often a web 
site’s content is being accessed, on the other hand, is 
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typically sent from the edge of the network back to the Web 
server and bene?ts from a high throughput path. A typical 
small log entry of ten to one hundred bytes for each of 
several million users forms a huge compilation of data as 
compared to, for example, a ten to tWo hundred kilobyte Web 
page doWnload ?le. Thus, high throughput is required to 
pass large logs of information from servers at the edge of the 
netWork to a central server. 

[0055] Invalidations, Which tell edge devices When con 
tent is no longer valid (e.g., to purge an old version of a 
home page from numerous content delivery devices residing 
at the edge of the network), bene?t from a loW latency path. 
Invalidation messages are typically very small and thus have 
minimal throughput requirements. It is typically important 
that invalidation messages be received quickly because they 
prevent old or invalid data from being sent to user proces 
sors. Thus, loW latency is important When invalidating data 
to quickly prevent such old or invalid data from being 
forWarded to users. 

[0056] The present invention can accommodate the needs 
of all of those data types and others simultaneously by 
keeping different routing metrics and a different routing 
table shoWing the most ef?cient routing for each type of 
content that passes through the system. 

[0057] The present netWork overlay may also be applied to 
IP telephony. Though a telephone call requires a relatively 
small amount of bandWidth (typically less than 30 Kbps), it 
has strict delay and jitter requirements such that delays 
larger than 150-200 ms are generally considered intolerable. 
By using a routing metric Which selects paths With loW 
latency and jitter, the present netWork overlay can improve 
the sound quality that an IP telephony user receives. 

[0058] The present netWork overlay may also be applied to 
?le sharing such as MP3 sharing through a service such as 
Napster. Many ?le-sharing applications deal With large ?les 
that are greater than 1 MB. Akey to improving performance 
for such ?le sharing applications is to transfer ?les betWeen 
users’ computers using high-throughput paths through the 
netWork. High-throughput paths are bene?cial to ?le sharing 
applications because those ?les are relatively large and large 
amounts of data may be moved through high-throughput 
paths quickly. Latency, on the other hand, is of less concern 
in transfers of such large amounts of data because a typical 
latency delay of milliseconds to a second or so is less 
signi?cant than the several second transfer time difference 
betWeen high and loW throughput routes. The present net 
Work may be con?gured to ?nd high-throughput paths, and 
is thus Well suited to providing connectivity for ?le sharing 
applications. 
[0059] The present netWork is also Well suited to bulk data 
transfer applications such as digital movie distribution. Such 
applications are very similar to ?le sharing, eXcept that the 
?le siZe in digital movie distribution is often in the range of 
10-100 GB per ?le and is thus even larger than typical ?le 
sharing applications. One eXample of bulk data distribution 
is transferring a movie (in digital format) from a production 
studio to a number of movie theaters. Finding high through 
put paths is vital to ef?cient transfer of such large ?les, but 
another key tactic to improving bulk data transfer operation 
is to split a single ?le into a number of pieces and send those 
pieces over multiple paths in the netWork. By using multiple 
paths, one can achieve throughput greater than that of any 
single path. 
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[0060] In one embodiment, a deployed form of the present 
netWork that might be utiliZed to achieve such a multi-path 
transfer has an architecture consisting of tWo types of 
computers, each With its oWn softWare. The ?rst type of 
computer is a server and one or more of those servers Would 
be deployed on a netWork as a basic overlay. The servers 
Would be placed strategically on the netWork as discussed 
hereinbefore to maXimiZe performance of the netWork. 
Those servers Would run softWare that implements opti 
miZed overlay routing and data transfer. 

[0061] The second type of computer in a bulk transfer or 
similar implementation of the present invention could be 
employed by users to connect to the overlay netWork. Those 
user computers may run application softWare to inter-oper 
ate With the overlay netWork. The servers may furthermore 
be operated by a netWork service provider, and the user 
computers may run application softWare provided by the 
netWork service provider. Accordingly, the servers may run 
softWare that is concerned With data movement, While the 
user computers run softWare that is concerned With process 
ing data received from the overlay and presenting the results 
to the user. For instance, With ?le sharing applications, the 
server softWare may control the transfer of music ?les over 
the netWork While the user softWare may alloW the user to 
control functions including Which ?les are doWnloaded neXt 
and Which ?les are played back through the computer’s 
audio system. 

[0062] There is a range of homogeneity of function pos 
sible in deploying the present overlay netWork. At one end 
of this range, all computers participating in the system run 
the same softWare, and all computers act as nodes in the 
overlay. That version of the system is simple to build 
because only one machine type and softWare package need 
be created and replicated. That version also provides good 
performance because every computer in such a system 
includes route optimiZing softWare. A system Wherein all 
computers run the same softWare may be more dif?cult to 
deploy, hoWever, because it requires distribution of a full 
version of the overlay softWare to all users’ machines. In 
addition, that system may be vulnerable to abuse by users 
Who might forge routing messages With the intention of 
disrupting the system. 

[0063] At the other end of the range, users’ computers may 
run a slimmed-doWn version of the overlay protocols While 
the servers run the full version. The slim version of the 
system may provide bare connectivity betWeen each user’s 
computer and an overlay server With no routing logic 
Whatsoever. That bare functionality may be provided by a 
Web broWser or multimedia vieWer (e.g., RealPlayer or 
WindoWs Media Player). In that version of the system, the 
system itself must direct the users’ computers to a suitable 
overlay server. That can be accomplished using redirection 
of users’ computers to servers. One eXample of such a 
service is the front end of Akamai’s content delivery system, 
Which provides a redirection service built on top of a 
Domain Name Service (“DNS”). 

[0064] To optimiZe routing, the present improved netWork 
distinguishes among the available paths betWeen any tWo 
processors on the Internet, recogniZing that some paths Will 
have loW latency, others Will have high throughput, and still 
others Will offer a balance betWeen latency and throughput. 
The present netWork may then save netWork metric data 
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including latency and throughput for each available path. 
Thus, the present network and method of using a netWork 
selects the most appropriate route for each application or 
application type by matching data to the most appropriate 
path to improve the routing of that data as it is sent through 
the netWork according to particular requirements of the 
application. 

Automatically Finding Superior Paths 

[0065] The present invention also ?nds the best routes 
from one node to every other in a scalable fashion in a 
system having a collection of nodes forming an overlay. The 
techniques utiliZed by the present invention are an adapta 
tion of the Narada protocol, Which may be found in “A Case 
For End System Multicast” Which is incorporated herein by 
reference. Yang-hua Chu, Sanjay G. Rao, and Hui Zhang,A 
Case For End System Multicast, in PROCEEDINGS OF 
ACM SIGMETRICS 1-12, Santa Clara, Calif., (June 2000). 

[0066] The present netWork solves the scalable routing 
problem of ?nding an optimum path betWeen an originating 
entity and a destination entity. The netWork considers the 
processors and communication media coupling those pro 
cessors and determines desired performance characteristics 
betWeen the processor nodes. Thus, given a collection of 
processor nodes and a collection of links With particular 
performance characteristic betWeen each pair of nodes, the 
present invention Will ?nd a path betWeen each pair of nodes 
that achieves the desired performance characteristics. The 
present invention may be applied as an overlay on the 
Internet or another Wide area netWork, Wherein overlay 
processors comprise nodes and the links are the connections 
from each node to every other node. Moreover, standard 
Interior GateWay Protocol (“IGP”) algorithms such as RIP 
and OSPF do not address the challenge of collecting per 
formance measurements for each link. 

[0067] As has been previously discussed, the performance 
characteristics or netWork metrics that are desired to be 
optimiZed, such as, for eXample, latency or throughput, may 
vary from one application to another. Thus, various appa 
ratuses and methods may be utiliZed to make a determina 
tion of the performance characteristics betWeen nodes based 
on one or more desired performance characteristics or 

routing metrics. 

[0068] Pinging, for eXample, may be utiliZed to measure 
latency betWeen nodes of a netWork. NetWork latency test 
ing may be performed utiliZing publicly available systems 
including ping programs. Ping programs typically send an 
echo request message to a selected IP address and provide 
information including the IP address from Which an echo 
reply message Was received; a sequence number of the 
message starting at 0, Wherein each missing number indi 
cates a lost packet from either the echo request or echo reply 
message; a time to live ?eld that indicates the number of 
router hops made by each packet in the message; and a 
number of milliseconds it took to get a reply from the IP 
address being pinged. FIG. 9 illustrates a method of deter 
mining netWork latency. A sending node time line 256 for a 
sending node 252 and a receiving node time line 258 for a 
receiving node 254, Which is coupled to the sending node 
252 through a netWork, are depicted in FIG. 8. Each of the 
sending node time line 256 and receiving node time line 258 
have corresponding time 0, time 1, time 2 and time 3. At 
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time 0, the sending node 252 sends an initiating message 260 
to the receiving node 254. The receiving node 254 receives 
the initiating message at time 1. That initiating message 260 
requests that the receiving node 258 return a message to the 
sending node 256. At time 2, a return message 262 is sent to 
the sending node 252 by the receiving node 254. The return 
message 262 is received at the sending node 252 at time 3. 
After receiving the return message 262, the sending node 
252 Will compute the “round trip latency time” Which is 
equal to the difference betWeen the time that the return 
message 262 Was received at the sending node 252 (time 3) 
and the time that the initiating message 260 Was sent from 
the sending node 252 (time 0) less the difference betWeen the 
time that the return message 262 Was sent by the receiving 
node 254 (time 2) and the time that the initiating message 
260 Was received at the receiving node 254 (time 1). 

[0069] Because the time required to send a message from 
a sending node in a netWork to a receiving node in a netWork 
is typically very similar to the time that it takes to send a 
message back from the receiving place to the sending place, 
netWork latency from the sending node to the receiving node 
may be assumed to be half of the round trip latency time. 
Similarly, netWork latency from the receiving node to the 
sending node may be assumed to be half of the round trip 
latency time. Thus, a “one-Way latency time,” Which is also 
referred to hereinafter as the “latency time” or “packet 
delay” for a message or packet of data to travel from the 
sending node to the receiving node or from the receiving 
node to the sending node is calculated by dividing the round 
trip latency time by tWo. The calculation for one Way latency 
time may, therefore, be expressed as: 

[0071] OWLT is one Way latency time; 

[0072] TO is the time that the initiating message is 
sent as determined by a clock at the sending node; 

[0073] T1 is the time that the initiating message is 
received as determined by a clock at the receiving 
node; 

[0074] T2 is the time that the return message is sent 
as determined by a clock at the receiving node; and 

[0075] T3 is the time that the initiating message is 
received as determined by a clock at the sending 
node. 

[0076] Thus, because relative time differences are calcu 
lated at each node, as long as the clocks at the sending node 
252 and receiving node 254 operate at the same speed, the 
clocks at the sending node 252 and receiving node 254 do 
not need to be set at the same time to assure that the 
calculation is accurate. 

[0077] NetWork latency encountered in a netWork such as, 
for eXample, the Internet, may be caused by such factors as 
the number and siZe of messages traveling (commonly 
referred to as an amount of “traf?c” or “activity”) on the 
netWork, the distance the message must travel, the number 
of routers through Which the message must pass and the 
level of functionality of those routers, the netWork band 
Width, and the number of lines that are available as opposed 
to being busy or out of operation. Moreover, the factors 
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affecting network latency vary continually. Thus, network 
latency varies from the time when one message is sent to the 
time another message is sent. Network latency often, how 
ever, is fairly stable over periods of time, such as the time 
required to send the packets that make up a large message. 
Therefore, depending on the accuracy desired, latency may 
be calculated by, for example, a single test as described in 
reference to FIG. 9, an average of several tests, a highest or 
lowest latency determined from a number of latency tests, or 
a running average that averages only a certain number of 
most recent tests. Network latency may also be estimated by 
reference to average statistics for a region at, for example, a 
network dashboard Internet site. 

[0078] Throughput may, for example, be tested by utiliZ 
ing publicly available systems including Test TCP programs, 
also known as “TTCP,” programs. TTCP programs typically 
send and receive data in one or more formats such as, for 
example, transmission control protocol. A TTCP user may 
have control over parameters including the number of pack 
ets sent, the packet siZe, the port number at which the 
transmitter and receiver rendeZvous, and several other 
parameters. By changing those parameters, a user can test 
various buffering mechanisms in the network equipment 
between the sending node and the receiving node, including 
throughput. 
[0079] Thus, certain qualities of network connections may 
be measured, including packet delay, throughput, duration of 
packet travel time, and packet siZe. Moreover, certain of 
those qualities are interrelated such that, for example, dura 
tion is equal to packet delay plus the product of throughput 
times packet siZe or: 

Duration=packet delay+(throughput*packet size). 

[0080] Furthermore, as throughput is an amount of data 
that can be transferred across the network in a given period 
of time, an equation relating duration to throughput may be 
rewritten as: 

Throughput=packet siZe/(duration—packet delay). 

[0081] Thus, once packet siZe, packet delay, and duration 
have been determined, throughput may be calculated for that 
route by sending a large amount of data having a known siZe 
along a route having a known packet delay, measuring the 
total transfer time that is required to pass the entire message 
to a desired destination, and calculating throughput there 
from. 

[0082] Each route to be considered may be thus evaluated 
and the route having the highest throughput may be utiliZed. 
The most efficient routing may be calculated for packet 
transfer by selecting the routes having the highest through 
put. 

[0083] Thus, to contrast packet delay and throughput in an 
application in which a large amount of data is requested to 
be sent to a user across the network, packet delay goes to the 
amount of time that it takes for each packet to travel from the 
origin to the destination, which might be seen by a user as 
an amount of time, for example, for a requested motion 
picture from a network processor to begin appearing at the 
user processor, while throughput goes to how much data is 
passed across the network in a period of time and might be 
seen to a user as continuous motion in a high throughput 
instance or stop motion that periodically stops and restarts in 
a low throughput instance. 
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[0084] The siZe of the packet can be ascertained by 
reference to the packet and the duration of the packet travel 
time may, as previously discussed, be determined by sending 
a request for a return message and halving the round-trip 
message travel time. Thus, a ?rst step in calculating duration 
may be to send a message of known siZe along a route that 
is to be evaluated and requesting a return message. Duration 
is then equal to half of the round-trip message travel time 
less the packet delay time. 

[0085] Packet delay may vary from test to test. Therefore, 
it is bene?cial to smooth or ?lter the calculated packet delay. 
Packet delay smoothing may be performed by, for example, 
minimiZing the mean absolute underestimated error of a 
group of packet delay readings. Use of minimiZation of the 
mean absolute underestimated error was found experimen 
tally after experiments in minimiZing mean squared error 
resulted, in certain cases, in negative latencies which, of 
course cannot exist. Use of results in the third to tenth 
percentile was also found experimentally and results in a 
measurement that represents delay time that includes mini 
mum queuing at bottlenecks in the network such as routers, 
while eliminating the lowest measurements which have been 
found to frequently include error. Thus, for example, a 
reading falling in the third to tenth percentile may be 
selected as representative of packet delay by taking twenty 
sample readings and utiliZing the second lowest reading as 
representative of actual packet delay. 

[0086] Throughput may also vary from test to test. There 
fore, it is also bene?cial to smooth the calculated throughput 
value. To smooth throughput it is bene?cial to average 
throughput measurements received in a number of tests. 
Furthermore, because throughput is dependent on activity 
and network performance characteristics that change over 
time, it is bene?cial to weight more recent measurements 
more than measurements made earlier. Thus, a new through 
put measurement may be weighted at three percent of a 
smoothed throughput value while the previous smoothed 
throughput value is weighted at ninety-seven percent of the 
smoothed throughput value. 

[0087] That calculation may be represented by the equa 
tion: 

Smoothed throughput=(1—lambda)*previous 
smoothed value+lambda*current throughput measure 
ment; 

[0088] wherein lambda is equal to 0.03. In such an equa 
tion with lambda set at 0.03, a measurement will decay to 
half its original contribution after approximately 23 mea 
surements. 

[0089] An aspect of the present invention addresses the 
concept of a scalable network. Scalability can be de?ned as 
a measure of overhead per work done. In the case of an 
overlay, scalability may be de?ned to be a sum of the cost 
of the number of processor cycles and cost of the number of 
bytes sent on a network used to con?gure links of the 
network, divided by the number of bytes of data transferred 
for purposes of an application run by users. For example, 
many processor cycles are required to compute the best 
route between each pair of nodes on a network. In addition, 
it may be the case that each node in the overlay needs to 
exchange its routing state with other nodes by sending the 
routing state over the network. Thus, by minimiZing both the 
number of processor cycles and the amount of traf?c sent 
over the network, scalability may be maximiZed. 
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[0090] The number of processor cycles used and the 
number of bytes sent on the network are a function of three 
quantities: the number of nodes in the overlay; the number 
of links Which each node maintains; and the number of 
updates to the node’s routing state sent per minute. To make 
a truly scalable overlay, these three quantities must be 
minimized. HoWever, the ?nal quantity, the number of 
updates sent per minute, is a function of hoW frequently and 
to What eXtent netWork performance changes. Potentially, 
every time performance changes, every node in the netWork 
could be updated. Because control over the frequency of 
netWork performance changes is often lacking, the focus of 
the present invention is on optimiZing the number of nodes 
and the number of links, Which are discussed herein in turn. 
Prior overlays do not employ schemes to minimiZe both the 
number of links and the number of nodes and as a result are 
not scalable to the eXtent of the present invention. 

[0091] Each node in an overlay typically maintains infor 
mation about the best routes to use to reach every other node 
in the overlay. By minimiZing the number of nodes in the 
overlay, the processing overhead to compute and store these 
routes is reduced. In a non-overlay netWork, the number of 
nodes in the netWork is directly related to the number of 
users of the netWork and cannot be altered. An overlay, 
hoWever, can consist of just one node. Additional nodes can 
be added to increase performance and reliability of the 
overlay. The node placement schemes presented above lead 
to nodes being placed only Where they are needed to 
improve performance, hence the number of nodes is kept to 
the minimum required to achieve a given level of perfor 
mance. 

[0092] If there are N nodes in an overlay, then there are 
N*(N—1)/2 links connecting those nodes. Common IGP 
algorithms have run times that are proportional to at least the 
square of the number of links in the netWork because they 
are based on algorithms for computing shortest paths 
through graphs. See Thomas H. Cormen, Charles E, Leis 
erson, and Ronald L. Rivest INTRODUCTION To ALGO 
RITHMS, MIT Press, Cambridge, Mass. (1990), Which is 
incorporated herein by reference in its entirety. Thus, com 
puting the routing for a netWork having 1000 nodes Will take 
100,000,000 times longer than computing the routing for a 
netWork having 10 nodes. The increase in running time 
required to compute routing metrics becomes intolerable if 
the overlay is to scale to thousands of nodes. One approach 
to solving the scalability problem includes modifying the 
routing algorithm, and another approach includes reducing 
the number of links in the overlay. 

[0093] In a certain embodiment of the present invention, 
the number of links considered by the routing algorithm is 
reduced. That permits the use of standard routing algorithms 
that are knoWn to Work Well. Architecturally, the present 
invention may utiliZe a tWo layer routing system, Wherein 
the upper layer is a standard IGP algorithm and the loWer 
layer is equivalent to the link layer in a standard netWork, 
Wherein that loWer layer manages the links of the netWork. 
HoWever, unlike a standard netWork, links in the overlay can 
be added or deleted at any moment. Thus, the goal of the link 
layer in that embodiment is to maintain only a feW links per 
node While still ?nding paths Which improve performance. 
Three to ten links may, for eXample, be appropriate for a 
netWork of 100 nodes. The present invention may periodi 
cally measure the performance of the overlay links and then 
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the routing algorithm may be run to choose Which links to 
use to reach each node. MeanWhile, the link layer may also 
periodically add and drop links to try to improve the set of 
links fed to the routing algorithm While minimiZing the total 
number of links a node maintains. Thus, the present overlay 
netWork is scalable to hundreds or thousands of nodes. 

[0094] The lack of managed links has prevented large 
netWorks from considering extensive netWork performance 
metrics. In order to take performance metrics (such as 
latency and throughput) into account When routing packets 
through an overlay, it is necessary for nodes to exchange 
performance data With other nodes via some routing proto 
col. Since performance data changes relatively quickly (as 
fast as every feW minutes), nodes should also eXchange data 
at least every feW minutes. That eXchange can lead to a 
signi?cant overhead per netWork node. The present overlay 
netWork is designed to be scalable such that it may contain 
hundreds to thousands of nodes, such that the total overhead 
of using performance data is manageable. In contrast, the 
Internet, Which has millions of routers, is not currently able 
to use eXtensive performance data because its links Would be 
overWhelmed With performance updates. 

[0095] To improve the performance of the overlay, the 
overlay may periodically alter the links utiliZed by the nodes 
of the overlay. In one embodiment, for eXample, the link 
layer of a node X of the present invention may periodically 
choose a neW node, Y, from a list of all the nodes in the 
overlay to Which X does not currently link. X may then 
establish a link to Y and measure the performance of that 
link. 

[0096] To compute the performance of a route using a link, 
one or more packets from the origination node of that route 
to the destination node of that route that Would normally 
pass through node X through a knoWn link to a node Z are 
directed instead through the X to Y link. The route folloWed 
from Y to the destination node may be plotted by, for 
eXample, standard Internet routing such that nodes X and Y 
may be nodes on the overlay communicating over the Wide 
area netWork to Which they are coupled, and the route from 
Y to the destination node may pass through all non-overlay 
nodes on the Wide area netWork. The route from node Y to 
the destination node may be determined at the Y node by 
reference to a Y node routing table. Thus, the characteristics 
of the neW route from the origination node to the destination 
node in this eXample is equal to a combination of the 
characteristic of the eXisting link from the origination node 
to node X, the characteristic of the neW link from node X to 
node Y, and the characteristic of the standard link from node 
Y to the destination node. It should be recogniZed that an 
eXisting route from a node Aon the overlay to the destination 
node may be combined With a neW route from the origina 
tion node to node A, as Well. 

[0097] The eXtent of improvement, if any, that may be 
realiZed by utiliZing the link to Y may then be calculated. 
That calculation may be carried out by ?rst determining 
Which routes to other nodes could use the neW link. Such 
route use may be determined by invoking a commercially 
available routing algorithm. Each route may then be com 
pared to one or more eXisting routes and, if the percentage 
of routes that are improved is larger than an “add” threshold, 
Ta, then the neW link may be retained or may replace an 
eXisting route. That add threshold, Ta, may, for eXample, be 
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set such that at least forty percent of all routes are improved 
by use of the neW link. If the neW link isn’t determined to 
provide a signi?cant performance bene?t, the calculation 
may also be performed from the perspective of node Y (this 
is possible because X and Y inform each other of their 
routing state). If the neW link improves Y’s routing by more 
than Ta, then the link may be retained. If neither node’s 
routing state is improved signi?cantly, then the neW link Will 
typically be dropped and the existing links Will be retained. 

[0098] A database of optimum routes having knoWn char 
acteristics may be maintained by a processor or each pro 
cessor comprising an overlay netWork of the present inven 
tion. As has been discussed, different routes may be 
optimiZed for different characteristics even though the origi 
nation and destination nodes are the same. When making a 
determination as to Whether routes utiliZing a neW link 
should be added to that database, a person or processor may 
select a node X having a routing table containing a list of 
existing routes to all knoWn destination nodes and expected 
performance characteristics for each of those routes. To 
evaluate a neW link betWeen node X and another node Y, 
nodes X and Y exchange routing tables, thereby providing 
information regarding hoW to route information to each 
node. The present netWork may then cause nodes X and Y 
to measure the performance of certain desired characteristics 
or metrics applicable to routes betWeen those nodes. For 
example, throughput and/or duration may be determined for 
the X to Y and Y to X links. The result of the testing might 
be a determination of a single optimum route for each 
desired metric. Thus, a high throughput route may be 
established, a short latency route may be established, and a 
route having a combination of relatively high throughput 
and short latency may be established. It should be recog 
niZed that those routes may furthermore be the same or 
different routes. 

[0099] The bandWidth for the route de?ned in the above 
example that proceeds from the origination node to node X, 
to node Y, to the destination node, is equal to the minimum 
of the bandWidths of each of those three routes. Moreover, 
the latency of that route is equal to the sum of the latencies 
of the route from origination node to node X, the route from 
node X to node Y, and the link from node Y to the destination 
node. 

[0100] Next, for each destination node, the performance of 
the node X to node Y link Will be compared to one or more 
currently preferred routes. Ascore may be maintained as that 
comparison takes place such that, When a neW route achieves 
a high score, that route may be used for future transmissions. 
Thus, each time that a route to a destination through the X 
to Y link is tested and the performance of the route is better 
than the performance of previously used routes, the score of 
the X to Y link may be incremented. To increment a link 
score, it may be required that the improvement over existing 
routes be greater than a score threshold Which may be 
denoted as “Ts.” If the route including the X to Y link does 
not improve the performance of a transfer to the destination 
node by at least the amount of the threshold, the score Would 
conversely not be incremented. The result is that the score 
indicates the number of destinations for Which the neW route 
Would improve transfers passing through node X by more 
than the threshold. 

[0101] The score threshold, Ts, may be any desired value 
from Zero up to any desired value such as, for example, a 
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throughput improvement of tWenty-?ve percent, Wherein the 
throughput of the neW route less the throughput of the 
existing route divided by the throughput of the existing route 
is greater than tWenty-?ve percent, or: 

(Throughput 
Old>0.25 . 

New-Throughput Old)/I‘hroughput 

[0102] Furthermore, each time the neW route is deter 
mined to be better than the existing route by more than the 
score threshold, Ts, a score Will be incremented. Thus, after 
every route passing through node X has been tested for one 
or more desired characteristics, the score Will be equal to the 
number of routes that are improved by using the X to Y route 
over the previously used route. The score may then be 
compared to the total number of routes passing through the 
node being tested (i.e., node X) by dividing the score by the 
total routes passing through that node. If the percentage of 
improved routes is greater than the add threshold, Ta, the 
neW link X to Y Will qualify as the optimum route for one 
or more characteristics and Will, therefore, be utiliZed to 
transfer data requiring optimiZation of those characteristics. 
If the score divided by the total number of paths is less than 
the add threshold, Ta, the neW link X to Y Will be discarded. 

[0103] Similarly, periodically, the link layer of node X 
may also evaluate all of its existing links. If the bene?t to X 
of a link, L that connects to a node W is beloW a “drop” 
threshold, Td, and the bene?t of link L to W is also beloW 
Td, then that link may be dropped. Route testing for existing 
links is performed in the same Way as route testing for neW 
routes, Which has been described above in connection With 
the node X to node Y link and the comparison of a resulting 
score to add threshold Ta. Again, because each node 
exchanges its routing state With its directly connected neigh 
bors, each node is also able to perform routing calculations 
from the perspective of the neighbors. To prevent a large 
number of links from being accumulated at a node and to 
prevent links that are near the add threshold from being 
added and dropped repeatedly, the drop threshold, Td, may 
be set to a loWer value than Ta. In that Way, a hysteresis is 
built into the present invention such that there is a high 
standard for adding a link and a lesser standard for dropping 
a link. 

[0104] While the invention has been described in detail 
and With reference to speci?c embodiments thereof, it Will 
be apparent to one skilled in the art that various changes and 
modi?cations can be made therein Without departing from 
the spirit and scope thereof. Thus, it is intended that the 
present invention cover the modi?cations and variations of 
this invention provided they come Within the scope of the 
appended claims and their equivalents. 

What is claimed is: 
1. An overlay on a Wide area netWork, Wherein the Wide 

area netWork includes at least one backbone netWork, com 
prising a processor coupled to the backbone netWork, 
Wherein said processor contains instructions Which, When 
executed by said processor, cause said processor to optimiZe 
real time performance of data delivery from the processor to 
another processor on the Wide area netWork. 

2. A method of selecting an optimum route from a ?rst 
processor to a second processor in a Wide area netWork and 
of selecting an optimum route from a third processor to a 
fourth processor in the Wide area netWork, comprising: 




