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DATA TRANSFER SYSTEM USING MOBILE IP 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a data transfer 
system using mobile IP. In particular, the present invention 
relates to a data transfer system using mobile IP that makes 
possible ef?cient seamless data transfer for a mobile termi 
nal moving betWeen foreign netWorks. 

[0003] 2. Description of the Related Art 

[0004] In the Internet, a netWork address portion of an IP 
address assigned to a mobile host (MH) becomes an address 
peculiar to a home netWork (HN) to Which the MH belongs. 
When the MH has moved to a foreign netWork(FN), it is 
necessary to neWly acquire an IP address containing an 
address peculiar to the FN. 

[0005] On the other hand, as a technique for continuing 
connection Without changing an IP address as if the MH is 
connected to the HN even in the case Where the MH is 
moved from the HN to the FN, the mobile IP prescribed in 
RFC (Request For Comments) 2002 has been standardiZed. 

[0006] In order to implement the mobile IP, a node called 
home agent (HA) is disposed in the HN and a node called 
foreign agent (FA) is disposed in the FN as shoWn in FIGS. 
9 to 12. 

[0007] Since the MH has already acquired an IP address 
that can be utiliZed in the HN, the MH can directly receive 
IP packets While the MH is connected to the HN. When the 
MH has moved to an FN, or When the MH has moved 
betWeen FNs, the MH recogniZes the FN to Which the MH 

itself belongs, by receiving an agent advertisement message publiciZed periodically by an FA of movement 

destination. As shoWn in FIG. 9, the MH places the IP 
address of the FA of the movement destination on an RRQ 
(registration request) message, and noti?es it to the HA of 
the HN. In response to the RRQ message, the HA transfers 
an RRP (registration reply) message to the MH via the FA 
and completes the location registration. 

[0008] Thereafter, all IP packets sent from an opposite 
terminal CN toWard the MH are taken over by the HA as 
shoWn in FIG. 10. The HA encapsulates (IP-tunnels) IP 
packets having the IP address of the MH as destination by 
using IP packets having the IP address of the FA as desti 
nation, and transfers resultant IP packets to the FA via the 
Internet. From the encapsulated IP packets, the FA restores 
the original IP packets directed to the MH. The FA transfers 
the restored original IP packets to the MH via an access point 
AP. 

[0009] As for data directed from the MH to the CN, the 
data are transferred to a GWR Whose address has been 
acquired by an AA message transmitted from the FN as 
shoWn in FIG. 11. As a result, the data are transferred to the 
CN according to ordinary IP routing. 

[0010] If the MH moves from FN1 to FN2 as shoWn in 
FIG. 12, then the MH establishes an association With an AP 
of movement destination, thereafter issues a registration 
request to the HA, and causes the HA to transfer data 
directed to the MH. 

Apr. 24, 2003 

[0011] In the conventional communication using mobile 
IP, the intervals at Which the FA sends AA messages are at 
least approximately once per second. As a matter of fact, the 
lifetime of AA messages is de?ned as at least three (3) 
seconds. During at least this period, the MH does not send 
the RRQ message. Therefore, the time required for the HA 
to recogniZe movement of the MH becomes long. Until the 
location registration is completed, all data directed to the 
MH are transferred from the CN to the FN1, Which is the FN 
before the movement. In other Words, transfer interruption is 
caused until location registration at the movement destina 
tion is completed. The MH attempts to transfer data directed 
to the CN to the GWR of the FN1 preceding the movement. 
HoWever, the data are not transferred because the GWR of 
the FN1 is in another netWork. In this case as Well, transfer 
interruption is caused. 

SUMMARY OF THE INVENTION 

[0012] An object of the present invention is to provide a 
data transfer system using mobile IP that does not cause a 
transfer interruption even When an MH moves betWeen FNs 
and makes possible seamless data transfer. 

[0013] In accordance With the present invention, there is 
provided a data transfer system using mobile IP comprising: 
a MAC (media access control) bridge having a plurality of 
ports to Which different FNs are respectively connected, and 
a ?ltering database on the MAC bridge, in Which the MAC 
bridge includes: means responsive to a MAC address reg 
istration request issued by an AP in an FN, for storing the 
MAC address of the mobile terminal and an identi?er of a 
port to Which the FN is connected, in the ?ltering DB; means 
for registering a relation of association of the MAC address 
of the MH accommodated in an FN With an identi?er of a 
port to Which the FN is connected, in the ?ltering DB, on the 
basis of an AA message transmitted from an FA accommo 
dated in each FN; and means for referring to the ?ltering DB 
on the basis of the destination MAC address of a frame input 
to each port, and transferring the frame to the port on the 
basis of the already registered relation of association of the 
address With a port identi?er. 

[0014] According to the feature, When the MH has moved 
from the FN1 to the FN2, the MH can receive a frame 
directed to the MH but transferred to the FN1 Where the MH 
Was located before the movement, in the FN2 Whereto the 
MH has moved, via the MAC bridge, even before location 
registration is completed, that is, reception of the AA mes 
sage, transmission of the RRQ (registration request) mes 
sage, and reception of the RRP (registration reply), if only 
a registration request of the MAC address of the MH is 
transmitted to the MAC bridge irrespective of the reception 
of the AA (agent advertisement) message and the MAC 
bridge registers the relation of association of its oWn address 
With the FN2 accommodating its oWn address in the ?ltering 
DB. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a block diagram shoWing a con?guration 
of an embodiment according to the present invention; 

[0016] FIG. 2 is a ?oWchart shoWing an operation in the 
embodiment according to the present invention; 

[0017] FIGS. 3 to 6 are block diagrams shoWing a method 
of registering an address in a MAC bridge; 
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[0018] FIGS. 7 and 8 are block diagrams showing a frame 
transfer method conducted by the MAC bridge; and 

[0019] FIGS. 9 to 12 are block diagrams showing a 
location registration procedure in a conventional mobile IP. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0020] FIG. 1 is a block diagram shoWing a netWork 
con?guration of mobile IP to Which the present invention is 
applied. A plurality of foreign netWorks FN1 and FN2 are 
connected to each other by a MAC bridge. 

[0021] The case Where tWo FNs, i.e., FN1 and FN2 are 
connected to each other by the MAC bridge Will noW be 
described as an eXample. HoWever, a similar operation is 
also conducted in the case Where three or more FNs, i.e., 
FN1, FN2, FN3, . . . are connected. The FN1 is connected 
to a port A of the MAC bridge, and the FN2 is connected to 
a port B of the MAC bridge. AP1 and AP2 are accommo 
dated in the FN1 and FN2, respectively. 

[0022] The FN1 accommodates a plurality of nodes 
including FA1 and GWR1. The FN2 accommodates a plu 
rality of nodes including FA2 and GWR2. MAC addresses 
of nodes and terminals accommodated in each of the FN1 
and FN2 are registered in a ?ltering DB of the MAC bridge, 
together With an identi?er (“A” or “B”) of a port Where the 
accommodating FN is connected to the MAC bridge and an 
aging time, as described in detail later. The present embodi 
ment has a feature that each of the FN1 and FN2 is made to 
conduct handover fast by using its layer 2 function. 

[0023] Operation of the present embodiment Will noW be 
described With reference to a ?oWchart of FIG. 2. If an MH 
moves from an HN to the FN1 and connection betWeen the 
AP1 in the FN1 and the MH is established as shoWn in FIG. 
3, then the AP1 advertises a MAC address registration 
request MARQ message concerning a MAC address “MA1” 
of the MH from a port other than a radio interface. 

[0024] If the MAC bridge receives the MARQ message 
from the portA at step S11, then the MAC bridge determines 
Whether a combination of the MAC address “MA1” of the 
MH and the identi?er “A” of the receiving port has already 
been registered in the ?ltering DB at step S12. Since the 
combination is judged to be not yet registered, the combi 
nation of the MAC address “MA1” and the receiving port 
“A” is registered in the ?ltering DB together With an aging 
time (in the present embodiment, the initial value is “10”). 

[0025] If the relation of association of the MAC address 
“MA1” With the port identi?er “A” has already been regis 
tered in the ?ltering DB, then the aging time is updated to 
the initial value at step S14. The aging time decreases With 
the time lapse. When the aging time has become “0,” the 
entry is erased. 

[0026] If the MAC bridge receives an AA message from 
FA1 and FA2 respectively on the FN1 and FN2 connected to 
respective ports as shoWn in FIG. 4 at step S21, the MAC 
bridge extracts IP addresses of GWR1 and GWR2 respec 
tively in the FN1 and FN2 at step S22. In FIG. 4, an AA 
message sent from the FA1 is input to the port A and an AA 
message sent from the FA2 is input to the port B. 

[0027] In the AA message sent from the FA1, a MAC 
address [MF1] of the FA1 is stored in the source address 
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region (src). In the destination address region (dst), an 
address [b/c] to the effect that the pertinent frame is a 
broadcast (advertisement) is stored. In the data region (data), 
information [AA(IR1a)]to the effect that the pertinent frame 
is an AA message of the GWR1 having “IR1a” as its IP 
address is stored. 

[0028] In the AA message sent from the FA2, a MAC 
address [MF2] of the FA2 is stored in the source address 
region (src). In the destination address region (dst), an 
address [b/c] to the effect that the pertinent frame is a 
broadcast (advertisement) is stored. In the data region (data), 
information [AA(IR2a)] to the effect that the pertinent frame 
is an AA message of the GWR2 having “IR2a” as its IP 
address is stored. 

[0029] Upon receiving the AA message, the MAC bridge 
determines Whether IP addresses of the GWR1 and GWR2 
are already registered in an ARP (address resolution proto 
col) table, Which is not shoWn, at step S23. In the ARP table, 
a MAC address corresponding to an IP address is stored by 
using the IP address as an indeX. If the IP address is already 
registered, the MAC bridge extracts a MAC address corre 
sponding to the IP address at step S24. The processing 
proceeds to step S27 described later. If a MAC address 
corresponding to the IP address is not yet registered in the 
ARP table, then the MAC bridge broadcasts an ARP request 
message at step S25 in order to inquire of GWR1 and GWR2 
about MAC addresses corresponding to their IP addresses. 

[0030] In the ARP request message broadcast from the 
portAof the MAC bridge, a MAC address [MBa] of the port 
A of the MAC bridge is stored in the source address region 
as shoWn in FIG. 5. In the destination address region, an 
address [b/c] to the effect that the pertinent frame is a 
broadcast is stored. In the data region, information 
[ARP(IR1a)] to the effect that the pertinent frame is a MAC 
address request to the GWR1 having “IR1a” as its IP address 
is stored. 

[0031] In the ARP request message broadcast from the 
port B of the MAC bridge, a MAC address [MBb] of the port 
B of the MAC bridge is stored in the source address. In the 
destination address region, an address [b/c] to the effect that 
the pertinent frame is a broadcast is stored. In the data 
region, information [ARP(IR2a)] to the effect that the per 
tinent frame is a MAC address request to the GWR2 having 
“IR2a” as its IP address is stored. 

[0032] In response to the ARP request message, the 
GWR1 returns a frame having a MAC address [MR1a] of 
the GWR1 itself as the source address thereof, a MAC 
address [MBa] of the port A of the MAC bridge as the 
destination address thereof, and a relation of association 
[ARP(IR1a, MR1a)] betWeen the IP address and the MAC 
address as data thereof. 

[0033] In response to the ARP request message, the 
GWR2 also returns a frame having a MAC address [MR2a] 
of the GWR2 itself as the source address thereof, a MAC 
address [MBb] of the port B of the MAC bridge as the 
destination address thereof, and a relation of association 
[ARP(IR2a, MR2a)] betWeen the IP address and the MAC 
address as data thereof. 

[0034] The MAC bridge receives respective frames and 
acquires MAC addresses of the GWR1 and GWR2 at step 
S26. The MAC bridge determines Whether each combina 
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tion of the MAC address and the receiving port is already 
registered in the ?ltering DB at step S27. If the combination 
is not yet registered, the port Where the pertinent message 
has been received and the MAC addresses (MR1a, MR2a) 
respectively of the GWR1 and GWR2 are registered in the 
?ltering DB at step S29 together With an initial value “10” 
of the aging time. If the combination of the MAC addresses 
and the receiving port is already registered, the aging time 
is updated to the initial value “10” at step S28. 

[0035] Thereafter, if the MH moves from the FN1 to the 
FN2 as shoWn in FIG. 6, then processing of the steps S11 to 
S14 is repeated. At this time, at the step S12, a combination 
[MA1, B] of the MAC address [MA1] of the MH and the 
receiving port “B” is judged to be not yet registered (see 
FIG. 5). HoWever, an entry including the MAC address 
“MA1” already eXists. In such a case, therefore, the already 
eXisting combination [MA1, A] including the MAC address 
[MA1] is updated to become a neW combination [MA1, B] 
and the initial value “10” is registered in the aging time as 
shoWn in FIG. 6. 

[0036] Furthermore, as shoWn in FIG. 7, When a frame 
directed to the MH is input to the FN1 Where the MH is 
located before movement and it is sensed by the MAC 
bridge at step S31, the ?ltering DB is referred to on the basis 
of the destination address (MA1) of the pertinent frame at 
step S32. It is determined at step S33 Whether the destination 
address is already registered in the ?ltering DB. Since the 
destination address is noW judged to be already registered, 
the pertinent frame is transferred to a port (the port B in the 
case of FIG. 7) associated With the destination address 
(MA1) at step S34. 

[0037] If the destination address “MA1” is judged at the 
step S33 to be not yet registered in the ?ltering DB, then the 
pertinent frame is discarded at step S35. 

[0038] Furthermore, as shoWn in FIG. 8, When the MH 
transmits a frame to the CN, the frame is transmitted to an 
address (MR1a) of the GWR1 previously acquired by the 
AA message from the FA1, Which serves as the gateWay to 
the destination. If it is sensed by the MAC bridge at the step 
S31, then the ?ltering DB is referred to on the basis of the 
destination address (MR1a) of the pertinent frame at step 
S32. It is determined at step S33 Whether the destination 
address is already registered in the ?ltering DB. Since the 
destination address is noW judged to be already registered, 
the pertinent frame is transferred to a port (the port A in the 
case of FIG. 8) associated With the destination address 

(MR1a). 
[0039] According to the present invention, When the MH 
has moved from the FN1 to the FN2, the MH can receive a 
frame directed to the MH but transferred to the FN1 Where 
the MH Was located before the movement, in the FN2 
Whereto the MH has moved, via the MAC bridge, even 
before location registration is completed, that is, reception of 
the AA message, transmission of the RRQ (registration 
request) message, and reception of the RRP (registration 
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reply), if only a registration request of the MAC address of 
the MH is transmitted to the MAC bridge irrespective of the 
reception of the AA (agent advertisement) message and the 
MAC bridge registers the relation of association of its oWn 
address With the FN2 accommodating its oWn address in the 
?ltering DB. Therefore, it becomes possible for the MH to 
quickly receive a frame directed to itself in the FN2 Whereto 
the MH has moved. 

What is claimed is: 
1. A data transfer system using mobile IP, comprising: 

a MAC bridge having a plurality of ports to Which 
different foreign netWorks(FN) are respectively con 
nected; and 

a ?ltering data base(DB) for the MAC bridge, Wherein the 
MAC bridge comprises: 

means for storing a MAC address of the mobile 
host(MH) and an identi?er of a port to Which the 
foreign netWork(FN) is connected, in the ?ltering 
data base(DB), responsive to a MAC address regis 
tration request issued by an AP in a foreign net 

Work(FN); 
means for registering a relation of association of a 
MAC address of a terminal accommodated in an FN 
With an identi?er of a port to Which the foreign 
netWork(FN) is connected, in the ?ltering data 
base(DB), on the basis of an agent advertisemen 
t(AA) message transmitted from a foreign agent (FA) 
accommodated in each foreign netWork(FN); and 

means for referring to the ?ltering data base(DB) on the 
basis of the destination MAC address of a frame 
input to each port, and transferring the frame to the 
port on the basis of the already registered relation of 
association of the address With a port identi?er. 

2. The data transfer system using mobile IP according to 
claim 1, Wherein the relation of association of the MAC 
address of each terminal With a port identi?er, registered in 
the ?ltering DB is erased When a time period during Which 
the relation is not referred to has exceeded a predetermined 
time. 

3. The data transfer system using mobile IP according to 
claim 1, Wherein if an address received by means of an agent 
advertisement message is an IP address of a gateWay, the 
MAC bridge eXecutes an ARP (address resolution protocol), 
acquires a MAC address corresponding to the IP address, 
and registers a relation of association of the MAC address 
With a port identi?er. 

4. The data transfer system using mobile IP according to 
claim 2, Wherein if an address received by means of an agent 
advertisement message is an IP address of a gateWay, the 
MAC bridge eXecutes an ARP (address resolution protocol), 
acquires a MAC address corresponding to the IP address, 
and registers a relation of association of the MAC address 
With a port identi?er. 


