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(57) ABSTRACT 

A technique for secure ?le access control via directory 
encryption. Filenames of data ?les stored by a netWork 
server are encrypted so as to protect them in the event the 
server is untrustworthy, such as in a distributed computing 
environment. TWo encryption keys are employed so as to 
provide different access capabilities. For example, clients of 
the server that are authorized to perform read-only opera 
tions on the ?les may be prevented from modifying the ?les, 
While client that are authorized to perform Write operations, 
may modify the ?les or even delete the ?les. In a preferred 
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structure. Because the directory structure is otherWise 
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to perform ?le management and space management func 
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SECURE FILE ACCESS CONTROL VIA 
DIRECTORY ENCRYPTION 

FIELD OF THE INVENTION 

[0001] The present invention relates to the ?eld of data 
storage for computer systems. More particularly, the present 
invention relates to the ?eld of data security for computer 
storage systems. 

BACKGROUND OF THE INVENTION 

[0002] In a distributed computer system, data storage is 
typically performed by a centraliZed storage server or by 
multiple storage nodes. Networked clients may store ?les 
and retrieve ?les from this system and use the storage system 
as a shared data repository. For example, ?les may be shared 
by a client retrieving and reading a ?le previously stored by 
another client. As another example, several different clients 
may contribute to a single ?le, such as by modifying the ?le. 

[0003] Computer system users and organiZations are 
becoming increasingly dependent upon shared, netWorked 
data. As this dependence increases, the need to protect this 
data from prying or malicious persons becomes increasingly 
critical. There are currently a number of data security 
schemes for netWorked computing environments. HoWever, 
tWo principal conventional approaches each have their draW 
backs. 

[0004] One conventional data security approach is to 
encrypt the data on the server. In such a system, the clients 
typically perform the encryption prior to uploading their 
?les to the server. And, since ?lenames are often chosen by 
users for their ability to accurately describe the contents 
stored in the associated data ?le, the entire directory struc 
ture, including ?lenames and ?les are typically encrypted in 
such a scheme. A draWback is that the server has limited 
ability to perform ?le management and space management 
functions since it has limited access to the ?les and to the 
directory. Alternately, the server maintains control of the 
underlying ?le system. This alloWs improved ?le manage 
ment functionality of the server. In such a system, hoWever, 
the server needs to be trusted or, else, an attack on the server 
might alloW unauthoriZed persons to access ?le information. 

[0005] Another conventional approach is to provide secu 
rity protection for communications betWeen the storage 
server and clients. Accordingly, the data is often stored as 
plainteXt (not encrypted), but is then encrypted for trans 
mission and decrypted upon reception. This protects the data 
against eavesdroppers on insecure communication channels. 
HoWever, this does not protect against an untrustWorthy 
server, such Where servers are shared among several admin 
istrative domains, nor does this scheme protect against 
attacks directly on the server. Another disadvantage of this 
scheme is that the server needs to perform encryption and 
decryption as requests are made. This requires that the server 
have suf?cient processing poWer and also tends to increase 
latency for accesses to the server. 

[0006] Therefore, What is needed is an improved tech 
nique for securing data in a storage system that does not 
suffer from the aforementioned draWbacks. In addition, such 
a technique should alloW different access capabilities for 
clients Who share a ?le, such as to prevent those clients Who 
are authoriZed only to read ?le from making changes to the 
?le. It is to these ends that the present invention is directed. 
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SUMMARY OF THE INVENTION 

[0007] The invention is a technique for secure ?le access 
control via directory encryption. Filenames of data ?les 
stored by a netWork server are encrypted so as to protect 
them in the event the server is untrustWorthy, such as in a 
distributed computing environment. TWo encryption keys 
are employed so as to provide different access capabilities. 
For eXample, clients of the server that are authoriZed to 
perform read-only operations on the ?les may be prevented 
from modifying the ?les, While clients that are authoriZed to 
perform Write operations, may modify the ?les or even 
delete the ?les. In a preferred embodiment, encrypted ?le 
names replace plainteXt ?les in a directory structure Without 
otherWise changing the directory structure. Because the 
directory structure is otherWise unchanged, the server may 
still have adequate information to perform ?le management 
and space management functions. 

[0008] In accordance With an aspect of the invention, a 
method of, and apparatus for, ?le access control is provided. 
An encrypted ?lename of a ?le is stored at a location in a 
computing system (e.g., at a server). The encrypted ?lename 
is converted into a plainteXt ?lename (e.g., at a client). The 
plainteXt ?lename is modi?ed into a modi?ed ?lename. An 
entity (e.g., the client) is authoriZed to access the ?le for 
performing a type of operation (e.g., a Write operation) on 
the ?le based on the modi?ed ?lename. 

[0009] To convert the encrypted ?lename into the plainteXt 
?lename, as indicated above, a combination of tWo encryp 
tion keys may be used. To encrypt the plainteXt ?lename into 
the modi?ed ?lename, as indicated above, a ?rst one of the 
tWo encryption keys may be used. To encrypt the modi?ed 
?lename to determine Whether the result matches the 
encrypted ?lename, as indicated above, the second one of 
the tWo encryption keys may be used. 

[0010] A?rst one of the tWo encryption keys may be used 
to encrypt the plainteXt ?lename and a hash function may be 
performed on the ?lename, thereby forming the modi?ed 
?lename. The modi?ed ?lename may be compared to a 
stored hash value. 

[0011] The encrypted ?lename may be encrypted using a 
?rst key prior to being stored and a second encrypted 
?lename of the ?le (encrypted using a second key) may be 
stored at the location. The ?rst key may be used to convert 
the encrypted ?lename into the plainteXt ?lename. The 
second key may be used to encrypt the plainteXt ?lename 
into the modi?ed ?lename. The modi?ed ?lename may be 
compared to the second encrypted ?lename. A hash function 
may be performed on the ?lename after using the second key 
to encrypt the plainteXt ?lename. 

[0012] The plainteXt ?lename may permit read access to 
the ?le. The encrypted ?lename may be substituted into a 
directory structure in place of the plainteXt ?lename. 

[0013] In accordance With another aspect of the invention, 
an apparatus for controlling access to a ?le includes a server 
having a stored encrypted ?lename of a ?le. The server is in 
communication With a Writer and a reader. The Writer is a 
client of the server and has a ?rst key that permits the Writer 
to Write to the ?le. The reader is another client of the server 
and has a combination of the ?rst key and a second key 
Which permits the reader to read the ?le. 
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[0014] The stored encrypted ?lename may be obtained by 
encrypting a ?lename of the ?le using the combination of the 
?rst key and the second key. The server may determine that 
the Writer is authoriZed to Write to the ?le by receiving from 
the Writer the ?lename encrypted using the ?rst key, and 
encrypting the received ?lename again using the second key 
thereby forming a tWice encrypted ?lename and, then, 
comparing the tWice encrypted ?lename to the stored 
encrypted ?lename. Alternately, the server may determine 
that the Writer is authoriZed to Write to the ?le by receiving 
from the Writer the ?lename encrypted using the ?rst key, 
and applying a hash function to the received ?lename 
thereby forming a computed hash value and comparing the 
computed hash value to a stored hash value. 

[0015] In accordance With yet another aspect of the inven 
tion, an apparatus for controlling access to a ?le includes a 
server having a ?rst stored encrypted ?lename of the ?le and 
a second stored encrypted ?lename of the ?le. The server is 
in communication With a Writer and a reader. The Writer is 
a client of the server and has a ?rst key that permits the 
Writer to Write to the ?le. The reader is another client of the 
server and has a second key that permits the reader to read 
the ?le. 

[0016] The reader may decrypt the ?rst stored encrypted 
?lename using the ?rst key. The server may determine that 
the Writer is authoriZed to Write to the ?le by receiving from 
the Writer the ?lename encrypted using the second key and 
comparing the received ?lename to the second stored 
encrypted ?lename. The server may perform a hash function 
on the received ?lename before comparing the received 
?lename to the second stored encrypted ?lename. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 illustrates a block schematic diagram of a 
general-purpose computer system by Which the present 
invention may be implemented; 

[0018] FIG. 2 illustrates diagrammatically a ?le structure 
for data stored in the data storage system of FIG. 1; 

[0019] FIG. 3 illustrates diagrammatically ?le directory 
entries encrypted in accordance With the present invention; 

[0020] FIG. 4 illustrates diagrammatically ?le directory 
entries encrypted in accordance With a ?rst alternate 
embodiment of the present invention; and 

[0021] FIG. 5 illustrates diagrammatically ?le directory 
entries encrypted in accordance With a second alternate 
embodiment of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0022] FIG. 1 illustrates a block schematic diagram of a 
computer system 100 by Which the present invention may be 
implemented. The computer system 100 may include a 
general-purpose processor 102, program memory 104 (e.g., 
RAM), data storage 106 (e.g., one or more hard disks), a 
communication bus 108, and input/output devices 110, such 
as a keyboard, monitor, mouse and netWork interface. The 
computer system 100 is conventional. As such, it Will be 
apparent that the system 100 may include more or feWer 
elements than shoWn in FIG. 1 and that other elements may 
be substituted for those illustrated in FIG. 1. One or more 
softWare programs for implementing the present invention 
may be stored in the memory 104. 
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[0023] In one embodiment, the computer system 100 
functions as a netWork ?le server or database system. 

Accordingly, the system 100 may provide access to a 
signi?cant quantity of data stored in the memory 106. A 
number of netWorked clients (e.g., Workstations) 112 may, 
for eXample, access the data via the system 100. Note that 
the server 100 may be implemented by a single netWork 
node (a centraliZed server) or implemented by multiple 
netWork nodes (a distributed server). 

[0024] FIG. 2 illustrates diagrammatically a ?le structure 
200 for data that may be stored in the data storage system 
106 of FIG. 1. As shoWn in FIG. 2, the ?le structure 200 
includes ?les 202 and a directory 204. The directory 204 
may include ?lenames 206 and pointers 208 (also referred to 
“inode pointers,” as in UNIX operating systems). The direc 
tory 204 may be further linked to the ?les 202 by ?le 
information 210 (also referred to as “inodes,” as in UNIX 
operating systems). Thus, for each of a number n of the ?les 
202, a corresponding entry in the directory 204 may include 
a ?le name 206 and a pointer 208. 

[0025] The inode pointers 208 point to inodes 210 in the 
structure 200 Which contain information about each of the 
corresponding ?les 202. For each ?le, this inode 210 may 
include, for eXample, time stamps indicating When the ?le 
Was created and/or last modi?ed, oWnership information, 
siZe and location. Thus, to access a ?le, such as to read the 
?le or Write to the ?le, a client 112 (FIG. 1) of the server 100 
may provide a request to the server 100. The request 
indicates the operation (e.g., read or Write) and the particular 
?lename 206. The server 100 then uses the ?lename 206 to 
identify the inode pointer 208 for the ?le. The inode pointer 
208 and inode 210 are then used to locate the ?le itself. The 
server 100 then performs the instruction on the ?le. In a 
preferred embodiment, the directory structure 200 is in 
accordance With the UNIX operating system, hoWever, it 
Will be apparent that another directory structure may be 
selected. 

[0026] In accordance With the present invention, entries in 
the directory 204 are encrypted in order to prevent unau 
thoriZed access to the ?les 202. FIG. 3 illustrates diagram 
matically ?le directory entries encrypted in accordance With 
one embodiment of the present invention. Unencrypted (also 
referred to as “plainteXt”) directory entries 302, Which might 
be stored in the directory 204 of FIG. 2, are instead replaced 
With encrypted directory entries 306. 

[0027] To form the directory entries 306, each of the 
plainteXt entries 302 is encrypted using tWo different encryp 
tion keys k1 and k2. More particularly, a plainteXt entry is 
encrypted using the key k1. The encrypted portion of the 
entry 302 preferably includes only the corresponding ?le 
name 206 (FIG. 2) and not the inode pointer 208 (FIG. 2). 
HoWever, With appropriate modi?cations, the inode pointer 
208 may be encrypted. For simplicity, these various possi 
bilities are all referred herein to as encryption of the ?le 
name. 

[0028] An encryption operation “E” using key k1 on a 
directory entry “M” may be given as: Ek1[M]. This opera 
tion may be used to form the directory entries 304 shoWn in 
FIG. 3. NeXt, the entries 304 may be encrypted using the key 
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k2 to form the entries 306. Thus, the encryption operation E 
using key k2 on a once encrypted entry Ek1[M] may be 
given as: Ek2[Ek1[M]]. 

[0029] The encryption operation E has the property that: 

Ek2[Ek1[M]]=E(k1 *k2) [M] 

[0030] That is, the entries 306 can be obtained by ?rst 
encrypting a plainteXt entry 302 using the key k1 and then 
encrypting the result using the key k2 or, equivalently, by 
combining the tWo keys k1 and k2 (given as:k1*k2) and then 
encrypting the plainteXt entry using the combined key 
(k1*k2). The operation by Which the key are combined 
(given by: *) may be any operation, such as multiplication, 
that satis?es the above property. To provide effective secu 
rity, it should be computationally dif?cult to derive one of 
the keys from the other key and the combined key (k1*k2). 

[0031] Note that the once encrypted entries 304 need not 
actually be computed or stored. For eXample, the tWice 
encrypted entries 306 can be computed directly from the 
entries 302 using the product of the tWo keys. 

[0032] The doubly encrypted entries 306 may be stored in 
the directory 202 (FIG. 2) of the server 100 (FIG. 1). In 
addition, the server 100 may be provided With one of the 
keys (e.g., the key k2). As an eXample, a client Who creates 
a ?le (the “oWner” of the ?le) may generate or select the keys 
k1 and k2 to be used for encrypting the associated directory 
entries. The selected keys may be used for a single data ?le 
or for plural data ?les, depending upon the circumstances. 
For example, Where a collection of ?les are related, such as 
?les created by a particular group Within an organiZation, the 
same keys may be assigned to the collection of ?les. The key 
k2 may then be communicated from the client 112 to the 
server 100, Which then stores key k2. 

[0033] Clients 112 (or persons) Who are authoriZed to 
perform Write operations (“Writers”) on the ?les 202 may be 
given the key not provided to the server 100 (e.g., the key 
k1) and the plainteXt ?lename 302 of the ?le to be Written to. 
The client system 112 may encrypt the plainteXt ?lename 
using the key k1 and then may provide the result (Ek1[M]) 
to the server 100. The server 100 may encrypt the result 
(Ek1[M]) received from the client 112 using the key k2 and 
then may attempt to match the result to the tWice encrypted 
entries 306 stored in the directory 204 (FIG. 2). If a match 
is found, the server 100 may then alloW the client 112 to 
perform desired Write operations to the ?le. OtherWise, the 
Write operation may be disalloWed. Accordingly, the plain 
teXt ?lename encrypted using the key k2 provides Write 
authoriZation. 

[0034] Clients 112 (or persons) Who are authoriZed to 
perform read operations (“readers”) on the ?les 202 (FIG. 2) 
may be given the combination of the tWo keys (k1*k2). The 
client system 112 may then decrypt the tWice encrypted 
?lenames 306 to recover the plainteXt ?lenames 302 using 
the combination of the keys (k1*k2). From the plainteXt 
?lenames 302, the user may then determine Which of the 
?les 202 the user desires to read. Then, the client system 112 
may encrypt the plainteXt ?lename 302 of the desired ?le to 
be read using the tWo keys k1 and k2. The client system 112 
may then provide the result (Ek2[Ek2[M]]) to the server 
100. The server 200 may then compare the result (Ek2[Ek2 

to the tWice encrypted entries 306 stored in the 
directory 204 (FIG. 2). If a match is found, the client may 
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then perform desired read operations to the ?le. Accordingly, 
the plainteXt ?lename encrypted using the combination of 
keys (k1*k2) provides read authoriZation. Readers Will not 
generally be able to factor the product (k1*k2) into the 
constituent keys. Accordingly, readers Will not be able to 
gain access to the key k2 from the product (k1*k2) and, thus, 
Will not be able to perform Write operations on the ?les 202. 

[0035] Note that clients 112 Who are authoriZed to perform 
read operations on a ?le or group of ?les 202 Will generally 
include those clients 112 Who are authoriZed to perform 
Write operations on the ?le or ?les. Accordingly, clients 112 
Who are authoriZed to perform Write operations may be 
given the key k1 or the combination of the tWo keys (k1 and 
k2), in addition to the key k2. This Will alloW Writers to 
obtain the plainteXt ?lenames 302 from the tWice encrypted 
?lenames 306 so that the Writers Will be able to identify a ?le 
desired to be Written to by its plainteXt ?lename. 

[0036] One disadvantage of the embodiment described 
above may be that the server 100 has access to the key k2. 
Thus, if the server 100 is not trusted (e.g., not physically 
secure), the key k2 might be obtained by unauthoriZed 
persons. Accordingly, in accordance With a ?rst alternate 
embodiment of the invention, the server 100 does not have 
access to the key k2. Rather, the server 100 stores hash 
values for the tWice encrypted values. 

[0037] More particularly, FIG. 4 illustrates diagrammati 
cally ?le directory entries encrypted in accordance With a 
?rst alternate embodiment of the present invention. Simi 
larly to FIG. 3, FIG. 4 illustrates the plaintext ?lenames 
302, the once encrypted ?lenames 304 (given by: Ek1[M]), 
the tWice encrypted ?lenames 306 (given by: Ek2[Ek1[M]] 
or by: E(k1*k2)[M]). In addition, the once encrypted ?le 
names 304 are hashed in accordance With a hash function H 
to form hashed values 402 given by: H[Ek1[M]]. In a 
preferred embodiment, the hash function H is one-Way; that 
is, the hashed values 402 can be readily determined from the 
encrypted ?lenames 304, hoWever, the encrypted ?lenames 
304 cannot be readily determined from the hashed values 
402. For eXample, the hash function H may include Secure 
Hash Algorithm (SHA-l) in accordance With the Secure 
Hash Standard (SHS). In addition, unlike the keys k1 and k2, 
the hash function H itself need not be secret. 

[0038] Similarly to the embodiment of FIG. 3, the server 
100 (FIG. 1) stores the tWice encrypted ?lenames 306 and 
does not store the once encrypted ?lenames 304 or the 
plainteXt ?lenames 302. HoWever, instead of storing the key 
k2, as in the embodiment of FIG. 3, the server 100 (FIG. 1) 
preferably stores the hashed values 402 in the embodiment 
of FIG. 4. Accordingly, the embodiment of FIG. 4 over 
comes the disadvantage associated With the embodiment of 
FIG. 3, described above, in Which the server 100 has access 
to the key k2. 

[0039] Similarly to the embodiment of FIG. 3, clients 112 
Who are authoriZed to perform read operations (readers) may 
be given the combination of the tWo keys (k1*k2). The 
combination of the tWo keys (k1*k2) may be used to decrypt 
the tWice encrypted ?lenames 306 that are stored in the 
server 100 into the plainteXt ?lenames 302 so that the ?les 
202 (FIG. 2) may be accessed for reading. 

[0040] Also, similarly to the embodiment of FIG. 3, 
clients 112 Who are authoriZed to perform Write operations 
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(Writers) may be given the key k1. Write operations, hoW 
ever, may be performed differently than in the embodiment 
of FIG. 3. More particularly, to perform a Write operation on 
a ?le, the Writer may form the once encrypted ?lename 304 
from the plainteXt ?lename 202 using the key k1. 

[0041] The Writer may then provide the once encrypted 
?lename 304 to the server 100. The server 100 may then 
perform the hash function H on the once encrypted ?lename 
304 to form the hash value 402. Alternately, rather than the 
server 100 performing the hash function H, the Writer may 
perform the hash function H on the once encrypted ?lename 
304 to form the hash value 402. The Writer may then provide 
the hash value 402 to the server 100. 

[0042] The server 100 may then attempt to match the hash 
value 402 to its stored list of hash values 402 to determine 
if there is a match. Assuming there is a match, the client 112 
may then be alloWed to perform a desired Write operation. 
OtherWise, if there is no match, the server 100 does not 
permit the client 112 to perform the Write operation. 

[0043] Accordingly, in the embodiment of FIG. 4, the 
hash values 402 serve to authenticate authoriZed Writers. 
Similarly to the embodiment of FIG. 3, authoriZed readers 
are permitted to perform read operations, but not Write 
operations. HoWever, unlike the embodiment of FIG. 3, in 
Which the server 100 has access to one of the keys, in the 
embodiment of FIG. 4, the server 100 does not require 
access to either of the keys k1 or k2. 

[0044] As mentioned, the encryption algorithm of the 
embodiments of FIGS. 3 and 4 is limited in that it is 
required to have the property that: 

[0045] FIG. 5 illustrates an embodiment in Which the 
encryption algorithm need not has this property. As shoWn 
in FIG. 5, ?le directory entries are encrypted in accordance 
With a second alternate embodiment of the present inven 
tion. More particularly, FIG. 5 illustrates plainteXt ?lenames 
302 (also shoWn in FIGS. 3 and 4), along With encrypted 
?lenames 502 and hashed (and encrypted) values 504. 

[0046] To form the encrypted directory entries 502, each 
of the plainteXt entries 302 may be encrypted using an 
encryption key k3. The encrypted entries 502 may then be 
stored in the directory 204 (FIG. 2) of the server 100 (FIG. 
1). To form the hash values 504, each of the plainteXt entries 
302 may be encrypted using another encryption key k4 and 
then hashed using a hash operation H. For eXample, the hash 
function H may include Secure Hash Algorithm (SHA-l) in 
accordance With the Secure Hash Standard (SHS). In addi 
tion, unlike the keys k3 and k4, the hash function H itself 
need not be secret. The hash values 504 may then be stored 
in the directory 204 of the server 100. Optionally, the hash 
function may be omitted; in Which case, the values 504 may 
be the plainteXt entries encrypted using the key k4. 

[0047] Note that the portion of the entries 302 used to form 
the encrypted ?lenames 502 and the hash values 504 pref 
erably includes only the corresponding ?lename 206 (FIG. 
2) and not the inode pointer 208 (FIG. 2). HoWever, the 
inode pointer 208 could be encrypted. For simplicity, these 
different possibilities are all referred to herein as encryption 
of the ?lename. 

[0048] Clients 112 (or persons) Who are authoriZed to 
perform read operations (“readers”) on the ?les 202 (FIG. 2) 

Apr. 10, 2003 

may be given the key k3. The client system 112 may then 
decrypt the encrypted ?lenames 502 to recover the plainteXt 
?lenames 302 using the key k3. From the plainteXt ?lenames 
302, the user may then determine Which of the ?les 202 the 
user desires to read. Then, the client system 112 may encrypt 
the plainteXt ?lename 302 of the desired ?le to be read using 
the key k3. The client system 112 may then provide the 
result (Ek3[M]) to the server 100. The server 200 may then 
compare the result to the encrypted entries 502 
stored in the directory 204 (FIG. 2). If a match is found, the 
client may then perform desired read operations to the ?le. 
Accordingly, the plainteXt ?lename encrypted using the key 
k3 provides read authoriZation. 

[0049] Clients 112 (or persons) Who are authoriZed to 
perform Write operations (“Writers”) on the ?les 202 may be 
given the key k3 in order to decrypt the ?lenames 502 into 
plainteXt 302 and perform read operations, as described 
above for readers. In addition, Writers may be given the key 
k4. Using the key k4, the client system 112 may then encrypt 
the name of a desired ?le to form an encrypted ?lename of 

the form Ek4[M]. 

[0050] Then, the client 112 provides the encrypted ?le 
name Ek4[M] to the server 100, Which then performs the 
hash algorithm to form a hashed and encrypted ?lename of 
the form H[Ek4[M]]. Alternately, the client 112 may per 
form the hash algorithm to form the hashed and encrypted 
?lename H[Ek4[M]]. The client 112 may then provide the 
?lename to the server 100. 

[0051] The server 100 then compares the ?lename to the 
hash values 504. If a match is found, the server 100 may then 
alloW the client 112 to perform desired Write operations to 
the ?le. OtherWise, the Write operation may be disalloWed. 
Accordingly, the plainteXt ?lename encrypted using the key 
k3 and hashed using the hash function H provides Write 
authoriZation. 

[0052] This embodiment illustrated in FIG. 5 has advan 
tages over those of FIGS. 3 and 4 in that a Wider range of 
encryption algorithms are available since there is no require 
ment that a combination of keys be able to decrypt entries 
Which are encrypted by one key and then the other. Further, 
the readers are given only one key (e.g., key k3). Accord 
ingly, there is little chance a reader Who is not an authoriZed 
Writer Would be able to perform a Write operation since that 
Would require the reader to obtain the other key (e. g., the key 
k4), and there is no relationship betWeen the keys (e.g., one 
is not a factor or the product of the other as in the embodi 
ments of FIGS. 3 and 4). Similarly to the embodiment of 
FIG. 4, hoWever, the embodiment of FIG. 5 does not require 
that the server 100 have access to either key. Accordingly, 
this scheme provides security even Where the server 100 is 
not trusted. 

[0053] Any of the embodiments may be used to enhance 
data security for a system, such as the netWork ?le server 
100. Additional data security measures may also be 
employed in such a system. For example, the ?les 202 
themselves may be encrypted When stored in the storage 
system 108 and communications betWeen the server 100 and 
clients 112, such as communicated ?le data, may be 
encrypted. 

[0054] While the foregoing has been With reference to 
particular embodiments of the invention, it Will be appreci 
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ated by those skilled in the art that changes in these 
embodiments may be made Without departing from the 
principles and spirit of the invention, the scope of Which is 
de?ned by the appended claims. 

What is claimed is: 
1. A method of ?le access control comprising: 

a. storing an encrypted ?lename of a ?le at a location in 
a computing system; 

b. converting the encrypted ?lename into a plainteXt 
?lename; 

c. modifying the plainteXt ?lename into a modi?ed ?le 
name; and 

d. authoriZing an entity to access the ?le for performing 
a type of operation on the ?le based on the modi?ed 
?lename. 

2. The method according to claim 1, Wherein said con 
verting comprises using a combination of tWo encryption 
keys to convert the encrypted ?lename into the plainteXt 
?lename. 

3. The method according to claim 2, Wherein said modi 
fying comprises using a ?rst one of the tWo encryption keys 
to encrypt the plainteXt ?lename into the modi?ed ?lename. 

4. The method according to claim 3, Wherein said autho 
riZing comprises using the second one of the tWo encryption 
keys to encrypt the modi?ed ?lename to form a result and 
determining Whether the result matches the encrypted ?le 
name. 

5. The method according to claim 2, Wherein said modi 
fying comprises using a ?rst one of the tWo encryption keys 
to encrypt the plainteXt ?lename and performing a hash 
function on the ?lename thereby forming the modi?ed 
?lename. 

6. The method according to claim 5, Wherein said autho 
riZing comprises comparing the modi?ed ?lename to a 
stored hash value. 

7. The method according to claim 1, Wherein said 
encrypted ?lename is encrypted using a ?rst key prior to said 
storing and further comprising storing a second encrypted 
?lename of the ?le at the location Wherein the second 
encrypted ?lename is encrypted using a second key prior to 
said storing. 

8. The method according to claim 7, Wherein said con 
verting comprises using the ?rst key to convert the 
encrypted ?lename into the plainteXt ?lename. 

9. The method according to claim 8, Wherein said modi 
fying comprises using the second key to encrypt the plain 
teXt ?lename into the modi?ed ?lename. 

10. The method according to claim 9, Wherein said 
authoriZing comprises comparing the modi?ed ?lename to 
the second encrypted ?lename. 

11. The method according to claim 10, Wherein said 
modifying further comprises performing a hash function on 
the ?lename after using the second key to encrypt the 
plainteXt ?lename. 

12. The method according to claim 1, Wherein the plain 
teXt ?lename permits read access to the ?le and Wherein said 
type of operation is a Write operation. 

13. The method according to claim 1, Wherein said storing 
comprises substituting said encrypted ?lename into a direc 
tory structure at the location in place of the plainteXt 
?lename. 
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14. The method according to claim 1, further comprising 
encrypting data of the ?le. 

15. An apparatus for controlling access to a ?le, compris 
ing: 

a. a server for the storing an encrypted ?lename associated 
With a ?le; and 

b. a client in communication With the server for retrieving 
the encrypted ?lename from the server, for converting 
the encrypted ?lename into a plainteXt ?lename and for 
modifying the plainteXt ?lename into a modi?ed ?le 
name, 

Wherein the client provides the modi?ed ?lename to the 
server and Wherein the server determines Whether the 
client is authoriZed to perform a type of operation on 
the ?le based on the modi?ed ?lename received from 
the client. 

16. The apparatus according to claim 15, Wherein the 
plainteXt ?lename permits read access to the ?le and Wherein 
the type of operation to the ?le is a Write operation. 

17. The apparatus according to claim 15, Wherein said 
client converts the encrypted ?lename into the plainteXt 
?lename using a combination of tWo encryption keys. 

18. The apparatus according to claim 17, Wherein said 
client forms the modi?ed ?lename using a ?rst one of the 
tWo encryption keys to encrypt the plainteXt ?lename. 

19. The apparatus according to claim 18, Wherein said 
server determines Whether the client is authoriZed to perform 
the type of operation on the ?le by using the second one of 
the tWo encryption keys to encrypt the modi?ed ?lename to 
form a result and determines Whether the result matches the 
encrypted ?lename provided by the client. 

20. The apparatus according to claim 17, Wherein said 
client forms the modi?ed ?lename using a ?rst one of the 
tWo encryption keys to encrypt the plainteXt ?lename. 

21. The apparatus according to claim 20, Wherein said 
server performs a hash function on the ?lename to form a 
result and determines Whether the client is authoriZed to 
perform the type of operation on the ?le by comparing the 
result to a stored hash value. 

22. The apparatus according to claim 17, Wherein said 
client forms the modi?ed ?lename using a ?rst one of the 
tWo encryption keys to encrypt the plainteXt ?lename and 
performs a hash function on the ?lename to form a result and 
Wherein the server determines Whether the client is autho 
riZed to perform the type of operation on the ?le by 
comparing the result to a stored hash value. 

23. The apparatus according to claim 15, Wherein the 
encrypted ?lename is encrypted using a ?rst key and 
Wherein the server stores a second encrypted ?lename 
Wherein the second encrypted ?lename is encrypted using a 
second key. 

24. The apparatus according to claim 23, Wherein the 
client converts the encrypted ?lename into the plainteXt 
?lename using the ?rst key and modi?es the plainteXt 
?lename into the modi?ed ?lename using the second key. 

25. The apparatus according to claim 24, Wherein the 
server determines Whether the client is authoriZed to perform 
a type of operation on the ?le by comparing the modi?ed 
?lename to the second encrypted ?lename. 

26. The apparatus according to claim 25, Wherein the 
server performs a hash function on the ?lename after the 
client uses the second key to modify the ?lename. 
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27. The apparatus according to claim 25, wherein the 
client performs a hash function on the ?lename after using 
the second key to modify the ?lename. 

28. An apparatus for controlling access to a ?le compris 
ing a server having a stored encrypted ?lename of a ?le, the 
server being in communication With a Writer and a reader, 
the Writer being a client of the server and having a ?rst key 
that permits the Writer to Write to the ?le and the reader being 
another client of the server and having a combination of the 
?rst key and a second key Wherein the combination permits 
the reader to read the ?le. 

29. The apparatus according to claim 28, Wherein the 
stored encrypted ?lename is obtained by encrypting a ?le 
name of the ?le using the combination of the ?rst key and 
the second key. 

30. The apparatus according to claim 29, Wherein the 
server determines that the Writer is authoriZed to Write to the 
?le by receiving from the Writer the ?lename encrypted 
using the ?rst key, encrypting the received ?lename again 
using the second key thereby forming a tWice encrypted 
?lename and comparing the tWice encrypted ?lename to the 
stored encrypted ?lename. 

31. The apparatus according to claim 29, Wherein the 
server determines that the Writer is authoriZed to Write to the 
?le by receiving from the Writer the ?lename encrypted 
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using the ?rst key, applying a hash function to the received 
?lename thereby forming a computed hash value and com 
paring the computed hash value to a stored hash value. 

32. An apparatus for controlling access to a ?le compris 
ing a server having a ?rst stored encrypted ?lename of the 
?le and a second stored encrypted ?lename of the ?le, the 
server being in communication With a Writer and a reader, 
the Writer being a client of the server and having a ?rst key 
that permits the Writer to Write to the ?le and the reader being 
another client of the server and having a second key that 
permits the reader to read the ?le. 

33. The apparatus according to claim 32, Wherein the 
reader decrypts the ?rst stored encrypted ?lename using the 
?rst key. 

34. The apparatus according to claim 33, Wherein the 
server determines that the Writer is authoriZed to Write to the 
?le by receiving from the Writer the ?lename encrypted 
using the second key and comparing the received ?lename 
to the second stored encrypted ?lename. 

35. The apparatus according to claim 33, Wherein the 
server performs a hash function on the received ?lename 
before comparing the received ?lename to the second stored 
encrypted ?lename. 


