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(57) ABSTRACT 

A method for generating look-up tables for a high speed 
rnulti-bit Real-tirne Deterministic Finite state Autornaton 
(hereinafter RDFA). The method begins with a DFA gener 
ated in accordance with the prior art. For each state in the 
DFA, and for each of the bytes recognized in parallel the 
following occurs. First an n-closure list is generated. An 
n-closure list is a list of states reachable in n-transitions from 
the current state. Next an alphabet transition list is generated 
for each state. An “alphabet transition list” is a list of the 
transitions out of a particular state for each of the characters 
in an alphabet. Finally, the transitions are grouped into 
classes. That is, the transitions that go to the same state are 
grouped into the same class. Each class is used to identify 
the neXt state. The result is a state machine that has less 
states than the original DFA. 
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Fig. 6A Illustration of number of states reachable by 2-closure. 
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Fig. 7A DFA for processing 8 characters 
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METHOD OF GENERATING OF DFA STATE 
MACHINE THAT GROUPS TRANSITIONS INTO 
CLASSES IN ORDER TO CONSERVE MEMORY 

RELATED APPLICATIONS 

[0001] This application is a non-provisional application of 
provisional applications: 

[0002] a) 60/322,012 ?led Sep. 12, 2001 and 

[0003] b) 60/357,384 ?led Feb. 15, 2002 

[0004] This application is also a continuation-in-part of 
application Ser. No. 10/005462 ?led Dec. 3, 2001. 

[0005] Priority from the above three referenced co-pend 
ing applications is claimed and their content including the 
appendices is hereby incorporated herein by reference. 

FIELD OF THE INVENTION 

[0006] The present invention generally relates to systems 
and methods for performing, at high speeds, pattern recog 
nition from streams of digital data. 

BACKGROUND OF THE INVENTION 

[0007] With the continued proliferation of netWorked and 
distributed computer systems, and applications that run on 
those systems, comes an ever increasing How and variety of 
message traf?c betWeen and among computer devices. As an 
example, the Internet and World Wide Web (the “Web”) 
provide a global open access means for exchanging message 
traf?c. Networked and/or distributed systems include a Wide 
variety of communication links, netWork and application 
servers, sub-netWorks, and internetWorking elements, such 
as repeaters, sWitches, bridges, routers and gateWays. 

[0008] Communications betWeen and among devices 
occur in accordance With de?ned communication protocols 
understood by the communicating devices. Such protocols 
may be proprietary or non-proprietary. Examples of non 
proprietary protocols include X.25 for packet sWitched data 
netWorks (PSDNs), TCP/IP for the Internet, a manufacturing 
automation protocol (MAP), and a technical & office pro 
tocol (TOP). Other proprietary protocols may be de?ned as 
Well. For the most part, messages are comprised of packets, 
containing a certain number of bytes of information. The 
most common example is Internet Protocol (IP) packets, 
used among various Web and Internet enabled devices. 

[0009] A primary function of many netWork servers and 
other netWork devices (or nodes), such as sWitches, gate 
Ways, routers, load balancers and so on, is to direct or 
process messages as a function of content Within the mes 
sages’ packets. In a simple, rigid form, a receiving node 
(e.g., a sWitch) knoWs exactly Where in the message (or its 
packets) to ?nd a predetermined type of contents (e.g., IP 
address), as a function of the protocol used. Typically, 
hardWare such as sWitches and routers are only able to 
perform their functions based on ?xed position headers, 
such as TCP or IP headers. No deep packet examination is 
done. 

[0010] SoftWare, not capable of operating at Wire speed is 
sometimes used for packet payload examination. This soft 
Ware does not typically alloW great ?exibility in speci?ca 
tion of pattern matching and operates at speeds orders of 
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magnitude sloWer than Wire rate. It is highly desirable to 
alloW examination and recognition of patterns both in packet 
header and payload described by regular expressions. For 
example, such packet content may include address informa 
tion or ?le type information, either of Which may be useful 
in determining hoW to direct or process the message and/or 
its contents. The content may be described by a “regular 
expression”, i.e., a sequence of characters that often conform 
to certain expression paradigms. As used herein, the term 
“regular expression” is not limited to any particular lan 
guage or operating system and it is used in a broad sense. A 
regular expression may be Written in any of a variety of 
codes or languages knoWn in the art, e.g., Perl, Python, Tcl, 
grep, aWk, sed, egrep or POSIX expressions. Regular 
expressions may be better understood With reference to 
Mastering Regular Expressions, J. E. F. Friedl, O’Reilly, 
Cambridge, 1997. 

[0011] The ability to match regular expressions Would be 
useful for content based routing. For matching regular 
expressions, a deterministic ?nite state automaton (DFA) or 
non-deterministic ?nite state automaton (NFA) could be 
used. The approach used by the present invention folloWs a 
DEA approach. A conventional DFA requires creation of a 
state machine prior to its use on a data (or character) stream. 

[0012] Generally, a DEA processes an input character 
stream sequentially and makes a state transition based on the 
current character and current state. This is a brute-force, 
single byte at a time, conventional approach. By de?nition, 
a DEA transition to a next state is unique, based on current 

state and input character. For example, in prior art FIG. 1A, 
a DEA state machine 100 is shoWn that implements a regular 
expression “binky.*\.jpg”. DFA state machine 100 includes 
states 0 through 9, Wherein the occurrence of the characters 
110 of the regular expression effect the iterative transition 
from state to state through DFA state machine 100. The start 
state of the DEA state machine is denoted by the double line 
circle having the state number “0”. An ‘accepting’ state 
indicating a successful match is denoted by the double line 
circle having the state number “9”. As an example, to 
transition from state 0 to state 1, the character “b” must be 
found in the character stream. Given “b”, to transition from 
state 1 to state 2, the next character must be “i”. 

[0013] Not shoWn explicitly in FIG. 1A are transitions 
When the input character does not match the character 
needed to transition to the next state. For example, if the 
DEA gets to state 1 and the next character is an “x”, then 
failure has occurred and transition to a failure state occurs. 
FIG. 1B shoWs part 150 of FIG. 1A draWn With failure state 
transitions, Wherein a failure state indicated by the “Fail” 
state. In FIG. 1B, the tilde indicates “not”. For example, the 
symbol “~b” means the current character is “not b”. Once in 
the failure state, all characters cause a transition Which 
returns to the failure state. 

[0014] Once in the accepting state, i.e., the character 
stream matches “binky.*\.jpg”, the receiving node takes the 
next predetermined action. In this example, Where the char 
acter stream indicates a certain ?le type (e.g., “.jpg”), the 
next predetermined action may be to send the corresponding 
?le to a certain server, processor or system. 

[0015] While such DFAs are useful, they are limited With 
respect to speed. The speed of a conventional DFA is limited 
by the cycle time of memory used in its implementation. For 



US 2003/0065800 A1 

example, a device capable of processing the data stream 
from an OC-192 source must handle 10 billion bits/second 
(i.e., 10 gigabits per second, Gbps). This speed implies a 
byte must be processed every 0.8 nanosecond (nS), Which 
exceeds the limit of current state of the art memory. For 
comparison, current high speed SDRAM chips implement 
ing a conventional DFA operate With a 7.5 nS cycle time, 
Which is ten times sloWer than required for OC-192. In 
addition, more than a single memory reference is typically 
needed, making these estimates optimistic. As a result, 
messages or packets must be queued for processing, causing 
unavoidable delays. 

[0016] Co-pending application Ser. No. 10/005462 ?led 
Dec. 3, 2001 describes a real time high speed parallel byte 
pattern recognition system Which has relatively loW memory 
storage requirements. The system shoWn in co-pending 
application Ser. No. 10/005462 ?led Dec. 3, 2001 can be 
termed a Real-time Deterministic Finite state Automaton 

(hereinafter RDFA). The RDFA is capable of regular expres 
sion matching at high speed on characters presented in 
parallel. The characters may be supplied to the RDFA in 
serial or parallel; hoWever, the RDFA operates on the 
characters in parallel. For example, four characters at a time 
may arrive simultaneously or the four characters may be 
streamed into a register in the RDFA serially; hoWever, in 
either case, the RDFA operates on the characters in parallel. 
In the interest of completeness, the RDFA described in 
co-pending application Ser. No. 10/005462 ?led Dec. 3, 
2001 is also described herein. 

[0017] An RDFA system includes a RDFA compiler sub 
system and a RDFA evaluator subsystem. The RDFA com 
piler generates a set of tables Which are used by the RDFA 
evaluator to perform regular expression matching on an 
incoming data stream. The present invention is direct to the 
compiler subsystem Which generates the sets of tables. 

[0018] In the folloWing description the term “n-closure 
list” means a list of states reachable in n-transitions from the 
current state. The term “alphabet transition list” means a list 
of the transitions out of a particular state for each of the 
characters in an alphabet. 

SUMMARY OF THE INVENTION 

[0019] The present invention provides a method and sys 
tem for generating look-up tables for a high speed, parallel, 
multi-byte regular expression matching engine. 
[0020] The present invention utiliZes character classes. 
Character classes are a compressed representation of the 
alphabet used in a state machine. Multiple members of the 
alphabet can be represented by a single class. The use of 
classes leads to a large reductions in the number of bits 
required to represent the symbols in the alphabet of symbols, 
Which in turn leads to large reductions in the siZe of next 
state lookup tables. 

[0021] The method and system described herein begins 
With a DFA generated in accordance With the prior art and 
it generates tWo types of tables. The ?rst type of table is a 
set of Alphabet Lookup Tables and the second type of table 
is called a Next State Table. 

[0022] The Alphabet Lookup Tables are generated as 
folloWs. Assume the engine handles M bytes simultaneously. 
For each state in the DFA, the 1-closure to M-closure sets are 
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calculated. For each of the n-closures, all characters that lead 
from the same state in the n—1-closure to the same state in 
the n-closure are grouped together, and given a character 
class number. The Alphabet Lookup Table for a given state 
maps a character to its class number. 

[0023] The Next State Table is generated as folloWs. For 
a given state, and sequence of M character classes, a unique 
state of the DFA is reached. The Next State Table takes a 
current state and a sequence of M character class indices, 
and produces the next state of the DFA. 

[0024] Stated differently, the present invention generates a 
set of next state tables for a state machine using character 
class codes. The character class codes from the multiple 
bytes being simultaneously evaluated are concatenated (or 
otherWise combined) and provide an index to an entry in a 
next state table Which speci?es the next state. The next state 
table is a table of pointers Wherein each pointer points to the 
appropriate next state or each table entry is the value of the 
appropriate next state. When the next state is identi?ed, this 
determines the particular set of next state tables used for the 
next state. 

[0025] The present invention including its various features 
may be more fully understood from the folloWing descrip 
tion of embodiments of the invention When read together 
With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] FIG. 1A is a state diagram implementing a regular 
expression, in accordance With the prior art; 

[0027] FIG. 1B is a portion of the state diagram of the 
regular expression of FIG. 1A, including a failure state; 

[0028] FIG. 2A is a block diagram of a RDFA system in 
accordance With the present invention; 

[0029] FIG. 2B is a block diagram of a RDFA compiler, 
from the RDFA system of FIG. 2A; 

[0030] FIG. 2C is a block diagram of a RDFA evaluator, 
from the RDFA system of FIG. 2A; 

[0031] FIG. 3 is a diagram depicting 4 byte parallel 
processing and 4 corresponding alphabet lookup tables, used 
by the RDFA evaluator of FIG. 2C; 

[0032] FIG. 4 is a diagram depicting a next state table, 
used by the RDFA evaluator of FIG. 2C; 

[0033] FIG. 4A is a diagram indicating the How of data 
from the character tables, the index table and memory. 

[0034] FIG. 5 is a diagram depicting characters that cause 
the same state transitions, used by the RDFA compiler of 
FIG. 2B; and 

[0035] FIG. 6 is a diagram depicting a state machine used 
by the RDFA compiler of FIG. 2B. 

[0036] FIG. 6A illustrates a number of states reachable by 
2-closure. 

[0037] FIG. 7A illustrates a DFA for processing 8 char 
acters. 

[0038] FIG. 7B illustrates an RDFA for processing 4 bytes 
in parallel. 
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[0039] FIG. 8 is a program How diagram showing hoW 
character look up tables are generated. 

[0040] FIG. 9 is a program How diagram showing gen 
eration of a one character look up table. 

[0041] FIG. 10 is a program How diagram shoWing hoW 
the n-closure list is generated. 

[0042] FIG. 11 is a program How diagram shoWing hoW 
the alphabet transition list is generated. 

[0043] FIG. 12 is a program How diagram shoWing hoW 
the transitions are grouped into classes. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0044] The preferred embodiment of the invention can be 
used With a system and method Which determines in real 
time Whether a set of characters in a data stream satis?es one 
or more of a set of predetermined regular expressions. 

[0045] The data stream may be received by a typical 
computer and/or netWork device, such as a personal com 
puter, personal digital assistant (PDA), Workstation, tele 
phone, cellular telephone, Wireless e-mail device, pager, 
netWork enabled appliance, server, hub, router, bridge, gate 
Way, controller, sWitches, server load-balancers, security 
devices, nodes, processors or the like. The data stream may 
be received over any of a variety of one or more netWorks, 
such as the Internet, intranet, extranet, local area netWork 
(LAN), Wide area network (WAN), telephone netWork, 
cellular telephone netWork, and virtual private netWork 
(VPN). 
[0046] The RDFA compiler subsystem in accordance With 
the present invention generates a DEA state machine from a 
user speci?ed regular expression. The DFA state machine is 
optimiZed to include a minimum number of states, in accor 
dance With knoWn techniques. De?ne the number of bytes to 
be processed in parallel as M. For each state in the state 
machine, the RDFA compiler determines those characters, 
represented by bytes, that cause the same transitions. Those 
characters that cause the same transitions are grouped into a 
class. Therefore, each class, for a given current state of the 
state machine, includes a set of characters that all cause the 
same transitions to the same set of next states. Each class is 
represented by a class code. The number of bits required for 
a class code is determined solely from the number of classes 
at a given state and byte position. 

[0047] During parallel evaluation, the RDFA evaluator 
selects the next M bytes and gets the appropriate M lookup 
tables to be applied to the bytes under evaluation. Each byte 
is looked up in its corresponding lookup table to determine 
its class code. As previously mentioned, the class codes are 
concatenated. Given a current state, the RDFA evaluator 
retrieves the appropriate next state table. The code resulting 
from concatenation of the class code lookup results is 
applied as an index to the selected next state table to 
determine the next state Which involves M transitions 
beyond the current state. 

[0048] This process continues until evaluation is termi 
nated or the regular expression is satis?ed. The process may 
be terminated When, for example, the bytes under evaluation 
do cause a transition to a failure state. With a regular 
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expression satis?ed, the next action may be determined by 
the RDFA system, or by a system interfaced thereWith. 

[0049] FIG. 2A shoWs a preferred embodiment as RDFA 
system 200. System 200 includes tWo subsystems. The ?rst 
subsystem is a RDFA compiler 210 that performs the basic 
computations necessary to create tables for subsequent real 
time pattern recognition. The second subsystem is a RDFA 
evaluator 250 that performs the evaluation of characters 
using the RDFA tables created by the RDFA compiler 210. 
FIG. 2B shoWs the major components in the RDFA Com 
piler Subsystem. FIG. 2C shoWs the major components in 
the RDFA evaluator 250. The present invention is directed to 
generating lookup tables that group transitions into classes 
and Which therefore utiliZes signi?cantly less memory than 
do prior DFA state machines. 

[0050] The RDFA system 200 includes a ?rst memory 220 
for high speed access by RDFA evaluator 250 during evalu 
ation of characters from the data stream. This ?rst memory 
220 consists of on-chip or off-chip memory or any combi 
nation thereof. Asecond memory 204 includes the initial one 
or more regular expressions of interest, and need not lend 
itself to high speed access, unless required as a function of 
a particular application to Which the RDFA is applied. 

[0051] As Will be discussed in more detail beloW, the 
RDFA compiler 210 includes a regular expression compiler 
212 that converts a regular expression, from memory 204, 
into an optimiZed state machine. An alphabet lookup table 
generator 214 generates, from the regular expression and the 
state machine, a series of state dependent alphabet lookup 
tables. The alphabet lookup tables include codes associated 
With each character in an applicable alphabet of characters. 
These alphabet lookup tables are stored in high speed 
memory 220. During RDFA data stream processing (i.e., 
character evaluation), a character represented by a byte 
under evaluation is looked up in a corresponding alphabet 
lookup table to determine its state dependent code, as Will be 
discussed in greater detail. 

[0052] Anext state table generator 216 generates a table of 
next states of the state machine to be applied during evalu 
ation of a set of characters, Wherein next states are deter 
mined as a function of a current state and the character codes 
from the alphabet lookup tables. The next state table is also 
preferably stored in high speed memory 220. 

[0053] FIG. 2C is a functional block diagram of the RDFA 
evaluator 250. The RDFA evaluator 250 includes several 
functional modules that utiliZe the alphabet lookup tables 
and next state tables generated by the RDFA compiler 210. 
At a top level, a byte selector module 252 captures the 
requisite number of bytes (i.e., M bytes) from an incoming 
data stream 205. An optional bit mask 251 can ?lter the input 
stream to select Words from predetermined positions, alloW 
ing the processing to ignore certain portions of the input 
stream. Each bit in the mask corresponds to a four byte 
section of a packet for this embodiment. The selected bytes 
are taken and processed in parallel by an alphabet lookup 
module 254, Which selectively applies the alphabet lookup 
tables from memory 220 to determine a character class code 
for each byte. As Will be discussed in greater detail, char 
acters causing the same state transition are grouped in 
classes, Which are represented in alphabet lookup tables as 
class codes of a certain bit Width. The alphabet lookup 
module 254 concatenates the class codes obtained from the 
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lookup tables and passes the concatenated code to a next 
state module 256. The next state module 256 selectively 
applies the concatenated class codes to the appropriate next 
state table from memory 220, given a current state, to 
determine a next Mth state in a corresponding state machine. 
This process continues at least until a failure state or 
accepting state is achieved. 

[0054] The RDFA evaluator 250, as Well as the RDFA 
compiler 210, may be implemented in hardWare, softWare, 
?rmWare or some combination thereof. In the preferred 
form, the RDFA evaluator 250 is a chip-based solution, 
Wherein high speed memory 220 may be implemented on 
chip 270. Memory 204 may also be on-chip memory or it 
may be off-chip memory, since high-speed is typically not as 
vital When generating the RDFA. HoWever, if high-speed is 
required the RDFA compiler 210 and memory 204 may each 
be on-chip. Therefore, preferably, to achieve higher speeds 
the primary functionality of RDFA evaluator 250 for pro 
cessing incoming data streams is embodied in hardWare. The 
use of pointers to next state tables, rather than directly using 
the alphabet table lookup results, alloWs ?exibility in 
memory management. For example, if on-chip and off-chip 
memory is available, then pointers can be used so that more 
frequently used memory is on-chip, to speed up RDFA 
performance. The RDFA expression compiler 210 Will deter 
mine the amount of memory required. This alloWs the user 
to knoW if a particular set of rules Will ?t in the on-chip 
memory. Thus, memory related performance can be accu 
rately knoWn ahead of time. 

[0055] RDFA system 200 constructed in accordance With 
the present invention requires relatively modest amounts of 
high speed or on-chip memory 220, certainly Within the 
bounds of the amount Which is currently readily available. 
Memory 220 is used to store the alphabet lookup tables and 
next state tables for a given regular expression. 

[0056] Unlike a conventional (i.e., single byte at a time 
processing) DFA approach, a RDFA is con?gured for scal 
able parallel processing. As a general rule, increasing the 
number of bytes (M) processed in parallel yields increas 
ingly greater processing speeds, subject to the limitations of 
other relevant devices. In the preferred embodiment pro 
vided herein, the RDFA evaluator 250 processes four (4) 
bytes in parallel (i.e., M=4); hoWever, there is no inherent 
limitation to the number of bytes that can be processed in 
parallel. 

[0057] Data Stream Evaluation 

[0058] FIG. 3 illustrates the multiple alphabet lookup 
table concept 300 for a set of 4 bytes 320, Which are selected 
from the data stream 205 by byte selector 252 and are taken 
as parallel input 260 by alphabet lookup module 254 (see 
FIG. 2C). Each byte represents a character (e.g., a number, 
a letter, or a symbol) from the permitted alphabet. In the 
preferred embodiment, a separate alphabet lookup table 
having 256 elements is de?ned for each of the 4 bytes and 
each state and is stored in memory 220. The alphabet lookup 
tables 310 are formed and applied as a function of a current 
state of a state machine that represents the regular expres 
sion. 

[0059] In the example of FIG. 3, a ?rst alphabet lookup 
table 312, having a 2 bit Width, is used to lookup a ?rst byte 
322. A second alphabet lookup table 314, having a 3 bit 
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Width, is used to lookup a second byte 324, and so forth With 
alphabet tables 316 and 318 and third byte 326 and fourth 
byte 328, respectively. The elements of the alphabet lookup 
tables 310 are related to state transitions for a corresponding 
state machine that models the regular expression. Accord 
ingly, the selection and application of alphabet lookup tables 
310 is a function of the current state of the state machine. 
The current state is the last state resulting from the process 
ing of the previous 4 characters, if any. Thus, a different set 
of alphabet lookup tables is used for each current state. 

[0060] The Widths of the table entries for each byte can 
vary from one state to the next, depending on the regular 
expression and the current state of the corresponding state 
machine. In the FIG. 3 example, the table Widths in bits are 
2 bits for table 312, 3 bits for table 314, 3 bits for table 316, 
and 4 bits for table 318. The table Widths in another state 
might be 1 bit, 1 bit, 2 bits, and 4 bits, as an example. For 
instance, if for the ?rst byte there are only tWo possible 
character classes, then the Width of the alphabet lookup table 
for that bit need only be 1 bit. The current state is stored in 
memory (e.g., on-chip memory 220) for use in determining 
Which alphabet lookup tables to apply to the 4 bytes 320 and 
for determining a next state. 

[0061] For each of the 4 bytes 320, using lookup tables 
310 a different class code is obtained by alphabet lookup 
module 254. As previously discussed, the characters are 
grouped into classes according to the state transitions the 
characters cause and codes associated With those classes 
(i.e., class codes) are represented in the alphabet lookup 
tables. Therefore, if byte 322 represents the character “a”, 
alphabet lookup module 254 ?nds the element in alphabet 
lookup table 312 that corresponds to “a” and obtains the 
class code stored at that element (e.g., class code 01). This 
is done for each other byte (i.e., bytes 324, 326 and 328) 
using their respective alphabet lookup tables (i.e., tables 
314, 316 and 318). 

[0062] The lookup table class codes for each of the 4 bytes 
are concatenated together, Which for the FIG. 3 example 
produces a 12 bit result (i.e., 2+3+3+4 bits). As an example, 
assume that from lookup tables 310 of FIG. 3 resulted a 2 
bit Word “01” from table 312, a 3 bit Word “001” from table 
314, a 3 bit Word “011” from table 316, and a 4 bit Word 
“0000” from table 318. The resulting 12 bit concatenated 
Word Would be “010010110000”. 

[0063] As is shoWn in FIG. 4, the current state of the state 
machine is used as an index into a table of pointers 410. 
Table 410 is de?ned as a function of the regular expression’s 
state machine, so each current state has a corresponding 
table to possible next states. Each pointer in table 410 points 
to a linear (i.e., 1 dimensional (1-D)) table 420 of next state 
values (or a “next state table”) and the 12 bit concatenated 
result of the parallel alphabet lookup is used as an offset or 
index into the selected next table 420. Therefore, a next state 
value is selected from next state table 420 as a function of 
the current state and the concatenated 12 bit Word. The 
selected next state value corresponds to the neW next state. 
The next state determined from evaluation of the 4 bytes 
serves as the current state for evaluation of the next set of 4 
bytes. 

[0064] In the preferred form, the selected next state table 
value includes a terminal state code (e.g., With higher order 
bit set to 1) that indicates Whether or not We have passed 
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through an accepting state (or terminal state) Within the M 
states We have just traversed. Generally, a terminal state is 
a state the process enters When processing from a data 
stream With respect to a certain one or more regular expres 
sions is completed; i.e., it is indicative of termination of 
processing With respect to the one or more regular expres 
sions. For example, in the preferred embodiment a high 
order bit associated With one or more of the bytes under 
evaluation is set to “1” upon transition into a terminal state. 
In one embodiment, the hardWare stores the Word (i.e., the 
4 bytes under evaluation) for Which the terminal state 
occurred and the corresponding offset from the lookup table 
(i.e., the 12 bit concatenated Word). Thereafter, post-pro 
cessing softWare may use the stored data to determine at 
Which of the 4 bytes the regular expression terminated. This 
is useful in many situations Where only a small number of 
regular expression matches occur per packet, so the number 
of such determinations is relatively small. In another 
embodiment, the codes (i.e., the 4 bytes and 12 bit Word) are 
stored in a secondary terminal state table, Which alloWs the 
hardWare to directly determine Which byte terminated the 
processing. The bene?t of alloWing the hardWare to make 
such determinations is that it can be accomplished much 
more quickly in hardWare, Which is a signi?cant consider 
ation in high speed, real-time processing. 

[0065] In accordance With the preferred embodiment, only 
three (3) memory operations are required to process the 4 
bytes. They are: ?nd characters in lookup tables 310; (ii) 
?nd pointer in table 410; and (iii) get next state indices from 
next state table 420. Further, these operations may be easily 
pipelined by performing the character table lookup at the 
same time as the last 4 byte result is being looked up in the 
next state table to alloW improved processing times, With the 
only signi?cant limitation being the longest memory access. 

[0066] The bene?ts of the preferred embodiment can be 
further appreciated When the RDFA memory requirements 
are compared With those of a naive DFA approach, Where the 
lookup is applied to a 4 byte Word. In this type of DFA 
paralleliZation, 4 bytes Would be looked up in parallel. This 
Would require a table having 2564 entries, Which is about 
4.295 billion entries, and a Word (4 byte) cycle time of 3.2 
nS in order to keep up With OC-192 rates (i.e., 10 Gb/sec). 
Such a system is impractical to implement With current or 
near-term memory technology, based on the speed and siZe 
required to keep up With OC-192 rates. Further, such a large 
amount of memory cannot presently be implemented on 
chip, so a signi?cant amount of off-chip memory Would be 
required, unacceptably sloWing the process. Compare the 
memory requirement of simple DFAparalleliZation With the 
greatly reduced amount of memory used in the preferred 
embodiment of the RDFA system 200. Note that the naive 
DFA paralleliZation requires many orders of magnitude 
greater memory siZe than an RDFA system 200, in accor 
dance With the present invention. 

[0067] FIG. 4A is another illustration of the alphabet 
lookup tables 310, the index table 410, and the next state 
table 450 shoWing their operation and interactions. The 
bytes Which are being examined are designated 320. Bytes 
320 are a four byte segment from a data stream (i.e. four 
bytes from a data packet that is being examined). The 
alphabet lookup tables 310 have a segment associated With 
each possible state of the state machine. In FIG. 4A the 
states are designated s1, s2, s3, etc. along the left side of the 
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?gure. In each state, the bytes 320 are used to interrogate the 
section of table 310 associated With that particular state. The 
lookup operation produces a multi-bit result 330. The num 
ber of bits in the result 330 (i.e. the number of bits retrieved 
or generated by the alphabet lookup table) is a function of 
the particular bytes 320, the particular state, and the byte 
position. The index table 410 has an entry for each state. 
Each entry in table 410 includes a code Which tells the 
system hoW many bits to retrieve from the output of the 
lookup table 310 for that particular state. (Note in an 
alternate embodiment this code is stored in a separate table 
that has a location for each state similar to table 410). During 
any particular state conventional addressing circuits address 
and read the contents of the location in table 410 associated 
With the particular state. The result bits 330 and the bits in 
the current state position of the index table 410 are concat 
enated to produce a memory address 441. As indicated at the 
left side of FIG. 4A, different locations in index table 410 
have a different number of bits. The number of bits in 
concatenated result 441 (i.e. total number of bits from table 
410 and result 330) is alWays a ?xed number. In the 
preferred embodiment that number is 13. The number of bits 
equals the number of bits in a memory address for the 
particular system. Thus, for each state the associated loca 
tion in table 410 indicates hoW many bits should be retrieved 
from table 310 and it provides a series of bits so that there 
is a total of 13 bits for address 441. 

[0068] Address 441 is the address of an entry in the next 
state table 450. The memory address 441 is used to inter 
rogate next state table 450 utiliZing conventional memory 
addressing circuitry. The entry in next state table 450 at 
address 441 indicates the next state. The entry in the next 
state table 450 may also contain a ?ag Which indicates that 
the operation has reached a special point such as a termi 
nation point. 

[0069] The operations proceed until the ?ag in the next 
state table indicates that the operation has reached a termi 
nation point or that the bytes have been recogniZed or 
matched. When a match is found, processing the bytes in a 
particular packet can then either terminate or the system can 
be programmed to continue processing other sets of bytes 
320 in an attempt to ?nd other matching patterns. 

[0070] If the next state table does not indicate that the 
operation has terminated, the process proceeds to the next 
state and the process repeats. If the process repeats the 
information in the appropriate next state table 450 is used. 
That is, the designation of the next state in table 450 is used 
to generate the address of an appropriate section of lookup 
table 310 and the process repeats. Upon reaching a termi 
nation state, the folloWing data is saved in memory registers 
442: 

[0071] 1. Pointer to the Word (4 bytes) in the packet 
at Which the terminal state occurred. 

[0072] 2. The table offset (computed from the alpha 
bet table lookups results and index table) into the 
next-state table. 

[0073] The saved data can be used by post processing 
operations Which determine What action to take after the 
operation has terminated. In some embodiments When a 
termination ?ag is encountered Which indicates that a match 
is found, the operation continues, that is, additional bytes in 
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the string is are processed in an effort to locate another 
match to the speci?ed regular expression. 

[0074] In general after four bytes have been processed, 
four different bytes are streamed into register 320 and the 
process repeats. Furthermore, one can search for a Wide 
array of different patterns. Atarget pattern can be more than 
four bytes long. For example if one is searching for a ?ve 
byte pattern, after four of the bytes have been located 
another set of four bytes can be streamed into register 320 
to see if the ?fth byte is at an appropriate location. 

[0075] Co-pending application Ser. No. 10/005462 ?led 
Dec. 3, 2001 includes an appendix on a CD containing a 
speci?c example of the data that Would be stored in table 
310, 410 and 450 so that the system Would proceed through 
a series of states to locate the character string “raqia”. The 
entire appendix from co-pending application Ser. No. 
10/005462 ?led Dec. 3, 2001 is hereby incorporated herein 
by reference. 

[0076] It is noted that each different set of regular expres 
sions Which one Wants to locate require a different set of data 
in tables 310, 410 and 450. The example given is an example 
that contains 5 particular characters in sequence. It should 
hoWever be understood that the invention can be used to 
locate any desired regular expression, not just ?xed charac 
ter sequences. The speci?c data for tables 310, 410 and 450 
given in the referenced appendix are for locating or recog 
niZing the particular character sequence “raqia”. The data 
?les in the referenced appendix are designated as folloWs: 
(a) the data for the four byte positions for table 310 are 
designated: _hWct_0.txt, _hWct_1.txt, _hWct_2.txt, 
hWct_3.txt. (b)The data for index table 410 is designate 
d_it.txt. (c) The data for the next state table 450 is desig 
nated_nst.txt. 
[0077] In the speci?c example provided in the referenced 
appendix, the tables provide for 32 states of operation. The 
four tables 310 each have 32 sections each With 256 entries 
for a total of 8192 entries. The index table has 32 entries. It 
is noted that the choice of 32 states is matter of engineering 
choice for the particular application. In the particular 
example given in the referenced appendix, the next state 
table 450 has 8192 entries. It is noted that the number of 
entries in this table is also a matter of choice. The number 
of entries in the next state table for each state is determined 
by the number of combinations of character classes for that 
state for all the byte positions. For example, if the number 
of character classes for byte positions 0 through 3 are 4, 4, 
8, 8 respectively, then the total number of next state table 
entries for that state is 4><4><8><8=1024. The total siZe of the 
address space for all the states is the sum of the table siZes 
for each state. In one embodiment the number of character 
classes at each byte position is a poWer of 2, but other 
embodiments use various different numbers of character 
classes. 

[0078] It should be noted that for each state, there is a table 
for each of the bytes that are being simultaneously evalu 
ated. In the described embodiment four characters are being 
simultaneously evaluated, hence there are four tables for 
each state. Each table has an entry for each member of the 
alphabet being used. For example, if the alphabet is the 
ASCII alphabet, there Would be 256 entries in each table. 

[0079] It should be noted that While in the embodiment 
described, four bytes are processed in parallel, alternate 

Apr. 3, 2003 

embodiments can be designed to handle different numbers of 
bits in parallel. For example other embodiments can handle 
1, 2, 6, 8, 12 bytes in parallel. 

[0080] Creation of the RDFA Tables 

[0081] To generate a RDFA in accordance With the present 
invention, the regular expression compiler 212 converts a 
regular expression from memory 204 into a DFA. The 
regular expression compiler 212 may also optimiZe the DFA 
to minimiZe the number of states. These processes are 
knoWn in the art, so are not discussed in detail herein. The 
regular expression compiler is also con?gured to determine 
the amount of memory required to store the RDFA for a 
given regular expression, as Will be discussed in further 
detail beloW. This alloWs the user to knoW if a particular set 
of rules (i.e., regular expressions) Will ?t in the on-chip 
memory. Thus, performance can be accurately predicted. 

[0082] The regular expression compiler 212 also reduces 
state transition redundancy in the alphabet representing the 
input data stream by recogniZing that DFA state to state 
transition decisions can be simpli?ed by grouping characters 
of an alphabet according to the transitions they cause. The 
list of states that may be reached in a single transition is 
referred to as ‘1-closure’. The term “n-closure” is de?ned as 
the list of states reachable in n transitions from the current 
state. n-closure is readily calculated recursively as the list of 
states reachable from the n-1 closure. There may be more 
than one character that causes the same transitions to the 
same n-closure set. In such a case, characters may be 
grouped into classes according to the set of next state 
transitions they cause. Rather than representing individual 
characters, each class may be represented in a 1, 2, 3, or 4 
bit code, for example. In this manner, the applicable alphabet 
is represented in an extremely economical form. 

[0083] Even very complicated expressions can achieve 
signi?cant compression in the number of bits required to 
represent its alphabet by mapping to character classes. For 
example, a portion of a regular expression represented as 
“(a|b|c|g)” can be represented in a state transition diagram 
500, shoWn in FIG. 5, Wherein the expression indicates “a” 
or “b” or “c” or “g”. These characters all cause a transition 
from state “1” to state “2”, therefore, these characters can all 
be mapped into a single class. If all other characters cause 
a transition to a failure state, then all of those characters can 
be grouped into a second class. Therefore, When in state 1 of 
FIG. 5 (i.e., state 1 is the current state) all transitions can be 
represented With a 1 bit code, Wherein a code of “1” could 
indicate a transition into state “2” and a code of “0” could 
indicate a transition into a failure state F (not shoWn). 
Mapping characters into classes eliminates the need to 
represent characters With 8 bits, as is typical With conven 
tional approaches. 

[0084] Alphabet lookup tables are generated by the alpha 
bet table generator 214 of FIG. 2B. In the present invention, 
the RDFA alphabet lookup tables re?ect the classes that 
represent the state transitions, Wherein the 1, 2, 3, or 4 bit 
representation, as the case may be, are embodied in char 
acter classes related to the current state. In general, When M 
bytes are processed in parallel a separate alphabet lookup 
table is computed for each of the M bytes. Further, a 
different set of tables is computed for each state in the state 
machine. Thus, if a state machine has L states and M bytes 












