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(57) ABSTRACT 

A hardWare copy assist for a data communication sWitch 
copies packets in a number required to meet multicasting 
needs. Packets are read from a sWitch queue and a home 
mark is retained for the packet at the head of the queue to 
facilitate multiple reads and to prevent premature over 
Writes. Copying decisions may be made incidental to the 
retrieval of outbound headers from a linked list of table 
entries to minimiZe overhead. 
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HARDWARE COPY ASSIST FOR DATA 
COMMUNICATION SWITCH 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a continuation of US. patent 
application Ser. No. 09/126,916, ?led on Jul. 30, 1998, 
entitled “HARDWARE COPY ASSIST FOR DATA COM 
MUNICATION SWITCH.” 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates to data communica 
tion switching and, more particularly, to methods and 
devices for assisting the copying of packets for multicasting. 

[0003] Data communication sWitches receive packets on 
ingress ports, format them for the “next hop”, and transmit 
them on egress ports en route to their ultimate destinations. 
When more than one ultimate destination is indicated, i.e., 
the packet requires multicasting, th sWitch must generally 
make multiple copies of the packet or a portion thereof and 
prepends each of the copies With a different outbound 
header. Conventional sWitches have relied heavily on soft 
Ware-driven central processing units (CPUs) to accomplish 
the required copying. Such CPU reliance has introduced 
intervening steps into the sWitching process Which have 
caused latency and imposed additional buffering require 
ments. Overall sWitching performance has suffered as a 
result. Therefore, there is a general need for methods and 
devices for more efficiently processing packets requiring 
multicasting in data communication sWitches, and a more 
particular need for a hardWare-based solution to the task of 
multicast copying. 

SUMMARY OF THE INVENTION 

[0004] In its most basic feature, the present invention 
provides a hardWare copy assist for facilitating data com 
munication sWitch multicasting. 

[0005] In one aspect of the invention, packets are copies in 
hardWare in a quantity required to meet multicasting needs. 
This inventive aspect is achieved by storing packets in a 
sWitch queue and retaining a home mark to Which a read 
address is reset When additional copying is indicated. 
Inbound packets are stored in the sWitch queue pending 
resolution of forWarding requirements. A home mark is 
alWays set to the ?rst-Written address of the packet at the 
head of the queue. If additional copying of the packet is 
indicated, the read address is reset to the home mark after the 
most recent copy of the packet is delivered. If additional 
copying is not indicated, the home mark is advanced to the 
?rst-Written address for the next packet for copying from the 
sWitch queue after the most recent copy is delivered. 

[0006] In another aspect of the invention, the home mark 
is used in a Watermark check to guarantee that the packet at 
the head of the queue is not overWritten before the required 
number of copies has been made. This inventive aspect is 
achieved by using the differential betWeen the Write address 
and the home mark (rather than the current read address) as 
the benchmark of current queue fullness in a Watermark 
check Wherein the decision is made Whether to grant queu 
ing clearance to the next inbound data. By relying on the 
Write address/home mark differential (rather than the Write 
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address/read address differential) in the Watermark check, 
the addresses in Which the packet at the head of the queue 
are stored are placed off-limits to the next inbound packet 
until it is certain that additional copying of the packet at the 
head of the queue Will not be required. 

[0007] In a preferred embodiment of the invention, the 
hardWare copy assist is implemented With minimal sWitch 
ing overhead by making copying decisions incidental to the 
retrieval of outbound headers. Outbound headers are pref 
erably retrieved by indexing a header table Wherein all 
outbound headers for the same packet are stored as a linked 
list of entries. A check is made of each entry as the linked 
list is “Walked-down” to determine if there is another entry 
in the linked list, as indicated by the presence of a valid 
“next entry” index. If there is a valid “next entry” index, the 
read address is reset to the home mark after the most recent 
copy of the packet is delivered. If there is not a valid “next 
entry” index, hoWever, the home mark is advanced to the 
read address after the most recent copy of the packet is 
delivered. 

[0008] These and other aspects of the present invention 
may be better understood by reference to the folloWing 
detailed description taken in conjunction With the accom 
panying draWings Which are brie?y described beloW. Of 
course, the actual scope of the invention is de?ned by the 
appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a block diagram of a data communication 
sWitching architecture in Which the present invention may be 
implemented; 
[0010] FIG. 2 is a more detailed block diagram of the 
queue control unit of FIG. 1 including its interfaces to the 
ingress queue, sWitch queue and header table; 

[0011] FIG. 3 is a flow diagram describing a read policing 
methodology performed by the queue control unit of FIG. 1; 

[0012] FIG. 4 is a flow diagram describing a Write polic 
ing methodology performed by the queue control unit of 
FIG. 1; 

[0013] FIG. 5 is a diagram illustrating the processing of an 
exemplary packet Within the sWitching architecture of FIG. 
1; and 

[0014] FIGS. 6A and 6B are diagrams illustrating hoW a 
Watermark check Within the sWitching architecture of FIG. 
1 is operative to prevent a premature overWrite of an 
exemplary packet. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0015] In FIG. 1, a sWitching architecture in Which the 
present invention may be implemented is shoWn. In the basic 
sWitching operation, inbound packets arrive at ingress queue 
100, are formatted for the “next hop” by prepending appro 
priate outbound headers, and are delivered as outbound 
packets to egress queue 150. More particularly, identi?ers in 
the headers of inbound packets are transmitted to sWitching 
logic 120 for a sWitching decision. If forWarding is indi 
cated, sWitching logic 120 transmits the appropriate for 
Warding index to header table 130 to retrieve information for 
encoding in outbound headers for the packet. In this regard, 
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linked lists of entries are constructed in header table 130 for 
forwarding multicast packets to an appropriate array of 
destinations. In addition to storing information for encoding 
in a particular outbound header, therefore, each entry may 
include a valid “next entry” index Which identi?es the index 
of another table entry having information for encoding in 
another outbound header for the same packet. Packet assem 
bly 140 receives outbound headers from header queue 170 
and combines outbound headers and copies of packet data 
separately-received from sWitch queue 110“on the ?y” into 
outbound packets Which may be transferred on egress queue 
150 to the appropriate “next hops”. One possible con?gu 
ration of such an “on the ?y” packet assembly is described 
in application Ser. No. 09/097,898 entitled PACKET 
ASSEMBLY HARDWARE FOR DATA COMMUNICAI 
TON SWITCH, oWned by the assignee hereof. Identi?ers 
transmitted to sWitching logic 120 for a sWitching decision 
may include Open System Interconnection (OSI) Layer TWo 
(Bridging), Layer Three (Network) and Layer Four (Trans 
port) addresses and identi?ers, by Way of example. SWitch 
ing logic 120 may make the sWitching decision by perform 
ing associative comparisons of such identi?ers With knoWn 
identi?ers stored in a memory Within sWitching logic 120. 
Such a memory may be a content addressable memory 
(CAM) or may be a random access memory One 
possible RAM-based implementation of sWitching logic 120 
is described in application Ser. No. 08/964,597 entitled 
CUSTOM CIRCUITRY FOR ADAPTIVE HARDWARE 
ROUTING ENGINE, oWned by the assignee hereof. 
[0016] Data in inbound packets Which Will be included in 
any counterpart outbound packet are retained in sWitch 
queue 110 pending the results of sWitching decisions. Data 
in inbound packets Which Will not be included in any 
counterpart outbound packet may also be stored in sWitch 
queue 110 and “skipped” upon reading the packet from 
sWitch queue 110 to packet assembly 140. Alternatively, 
such packet data may be dropped at ingress queue 100. For 
simplicity, hoWever, the data for a particular packet Which 
are retained in sWitch queue 110 Will be referred to herein as 
a “packet” Whether the entire or only selected portions of the 
inbound packet are actually retained. Queue control unit 160 
manipulates the sWitch queue read address, in a manner 
hereinafter described, to ensure delivery the number of 
copies of each packet required to meet multicasting needs is 
delivered to packet assembly 140. Unit 160 also regulates 
access to sWitch queue 110 to prevent packets from being 
overWritten before the required number of copies is deliv 
ered. Packets are preferably transferred in and out of sWitch 
queue 110 on a bus Which, When active, transfers a constant 
bit “Width” of data on each clock cycle. Each packet may 
span one or more Widths. In addition to having bits of packet 
data, a “Width” may include control bits sufficient to convey 
if the Width is the ?rst or last Width of a packet. 

[0017] Referring noW to FIG. 2, queue control unit 160 is 
illustrated in greater detail. In a preferred embodiment, unit 
160 includes queue ?oW control logic 210, Write address 
counter 220, read address counter 230 and home mark 
register 240. Logic 210 polices data ?oWs in and out of 
sWitch queue 110 to ensure that the appropriate number of 
copies of each packet are delivered to packet assembly 140 
and that packets are not prematurely overWritten. To this 
end, logic 160 has a line on header queue 170 for receiving 
the current “next entry” index for the packet at the head of 
sWitch queue 110 from an entry retrieved from header table 
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130. Write address counter 220 holds the current Write 
address for sWitch queue 110 and is incremented With each 
neW Width of data received from ingress queue 100. Read 
address counter 230 holds the current read address for 
sWitch queue 110. The value stored in read counter is 
incremented With each neW Width of data transmitted to 
packet assembly 140 and is reset under certain circum 
stances hereinafter explained. Home mark register 240 
retains the address of the ?rst Width of the packet at the head 
of sWitch queue 110, hereinafter referred to as the home 
mark. The value stored in home mark register is advanced 
under certain circumstances hereinafter explained. 

[0018] The read policing methodology implemented With 
the assistance of logic 210 is described With greater particu 
larity in the How diagram of FIG. 3. When a packet is 
pending in sWitch queue 110 (Step 310), read address 
counter 220 is consulted for the current read address and the 
?rst Width of the packet at the head of the queue is read from 
sWitch queue 110 to packet assembly 140 (Step 320). Read 
address counter 220 is incremented (Step 330) and the 
control bits associated With the Width just read are consulted 
to determine if the Width is the last Width of the packet (Step 
340). If the Width is not the last Width, Step 320 is repeated. 
If the Width is the last Width, hoWever, a check is made to 
determine if the packet must be retained for additional 
copying (Step 350). In this regard, queue ?oW control logic 
160 revieWs the current “next entry” index for the packet 
retrieved from header queue 170. If the “next entry” index 
is valid, it is knoWn that the packet Will have to be retained 
for additional copying to meet multicasting needs and the 
multicast ?ag is set. OtherWise, if the entry does not have a 
valid “next entry” index, it is knoWn that additional copies 
of the packet are not required and the multicast ?ag is not 
set. If the multicast ?ag is set, the read address is reset to the 
home mark (i.e., the ?rst address of the current packet) by 
updating read address counter 230, and Step 320 is repeated. 
If the multicast ?ag is not set, hoWever, the home mark is 
advanced to the read address (Step 370) (i.e., the ?rst 
address of the next pending packet, if any) by updating home 
mark register 240, and the algorithm is exited. It Will be 
appreciated that through the above policing scheme, copies 
of packets are delivered to packet assembly 140 in the 
number required to meet multicasting needs Without the 
need for softWare intervention. Moreover, reliance on the 
dual purpose “next entry” index in header table 130 as the 
determinant of the need for additional copying alloWs this 
advantageous result to be achieved With minimal additional 
overhead. 

[0019] Write policing is done to avoid overWriting the 
packet at the head of sWitch queue 110 prematurely. In this 
regard, because it is not knoWn at the time decisions Whether 
to Write into sWitch queue 10 must be made Whether the 
packet at the head of sWitch queue 110 Will have to be 
retained for additional copying, the home mark rather than 
the read address is advantageously used in the queue fullness 
calculation. The preferred Write policing methodology 
implemented With the assistance of logic 210 is described in 
FIG. 4. When a Width of an inbound packet is pending in 
ingress queue 100 (Step 410), a Watermark check is per 
formed before releasing the Width to sWitch queue 110. In 
the Watermark check, the difference betWeen the Write 
address and the home mark (a measure of queue fullness) is 
compared against a con?gured Watermark (Step 420). If the 
differential is less than the Watermark, it is knoWn there is 
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ample room in switch queue 110 to receive the inbound 
Width Without overwriting the packet at the head of the 
sWitch queue 110. Therefore, the inbound Width is Written to 
sWitch queue 110 (Step 430). If, on the other hand, the 
differential is not less than the Watermark, it is knoWn that 
there may not be ample room in sWitch queue 110 to receive 
the inbound Width Without risking a premature overWrite of 
the packet at the head of sWitch queue 110. Therefore, logic 
210 asserts stall line 212 and the inbound Width is not 
delivered to sWitch queue 110. Watermark checks are per 
formed regularly to reveal changes in the available status of 
sWitch queue 110 resulting from advances in the home mark. 
The loWer limit on the con?gured value of the Watermark is 
de?ned by the maximum alloWable packet siZe in the 
sWitching architecture, such that a packet of any siZe may be 
queued in its entirety under a condition of maximum avail 
able capacity (i.e., When sWitch queue 110 is empty). The 
upper limit on the con?gured value of the Watermark is 
de?ned by the capacity of sWitch queue 110. 

[0020] Processing of an exemplary packet A at the head of 
sWitch queue 110 is illustrated in FIG. 5, Which may be read 
in conjunction With FIG. 1. Identi?ers from the exemplary 
packet are sent to sWitching logic 120 for a sWitching 
decision. SWitching logic 120 returns forWarding index A1. 
Header table 130 is consulted at index A1 and reveals header 
data A1‘ for encoding in an outbound header. Header A1“ is 
constructed in header queue 170 and header A1“ is delivered 
to packet assembly 140. Separately, packet A has advanced 
to the head of sWitch queue 110 Where the home mark is set 
to the ?rst-Written address for packet A. Packet A is deliv 
ered to packet assembly 140 in a series of Widths by 
incrementing the read address. In packet assembly 140, 
header A1“ is prepended to packet A to form an outbound 
packet for transfer to egress queue 150. Because “next 
entry” ?eld in the entry retrieved from index Al has a valid 
“next entry” index A2, it is knoWn that packet A must be 
retained for additional copying. Therefore, the multicast ?ag 
is set and the read address is reset to the home mark. “Next 
entry” index A2 is looked-up in header table 130 and reveals 
header data A2‘ for encoding in another outbound header for 
prepending to packet data A. Header A2“ is constructed in 
header queue 170 and header A2“ is delivered to packet 
assembly 140. Separately, another copy of packet data A is 
delivered to packet assembly 140 using the read address to 
deliver successive Widths of packet A. In packet assembly 
140, header A2“ is prepended to packet A to form another 
outbound packet for transfer to egress queue 150. Because 
“next entry” ?eld in the entry retrieved from index A2 does 
not have a valid “next entry” index, it is knoWn that packet 
A no longer needs to be retained for additional copying. 
Therefore, the multicast ?ag is not set and the home mark is 
advanced to the read address. Processing then begins on 
packet B in similar fashion. 

[0021] Finally, FIGS. 6A and 6B illustrate hoW the pre 
ferred Watermark check operates to prevent premature over 
Write of an exemplary packet A at the head of an exemplary 
sWitch queue 610. First, consider FIG. 6A, Wherein packet 
A and a Width of data from packet B are pending in sWitch 
queue 610 and a copy of packet A at the head of the queue 
is in the process of being delivered to packet assembly 140. 
AWatermark check must be passed before additional Widths 
of packet B (pending in ingress queue 100) may be delivered 
to sWitch queue 610. As illustrated in FIG. 6A, in the 
Watermark check, the differential betWeen the Write address 

Apr. 3, 2003 

and the home mark is equal to the Watermark and the 
Watermark check is failed. (Note that if the differential 
betWeen the Write address and the read address Were used as 
the basis for comparison, the Watermark check Would be 
passed and packet AWould be subject to a risk of premature 
overWrite). The additional Width is therefore not queued. 
Subsequently, referring to FIG. 6B, once it is knoWn that no 
additional copies of packetAWill have to be made, the home 
mark is advanced to the ?rst-Written Width of packet B and 
the Watermark check is again performed. This time, the 
differential betWeen the Write address and the home mark is 
less than the Watermark and the Watermark check is passed. 
The additional Width is therefore Written in sWitch queue 
610. 

[0022] It Will be appreciated by those of ordinary skill in 
the art that the invention can be embodied in other speci?c 
forms Without departing from the spirit or essential character 
hereof. The present invention is therefore considered in all 
respects illustrative and not restrictive. The scope of the 
invention is indicated by the appended claims, and all 
changes that come Within the meaning and range of equiva 
lents thereof are intended to be embraced therein. 

1. In a data communication sWitch, a method for gener 
ating a required number of copies of a packet, comprising: 

(a) Writing a packet into a plurality of addresses in a 
sWitch queue; 

(b) reading the packet from the plurality of addresses; 

(c) determining if additional copying is indicated from 
information in a table entry having header data for 
combining With the packet; 

(d) if additional copying is indicated, resetting the read 
address to the ?rst address in Which the packet is 
Written and repeating steps (b) and 

2. The method for generating required copies of a packet 
according to claim 1, Wherein the determining step com 
prises: 

(i) consulting the table entry; and 

(ii) learning if the information in the consulted table entry 
has a valid index to another table entry having header 
data for combining With the packet. 

3. The method of claim 1, Wherein if additional copying 
is not indicated, advancing the read address to a ?rst-Written 
address of a next packet for copying from the sWitch queue. 

4. In a data communication sWitch, a method for gener 
ating a required number of copies of a packet, comprising: 

(a) Writing a packet into a plurality of addresses of a 
sWitch queue; 

(b) setting a home mark to the ?rst address in Which the 
packet is Written; 

(c) reading the packet from the plurality of addresses; 

(d) determining if additional copying is indicated from 
information in a table entry having header data for 
combining With the packet; 

(e) if additional copying is indicated, resetting the read 
address to the home mark and repeating steps (c) and 
(d) 
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5. The method of claim 4 further comprising: 

if additional copying is not indicated, advancing the home 
mark to a ?rst-Written address of a neXt packet for 
copying from the sWitch queue. 

6. A method for processing an inbound packet in a data 
communication sWitch, comprising: 

(a) receiving a packet in an ingress queue, the received 
packet having packet identi?ers and packet data; 

(b) transmitting the packet identi?ers to sWitching logic 
for a forWarding decision; 

(c) Writing the packet data into a plurality of addresses in 
a sWitch queue; 

(d) consulting a table entry at an indeX returned from the 
sWitching logic in response to the packet identi?ers; 

(e) reading the packet data from the plurality of addresses; 

(f) determining if additional copying is indicated from 
information in the consulted table entry, Wherein the 
information in the consulted table entry includes header 
data for combining With the packet data and additional 
copying is indicated if the information includes a valid 
indeX to another table entry having header data for 
combining With the packet data; and 

(g) if additional copying is indicated, resetting the read 
address to the ?rst address in Which the packet data is 
Written and repeating steps (e) and 

7. The method of claim 6, Wherein if additional copying 
is not indicated, advancing the read address to a ?rst-Written 
address of a neXt packet for copying from the sWitch queue. 

8. In a data communication sWitch, a method for gener 
ating a required number of copies of a packet, comprising: 

storing a packet in a sWitch queue; 

obtaining a copy of the packet from the sWitch queue; 

retrieving a ?rst header data for the packet from a ?rst 
entry of a header table; 

combining the copy of the packet With the ?rst header 
data; 

determining if the ?rst entry of the header table includes 
a valid indeX to a second table entry storing a second 
header data for the packet; and 

if the entry of the header table includes a valid indeX to a 
second table entry: 

obtaining a second copy of the packet; and 

combining the second copy of the packet With the 
second header data. 

9. The method of claim 8, Wherein the obtaining of the 
second copy of the packet comprises resetting a read address 
to a ?rst address in Which the packet is Written in the sWitch 
queue. 

10. The method of claim 8 further comprising setting a 
mark to a ?rst address in Which the packet is Written in the 
sWitch queue, Wherein the obtaining a second copy of the 
packet comprises resetting a read address to the mark. 

11. The method of claim 10, Wherein if the ?rst entry of 
the header table does not include a valid indeX to a second 
table entry, advancing the mark to a ?rst-Written address of 
a neXt packet for copying from the sWitch queue. 
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12. A data communication sWitch comprising: 

a sWitch queue con?gured to store a packet; 

a header table including a ?rst table entry storing ?rst 
header data and an indeX to a second table entry storing 
second header data; 

a queue control unit causing retrieval of a ?rst copy of the 
packet, the queue control unit further causing retrieval 
of a second copy of the packet if the ?rst table entry 
includes a valid indeX to the second table entry storing 
second header data; and 

a packet assembly unit receiving the ?rst copy of the 
packet and the second copy of the packet and combin 
ing the ?rst copy of the packet With the ?rst header data 
and the second copy of the packet With the second 
header data. 

13. The sWitch of claim 12, Wherein the queue control unit 
obtains the second copy of the packet by resetting a read 
address to a ?rst address in Which the packet is Written in the 
sWitch queue. 

14. The sWitch of claim 12, Wherein the queue control unit 
further sets a mark to a ?rst address in Which the packet is 
Written in the sWitch queue and obtains the second copy of 
the packet by resetting a read address to the mark. 

15. The sWitch of claim 14, Wherein if the ?rst table entry 
does not include a valid indeX to the second table entry, the 
queue control unit advances the mark to a ?rst-Written 
address of a neXt packet for copying from the sWitch queue. 

16. A data communication sWitch comprising: 

means for receiving a packet having packet identi?ers and 
packet data; 

means for making a forWarding decision based on the 
packet identi?ers; 

means for Writing the packet data into a plurality of 
addresses; 

means for consulting a table entry based on an indeX 
returned by the means for making a forWarding deci 
sion; 

means for reading the packet data from the plurality of 
addresses; 

means for determining if additional copying is indicated 
from information in the consulted table entry, Wherein 
the information in the consulted table entry includes 
header data for combining With the packet data and 
additional copying is indicated if the information 
includes a valid indeX to another table entry having 
header data for combining With the packet data; and 

if additional copying is indicated, means for resetting the 
read address to the ?rst address in Which the packet data 
is Written for reading the packet data again from the 
plurality of addresses. 

17. The sWitch of claim 16, further comprising: 

if additional copying is not indicated, means for advanc 
ing the read address to a ?rst-Written address of a neXt 
packet for copying the neXt packet. 


