
US 20030046198A1 

(19) United States 
(12) Patent Application Publication (10) Pub. N0.: US 2003/0046198 A1 

Knapp et al. (43) Pub. Date: Mar. 6, 2003 

(54) ANONYMOUS RECOMMENDATION (52) US. Cl. .............................................................. .. 705/35 
TECHNIQUE 

(76) Inventors: Verna E. Knapp, Monmouth, OR (US); (57) ABSTRACT 
Poorvi L. Vora, Corvallis, OR (US) 

Correspondence Address? An entity engaging in one or more activities Within an 
HEWLETT'PACKARD CQMPANY electronic commerce system supplies data such as an entity 
ingn?ctugggiggerty Admlmstratlon identi?cation to an anonymity service. In turn, the anonym 
F'Or; cgylilins C0 80527_2 400 (Us) ity service splits the entity identi?cation into a plurality of 

’ secret shares that are thereafter provided to a corresponding 

(21) App1_ No; 09/976,637 plurality of shareholders. Information regarding the speci?c 
activity(ies) is associated With each secret share of the 

(22) Filed: 06L 12, 2001 plurality of secret shares used to memorialize the entity’s 
_ _ identity. Over time and multiple activities conducted by 

Related U‘S‘ Apphcatlon Data multiple entities, each secret share has associated thereWith 

(63) Continuationdnmart of application NO‘ 09/944,739, a set of activities corresponding to a plurality of 'ent1t1es.~To 
?led on Aug‘ 31 2001' generate recommendations for a given entity, an intersection 

’ of the sets of activities associated With that entity’s secret 

publication Classi?cation shares is provided as an estimated activities list. The rec 
ommendations are thereafter derived based on the estimated 

(51) Int. Cl.7 ................................................... .. G06F 17/60 activities list. 

237 
SHAREHOLDERS 

232 233 234 
—> --—--——-> 

ENTITIES AQEQWETY PROVIDER 
(— (—-——— 

310 ’\ PROCESSOR 

212 ’\ m 
200 



Patent Application Publication Mar. 6, 2003 Sheet 1 0f 16 US 2003/0046198 A1 

102 103 104 
8 8 8 

—> > 
PUBLIC ENTITIES PROVIDER NETWORK 

_100 106~ 555% 

-PRIOR ART 

FIG.1 

207 
8 

SHAREHOLDERS 

202 203 204 
8 8 8 
—) ____________> 

ANONYMITY ENTITIES PROVIDER 
( SERVICE ( 

210 '\ PROCESSOR 

212 '\ m 
200 

FIG.2 



Patent Application Publication Mar. 6, 2003 Sheet 2 0f 16 US 2003/0046198 A1 

I 0 
"'2 ENTITY RESIDENTS 

‘D AND QCT'V'TY 310” EACH SECRET SHARE 
- CORRESPONDING TO ENTITY 

YES l 
30“, SPLIT ENTITY ID GENERATE 

312w ESTIMATED 
l ACTIVITIES LIST 

SEND SECRET SHARES l 
306“, AND INFORMATION 

REGARDING ACTIVITY 314w GENERATE 
TO SHAREHOLDERS RECOMMENDATIONS 

EACH SHAREHOLDER PROVIDE 
ASSOCIATES ACTIvITY 316” RECOMMENDATIONS 

303 ’\/ WITH CORRESPONDING 
SECRET SHARE 

FIG.3 



Patent Application Publication Mar. 6, 2003 Sheet 3 0f 16 US 2003/0046198 A1 

EVENTS 

D 

G 

C 

A R 

510 

$5 $7 $5 510 
S2 $4 $6 $9 

$3 $5 $7 $10 

S3 S4 56 $7 

SECRET SHARES VALUES 

33 
$1 

S1 
S3 35 S7 S5 
S2 S2 55 S8 S9 
S1 
S2 53 57 5s 59 

USER 

F IG.4 

SHAREHOLDER1 
PROFILES 

SHARE 
VALUE 

FIG.5 

SHAREHOLDERZ 
PROFILES 

SHARE 
VALUE 

D 

FIG.6 



Patent Application Publication Mar. 6, 2003 Sheet 4 0f 16 US 2003/0046198 A1 

SHARE SHAREHOLDER3 
VALUE PROFILES 

S4 A E J R s T 

85 c D J N o 

5a J L 

57 D F G J K L M 

FIG.7 

SHARE SHAREHOLDER4 
VALUE PROFILES 

85 D F G J L M 

S6 A E J R s T 

57 J 0 

S8 0 D J K L N P 

FIG.8 

SHARE SHAREHOLDERS 
VALUE PROFILES 

S7 A R s 

58 
89 c E J K L N T 

310 F G J L M o P 

FIG.9 







Patent Application Publication Mar. 6, 2003 Sheet 7 0f 16 US 2003/0046198 A1 

Edi 
z E A 1 Q Q 3 mmweoImméw Q 2 A “ Q 0 mm @9051? 

a z ? Q Q 5 mmmgo?méw 
@ z 4 _, Q Q S mmmeormaéw @ z A i Q Q mm iwgo?méw 

3mm: 

EdE 





Patent Application Publication Mar. 6, 2003 Sheet 9 0f 16 US 2003/0046198 A1 

USER ESTIMATED ACTIVITIES 

I E F a J L M 

2 E J T 

3 J L P 

4 J 0 P 

5 n F G L M 

6 c D J 

7 A R s 

8 J K L 

FIG.18 

1 2 3 4 5 

USER SECRET SHARES VALUES EVENTS 

1 S3 S5 S7 55 S10 0 K L 
2 81 $2 S4 S6 39 E J T 
3 S2 S2 S6 58 S10 J L P 
4 $1 $3 55 57 S10 F 0 P 
5 53 55 5T 55 310 F G M 
6 S2 S2 S5 S8 89 C D N 
7 S1 S3 S4 S6 S7 A R S 
8 S2 S3 S7 S8 39 J K |_ 

F IG.19 



Patent Application Publication Mar. 6, 2003 Sheet 10 0f 16 US 2003/0046198 A1 

SHARE SHAREHOLDER 1 
VALUE PROFILES 

S1 A F J R S T 

S2 0 J L 
5s 0 F G L 

FIG.20 

SHARE SHAREHOLDER 2 
VALUE PROFILES 

S2 0 D J L T 

83 A F J L R s 

85 D F G L 

F IG.21 

SHARE SHAREHOLDER 3 
VALUE PROFILES 

54 A J R s T 

35 c D F 

56 J L 
87 D F G J K L 

FIG.22 



Patent Application Publication Mar. 6, 2003 Sheet 11 0f 16 US 2003/0046198 Al 

F IG.24 

SHARE SHAREHOLDER4 
VALUE PROFILES 

85 D F s K L 

36 A J R s T 

57 F 
3s c D J K L 

FIG.23 

SHARE SHAREHOLDER5 
VALUE PROFILES 

57 A L R s 

5s 
59 c J L T 

s10 F c; J L P 





Patent Application Publication Mar. 6, 2003 Sheet 13 0f 16 US 2003/0046198 A1 

$6111 
1 o A 1 Q m 2w mmweoIwméw 

l o L 1w JMEQEEEW 1 o m 1w $505125 
n_ o d 1 l 1@ £90515 Q Q 1 U_ J georwméw 

3mm: 

56E 
1 o 4 1 o m 2w $50551 

1 A 1 1; geozmméw 1 A 1 mm mmwaorwméw l A 1 mm @9051? a J 1 S @9051? 

H1 mww: 







Patent Application Publication Mar. 6, 2003 Sheet 16 0f 16 US 2003/0046198 A1 

USER ESTIMATED ACTIVITIES 

F G K L M 

T 

D 

E 

J 

F 

D 

C 

A 

J 

F IG.33 



US 2003/0046198 A1 

ANONYMOUS RECOMMENDATION TECHNIQUE 

PRIOR APPLICATIONS 

[0001] The present invention is ?led as a continuation-in 
part of US. patent application Ser. No. 09/944,739, titled 
ANONYMOUS ACQUISITION OF DIGITAL PROD 
UCTS BASED ON SECRET SPLITTING, ?led on Aug. 31, 
2001 in behalf of Vora et al., the same inventors as in the 
present application, Which prior application is assigned to 
the HeWlett-Packard Company, the same assignee as in the 
present application. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to elec 
tronic commerce systems and, in particular, to a technique 
for providing anonymous recommendations Within such 
electronic commerce systems. 

BACKGROUND OF THE INVENTION 

[0003] Electronic commerce is increasingly becoming a 
part of everyday life. In particular, the rapid groWth of the 
Internet and World Wide Web has lead to a corresponding 
increase in the ability to acquire goods and services 
remotely. A generaliZed eXample in accordance With current 
techniques is illustrated in FIG. 1. In particular, an entity 
102, such as an individual or organiZation, may communi 
cate With a provider 104 via a public netWork 103. The entity 
102 transmits a variety of information to the provider 104 in 
order to acquire a product being offered by the provider 104. 
The information sent by the entity 102 typically comprises 
an identi?cation of the entity, an identi?cation of the product 
being acquired and, optionally, information regarding the 
price of the product being acquired. In turn, Where the 
acquisition is a purchase, the provider 104 may supply some 
or all of the information from the entity 102 to a credit 
agency 106. As a result, the provider 104 has speci?c 
knoWledge of the products being purchased by the entity 
102. LikeWise, the credit agency 106 has speci?c knoWledge 
that the entity 102 is purchasing products from the provider 
104. 

[0004] Based on the knoWledge of What products or ser 
vices are being acquired, the provider 104 can often supply 
one or more recommendations to the entity. That is, if an 
entity purchases, for eXample, tickets to a classical music 
concert, the provider may be able to recommend other 
classical music concerts or even other products, such as 
recordings of classical music. As providers become more 
familiar With additional speci?c activities performed by 
speci?c entities Within the electronic commerce system (i.e., 
develop pro?les about the entities), they can further re?ne 
their recommendations so as to provide more targeted or 
relevant recommendations With increased likelihood that the 
speci?c entities Will folloW up on the recommendations. 
While speci?c knoWledge of a given entity’s on-line activi 
ties may be valuable to the provider as a source of providing 
recommendations, Which recommendation may even be 
helpful to or Welcomed by some of the targeted entities, an 
increasing number of consumers object to commercial enter 
prises and other third parties having speci?c knoWledge of 
their on-line activities. Clearly, a consumer’s desire for 
privacy con?icts With the desire of commercial enterprises’ 
to be able to recommend additional services and products 
based on past activities by consumers. 
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[0005] Therefore, a need eXists for techniques that alloW 
the formulation of recommendations based on some degree 
of knoWledge about a given entity’s on-line activities, but 
that also provides the given entity With a corresponding 
degree of privacy. 

SUMMARY OF THE INVENTION 

[0006] 8. A commerce system comprises a plurality of 
entities each having an associated entity identity that is 
stored as a plurality of secret shares amongst at least a 
portion of a plurality of shareholders. Each plurality of 
secret shares comprises a subset of a ?nite set of secret share 
values. An apparatus and method for the commerce system 
includes an association, for each entity of the plurality of 
entities, for at least one activity conducted by the entity 
Within the commerce system With each of the plurality of 
secret shares used to store the entity identity corresponding 
to the entity such that each secret share of the ?nite set of 
secret share values has associated thereWith a set of activi 
ties from at least a portion of the plurality of entities. A 
receiver for receiving sets of activities associated With each 
secret share of a ?rst plurality of secret shares used to store 
a ?rst entity identity corresponding to a ?rst entity is 
included With a generator, coupled to the receiver, for 
generating an estimated activities list, for the ?rst entity, 
comprising an intersection of the sets of activities. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] FIG. 1 is a block diagram illustrating a typical 
arrangement used in electronic commerce in accordance 
With prior art techniques. 

[0008] FIG. 2 is a block diagram illustrating an arrange 
ment that may be used for electronic commerce in accor 
dance With the present invention. 

[0009] FIG. 3 is a How chart illustrating a technique in 
accordance With the present invention. 

[0010] FIGS. 4-18 illustrate an eXample of providing an 
estimated activities list in accordance With the present 
invention. 

[0011] FIGS. 19-33 illustrate another eXample of provid 
ing an estimated activities list in accordance With the present 
invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0012] The present invention provides a technique for 
making recommendations to entities in an electronic com 
merce system (based, for eXample, on the Internet or World 
Wide Web) While simultaneously maintaining activities pro 
?les of individual entities in secret. In the conteXt of the 
present invention, activities encompass substantially all 
actions in Which an entity provides its entity identi?cation to 
a third party including, but not limited to, purchasing a 
digital object or service, providing information to a third 
party for the purposes, for eXample, of rating something in 
a survey, etc. Furthermore, electronic commerce systems as 
used herein are not limited to systems supporting commer 
cial transactions, but instead encompass all systems Whereby 
an entity at least provides its entity identi?cation to a third 
party for any purpose. 
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[0013] The present invention employs secret sharing tech 
niques Whereby information regarding particular activities 
by an entity is kept con?dential and yet accessible When 
required to generate recommendations for the entity’s ben 
e?t. An entity engaging in an activity Within the electronic 
commerce systems supplies data such as an entity identi? 
cation to an anonymity service. In turn, the anonymity 
service splits the entity identi?cation into a plurality of 
secret shares that are thereafter provided to a corresponding 
plurality of shareholders. The nature of the secret splitting 
process is such that each shareholder is unable to reproduce 
the secret corresponding to the shareholder’s share Without 
the other shareholders involved in the process. Furthermore, 
the process Whereby the secret shares are generated should 
be reproducible by the anonymity service, such that the 
anonymity service can generate all the sets of the plurality 
of secret shares ever generated for a particular entity iden 
ti?cation. Information regarding the speci?c activity (e.g., 
information identifying the speci?c activity) is associated 
With each secret share of the plurality of secret shares used 
to memorialiZe the entity’s identity. Assuming that there are 
a ?nite number of secret shares available from Which any 
given entity’s plurality of secret shares may be selected, over 
time and multiple activities conducted by multiple entities, 
each secret share Will have associated thereWith a set of 
activities corresponding to a plurality of entities. 

[0014] When it is desired to generate recommendations for 
a given entity based on that entity’s past activities, an 
intersection of the sets of activities associated With that 
entity’s secret shares is provided as an estimated activities 
list. That is, activities found in each set of activities asso 
ciated With each secret share of the given entity’s secret 
shares are included in the estimated activities list, Whereas 
activities found in less than all of the sets of activities 
associated With the entity’s secret shares are excluded. 
Thereafter, one or more recommendations may be made 
based on the estimated activities list. By associating activi 
ties With a plurality of secret shares, the present invention 
facilitates anonymous transactions, particularly anonymous 
recommendations. 

[0015] The present invention may be more readily 
described With reference to FIGS. 2-33. Referring noW to 
FIG. 2, there is illustrated a block diagram of a system 200 
in accordance With the present invention. In particular, an 
anonymity service 203 is provided as an intermediary 
betWeen entities 202 (e.g., acquirers of services or digital 
products) and one or more providers 204. In practice, the 
anonymity service 203 and provider 204 can be in commu 
nication With a clearing house and a credit agency in support 
of commercial transactions; for clarity, the clearing house 
and credit agency are not illustrated in FIG. 2. Although 
direct connections are illustrated betWeen the anonymity 
service 203 and the various other elements of the system 
200, it is understood that these connections may comprise 
paths established through public netWorks such as the Inter 
net or World Wide Web, Within private netWorks or through 
a combination of public and private netWorks. 

[0016] In the conteXt of the present invention, each of a 
plurality of entities 202 may comprise any individual or 
organiZation capable of conducting activities Within the 
electronic commerce system 200. Such activities may com 
prise virtually any actions in Which an entity is Willing to 
include its entity identi?cation. For eXample, such activities 
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may include, but are not limited to, providing or acquiring 
something of value to/from a third party, such as participat 
ing in a survey, subscribing to a neWsletter or af?nity group 
chat room, or acquiring services or digital products from the 
provider 204. In the conteXt of the present invention, digital 
products comprise anything capable of delivery via a com 
munication netWork. For eXample, digital products may 
include doWnloadable softWare or digital data such as teXt, 
audio, video or images. Those having ordinary skill in the art 
Will recogniZe that other types of digital products may be 
used in conjunction With the present invention, and the 
present invention is not limited in this regard. Regardless, 
each activity conducted Within the system 200 should be 
susceptible to unique identi?cation. For eXample, activities 
may include actions such as, “purchased video disk of 
‘Cinderella”’, “doWnloaded trial version of XYZ Co.’s 
video game softWare”, “donated money to Planned Parent 
hood”, etc. In sum, activities in the conteXt of the present 
invention comprise any actions having associated thereWith 
an entity identi?cation and that are susceptible to a unique 
identi?cation. 

[0017] In practice, each entity 202 communicates With the 
anonymity service 203 via a computer implementing a 
netWork communication program, such as a broWser or the 
like. The provider 204, in turn, may likeWise comprise any 
individual or organiZation that provides services or digital 
products or that accepts information from entities via a 
communication netWork. More generally, the provider 204 
may comprise any individual or organiZation that is the 
intended target of an entity’s action(s) and is therefore a 
recipient of that entity’s identi?cation. The anonymity ser 
vice 203 preferably comprises a computer-implemented 
service available via a communication netWork such as the 
Internet or World Wide Web. As depicted in FIG. 2, the 
anonymity service 203 preferably comprises a processor 210 
and memory 212. For eXample, the anonymity service may 
be implemented using one or more netWork servers execut 
ing stored softWare routines as knoWn in the art. 

[0018] The anonymity service 203 is in communication 
With a plurality of shareholders 207. As described in greater 
detail beloW, each of the shareholders 207 is provided With 
a secret share (preferably representative of at least an 
entity’s identi?cation) Which, by itself, does not enable an 
individual shareholder to reconstruct a secret, i.e., an entity’s 
identity. In a preferred embodiment, the process used to 
generate the secret shares is reproducible; that is, for any 
given input, a predictable set of secret shares Will be 
provided as output. Furthermore, it is preferred that the 
process used to generate the secret shares possess the 
property that any secret share is equally likely to take on a 
particular value as any other value. For eXample, if secret 
shares are expressed as n-bit binary Words, there eXists a 
?nite set of secret share values comprising 2n possible 
values. Thus, the likelihood of any one secret share value of 
the ?nite set of secret share values being generated is 
preferably equivalent to 

[0019] The set of shareholders 207 is preferably static 
relative to the anonymity service 203 and to the number of 



US 2003/0046198 A1 

secret share values in the ?nite set of secret share values. 
That is, for a given entity’s identi?cation, information 
corresponding to a given secret share value is always sent to 
the same shareholder of the set of shareholders 207, Which 
set itself is unchanging from the anonymity service’s per 
spective. For example, if there are ten possible secret shares 
(S1 through S10) and ten possible shareholders (H1 through 
H1O), a possible arrangement is to uniquely assign one of the 
ten secret share values to a corresponding one of the ten 
shareholders. Further, it is preferable to ensure that the ?rst 
shareholder alWays receives the ?rst secret share value 
produced, the second shareholder alWays receives the sec 
ond secret share value produced, and so on. Of course, other 
arrangements are possible. If multiple anonymity services 
are provided, each could be associated With its oWn, Well 
described and not necessarily static, plurality of sharehold 
ers, Which plurality of shareholders may or may not include 
shareholders that are also associated With other anonymity 
services. 

[0020] In any event, each shareholder is capable of receiv 
ing secret shares and information regarding activities from 
the anonymity service 203. To this end, each shareholder 
preferably comprises a computer-implemented device 
capable of communicating With the anonymity service 203. 
Because secret sharing schemes are vulnerable to the extent 
that separate shareholders could collaborate to ascertain the 
secret in their possession, it is advantageous to maintain the 
identity of each shareholder in con?dence from the other 
shareholders. Furthermore, it is preferred to select the share 
holders such that they have an inherent reason not to 
collaborate With each other. For example, shareholders in 
possession of the secret shares corresponding to a single 
secret may comprise competitors in a given industry. Such 
competitors are inherently unlikely or unWilling to share 
information With each other. Additionally, the shareholders 
may comprise a privacy organiZation that is dedicated to 
advocating privacy in electronic commerce, and therefore 
unlikely to collaborate With other shareholders. Further still, 
the entity 202 may comprise one of the shareholders, or the 
shareholders 207 may be knoWn to the entity 202, such as 
family members or friends or an Internet mailing list con 
structed around a common interest. 

[0021] Referring noW to FIG. 3, a method in accordance 
With the present invention is illustrated. In particular, the 
method of FIG. 3 is preferably implemented by the ano 
nymity service 203. As shoWn, tWo parallel, independent 
paths are provided. On the left, a path is provided Whereby 
activities by separate entities are added to sets of activities 
associated With separate secret shares. On the right, a path is 
provided Whereby a set of recommendations, based on the 
sets of activities associated With the separate secret shares, 
may be generated. 

[0022] At block 302, it is continuously determined 
Whether a given entity has transmitted its entity identi?ca 
tion and information regarding one or more activities to the 
anonymity service. In an embodiment of the present inven 
tion, the entity identi?cation and information regarding the 
one or more activities may comprise part of a service request 
sent to the anonymity service. In this manner, the anonymity 
service acts as an intermediary betWeen the entity and the 
third party to Which the entity’s action activity is directed. 
The anonymity service can be provided as an additional 
service by an entity’s on-line service provider, such as an 
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Internet Service Provider (ISP). In one embodiment of the 
present invention, the information provided at block 302 is 
securely transmitted to the anonymity service. Security in 
the transmission of such information may be provided using 
knoWn techniques, such as encryption or a trusted path. 

[0023] The entity identi?cation may comprise any unique 
identi?er such as a public key, credit card number or the like. 
LikeWise, the information regarding the one or more activi 
ties may comprise any unique value or description suf?cient 
to distinguish one activity from another. In practice, at least 
With initial implementations, it is expected that such activ 
ity-describing information Will be application dependent. 
For example, if the present invention is limited in its 
application to the realm of activities related to books (e.g., 
on-line purchases, ratings, etc.), the existing system of 
International Standard Book Number (ISBN) codes could be 
used to uniquely identify particular books referenced in a 
given activity. Similar use could be made of stock keeping 
unit (SKU) codes or similar codes currently provided on 
many products. More generally, various schemes have been 
proposed, such as the so-called Consumer Pro?le Exchange 
Standard (CPEX) and Digital Object Identi?ers (DOI) that 
may be applicable across a broad spectrum of activities, and 
may therefore be bene?cially applied to the present inven 
tion. 

[0024] When an entity has transmitted its entity identi? 
cation and information regarding the one or more activities, 
processing continues at block 304 Where a cryptographic or 
other secret splitting technique is used to split the entity 
identi?cation into a plurality of secret shares. Such secret 
splitting techniques are Well knoWn in the art. In essence, a 
secret splitting technique takes a secret and divides it up into 
pieces such that each piece by itself does not alloW a holder 
of that piece to reconstruct the secret. HoWever, a holder in 
possession of all of the pieces is able to reconstruct the 
secret. 

[0025] The present invention requires Well-described and 
reproducible secret splitting, i.e., a secret splitting technique 
that results in reproducible sets of secret share values for a 
given entity identi?cation. Anumber of cryptographic secret 
sharing schemes use random number generation and, as a 
result, the secret share values are generally not reproducible. 
Typically, in such schemes, a seed value is typically used to 
initialiZe a process that generates a stream of essentially 
random data, Which random data (i.e., the secret shares) is 
then used to secure other data. Random number generation 
usually enhances the secrecy of a scheme because a Well 
de?ned, predetermined relationship does not exist betWeen 
the secret share values and the secret, and the shares hence 
reveal less information about the secret. As a practical 
matter, hoWever, the present invention cannot be imple 
mented using a secret splitting/sharing scheme that results in 
secret shares that are different each time for identical inputs. 
Rather, the present invention is preferably implemented 
using a secret splitting scheme that generates one of a ?nite 
number of possible sets of secret shares each time for 
identical inputs. The number of possible secret share sets for 
a given entity identi?cation should be small compared to: (a) 
the average number of times an entity is expected to use the 
service, and (b) the total number of sets of secret shares 
possible (for m n-bit secret shares, this number is 21“). 
Further, depending on usage and number of activities, the 












