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(57) ABSTRACT 

A system and method are provided for executing dynamic 
instruction sets in a Wireless communications device. The 
method comprises: forming the system software into symbol 
libraries, each symbol library comprising symbols having 
related functionality; arranging the symbol libraries into 
code sections in a code storage section nonvolatile memory; 
executing system softWare; receiving a patch manager run 
time instruction (PMRTI) or dynamic instruction sets, 
including conditional operation code and data items, in a ?le 
system section nonvolatile memory; calling a run-time 

(22) Filed; Aug 10, 2001 library from a ?rst code section; processing the patch 
manager run time instruction operation code; operating on 

Publication Classi?cation system data and system softWare; and, in response to oper 
ating on the system data and system softWare, controlling the 

(51) Int. Cl.7 ............................ .. G06F 9/44; G06F 9/445 execution of the system softWare. 
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SYSTEM AND METHOD FOR EXECUTING 
WIRELESS COMMUNICATIONS DEVICE 

DYNAMIC INSTRUCTION SETS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention generally relates to Wireless com 
munications devices and, more particularly, to a system and 
method for executing dynamic instructions sets With the 
system softWare of a Wireless communication device in the 
?eld. 

[0003] 2. Description of the Related Art 

[0004] It is not uncommon to release softWare updates for 
phones that are already in the ?eld. These updates may relate 
to problems found in the softWare once the phones have been 
manufactured and distributed to the public. Some updates 
may involve the use of neW features on the phone, or 
services provided by the service provider. Yet other updates 
may involve regional problems, or problems associated With 
certain carriers. For example, in certain regions the netWork 
layout of carriers may impose airlink interface conditions on 
the handset that cause the handset to demonstrate unex 
pected behavior such as improper channel searching, 
improper call termination, improper audio, or the like. 

[0005] The traditional approach to such updates has been 
to recall the Wireless communications device, also referred 
to herein as a Wireless device, phone, telephone, or handset, 
to the nearest carrier retail/service outlet, or to the manu 
facturer to process the changes. The costs involved in such 
updates are extensive and eat into the bottom line. Further, 
the customer is inconvenienced and likely to be irritated. 
Often times, the practical solution is to issue the customer 
neW phones. 

[0006] The Wireless devices are used in a number of 
environments, With different subscriber services, for a num 
ber of different customer applications. Therefore, even if the 
softWare of a Wireless device can be upgraded to improve 
service, it is unlikely that the upgrade Will provide a uniform 
improvement for all users. 

[0007] It Would be advantageous if Wireless communica 
tions device softWare could be upgraded cheaply, and With 
out inconvenience to the customer. 

[0008] It Would be advantageous if Wireless communica 
tions device softWare could be upgraded Without the cus 
tomer losing the use of their phones for a signi?cant period 
of time. 

[0009] It Would be advantageous if Wireless communica 
tions device softWare could be updated With a minimum of 
technician service time, or Without the need to send the 
device into a service facility. 

[0010] It Would be advantageous if the Wireless device 
system softWare could be differentiated into code sections, 
so that only speci?c code sections of system softWare Would 
need to be replaced, to update the system softWare. It Would 
be advantageous if these code sections could be communi 
cated to the Wireless device via the airlink. 

[0011] It Would be advantageous if the code section 
updates could be made uniquely for each Wireless commu 
nications device based upon that device’s circumstances. 
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[0012] It Would be advantageous if the Wireless device 
could monitor the performance of the Wireless device system 
softWare, collect performance data, and transmits the data to 
a system central collection depot for analysis. 

SUMMARY OF THE INVENTION 

[0013] Wireless communications device softWare updates 
give customers the best possible product and user experi 
ence. An expensive component of the business involves the 
recall of handsets to update the softWare. These updates may 
be necessary to offer the user additional services or to 
address problems discovered in the use of the phone after it 
has been manufactured. The present invention makes it 
possible to practically upgrade handset softWare in the ?eld, 
via the airlink interface. More speci?cally, the present 
invention permits the Wireless communication device to 
execute dynamic instruction sets. These dynamic instruction 
sets permit the Wireless device to “intelligently”, or condi 
tionally upgrade the system softWare and system data. 
Further, the dynamic instruction sets permit the Wireless 
device to monitor system softWare performance, and trans 
mit the performance data for analysis. 

[0014] Accordingly, a method is provided for executing 
dynamic instruction sets in a Wireless communications 
device. The method comprises: forming the system softWare 
into symbol libraries, each symbol library comprising sym 
bols having related functionality; arranging the symbol 
libraries into code sections in a code storage section non 
volatile memory; executing system softWare; receiving a 
patch manager run time instruction (PMRTI) or dynamic 
instruction sets, including conditional operation code and 
data items, in a ?le system section nonvolatile memory; 
calling a run-time library from a ?rst code section; process 
ing the patch manager run time instruction operation code; 
operating on system data and system softWare; and, in 
response to operating on the system data and system soft 
Ware, controlling the execution of the system softWare. 

[0015] Additional details of the above-described method 
for executing dynamic instruction sets, and a system for 
executing dynamic instruction sets are provided beloW. 

BRIEF DESCRIPTION OF THE DRAWING 

[0016] FIG. 1 is a schematic block diagram of the overall 
Wireless device softWare maintenance system. 

[0017] FIG. 2 is a schematic block diagram of the soft 
Ware maintenance system, highlighting the installation of 
instruction sets via the airlink interface. 

[0018] FIG. 3 is a schematic block diagram illustrating the 
present invention system for executing dynamic instruction 
sets in a Wireless communications device. 

[0019] FIG. 4 is a schematic block diagram of the Wireless 
device memory. 

[0020] FIG. 5 is a table representing the code section 
address table of FIG. 3. 

[0021] FIG. 6 is a detailed depiction of symbol library one 
of FIG. 3, With symbols. 

[0022] FIG. 7 is a table representing the symbol offset 
address table of FIG. 3. 
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[0023] FIG. 8 is a depiction of the operation code (op 
code) being accessed by the run-time engine. 

[0024] FIG. 9 is a more detailed depiction of the ?rst 
operation code of FIG. 8. 

[0025] FIGS. 10a and 10b are ?oWcharts illustrating the 
present invention method for executing dynamic instruction 
sets in a Wireless communications device. 

[0026] FIG. 11 is a ?oWchart illustrating an exemplary 
dynamic instruction set operation. 

[0027] FIG. 12 is a ?oWchart illustrating another exem 
plary dynamic instruction set operation. 

[0028] FIG. 13 is a ?oWchart illustrating a third exem 
plary dynamic instruction set operation. 

[0029] FIG. 14 is a ?oWchart illustrating a fourth exem 
plary dynamic instruction set operation. 

[0030] FIG. 15 is a ?oWchart illustrating a ?fth exemplary 
dynamic instruction set operation. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0031] Some portions of the detailed descriptions that 
folloW are presented in terms of procedures, steps, logic 
blocks, codes, processing, and other symbolic representa 
tions of operations on data bits Within a Wireless device 
microprocessor or memory. These descriptions and repre 
sentations are the means used by those skilled in the data 
processing arts to most effectively convey the substance of 
their Work to others skilled in the art. A procedure, micro 
processor executed step, application, logic block, process, 
etc., is here, and generally, conceived to be a self-consistent 
sequence of steps or instructions leading to a desired result. 
The steps are those requiring physical manipulations of 
physical quantities. Usually, though not necessarily, these 
quantities take the form of electrical or magnetic signals 
capable of being stored, transferred, combined, compared, 
and otherWise manipulated in a microprocessor based Wire 
less device. It has proven convenient at times, principally for 
reasons of common usage, to refer to these signals as bits, 

values, elements, symbols, characters, terms, numbers, or 
the like. Where physical devices, such as a memory are 
mentioned, they are connected to other physical devices 
through a bus or other electrical connection. These physical 
devices can be considered to interact With logical processes 
or applications and, therefore, are “connected” to logical 
operations. For example, a memory can store or access code 
to further a logical operation, or an application can call a 
code section from memory for execution. 

[0032] It should be borne in mind, hoWever, that all of 
these and similar terms are to be associated With the appro 
priate physical quantities and are merely convenient labels 
applied to these quantities. Unless speci?cally stated other 
Wise as apparent from the folloWing discussions, it is appre 
ciated that throughout the present invention, discussions 
utiliZing terms such as “processing” or “connecting” or 
“translating” or “displaying” or “prompting” or “determin 
ing” or “displaying” or “recognizing” or the like, refer to the 
action and processes of in a Wireless device microprocessor 
system that manipulates and transforms data represented as 
physical (electronic) quantities Within the computer sys 
tem’s registers and memories into other data similarly 

Feb. 13, 2003 

represented as physical quantities Within the Wireless device 
memories or registers or other such information storage, 
transmission or display devices. 

[0033] FIG. 1 is a schematic block diagram of the overall 
Wireless device softWare maintenance system 100. The 
present invention system softWare organiZation is presented 
in detail beloW, folloWing a general overvieW of the softWare 
maintenance system 100. The general system 100 describes 
a process of delivering system softWare updates and instruc 
tion sets (programs), and installing the delivered softWare in 
a Wireless device. System softWare updates and patch man 
ager run time instructions (PMRTI), that are more generally 
knoWn as instruction sets or dynamic instruction sets, are 
created by the manufacturer of the handsets. The system 
softWare is organiZed into symbol libraries. The symbol 
libraries are arranged into code sections. When symbol 
libraries are to be updated, the softWare update 102 is 
transported as one or more code sections. The softWare 
update is broadcast to Wireless devices in the ?eld, of Which 
Wireless communications device 104 is representative, or 
transmitted in separate communications from a base station 
106 using Well knoWn, conventional air, data or message 
transport protocols. The invention is not limited to any 
particular transportation format, as the Wireless communi 
cations device can be easily modi?ed to process any avail 
able over-the-air transport protocol for the purpose of 
receiving system softWare and PMRTI updates. 

[0034] The system softWare can be vieWed as a collection 
of different subsystems. Code objects can be tightly coupled 
into one of these abstract subsystems and the resulting 
collection can be labeled as a symbol library. This provides 
a logical breakdoWn of the code base and softWare patches 
and ?xes can be associated With one of these symbol 
libraries. In most cases, a single update is associated With 
one, or at most tWo, symbol libraries. The rest of the code 
base, the other symbol libraries, remains unchanged. 

[0035] The notion of symbol libraries provides a mecha 
nism to deal With code and constants. The read-Write (RW) 
data, on the other hand, ?ts into a unique individual RW 
library that contains RAM based data for all libraries. 

[0036] Once received by the Wireless device 104, the 
transported code section must be processed. This Wireless 
device over-Writes a speci?c code section of nonvolatile 
memory 108. The nonvolatile memory 108 includes a ?le 
system section (PS5) 110 and a code storage section 112. 
The code section is typically compressed before transport in 
order to minimiZe occupancy in the PS5 110. Often the 
updated code section Will be accompanied by its RW data, 
Which is another kind of symbol library that contains all the 
RW data for each symbol library. Although loaded in ran 
dom access volatile read-Write memory 114 When the system 
softWare is executing, the RW data alWays needs to be stored 
in the nonvolatile memory 108, so it can be loaded into 
random access volatile read-Write memory 114 each time the 
Wireless device is reset. This includes the ?rst time RW data 
is loaded into random access volatile read-Write memory. As 
explained in more detail beloW, the RW data is typically 
arranged With a patch manager code section. 

[0037] The system 100 includes the concept of virtual 
tables. Using such tables, symbol libraries in one code 
section can be patched (replaced), Without breaking (replac 
ing) other parts of the system softWare (other code sections). 
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Virtual tables execute from random access volatile read 
Write memory 114 for ef?ciency purposes. A code section 
address table and symbol offset address table are virtual 
tables. 

[0038] The updated code sections are received by the 
Wireless device 104 and stored in the FSS 110. A Wireless 
device user interface (UI) Will typically notify the user that 
neW softWare is available. In response to UI prompts the user 
acknowledges the noti?cation and signals the patching or 
updating operation. Alternately, the updating operation is 
performed automatically. The Wireless device may be unable 
to perform standard communication tasks as the updating 
process is performed. The patch manager code section 
includes a non-volatile read-Write driver symbol library that 
is also loaded into random access volatile read-Write 
memory 114. The non-volatile read-Write driver symbol 
library causes code sections to be overWritten With updated 
code sections. The patch manager code section includes the 
read-Write data, code section address table, and symbol 
offset address table, as Well a symbol accessor code and the 
symbol accessor code address (discussed beloW). Portions of 
this data are invalid When updated code sections are intro 
duced, and an updated patch manager code sections includes 
read-Write data, a code section address table, and a symbol 
offset address table valid for the updated code sections. Once 
the updated code sections are loaded into the code storage 
section 112, the Wireless device is reset. FolloWing the reset 
operation, the Wireless device can eXecute the updated 
system softWare. It should also be understood that the patch 
manager code section may include other symbol libraries 
that have not been discussed above. These other symbol 
libraries need not be loaded into read-Write volatile memory 
114. 

[0039] FIG. 2 is a schematic block diagram of the soft 
Ware maintenance system 100, highlighting the installation 
of instruction sets via the airlink interface. In addition to 
updating system softWare code sections, the maintenance 
system 100 can doWnload and install dynamic instructions 
sets, programs, or patch manager instruction sets (PMIS), 
referred to herein as patch manager run time instructions 
(PMRTI). The PMRTI code section 200 is transported to the 
Wireless device 104 in the same manner as the above 
described system softWare code sections. PMRTI code sec 
tions are initially stored in the FSS 110. A PMRTI code 
section is typically a binary ?le that may be visualiZed as 
compiled instructions to the handset. APMRTI code section 
is comprehensive enough to provide for the performance of 
basic mathematical operations and the performance of con 
ditionally executed operations. For eXample, an RF calibra 
tion PMRTI could perform the folloWing operations: 

[0040] IF RF CAL ITEM IS LESS THAN X 

[0041] EXECUTE INSTRUCTION 

[0042] ELSE 

[0043] EXECUTE INSTRUCTION 

[0044] A PMRTI can support basic mathematical opera 
tions, such as: addition, subtraction, multiplication, and 
division. As With the system softWare code sections, the 
PMRTI code section may be loaded in response to UI 
prompts, and the Wireless device must be reset after the 
PMRTI is loaded into code storage section 112. Then the 
PMRTI section can be eXecuted. If the PMRTI code section 
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is associated With any virtual tables or read-Write data, an 
updated patch manager code section Will be transported With 
the PMRTI for installation in the code storage section 112. 
Alternately, the PMRTI can be kept and processed from the 
FSS 110. After the handset 104 has eXecuted all the instruc 
tions in the PMRTI section, the PMRTI section can be 
deleted from the FSS 110. Alternately, the PMRTI is main 
tained for future operations. For eXample, the PMRTI may 
be eXecuted every time the Wireless device is energiZed. 

[0045] PMRTI is a very poWerful runtime instruction 
engine. The handset can eXecute any instruction delivered to 
it through the PMRTI environment. This mechanism may be 
used to support RF calibrations. More generally, PMRTI can 
be used to remote debug Wireless device softWare When 
softWare problems are recogniZed by the manufacturer or 
service provider, typically as the result of user complaints. 
PMRTI can also record data needed to diagnose softWare 
problems. PMRTI can launch neWly doWnloaded system 
applications for data analysis, debugging, and ?Xes. PMRTI 
can provide RW data based updates for analysis and possible 
short term ?X to a problem in lieu of an updated system 
softWare code section. PMRTI can provide memory com 
paction algorithms for use by the Wireless device. 

[0046] In some aspects of the invention, the organiZation 
of the system softWare into symbol libraries may impact the 
siZe of the volatile memory 114 and nonvolatile memory 108 
required for eXecution. This is due to the fact that the code 
sections are typically larger than the symbol libraries 
arranged in the code sections. These larger code sections 
eXist to accommodate updated code sections. Organizing the 
system softWare as a collection of libraries impacts the 
nonvolatile memory siZe requirement. For the same code 
siZe, the amount of nonvolatile memory used Will be higher 
due to the fact that code sections can be siZed to be larger 
than the symbol libraries arranged Within. 
[0047] Once softWare updates have been delivered to the 
Wireless device, the softWare maintenance system 100 sup 
ports memory compaction. Memory compaction is similar to 
disk de-fragmentation applications in desktop computers. 
The compaction mechanism ensures that memory is opti 
mally used and is Well balanced for future code section 
updates, Where the siZe of the updated code sections are 
unpredictable. The system 100 analyZes the code storage 
section as it is being patched (updated). The system 100 
attempts to ?t updated code sections into the memory space 
occupied by the code section being replaced. If the updated 
code section is larger than the code section being replaced, 
the system 100 compacts the code sections in memory 112. 
Alternately, the compaction can be calculated by the manu 
facturer or service provider, and compaction instructions can 
be transported to the Wireless device 104. 

[0048] Compaction can be a time consuming process 
oWing to the compleXity of the algorithm and also the vast 
volume of data movement. The compaction algorithm pre 
dicts feasibility before it begins any processing. UI prompts 
can be used to apply for permission from the user before the 
compaction is attempted. 
[0049] In some aspects of the invention, all the system 
softWare code sections can be updated simultaneously. A 
complete system softWare upgrade, hoWever, Would require 
a larger FSS 110. 

[0050] FIG. 3 is a schematic block diagram illustrating the 
present invention dynamic instruction set eXecution in a 




















