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(57) ABSTRACT 

A method, apparatus, and computer implemented instruc 
tions for managing a plurality of caches of data, Wherein the 
data processing system includes a plurality of independent 
computers. In response to initiating a read operation to read 
data on a data block, an indication is posted on a directory 
of data blocks identifying the computer that noW holds a 
copy of that block and a location in the memory of that 
computer Where a ?ag associated With that block is held. 
Then in response to initiating a Write operation on that data 
block, messages are sent to all the computers holding that 
block Which resets the said ?ag, thus informing each com 
puter that the data in that block is no longer valid. These 
messages are sent using means that perform that ?ag reset 
Without, in the preferred embodiment, any overhead of 
interruption of processing on the computers Where the ?ags 
reside. 
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METHOD AND APPARATUS FOR MANAGING 
DATA IN A DISTRIBUTED BUFFER SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Technical Field 

[0002] The present invention is directed to an improved 
data processing system. More speci?cally, the present inven 
tion is directed to an apparatus and method for maintaining 
the correctness of data that has been cached or locally copied 
in a distributed computing system having a number of 
separate computing nodes. 

[0003] 2. Description of Related Art 

[0004] In a System Area NetWork (SAN), the hardWare 
provides a message passing mechanism that can be used for 
Input/Output devices (I/O) and interposes communications 
(IPC) betWeen general computing nodes. Processes execut 
ing on devices access SAN message passing hardWare by 
posting send/receive messages to send/receive Work queues 
on a SAN channel adapter (CA). These processes also are 
referred to as “consumers”. 

[0005] The send/receive Work queues (WQ) are assigned 
to a consumer as a queue pair (OF). The messages can be 
sent over ?ve different transport types: Reliable Connected 
(RC), Reliable datagram (RD), Unreliable Connected (UC), 
Unreliable Datagram (UD), and RaW Datagram (RaW). 
Consumers retrieve the results of these messages from a 
completion queue (CQ) through SAN send and receive Work 
completion (WC) queues. The source channel adapter takes 
care of segmenting outbound messages and sending them to 
the destination. The destination channel adapter takes care of 
reassembling inbound messages and placing them in the 
memory space designated by the destination’s consumer. 

[0006] TWo channel adapter types are present in nodes of 
the SAN fabric, a host channel adapter (HCA) and a target 
channel adapter (TCA). The host channel adapter is used by 
general purpose computing nodes to access the SAN fabric. 
Consumers use SAN verbs to access host channel adapter 
functions. The softWare that interprets verbs and directly 
accesses the channel adapter is knoWn as the channel 
interface (CI). 

[0007] Target channel adapters (TCA) are used by nodes 
that are the subject of messages sent from host channel 
adapters. The target channel adapters serve a similar func 
tion as that of the host channel adapters in providing the 
target node an access point to the SAN fabric. 

[0008] The SAN channel adapter architecture explicitly 
provides for sending and receiving messages directly from 
application programs running under an operating system. No 
intervention by the operating system is required for an 
application program to post messages on send queues, post 
message receive buffers on receive queues, and detect 
completion of send or receive operations by polling of 
completion queues or detecting the event of an entry stored 
on a completion queue, e.g., via an interrupt. The SAN 
channel adapter architecture further provides for special 
messages knoWn as atomic operations to be sent betWeen 
end nodes. These special messages operate on the memory 
of the destination node to alter the content of the memory in 
a non-interruptible manner. These atomic operations include 
fetch-and-add, Which atomically, i.e. non-interruptably, adds 
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a number contained in the atomic operation message to the 
memory location and returns the prior content of the 
memory location. 

[0009] These atomic operations further include a com 
pare-and-sWap operation Which atomically compares the 
content of a memory location With a value contained in the 
atomic operation message. If the tWo values match, the 
content of the memory location is replaced With another 
value contained in the atomic operation message. These 
operations being atomic means that no other operation can 
intervene betWeen their internal steps. Speci?cally, With 
fetch-and-add, a memory location is retrieved, a value is 
added to its content, and the result is stored. No other 
operation on that memory location can occur betWeen the 
time the memory location is ?rst retrieved and ?nally stored. 
Similarly, no other operation can occur on the memory 
location operated on by compare-and-sWap betWeen the time 
the location’s value is initially copied from memory and 
another value is possibly (depending on the outcome of the 
comparison) stored in that memory location. 

[0010] In the SAN architecture, the requirement that no 
other operation can intervene may be relaXed to reduce the 
cost of implementation. Instead, no other operations of 
several different classes may be alloWed. Three cases are 
strong possibilities. First, no other operation done by the 
channel adapter performing the atomic operation can inter 
vene, but other channel adapters or other host operations can 
intervene. Second, no other operation performed by any 
channel adapter can intervene, but other host operations can. 
Third, nothing on the system, Whether the same channel 
adapter, another channel adapter, or a host, can intervene. 

[0011] Therefore, it Would be advantageous to have an 
improved method, apparatus, and computer implemented 
instructions for managing operations to access data in a 
distributed buffer system. 

SUMMARY OF THE INVENTION 

[0012] The present invention provides a method, appara 
tus, and computer implemented instructions for managing a 
plurality of caches of data, Wherein the data processing 
system includes a plurality of independent computers. In 
response to initiating a read operation to read data on a data 
block, an indication is posted on a directory of data blocks 
identifying the computer that noW holds a copy of that block 
and a location in the memory of that computer Where a ?ag 
associated With that block is held. Then in response to 
initiating a Write operation on that data block, messages are 
sent to all the computers holding that block Which resets the 
said ?ag, thus informing each computer that the data in that 
block is no longer valid. These messages are sent using 
means that perform that ?ag reset Without, in the preferred 
embodiment, any overhead of interruption of processing on 
the computers Where the ?ags reside. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, hoWever, as Well as a preferred mode of use, further 
objectives and advantages thereof, Will best be understood 
by reference to the folloWing detailed description of an 
illustrative embodiment When read in conjunction With the 
accompanying draWings, Wherein: 



US 2003/0033487 A1 

[0014] FIG. 1 is a diagram of a distributed computing 
system is illustrated in accordance With a preferred embodi 
ment of the present invention; 

[0015] FIG. 2 is a functional block diagram of a host 
processor node in accordance With a preferred embodiment 
of the present invention; 

[0016] FIG. 3A is a diagram of a host channel adapter in 
accordance With a preferred embodiment of the present 
invention; 

[0017] FIG. 3B is a diagram of a sWitch in accordance 
With a preferred embodiment of the present invention; 

[0018] FIG. 3C is a diagram of a router in accordance 
With a preferred embodiment of the present invention; 

[0019] FIG. 4 is a diagram illustrating processing of Work 
requests in accordance With a preferred embodiment of the 
present invention; 

[0020] FIG. 5 is a diagram illustrating a portion of a 
distributed computer system in accordance With a preferred 
embodiment of the present invention in Which a reliable 
connection service is used; 

[0021] FIG. 6 is a diagram illustrating a portion of a 
distributed computer system in accordance With a preferred 
embodiment of the present invention in Which reliable 
datagram service connections are used; 

[0022] FIG. 7 is an illustration of a data packet in accor 
dance With a preferred embodiment of the present invention; 

[0023] FIG. 8 is a diagram illustrating a portion of a 
distributed computer system in accordance With a preferred 
embodiment of the present invention; 

[0024] FIG. 9 is a diagram illustrating the netWork 
addressing used in a distributed netWorking system in accor 
dance With the present invention; 

[0025] FIG. 10 is a diagram illustrating a portion of a 
distributed computing system in accordance With a preferred 
embodiment of the present invention in Which the structure 
of SAN fabric subnets is illustrated; 

[0026] FIG. 11 is a diagram of a layered communication 
architecture used in a preferred embodiment of the present 
invention; 

[0027] FIGS. 12A-12B are block diagrams illustrating 
components in a distributed buffer system in accordance 
With a preferred embodiment of the present invention; 

[0028] FIG. 13 is a diagram of a lock table in accordance 
With a preferred embodiment of the present invention; 

[0029] FIG. 14 is a ?oWchart of a process used for 
obtaining a data block in accordance With a preferred 
embodiment of the present invention; 

[0030] FIG. 15 is a ?oWchart of a process used for freeing 
space of a data block in a cache in accordance With a 
preferred embodiment of the present invention; and 

[0031] FIG. 16 is a ?oWchart of a process used for 
completion of obtaining Write lock on a data block in 
accordance With a preferred embodiment of the present 
invention. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0032] The present invention minimiZes the time and 
overhead involved in ensuring that local copies of data 
(cached data) are correct in a distributed system comprised 
of many separate computing nodes in Which more than one 
of those nodes may alter the data. 

[0033] Such distributed systems may come in many vari 
eties; they include distributed databases, distributed ?le 
systems, distributed access methods, and other programs. 
Such distributed systems are often divided into tWo classes: 
Those that operate using shared secondary storage devices 
(e.g., disks) that all the nodes can access; and those that, by 
the conventional term, share nothing: secondary storage is 
alWays accessed by a single unique oWner node, and if data 
from that storage is needed its unique oWner is asked for the 
data. The present invention applies to both such classes of 
systems; the only constraint on its utility is that it is 
applicable only When multiple nodes can cache data that 
others can alter. 

[0034] The use of cached data is crucially important to the 
performance of such systems, since it can dramatically 
reduce the time required to access such data for processing 
(reading or Writing it); data Which is already in a node’s 
memory is clearly faster to access than data anyWhere else 
(e.g., in another node’s memory, or on a disk). HoWever, 
cached data cannot be used unless it is knoWn to be correct. 
If other nodes in a distributed computing system can change 
the data, the fact that it has changed must be communicated 
to all the nodes that have cached the data, so that they can 
avoid using out-of-date, incorrect, versions of the data. The 
problem is compounded by the fact that a node may not be 
actively using the data it has cached; that data may instead 
be stored because its space is not needed for something else, 
and it may be used in the future (speculative retention of 
data); so locks and other means of restricting access to the 
data are not in use. Such speculative retention has proven 
very effective in reducing the need to re-access data from its 
original source, since it has commonly been observed that 
many programs tend to reuse data that they have already 
used before. 

[0035] The present invention best minimiZes the time and 
overhead needed to inform other nodes that data is invalid by 
using capabilities available in SANs, including atomic 
operations and remote direct memory access (RDMA) 
(described beloW); hoWever it is not necessarily limited to a 
SAN environment. It performs its function by having each 
node using the data maintain a validity ?ag in that node’s 
oWn memory, and record for each block of cached data the 
location of that validity associated With locking structures 
for that block. Using that validity ?ag data, a different node 
Wishing to change the data can reset the validity ?ags in 
nodes Which cache the data. The informing of other nodes 
can be accomplished by SAN’s RDMA or atomic operations 
Without requiring any interruption of processing by the 
caching nodes, Which may be engaged in Work having 
nothing to do With the data being invalidated. Indeed, since 
that data may be being retained speculatively, they might 
never have occasion to use it again. 

[0036] FIG. 1 is a diagram of a distributed computing 
system in accordance With a preferred embodiment of the 
present invention. The distributed computer system repre 
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sented in FIG. 1 takes the form of a system area network 
(SAN) 100 and is provided merely for illustrative purposes, 
and the embodiments of the present invention described 
below can be implemented on computer systems of numer 
ous other types and con?gurations. For example, computer 
systems implementing the present invention can range from 
a small server With one processor and a feW input/output 
(I/O) adapters to massively parallel supercomputer systems 
With hundreds or thousands of processors and thousands of 
I/O adapters. Furthermore, the present invention can be 
implemented in an infrastructure of remote computer sys 
tems connected by an Internet or intranet. 

[0037] SAN 100 is a high-bandWidth, loW-latency net 
Work interconnecting nodes Within the distributed computer 
system. A node is any component attached to one or more 
links of a netWork and forming the origin and/or destination 
of messages Within the netWork. In the depicted example, 
SAN 100 includes nodes in the form of host processor node 
102, host processor node 104, redundant array independent 
disk (RAID) subsystem node 106, and I/O chassis node 108. 
The nodes illustrated in FIG. 1 are for illustrative purposes 
only, as SAN 100 can connect any number and any type of 
independent processor nodes, I/O adapter nodes, and I/O 
device nodes. Any one of the nodes can function as an end 
node, Which is herein de?ned to be a device that originates 
or ?nally consumes messages or frames in SAN 100. 

[0038] In one embodiment of the present invention, an 
error handling mechanism in distributed computer systems 
is present in Which the error handling mechanism alloWs for 
reliable connection or reliable datagram communication 
betWeen end nodes in distributed computing system, such as 
SAN 100. 

[0039] A message, as used herein, is an application-de 
?ned unit of data exchange, Which is a primitive unit of 
communication betWeen cooperating processes. A packet is 
one unit of data encapsulated by netWorking protocol head 
ers and/or trailers. The headers generally provide control and 
routing information for directing the frame through SAN. 
The trailer generally contains control and cyclic redundancy 
check (CRC) data for ensuring packets are not delivered 
With corrupted contents. 

[0040] SAN 100 contains the communications and man 
agement infrastructure supporting both I/O and interproces 
sor communications (IPC) Within a distributed computer 
system. The SAN 100 shoWn in FIG. 1 includes a sWitched 
communications fabric 116, Which alloWs many devices to 
concurrently transfer data With high-bandWidth and loW 
latency in a secure, remotely managed environment. End 
nodes can communicate over multiple ports and utiliZe 
multiple paths through the SAN fabric. The multiple ports 
and paths through the SAN shoWn in FIG. 1 can be 
employed for fault tolerance and increased bandWidth data 
transfers. 

[0041] The SAN 100 in FIG. 1 includes sWitch 112, 
sWitch 114, sWitch 146, and router 117. A sWitch is a device 
that connects multiple links together and alloWs routing of 
packets from one link to another link Within a subnet using 
a small header Destination Local Identi?er (DLID) ?eld. A 
router is a device that connects multiple subnets together and 
is capable of routing frames from one link in a ?rst subnet 
to another link in a second subnet using a large header 
Destination Globally Unique Identi?er (DGUID). 
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[0042] In one embodiment, a link is a full duplex channel 
betWeen any tWo netWork fabric elements, such as end 
nodes, sWitches, or routers. Example suitable links include, 
but are not limited to, copper cables, optical cables, and 
printed circuit copper traces on backplanes and printed 
circuit boards. 

[0043] For reliable service types, end nodes, such as host 
processor end nodes and I/O adapter end nodes, generate 
request packets and return acknoWledgment packets. 
SWitches and routers pass packets along, from the source to 
the destination. Except for the variant CRC trailer ?eld, 
Which is updated at each stage in the netWork, sWitches pass 
the packets along unmodi?ed. Routers update the variant 
CRC trailer ?eld and modify other ?elds in the header as the 
packet is routed. 

[0044] In SAN 100 as illustrated in FIG. 1, host processor 
node 102, host processor node 104, and I/O chassis 108 
include at least one channel adapter (CA) to interface to 
SAN 100. In one embodiment, each channel adapter is an 
endpoint that implements the channel adapter interface in 
suf?cient detail to source or sink packets transmitted on 
SAN fabric 100. Host processor node 102 contains channel 
adapters in the form of host channel adapter 118 and host 
channel adapter 120. Host processor node 104 contains host 
channel adapter 122 and host channel adapter 124. Host 
processor node 102 also includes central processing units 
126-130 and a memory 132 interconnected by bus system 
134. Host processor node 104 similarly includes central 
processing units 136-140 and a memory 142 interconnected 
by a bus system 144. 

[0045] Host channel adapters 118 and 120 provide a 
connection to sWitch 112 While host channel adapters 122 
and 124 provide a connection to sWitches 112 and 114. In 
one embodiment, a host channel adapter is implemented in 
hardWare. In this implementation, the host channel adapter 
hardWare of?oads much of central processing unit and I/O 
adapter communication overhead. This hardWare implemen 
tation of the host channel adapter also permits multiple 
concurrent communications over a sWitched netWork With 
out the traditional overhead associated With communicating 
protocols. In one embodiment, the host channel adapters and 
SAN 100 in FIG. 1 provide the I/O and interprocessor 
communications (IPC) consumers of the distributed com 
puter system With Zero processor-copy data transfers Without 
involving the operating system kernel process, and employs 
hardWare to provide reliable, fault tolerant communications. 

[0046] As indicated in FIG. 1, router 116 is coupled to 
Wide area netWork and/or local area netWork (LAN) 
connections to other hosts or other routers. The U0 chassis 
108 in FIG. 1 includes an I/O sWitch 146 and multiple I/O 
modules 148-156. In these examples, the I/O modules take 
the form of adapter cards. Example adapter cards illustrated 
in FIG. 1 include a SCSI adapter card for I/O module 148; 
an adapter card to ?ber channel hub and ?ber channel 
arbitrated loop (FC-AL) devices for I/O module 152; an 
ethernet adapter card for I/O module 150; a graphics adapter 
card for I/O module 154; and a video adapter card for I/O 
module 156. Any knoWn type of adapter card can be 
implemented. I/O adapters also include a sWitch in the I/O 
adapter backplane to couple the adapter cards to the SAN 
fabric. These modules contain target channel adapters 158 
166. 
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[0047] In this example, RAID subsystem node 106 in 
FIG. 1 includes a processor 168, a memory 170, a target 
channel adapter (TCA) 172, and multiple redundant and/or 
striped storage disk unit 174. Target channel adapter 172 can 
be a fully functional host channel adapter. 

[0048] SAN 100 handles data communications for I/O and 
interprocessor communications. SAN 100 supports high 
bandWidth and scalability required for I/O and also supports 
the extremely loW latency and loW CPU overhead required 
for interprocessor communications. User clients can bypass 
the operating system kernel process and directly access 
netWork communication hardWare, such as host channel 
adapters, Which enable ef?cient message passing protocols. 
SAN 100 is suited to current computing models and is a 
building block for neW forms of I/O and computer cluster 
communication. Further, SAN 100 in FIG. 1 alloWs I/O 
adapter nodes to communicate among themselves or com 
municate With any or all of the processor nodes in distributed 
computer system. With an I/O adapter attached to the SAN 
100, the resulting I/O adapter node has substantially the 
same communication capability as any host processor node 
in SAN 100. 

[0049] In one embodiment, the SAN 100 shoWn in FIG. 1 
supports channel semantics and memory semantics. Channel 
semantics is sometimes referred to as send/receive or push 
communication operations. Channel semantics are the type 
of communications employed in a traditional I/O channel 
Where a source device pushes data and a destination device 
determines a ?nal destination of the data. In channel seman 
tics, the packet transmitted from a source process speci?es 
a destination processes’ communication port, but does not 
specify Where in the destination processes’ memory space 
the packet Will be Written. Thus, in channel semantics, the 
destination process pre-allocates Where to place the trans 
mitted data. 

[0050] In memory semantics, a source process directly 
reads or Writes the virtual address space of a remote node 
destination process. The remote destination process need 
only communicate the location of a buffer for data, and does 
not need to be involved in the transfer of any data. Thus, in 
memory semantics, a source process sends a data packet 
containing the destination buffer memory address of the 
destination process. In memory semantics, the destination 
process previously grants permission for the source process 
to access its memory. 

[0051] Channel semantics and memory semantics are typi 
cally both necessary for I/O and interprocessor communi 
cations. A typical I/O operation employs a combination of 
channel and memory semantics. In an illustrative example 
I/O operation of the distributed computer system shoWn in 
FIG. 1, a host processor node, such as host processor node 
102, initiates an I/ O operation by using channel semantics to 
send a disk Write command to a disk I/O adapter, such as 
RAID subsystem target channel adapter (TCA) 172. The 
disk I/O adapter examines the command and uses memory 
semantics to read the data buffer directly from the memory 
space of the host processor node. After the data buffer is 
read, the disk I/O adapter employs channel semantics to 
push an I/O completion message back to the host processor 
node. 

[0052] In one exemplary embodiment, the distributed 
computer system shoWn in FIG. 1 performs operations that 
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employ virtual addresses and virtual memory protection 
mechanisms to ensure correct and proper access to all 

memory. Applications running in such a distributed com 
puted system are not required to use physical addressing for 
any operations. 

[0053] Turning next to FIG. 2, a functional block diagram 
of a host processor node is depicted in accordance With a 
preferred embodiment of the present invention. Host pro 
cessor node 200 is an example of a host processor node, such 
as host processor node 102 in FIG. 1. 

[0054] In this example, host processor node 200 shoWn in 
FIG. 2 includes a set of consumers 202-208, Which are 
processes executing on host processor node 200. Host pro 
cessor node 200 also includes channel adapter 210 and 
channel adapter 212. Channel adapter 210 contains ports 
214 and 216 While channel adapter 212 contains ports 218 
and 220. Each port connects to a link. The ports can connect 
to one SAN subnet or multiple SAN subnets, such as SAN 
100 in FIG. 1. In these examples, the channel adapters take 
the form of host channel adapters. 

[0055] Consumers 202-208 transfer messages to the SAN 
via the verbs interface 222 and message and data service 
224. A verbs interface is essentially an abstract description 
of the functionality of a host channel adapter. An operating 
system may expose some or all of the verb functionality 
through its programming interface. Basically, this interface 
de?nes the behavior of the host. Additionally, host processor 
node 200 includes a message and data service 224, Which is 
a higher-level interface than the verb layer and is used to 
process messages and data received through channel adapter 
210 and channel adapter 212. Message and data service 224 
provides an interface to consumers 202-208 to process 
messages and other data. 

[0056] With reference noW to FIG. 3A, a diagram of a 
host channel adapter is depicted in accordance With a 
preferred embodiment of the present invention. Host chan 
nel adapter 300A shoWn in FIG. 3A includes a set of queue 
pairs (QPs) 302A-310A, Which are used to transfer mes 
sages to the host channel adapter ports 312A-316A. Buff 
ering of data to host channel adapter ports 312A-316A is 
channeled through virtual lanes (VL) 318A-334A Where 
each VL has its own How control. Subnet manager con?g 
ures channel adapters With the local addresses for each 
physical port, i.e., the port’s LID. 

[0057] Subnet manager agent (SMA) 336A is the entity 
that communicates With the subnet manager for the purpose 
of con?guring the channel adapter. Memory translation and 
protection (MTP) 338A is a mechanism that translates 
virtual addresses to physical addresses and validates access 
rights. Direct memory access (DMA) 340A provides for 
direct memory access operations using memory 340A With 
respect to queue pairs 302A-310A. 

[0058] A single channel adapter, such as the host channel 
adapter 300A shoWn in FIG. 3A, can support thousands of 
queue pairs. By contrast, a target channel adapter in an I/O 
adapter typically supports a much smaller number of queue 
pairs. Each queue pair consists of a send Work queue (SWQ) 
and a receive Work queue. The send Work queue is used to 
send channel and memory semantic messages. The receive 
Work queue receives channel semantic messages. A con 
sumer calls an operating-system speci?c programming inter 
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face, Which is herein referred to as verbs, to place Work 
requests (WRs) onto a Work queue. 

[0059] FIG. 3B depicts a switch 300B in accordance With 
a preferred embodiment of the present invention. SWitch 
300B includes a packet relay 302B in communication With 
a number of ports 304B through virtual lanes such as virtual 
lane 306B. Generally, a sWitch such as sWitch 300B can 
route packets from one port to any other port on the same 
sWitch. 

[0060] Similarly, FIG. 3C depicts a router 300C according 
to a preferred embodiment of the present invention. Router 
300C includes a packet relay 302C in communication With 
a number of ports 304C through virtual lanes such as virtual 
lane 306C. Like sWitch 300B, router 300C Will generally be 
able to route packets from one port to any other port on the 
same router. 

[0061] Channel adapters, sWitches, and routers employ 
multiple virtual lanes Within a single physical link. As 
illustrated in FIGS. 3A, 3B, and 3C, physical ports connect 
end nodes, sWitches, and routers to a subnet. Packets 
injected into the SAN fabric folloW one or more virtual lanes 
from the packet’s source to the packet’s destination. The 
virtual lane that is selected is mapped from a service level 
associated With the packet. At any one time, only one virtual 
lane makes progress on a given physical link. Virtual lanes 
provide a technique for applying link level How control to 
one virtual lane Without affecting the other virtual lanes. 
When a packet on one virtual lane blocks due to contention, 
quality of service (QoS), or other considerations, a packet on 
a different virtual lane is alloWed to make progress. 

[0062] Virtual lanes are employed for numerous reasons, 
some of Which are as folloWs: Virtual lanes provide QoS. In 
one eXample embodiment, certain virtual lanes are reserved 
for high priority or isochroous traf?c to provide QoS. Virtual 
lanes provide deadlock avoidance. Virtual lanes alloW 
topologies that contain loops to send packets across all 
physical links and still be assured the loops Won’t cause back 
pressure dependencies that might result in deadlock. Virtual 
lanes alleviate head-of-line blocking. When a sWitch has no 
more credits available for packets that utiliZe a given virtual 
lane, packets utiliZing a different virtual lane that has suf 
?cient credits are alloWed to make forWard progress. 

[0063] With reference noW to FIG. 4, a diagram illustrat 
ing processing of Work requests is depicted in accordance 
With a preferred embodiment of the present invention. In 
FIG. 4, a receive Work queue 400, send Work queue 402, 
and completion queue 404 are present for processing 
requests from and for consumer 406. These requests from 
consumer 402 are eventually sent to hardWare 408. In this 
eXample, consumer 406 generates Work requests 410 and 
412 and receives Work completion 414. As shoWn in FIG. 4, 
Work requests placed onto a Work queue are referred to as 
Work queue elements (WQEs). 

[0064] Send Work queue 402 contains Work queue ele 
ments (WQEs) 422-428, describing data to be transmitted on 
the SAN fabric. Receive Work queue 400 contains Work 
queue elements (WQEs) 416-420, describing Where to place 
incoming channel semantic data from the SAN fabric. A 
Work queue element is processed by hardWare 408 in the 
host channel adapter. 

[0065] The verbs also provide a mechanism for retrieving 
completed Work from completion queue 404. As shoWn in 
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FIG. 4, completion queue 404 contains completion queue 
elements (CQEs) 430-436. Completion queue elements con 
tain information about previously completed Work queue 
elements. Completion queue 404 is used to create a single 
point of completion noti?cation for multiple queue pairs. A 
completion queue element is a data structure on a comple 
tion queue. This element describes a completed Work queue 
element. The completion queue element contains suf?cient 
information to determine the queue pair and speci?c Work 
queue element that completed. A completion queue conteXt 
is a block of information that contains pointers to, length, 
and other information needed to manage the individual 
completion queues. 

[0066] Example Work requests supported for the send 
Work queue 402 shoWn in FIG. 4 are as folloWs. A send 
Work request is a channel semantic operation to push a set 
of local data segments to the data segments referenced by a 
remote node’s receive Work queue element. For eXample, 
Work queue element 428 contains references to data segment 
4 438, data segment 5 440, and data segment 6 442. Each of 
the send Work request’s data segments contains a virtually 
contiguous memory region. The virtual addresses used to 
reference the local data segments are in the address conteXt 
of the process that created the local queue pair. 

[0067] A remote direct memory access (RDMA) read 
Work request provides a memory semantic operation to read 
a virtually contiguous memory space on a remote node. A 
memory space can either be a portion of a memory region or 
portion of a memory WindoW. A memory region references 
a previously registered set of virtually contiguous memory 
addresses de?ned by a virtual address and length. Amemory 
WindoW references a set of virtually contiguous memory 
addresses that have been bound to a previously registered 
region. 
[0068] The RDMA Read Work request reads a virtually 
contiguous memory space on a remote endnode and Writes 
the data to a virtually contiguous local memory space. 
Similar to the send Work request, virtual addresses used by 
the RDMA Read Work queue element to reference the local 
data segments are in the address conteXt of the process that 
created the local queue pair. For eXample, Work queue 
element 416 in receive Work queue 400 references data 
segment 1 444, data segment 2 446, and data segment 448. 
The remote virtual addresses are in the address conteXt of the 
process oWning the remote queue pair targeted by the 
RDMA Read Work queue element. 

[0069] A RDMA Write Work queue element provides a 
memory semantic operation to Write a virtually contiguous 
memory space on a remote node. The RDMA Write Work 
queue element contains a scatter list of local virtually 
contiguous memory spaces and the virtual address of the 
remote memory space into Which the local memory spaces 
are Written. 

[0070] A RDMA FetchOp Work queue element provides a 
memory semantic operation to perform an atomic operation 
on a remote Word. The RDMA FetchOp Work queue element 
is a combined RDMA Read, Modify, and RDMA Write 
operation. The RDMA FetchOp Work queue element can 
support several read-modify-Write operations, such as Com 
pare and SWap if equal. 

[0071] Abind (unbind) remote access key (R_Key) Work 
queue element provides a command to the host channel 
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adapter hardware to modify (destroy) a memory WindoW by 
associating (disassociating) the memory WindoW to a 
memory region. The R_Key is part of each RDMA access 
and is used to validate that the remote process has permitted 
access to the buffer. 

[0072] In one embodiment, receive Work queue 400 
shoWn in FIG. 4 only supports one type of Work queue 
element, Which is referred to as a receive Work queue 
element. The receive Work queue element provides a chan 
nel semantic operation describing a local memory space into 
Which incoming send messages are Written. The receive 
Work queue element includes a scatter list describing several 
virtually contiguous memory spaces. An incoming send 
message is Written to these memory spaces. The virtual 
addresses are in the address conteXt of the process that 
created the local queue pair. 

[0073] For interprocessor communications, a user-mode 
softWare process transfers data through queue pairs directly 
from Where the buffer resides in memory. In one embodi 
ment, the transfer through the queue pairs bypasses the 
operating system and consumes feW host instruction cycles. 
Queue pairs permit Zero processor-copy data transfer With 
no operating system kernel involvement. The Zero proces 
sor-copy data transfer provides for efficient support of 
high-bandWidth and loW-latency communication. 

[0074] When a queue pair is created, the queue pair is set 
to provide a selected type of transport service. In one 
embodiment, a distributed computer system implementing 
the present invention supports four types of transport ser 
vices: reliable, unreliable, reliable datagram, and unreliable 
datagram connection service. Reliable and Unreliable con 
nected services associate a local queue pair With one and 
only one remote queue pair. Connected services require a 
process to create a queue pair for each process that is to 
communicate With over the SAN fabric. Thus, if each of N 
host processor nodes contain P processes, and all P processes 
on each node Wish to communicate With all the processes on 
all the other nodes, each host processor node requires 
p2><(N—1) queue pairs. Moreover, a process can connect a 
queue pair to another queue pair on the same host channel 
adapter. 

[0075] A portion of a distributed computer system 
employing a reliable connection service to communicate 
betWeen distributed processes is illustrated generally in 
FIG. 5. The distributed computer system 500 in FIG. 5 
includes a host processor node 1, a host processor node 2, 
and a host processor node 3. Host processor node 1 includes 
a process A 510. Host processor node 2 includes a process 
C 520 and a process D 530. Host processor node 3 includes 
a process E 540. 

[0076] Host processor node 1 includes queue pairs 4, 6 and 
7, each having a send Work queue and receive Work queue. 
Host processor node 2 has a queue pair 9 and host processor 
node 3 has queue pairs 2 and 5. The reliable connection 
service of distributed computer system 500 associates a local 
queue pair With one an only one remote queue pair. Thus, the 
queue pair 4 is used to communicate With queue pair 2; 
queue pair 7 is used to communicate With queue pair 5; and 
queue pair 6 is used to communicate With queue pair 9. 

[0077] A WQE placed on one queue pair in a reliable 
connection service causes data to be Written into the receive 
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memory space referenced by a Receive WQE of the con 
nected queue pair. RDMA operations operate on the address 
space of the connected queue pair. 

[0078] In one embodiment of the present invention, the 
reliable connection service is made reliable because hard 
Ware maintains sequence numbers and acknowledges all 
packet transfers. Acombination of hardWare and SAN driver 
softWare retries any failed communications. The process 
client of the queue pair obtains reliable communications 
even in the presence of bit errors, receive underruns, and 
netWork congestion. If alternative paths eXist in the SAN 
fabric, reliable communications can be maintained even in 
the presence of failures of fabric sWitches, links, or channel 
adapter ports. 

[0079] In addition, acknoWledgments may be employed to 
deliver data reliably across the SAN fabric. The acknoWl 
edgment may, or may not, be a process level acknoWledg 
ment, ie an acknoWledgment that validates that a receiving 
process has consumed the data. Alternatively, the acknoWl 
edgment may be one that only indicates that the data has 
reached its destination. 

[0080] Reliable datagram service associates a local end 
to-end context With one and only one remote end-to 
end conteXt. The reliable datagram service permits a client 
process of one queue pair to communicate With any other 
queue pair on any other remote node. At a receive Work 
queue, the reliable datagram service permits incoming mes 
sages from any send Work queue on any other remote node. 

[0081] The reliable datagram service greatly improves 
scalability because the reliable datagram service is connec 
tionless. Therefore, an endnode With a ?xed number of 
queue pairs can communicate With far more processes and 
end nodes With a reliable datagram service than With a 
reliable connection transport service. For eXample, if each of 
N host processor nodes contain P processes, and all P 
processes on each node Wish to communicate With all the 
processes on all the other nodes, the reliable connection 
service requires P2><(N—1) queue pairs on each node. By 
comparison, the connectionless reliable datagram service 
only requires P queue pairs+(N— 1) EE conteXts on each node 
for eXactly the same communications. 

[0082] A portion of a distributed computer system 
employing a reliable datagram service to communicate 
betWeen distributed processes is illustrated in FIG. 6. The 
distributed computer system 600 in FIG. 6 includes a host 
processor node 1, a host processor node 2, and a host 
processor node 3. Host processor node 1 includes a process 
A 610 having a queue pair 4. Host processor node 2 has a 
process C 620 having a queue pair 24 and a process D 630 
having a queue pair 25. Host processor node 3 has a process 
E 640 having a queue pair 14. 

[0083] In the reliable datagram service implemented in the 
distributed computer system 600, the queue pairs are 
coupled in What is referred to as a connectionless transport 
service. For eXample, a reliable datagram service couples 
queue pair 4 to queue pairs 24, 25 and 14. Speci?cally, a 
reliable datagram service alloWs queue pair 4’s send Work 
queue to reliably transfer messages to receive Work queues 
in queue pairs 24, 25 and 14. Similarly, the send queues of 
queue pairs 24, 25, and 14 can reliably transfer messages to 
the receive Work queue in queue pair 4. 
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[0084] In one embodiment of the present invention, the 
reliable datagram service employs sequence numbers and 
acknowledgments associated With each message frame to 
ensure the same degree of reliability as the reliable connec 
tion service. End-to-end conteXts maintain end-to-end 
speci?c state to keep track of sequence numbers, acknoWl 
edgments, and time-out values. The end-to-end state held in 
the EB conteXts is shared by all the connectionless queue 
pairs communication betWeen a pair of end nodes. Each 
endnode requires at least one EE conteXt for every endnode 
it Wishes to communicate With in the reliable datagram 
service (e.g., a given endnode requires at least N EE conteXts 
to be able to have reliable datagram service With N other end 

nodes). 
[0085] The unreliable datagram service is connectionless. 
The unreliable datagram service is employed by manage 
ment applications to discover and integrate neW sWitches, 
routers, and end nodes into a given distributed computer 
system. The unreliable datagram service does not provide 
the reliability guarantees of the reliable connection service 
and the reliable datagram service. The unreliable datagram 
service accordingly operates With less state information 
maintained at each endnode. 

[0086] Turning neXt to FIG. 7, an illustration of a data 
packet is depicted in accordance With a preferred embodi 
ment of the present invention. A data packet is a unit of 
information that is routed through the SAN fabric. The data 
packet is an end node-to-end node construct, and is thus 
created and consumed by end nodes. For packets destined to 
a channel adapter (either host or target), the data packets are 
neither generated nor consumed by the sWitches and routers 
in the SAN fabric. Instead for data packets that are destined 
to a channel adapter, sWitches and routers simply move 
request packets or acknowledgment packets closer to the 
ultimate destination, modifying the variant link header ?elds 
in the process. Routers, also modify the packet’s netWork 
header When the packet crosses a subnet boundary. In 
traversing a subnet, a single packet stays on a single service 
level. 

[0087] Message data 700 contains data segment 1 702, 
data segment 2 704, and data segment 3 706, Which are 
similar to the data segments illustrated in FIG. 4. In this 
eXample, these data segments form a packet 708, Which is 
placed into packet payload 710 Within data packet 712. 
Additionally, data packet 712 contains CRC 714, Which is 
used for error checking. Additionally, routing header 716 
and transport 718 are present in data packet 712. Routing 
header 716 is used to identify source and destination ports 
for data packet 712. Transport header 718 in this eXample 
speci?es the destination queue pair for data packet 712. 
Additionally, transport header 718 also provides information 
such as the operation code, packet sequence number, and 
partition for data packet 712. 
[0088] The operating code identi?es Whether the packet is 
the ?rst, last, intermediate, or only packet of a message. The 
operation code also speci?es Whether the operation is a send 
RDMA Write, read, or atomic. The packet sequence number 
is initialiZed When communication is established and incre 
ments each time a queue pair creates a neW packet. Ports of 
an endnode may be con?gured to be members of one or 
more possibly overlapping sets called partitions. 

[0089] In FIG. 8, a portion of a distributed computer 
system is depicted to illustrate an eXample request and 
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acknoWledgment transaction. The distributed computer sys 
tem in FIG. 8 includes a host processor node 802 and a host 
processor node 804. Host processor node 802 includes a host 
channel adapter 806. Host processor node 804 includes a 
host channel adapter 808. The distributed computer system 
in FIG. 8 includes a SAN fabric 810, Which includes a 
sWitch 812 and a sWitch 814. The SAN fabric includes a link 
coupling host channel adapter 806 to sWitch 812; a link 
coupling sWitch 812 to sWitch 814; and a link coupling host 
channel adapter 808 to sWitch 814. 

[0090] In the eXample transactions, host processor node 
802 includes a client process A. Host processor node 804 
includes a client process B. Client process A interacts With 
host channel adapter hardWare 806 through queue pair 824. 
Client process B interacts With hardWare channel adapter 
hardWare 808 through queue pair 828. Queue pairs 824 and 
828 are data structures that include a send Work queue and 
a receive Work queue. 

[0091] Process A initiates a message request by posting 
Work queue elements to the send queue of queue pair 824. 
Such a Work queue element is illustrated in FIG. 4. The 
message request of client process Ais referenced by a gather 
list contained in the send Work queue element. Each data 
segment in the gather list points to a virtually contiguous 
local memory region, Which contains a part of the message, 
such as indicated by data segments 1, 2, and 3, Which 
respectively hold message parts 1, 2, and 3, in FIG. 4. 

[0092] HardWare in host channel adapter 806 reads the 
Work queue element and segments the message stored in 
virtual contiguous buffers into data packets, such as the data 
packet illustrated in FIG. 7. Data packets are routed through 
the SAN fabric, and for reliable transfer services, are 
acknoWledged by the ?nal destination endnode. If not suc 
cessively acknoWledged, the data packet is retransmitted by 
the source endnode. Data packets are generated by source 
end nodes and consumed by destination end nodes. 

[0093] In reference to FIG. 9, a diagram illustrating the 
netWork addressing used in a distributed netWorking system 
is depicted in accordance With the present invention. A host 
name provides a logical identi?cation for a host node, such 
as a host processor node or I/ O adapter node. The host name 
identi?es the endpoint for messages such that messages are 
destined for processes residing on end node 900, Which is 
speci?ed by the host name. Thus, there is one host name per 
node, but a node can have multiple CAs. 

[0094] A single IEEE assigned 64-bit identi?er (EUI-64) 
902 is assigned to each component. A component can be a 
sWitch, router, or CA. One or more globally unique ID 
(GUID) identi?ers 904 are assigned per CA port 906. 
Multiple GUIDs (a.k.a. IP addresses) can be used for several 
reasons, some of Which are illustrated by the folloWing 
examples. In one embodiment, different IP addresses iden 
tify different partitions or services on an end node. In a 
different embodiment, different IP addresses are used to 
specify different Quality of Service (QoS) attributes. In yet 
another embodiment, different IP addresses identify different 
paths through intra-subnet routes. One GUID 908 is 
assigned to a sWitch 910. 

[0095] A local ID (LID) refers to a short address ID used 
to identify a CA port Within a single subnet. In one eXample 
embodiment, a subnet has up to 216 end nodes, sWitches, and 
















