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AUTHENTICATION ON IP Layer 

Vers Hlen TOS Total length \ 

ID FLG Fragment Offset 

Time-to-Live Protocol Header Checksum 
> IP Header 

Source IP Address 

Destination IP Address 

1P Options (variable length) padding / 

IP Packet Payload I» TCP/UDP 

Die Identiiifzierungs-Daten werden in das Feld ,,IP Options“ eingetragen (siehe ‘). 
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METHOD FOR IDENTIFYING INTERNET USERS 

[0001] 1. Which technical problem is to be solved by 
your invention? 

[0002] 2. HoW has this problem been solved until noW? 

[0003] 3. HoW does your invention solve the named 
technical problem (state advantages)? 

[0004] 4. Embodiment[s] of the invention. 

[0005] Regarding Item 1: Which technical problem is to 
be solved by your invention? 

[0006] Internet Service Providers noWadays offer Internet 
access to the mass market Without the service feature 
“net-Wide identi?cation of the Internet user”. HoWever, neW 
Internet-based services require the identi?cation of the Inter 
net user to the service provider. This identi?cation should 
also protect against manipulation and misuse by another 
Internet user. For eXample Internet phone services and 
Internet telephone net convergence services require the user 
of these services (i.e. the sender of the IP packets containing 
the service signal data) to be identi?ed. The provider of such 
neW Internet services is not necessarily identical With the 
Internet user’s ISP (Internet Service Provider). 

[0007] A net-Wide introduction of the Internet user iden 
ti?cation service according to the invention Would signi? 
cantly enhance trust in IP messages, and it Would greatly 
facilitate the spread of commercial applications With their 
potentially higher security requirements, as Well as help 
reduce Internet misuse. 

[0008] Regarding Item 2: HoW has this problem been 
solved until noW? 

[0009] The currently knoWn methods for the secured iden 
ti?cation (authentication) of an Internet user all use the 
principle of end-to-end authentication, i.e., the communica 
tion partners authenticate themselves on a basis of identi? 
cation and authentication data, Which is assigned to each 
communication partner individually, and is made knoWn to 
the other communication partner. This data can either 

[0010] a) be knoWn to the other communication partner 
prior to the beginning of the communication (suf?cient 
identi?cation and authentication data has been saved by 
the communication partner) or 

[0011] b) be relayed to the other communication partner 
at the beginning of the communication by means of a 
trustWorthy third party (identi?cation and authentica 
tion data has been saved by a central, public certi?ca 
tion entity). 

[0012] Currently knoWn methods for the secure identi? 
cation of Internet users are: 

[0013] I. Identi?cation and authentication through the 
IP hosts used by the communication partners: IPSEC. 
This method requires both communication partners to 
use static IP addresses, and it requires these IP 
addresses to be unequivocally assigned to both com 
munication partners. IPSEC is not suitable for the 
technical problem to be solved, since 

[0014] 1. the majority of Internet users uses dial-up 
access, and is assigned only a temporary IP address 
by their Internet service providers; 2. IPSEC as 
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point-to-point method of type a) requires the identi 
?cation and authentication data of all potential com 
munication partners to be saved, and therefore is not 
suitable for the mass market of neW Internet services. 

[0015] II. Identi?cation and authentication by means of 
TCP functions (TLS, Transport Layer Security). This 
method can principally be used by all application 
programs Which use TCP/IP. It requires adjustments in 
the application programs as Well as the provision of 
end-to-end identi?cation and authentication data 
according to either principle a) or principle b). 

[0016] III. Identi?cation and authentication through the 
application programs in use. 

[0017] The data for the identi?cation of the user, such as 
his “name”, is rendered into clear teXt in the application 
protocol (such as HTTP, FTP, Telnet, SIP). As proof that the 
sender is actually the name bearer, ie as authentication of 
the name, there are several possibilities, such as: 

[0018] 1. A mutual secret, such as a passWord Which is 
only knoWn to the user and his communication partner, 
is relayed in the application protocol or in the applica 
tion reference data. This method can only be used in 
combination With a transfer Which has been secured 
against “intercepting” (such as a coded transfer). 

[0019] 2. A mutual secret is being used to encode part 
of the message. If the recipient can decode the message, 
the sender is authenticated as possessing the code key. 

[0020] 3. By means of a challenge-response procedure 
in the application protocol, it is proven that the user is 
in possession of a mutual secret. 

[0021] 4. A mutual secret is used to generate a digital 
?ngerprint of the message, Which is attached to the 
message. If the recipient can reproduce this ?ngerprint, 
the sender is authenticated as possessing the mutual 
secret. 

[0022] 5. With the help of his “private key” of an 
asymmetrical authentication procedure, the sender gen 
erates a digital ?ngerprint of the message to be sent, 
Which then is attached to the message, and he also 
attaches his electronic certi?cate to the message. This 
certi?cate contains the “public key” and the name of 
the user. The recipient can verify the digital ?ngerprint 
With the help of this public key. The recipient noW also 
needs to verify the certi?cate. This is done according to 
standard procedure for certi?cates. For this purpose, the 
certi?cate contains a digital ?ngerprint of the certi?cate 
data, generated With the private key of a certi?cation 
entity. If the recipient possesses the public key of the 
certi?cation entity, he can verify the integrity of the 
user’s certi?cate. Possession of the private key, Which 
has been used for the generation of the digital ?nger 
print of the message, authenticates the user. 

[0023] The disadvantage of all knoWn methods is the large 
effort necessary for installation, administration and mainte 
nance of various data bases containing the identi?cation and 
authentication data of Internet users (either centraliZed, 
expensive certi?cate depositories, or many decentraliZed 
subscriber data bases at various service providers), as Well 
as for managing the infrastructure, intended to secure the 
integrity of identi?cation data (such as certi?cate revocation 
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lists, security policy database). This effort is made necessary 
by the fact that each Internet user carries out the identi?ca 
tion and authentication procedures for himself (principle of 
end-to-end authentication). 

[0024] Regarding Item 3: HoW does your invention solve 
the named technical problem (state advantages)? 

[0025] Upon request, the Internet Service Provider sup 
plies IP messages of clients With data Which makes it 
possible to identify the Internet user’s IP packets. The 
Internet Service Provider guarantees the integrity of this data 
With cryptographic means. 

[0026] The difference to the above-mentioned methods 
therefore lies in the fact that the Internet user does no longer 
himself initiate his identi?cation, but instead the Internet 
Service Provider takes over this task. With the help of the 
invention, the effort in identifying IP packets of Internet 
users is reduced. 

[0027] A business relation betWeen the Internet Service 
Provider and the Internet user is a prerequisite for the 
identi?cation and authentication method according to the 
invention. Thereby, the Internet Service Provider possesses 
data Which can be used to identify the Internet user. If the 
Internet user utiliZes the access service of the Internet 
Service Provider (such as When establishing an Internet 
connection via the telephone line), he initially has to identify 
himself to the Internet Service Provider (typically With an 
account name and a passWord, Which the Internet Service 
Provider has saved). After the authentication, the Internet 
Service Provider thus securely knoWs the identity of the 
Internet user. He can noW add information identifying the 
Internet user to all IP packets of the Internet user. With this 
information, the Internet user’s IP packets can be identi?ed 
by other Internet Service Providers, Without the Internet user 
having to provide his identi?cation data; namely either 
according to principle a), i.e. the Service Provider has to 
save and administer the data speci?c to the Internet user, or 
according to principle b), i.e. With the help of a centraliZed 
certi?cation entity. 

[0028] An analogy from the Public SWitching Telephone 
Network PSTN may clarify this idea. When establishing a 
connection in the telephone net, the phone number of the 
calling party comes up. The operator of the telephone net 
guarantees that this number actually identi?es the line of the 
calling number; the phone number of the calling party is 
“netWork provided” or “user-provided, veri?ed and passed”. 
The calling party is not able to change the number, since it 
is assigned by the netWork and not by the user. At the same 
time, other participants in the telephone net cannot change 
this number. Therefore it is alWays possible to identify the 
parties participating in a telephone conversation With cer 
tainty. 

[0029] This is not possible in the IP net, because ?rst of all, 
the IP sender addresses in IP messages can be falsi?ed, and 
second of all, the IP addresses are provided to the Internet 
user only on a temporary basis. According to the invention 
hoWever, in an IP net, the Internet Service Provider as a 
trustWorthy entity can supply the IP message With netWork 
provided Internet user identi?cation information in a manner 
that protects against falsi?cation. 

[0030] The invention takes advantage of the point-to-point 
Internet user identi?cation, Which is common betWeen the 
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Internet user and his Internet Service Provider for obtaining 
Internet access, in order to provide a net-Wide secure iden 
ti?cation of an Internet user through a trustWorthy Internet 
Service Provider (equipped With a public certi?cate). 

[0031] Regarding Item 4: Embodiment[s] of the invention 

[0032] For a generic solution (a solution Which is inde 
pendent of the transport- or application-protocol used) With 
the best possible performance, a realiZation on the IP level 
is suggested (see FIGS. 1 and 2). 

[0033] At the POP (point of presence, access point) of the 
Internet Service Provider 

[0034] IP packets are screened for a certain (still to be 
determined) ?ag, a so-called authentication request 
?ag, by Which means the Internet user might be 
asked to provide identi?cation data per IP packet, 
and/or 

[0035] a database (With an analogue function such as 
the Security Policy Database in IPSEC) is checked 
for Whether the service “provide IP packets With 
identi?cation data” is requested for the Internet user. 
Thereby, the destination IP address, the transport 
protocol or the TCP/UDP ports can serve as selec 
tors. 

[0036] If so, the Internet Service Provider adds data iden 
tifying the Internet User to the IP packet header. This could 
for eXample be a telephone number of the Internet User, or 
his user name for the Internet access subscription, Which is 
knoWn to his Internet Service Provider. 

[0037] The Internet Service Provider subsequently derives 
a digital signature from the modi?ed IP packets including 
the reference data sent by the user, in order to secure the 
identi?cation data and the reference data sent by the user 
from falsi?cation (data integrity). The modi?ed IP packet is 
used to calculate a checksum, Which is coded With the secret 
key of the Internet Service Provider (Integrity Check Value). 
Finally, the Internet Service Provider adds to the IP packet 
header his electronic certi?cate (ISP X509 Certi?cate), 
Which contains the ISP’s public key for decoding the check 
sum. Thereby, each recipient of the IP message can verify 
the correctness of the digital signature by decoding the 
checksum and comparing it to the checksum the recipient 
has calculated. In addition to that, the recipient has the 
option to obtain further data on the Internet user (name, 
address) from the certi?cate holder (the Internet Service 
Provider) named in the certi?cate. (This could be used for 
Malicious Caller Identi?cation.) 

[0038] The proposed realiZation shoWs similarities With 
IPSEC. The main difference, hoWever, is that as opposed to 
IPSEC, no point-to-point authentication, but rather a point 
to-multipoint authentication can be realiZed, since all data 
relevant for the authentication (the “name” of the Internet 
user, the name of the Internet Service Provider (ISP) and his 
certi?cate) is contained in the IP packet. In addition to that, 
there is neither an end-to-end, nor a host-to-host authenti 
cation, but rather an ISP-to-host authentication. 

[0039] The realiZation of Internet user identi?cation on the 
IP level requires a neW, optional function of the IP stack. If 
this function is not available in a recipient host, the entire 
neW AOD information (see FIG. 2) of an IP message is to 
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be ignored. Standard IP stacks nowadays already support 
this function for unknown IP options. 

[0040] Since the length of an IP message changes With the 
addition of AOD information, the total-length ?eld as Well 
as the header checksum in the IP header need to be recal 
culated. The digital signature of the Internet Service Pro 
vider is valid as long as the data in the IP payload doesn’t 
change. 
[0041] It is possible for data in the IP payload to be 
modi?ed on the Way of the IP message to the actual 
communication partner; this could happen through autho 
riZed proxies (such as the VIA ?eld in SIP, IP addresses in 
NAT). The proxy then also recalculates the total-length ?eld 
as Well as the header checksum in the IP header. 

[0042] In such a case, the proxy can already be the end 
host of the secured transfer according to the invention. This 
is the case for example, When the proxy executes the 
authentication of the Internet user in order to check Whether 
the latter already is a client of the message recipient. The 
proxy checks the AOD and sends the IP message on Without 
the AOD. Or the proxy adjusts the AOD information and 
signs these changes by means of a digital signature. For this, 
the proxy calculates the Integrity Check Value and replaces 
the prior one With it. In addition, he replaces the ISP 
certi?cate With his certi?cate and adds ISP identi?cation 
information to the origin identi?cation data. 

[0043] As opposed to a realiZation on the transport- or 
application level, the realiZation on the IP level has the 
advantage that the Internet Service Provider can quickly see 
in the POP, Whether identi?cation data needs to be added or 
not, since to this end, it is simply necessary to analyZe the 
IP header or to check the policy data base (performance 
advantage). The data on higher protocol levels, Which is 
exchanged on an end-to-end basis, is not changed. The 
applications on Internet hosts Which use this neW IP option, 
require an expanded IP netWork interface (IP socket inter 
face) in order to place an authentication ?ag for an outgoing 
IP packet When necessary, or to transfer sender identi?cation 
data to the IP netWork interface and to read incoming 
received sender identi?cation data. The ISP Who offers the 
neW Internet access feature “identi?cation of Internet users” 
needs a policy database, Which requires administration. In 
addition to this, the ISP needs a certi?cate from a public 
certi?cation entity, Which also requires administration and 
maintenance (update of certi?cate revocation lists, etc.). 

1. Method for identifying Internet users according to 
Which an Internet user is identi?ed or authenticated at the 
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Internet access point in the course of an access check When 
using the Internet access service of an Internet Service 
Provider With Whom the Internet user maintains a business 
relation. This method is characteriZed by the fact that 
Internet user identi?cation information is added to an Inter 
net user’s IP message after it successfully passed the access 
check of the Internet access point, and prior to it being sent 
on, Whereby the integrity of this information is guaranteed 
With cryptographic means. 

2. Method according to claim 1, characteriZed by the fact 
that Internet user identi?cation information is added only 
When a certain requirement is met. 

3. Method according to claim 2, characteriZed by the fact 
that the Internet user provides the stated requirement. 

4. Method according to claim 1 or 2, characteriZed by the 
fact that the requirement in question is checked at the access 
point, Where to this end, information is taken from the IP 
message and/or a database. 

5. Method according to one of the claims 1 through 4, 
characteriZed by the fact that the method is realiZed on the 
Internet protocol level. 

6. Method according to one of the claims 1 through 4, 
characteriZed by the fact that the method is realiZed on the 
transport protocol level. 

7. Method according to one of the claims 1 through 4, 
characteriZed by the fact that the method is realiZed on the 
user protocol level. 

8. Method according to one of the claims 1 through 7, 
characteriZed by the fact that the integrity of the Internet user 
identi?cation information is guaranteed With a digital sig 
nature. 

9. Internet access point Which 

identi?es or authenticates an Internet user in the course of 

the Internet access service, 

adds Internet user identi?cation information to an Internet 
user’s IP message after the Internet access service has 
successfully been accomplished and prior to the IP 
message being sent on, Whereby the integrity of this 
information is guaranteed With cryptographic means. 

10. Internet access point according to claim 9, character 
iZed by the fact that it adds the Internet user identi?cation 
information to the IP message only if a certain requirement 
is met. 

11. Internet access point according to claim 10, charac 
teriZed by the fact that it checks the stated requirement With 
the help of information obtained from either the IP message 
and/or a database. 


