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METHODS AND SYSTEMS FOR MANAGING 
INFORMED CONSENT PROCESSES 

RELATED APPLICATIONS 

[0001] This application relates to US. Provisional Appli 
cation U.S. Ser. No. 60/283,809 entitled “METHODS AND 
SYSTEMS FOR MANAGING INFORMED CONSENT 
PROCESS” and ?led Apr. 13, 2001, and to US. application 
Ser. No. 09/939,200, Filed: Aug. 24, 2001, titled METHOD 
FOR INDEXING AND STORING GENETIC DATA; both 
applications naming Andrea Califano as a common inventor; 
the entire contents of both applications being herein incor 
porated by reference. 

BACKGROUND OF THE INVENTION 

[0002] Sequencing of the human genome Will generate an 
avalanche of genetic information to be linked With informa 
tion about microbial, chemical, and physical exposures; 
nutrition, metabolism, lifestyle behaviors, and medications. 
Advances in DNA sequencing technology and in the under 
standing of the human genome are ushering in a neW era of 
genomic medicine, one With dramatic potential to not only 
bene?t society through research involving human subjects, 
but also to cause economic or psychosocial harms to clinical 
subjects and their families. While in some cases such 
information may be bene?cial to research subjects and their 
families, there is also potential for misinterpretation or 
misuse. 

[0003] In today’s medical environment, a health practitio 
ner or clinical trial sponsor Would (or at least should) never 
consider performing a medical procedure, such as a surgical 
or diagnostic procedure, on a patient, or putting that indi 
vidual in a clinical trial, Without ?rst obtaining informed 
consent. This is not only important from a risk management 
perspective, but is basic to the proper practice of medicine. 

[0004] Special concerns have arisen about the process of 
informed consent, particularly When the risks and bene?ts of 
research participation may not be fully knoWn. Concerns 
have also arisen about hoW best to prevent the preliminary 
or premature release of research results and to protect the 
privacy of individuals Who choose to participate in genetics 
research. Current guidance and protections need to be 
enhanced to deal With the special considerations related to 
genetics research. 

[0005] The information most often provided in obtaining 
consent to participate in clinical trial includes the research 
procedure; the purposes, risks, and anticipated bene?ts; 
alternative procedures (Where therapy is involved); and a 
statement offering the opportunity to ask questions and to 
WithdraW from the research at any time. Federal regulations 
(45CFR46 and 10CFR745) require the disclosure of a num 
ber of issues in any informed consent document. They 
include such issues as potential bene?ts of the research, 
potential risks to the donor, control and oWnership of 
donated material, long-term retention of donated material 
for future use, and the procedures that Will be folloWed. In 
addition, there are several other disclosures that are of 
special importance for donors of DNA for large-scale 
sequencing. These include: 

[0006] The meaning of privacy and con?dentiality of 
information in the conteXt of large-scale DNA 
sequencing, and hoW these issues Will be addressed; 
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[0007] The lack of opportunity for the donor to later 
WithdraW the libraries made from his/her DNA or 
his/her DNA sequence information from public use; 

[0008] The absence of opportunity for information of 
clinical relevance, e.g., information regarding sus 
ceptibility to disease, etc., to be provided to the 
donor or her/his family; 

[0009] The possibility of unforeseen risks; and 

[0010] The possible extension of risk to family mem 
bers of the donor or to any group or community of 
interest (e.g., gender, race, ethnicity) to Which a 
donor might belong. 

[0011] Comprehension, the manner and conteXt in Which 
information is received, is also another important issue in 
dealing With informed consent. Many of the standard 
informed consent forms currently used have often fatal 
practical limitations and they may be inconsistently applied. 
Typically the forms are modi?ed for each speci?c medical, 
dental or psychiatric procedure. While this is ef?cient, it 
rarely takes into account the impacts of the differing infor 
mation to be conveyed, the differing manners in Which it 
must be delivered (if read), and the differing attitudes of the 
patient. Each of these naturally affect the dependability of 
the form. In addition, as each doctor tries to alter a general 
form for a speci?c procedure, personal biases can detract 
from the real goal of the process. Even if each of these 
limitations Were recogniZed, until the present invention, it 
simply Would not have been practical to tailor a document 
not only doctor to doctor, but also from day to day, and from 
patient mood to patient mood. This latter aspect—that a 
given patient might have different needs from day to day or 
hour to hour—has been an aspect that, until the present 
invention, those skilled in the art could not readily address. 
Those skilled in the art, the doctors and laWyers, simply 
believed it Was not possible to accommodate the needs of the 
patient to this degree. While the need for controlled consis 
tency in this area has been openly sought by consumer 
protection groups, medical groups, and malpractice insur 
ance carriers, until the present invention it Was not deemed 
practical to attempt to utiliZe a technique Which could be 
varied to suit each speci?c occasion. 

[0012] Systems and methods that address these issues and 
develop guidelines and frameWorks for ensuring the safe and 
appropriate use of genetic information are crucial to the 
success of large use of genetic information are described 
beloW. 

SUMMARY OF THE INVENTION 

[0013] The systems and methods described herein include, 
inter alai, systems that alloW a person to control the use of 
their medical and biological data on a continuous, selective 
and dynamic manner. Speci?cally, the systems described 
herein include systems that alloW a person to store or have 
stored into a database their medical and biological data. 
Along With the medical and biological data, the person 
stores a grant of consent that indicates the types of activities 
and uses to Which the person agrees or consents. The 
database links the stored data With the granted consent. As 
it can be dif?cult for a person to understand What kind of 
consent should be granted, in one embodiment, the system 
helps the person determine What grant of consent to provide. 
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To this end, the system can guide the person through a 
process that helps the person complete a consent form that 
indicates the different allowed uses for the data. In a 
preferred embodiment, each grant of consent includes an 
indication as to Whether the person is Willing to be re 
contacted at a later to date, Wherein the re-contact is typi 
cally for the purpose of requesting the person to consent to 
a neW treatment or use of their medical, genetic, demo 
graphic or biological data. The grant of consent may be 
stored in a database along With and in association With the 
medical, genetic, and/or biological data. 

[0014] The systems further include a query mechanism 
that an interested party, such as a researcher, medical pro 
fessional or some other person may use to query the stored 
data to identify individuals of interest. In one eXample, a 
researcher conducting a study to determine the ef?cacy of a 
particular treatment or regime, searches through the data to 
identify individuals that may have a medical condition, a 
medical history, a genetic marker or some other condition or 
conditions of interest to the researcher. The query, When 
completed, provides a list of human subjects that meet the 
criteria. To protect privacy, the actual identities of the human 
subjects may be kept secret. In one practice, each person that 
has provided data receives a client code that may be 
employed to distinguish that person from the others that 
have stored data in the system. Optionally, the code may also 
be employed to re-contact the person. HoWever, the code by 
itself lacks information that may be employed to identify the 
person. 

[0015] As can be seen from the above, the systems and 
methods described herein alloW, among other things, a 
medical professional to identify persons that may bene?t 
from taking part in a research study and to anonymously 
re-contact the identi?ed persons With a request that they 
consent to the required use of their medical and biological 
data. 

[0016] In particular, in one aspect the invention provides 
processes for obtaining informed consent from a human 
subject for an action or a procedure. The human subject may 
be any person that can give consent for an action or 
procedure. Thus it can be the participant themselves, as Well 
as a guardian, parent, or court appointed agency. The action 
that may be consented to can be any action or procedure, 
such as for eXample a surgical procedure or a research study. 
Further, consent may be provided to alloW the system of 
individuals The process for obtaining the informed consent 
may include having the human subject stored data that is 
representative of medical and genetic information into a data 
memory and having the human subject indicate a grant of 
informed consent to be associated With the stored data. The 
process may then alloW the querying of the stored data to 
determine the grant of informed consent associated With that 
stored data, and the alloW the determination of Whether the 
provided grant of consent is suf?cient for the action and 
includes a grant of consent to recontact the human subject. 
The process may then alloW, in response to the determined 
grant of consent, the re-contacting of the human subject to 
request the human subject to change the associated grant of 
informed consent. Typically the request is that the human 
subject change the associated grant of informed consent to 
a grant of consent that is appropriate, or required, for an 
action or procedure that is being proposed by the interested 
party. 

Feb. 13, 2003 

[0017] In further embodiments, the process may include 
having a trusted third party control access to the stored 
medical and genetic data. The trusted third party may also 
broker correspondence betWeen the interested parties and 
the human subject, thus providing greater security that 
interested parties Will not determine the identity of the 
human subjects that have provided data. Thus in certain 
practices, the processes alloW for contacting the human 
subjects by having a trusted third party contact the human 
subjects. 
[0018] To further provide for privacy and anonymity, the 
processes may alloW for encrypting the data, or portions of 
the data, that is stored in the data memory. In this process, 
the human subject may be alloWed to store portions of the 
medical and genetic data as clear teXt and other portions in 
an encrypted format. Optionally, the human subjects may 
further be able to control Which portions of the stored data 
may be searched by an interested party and Which portions 
of the stored data are to remain private. In further practices, 
the human subject may further designate controls over What 
types of interested parties may look at certain portions of the 
stored data. Thus, the human subject may alloW certain types 
of interested parties, such as academic researchers, to vieW 
all the stored data While other types of interested parties, 
such as pharmaceutical companies, may be provided more 
limited access to the stored data. In either case hoWever, data 
that is encrypted for storage, in some embodiments, may be 
made available in clear teXt format to the query mechanism 
to alloW for searching on encrypted data. Thus, in certain 
embodiments, the human subject encrypts data stored Within 
the data memory for the purpose of protecting that data 
While it is stored. HoWever, during queries run by interested 
parties, the processes may alloW the interested parties to 
search on encrypted data, typically by decrypting the data 
during the data query process, so that this data may be 
vieWed by the interested parties that the human subject has 
authoriZed to vieW that data. 

[0019] In a further practice, the process Will alloW storing 
medical and biological data as Well as contact data that may 
be employed for recontacting the human subject. The con 
tact data may be an address, such as an email address, a post 
address, a patient code assigned to the human subject, an 
address for the human subject’s physician and/or any type of 
identity information that may be employed for identifying 
the human subject. The method for contacting the human 
subject may vary according to the application and may 
include, email, telephone, post mail, and, in a preferred 
embodiment, by posting messages on a portal, typically a 
Web-based netWork portal, that the human subject is autho 
riZed to access. 

[0020] In a typical practice, the processes described herein 
are capable of handling data for a plurality of human 
subjects. Thus a plurality of human subjects may store data 
Within the data memory. The data in the data memory may 
be made available to authoriZed interested parties for the 
purposes of identifying human subjects that may bene?t 
from an action or procedure being carried out by the 
interested party. Thus, interested parties may employ the 
processes described herein for determining Which of the 
human subjects that have stored data Within a data memory 
have data that meets certain criteria set out in the query. The 
processes may return the grant of consent that had been 
earlier provided by the human subjects. The process alloWs 
for contacting the identi?ed human subjects With a request 
to change the granted level of consent. 






























