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SERVICE GURU SYSTEM AND METHOD FOR 
AUTOMATED PROACTIVE AND REACTIVE 

COMPUTER SYSTEM ANALYSIS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates, in general, to sys 
tems and methods for identifying and resolving problems in 
computer system software and hardWare, and more particu 
larly, to an automated service tool or guru device and 
method for processing kernel and user core ?les and other 
data sources proactively and reactively to identify possible 
computer system problems or bugs and identify remedial 
actions to address the identi?ed problem. 

[0003] 2. Relevant Background 

[0004] Computer system designers and analysts face the 
ongoing and often difficult task of determining hoW to ?x or 
improve operation of a computer system that has experi 
enced an unexpected exception or is failing to operate as 
designed (e.g., is experiencing errors caused by softWare 
problems or “bugs”). When a problem or bug in the com 
puter system softWare is serious enough to stop or interrupt 
the execution of a running program, this failure is knoWn as 
a crash. To assist in identifying bugs in the softWare oper 
ating on a computer system, softWare applications are often 
con?gured to create a crash dump or memory dump When an 
unexpected exception occurs to generate a memory image of 
the existing state of softWare executing on the system at the 
time of the crash or exception. These memory images are 
sometimes called core ?les (or dump ?les). 

[0005] The system-level commands or programs in the 
operating system, i.e., the kernel softWare, are of particular 
interest to system analysts in correcting bugs in a crashed 
computer system. For example, in an UNIX®-based system, 
the kernel is the program that contains the device drivers, the 
memory management routines, the scheduler, and system 
calls. Often, ?xing bugs begins With analysis of these 
executables, Which have their state stored in a kernel core 
?le. Similarly, user programs or binaries (e.g., binary, 
machine readable forms of programs that have been com 
piled or assembled) can have their state stored in user core 
?les for later use in identifying the bugs causing the user 
applications to crash or run ineffectively. 

[0006] Instead of Writing a neW, complete replacement 
version of the softWare (that crashed or had bugs), the 
designer or developer often prepares one or more small 
additions or ?xes to the original softWare code (i.e., patches) 
Written to correct speci?c bugs. For example, When a 
speci?c bug is identi?ed, a patch is Written or obtained from 
a third party to correct the speci?c problem and the patch is 
installed on the computer system. A single patch often 
contains ?xes for many bugs for convenience. HoWever, a 
particular bug is usually, but not alWays, ?xed by a single 
patch (i.e., multiple patches usually do not address the same 
bugs). Typically, system analysts or operators keep or 
acquire records of previously identi?ed bugs and corre 
sponding patches installed for each identi?ed bug. Then, 
When a bug is encountered in a system, the system analyst 
efforts to ?x the problem begin With a search of these records 
of prior bugs to identify the bug or ?nd a similar, previously 
identi?ed bug. Once the bug is identi?ed, a relevant patch is 
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selected that may correct the problem or a neW patch may be 
Written similar to or based on the previous patch. Addition 
ally, the analyst may determine if a neWer version of the 
patch is noW available. 

[0007] For example, a bug may be identi?ed that causes an 
exception, such as causing the computer system to fall into 
panic When tWo speci?c programs are run concurrently. A 
record of the bug Would then be created and stored in a 
database including a bug identi?er (e.g., alpha-numeric 
identi?cation code) along With descriptive information such 
as a synopsis describing the problem (for the above example, 
“system falls into panic While shutdoWn procedure is 
executed during Writing”) and information describing the 
results or symptoms of the bug (e.g., a crash, hang, stack 
trace, type of panic, and the like). Once a ?x for the bug is 
available, a patch may be created containing the bug ?x and 
other bug ?xes. Apatch record is associated With each patch. 
The patch record includes identifying information such as a 
patch identi?er (e.g., an alpha-numeric code), references to 
corrected or addressed bugs, textual description of the 
purposes of the patch, references to speci?c softWare useful 
With the patch (e.g., a speci?c user application, kernel 
softWare for speci?c operating systems, and the like), depen 
dent packages, related patches, and other useful identifying 
and patch-user information. 

[0008] While providing useful information to a system 
analyst, the volume of information in these bug and patch 
?les usually groWs into a very large, unmanageable amount 
of information (e.g., 500,000 and more bug entries for 
Widely-used operating computer systems and netWorks), and 
the amount of data in these ?les continues to groW as neW 
bugs and patches are identi?ed, created, and installed. 
Hence, the task of identifying appropriate patches for an 
identi?ed bug is a dif?cult task, and system analysts often 
resort to making educated guesses for searching these 
lengthy patch records. 

[0009] Existing methods for identifying appropriate 
patches to correct bugs typically require users to provide 
important input or make critical choices and do not meet the 
needs of system analysts. System analysis methods and tools 
are typically fully or partially manual “search” processes 
involving manually entering search terms to process the 
large patch record lists, identifying potentially relevant 
patches, and then manually selecting one or more patches for 
installation. The existing systems are heavily interactive and 
require the system analyst to provide a relatively large 
amount of knoWledge to obtain good results. For example, 
some system analysis tools require a user to select Which 
problem analysis or resolution tool to use and to select Which 
databases to search. The effectiveness of this tool is tied to 
the ability of the user to search a database containing a 
subset of possible problems With appropriate search terms. 
When a list of bugs or patches is obtained, the user again 
must manually, based on their experience, select the correct 
problem and a useful ?x for the selected problem. Clearly, 
the existing “search” systems alloW for human error to 
become a problem and are inherently labor intensive sys 
tems. 

[0010] In addition, the ?rst step of analyZing a resulting 
core ?le to accurately identify a bug causing the problem is 
an even more dif?cult task then the above “searching” 
processes. The core ?le analysis tools presently available are 
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typically only useful for kernel core ?les and are difficult to 
effectively use (e.g., require extensive training and knoWl 
edge of the system being analyzed Which often can only be 
gained With years of Working experience). The tools are 
generally only used reactively, i.e., once a problem occurs, 
and are interactive With the user, i.e., are manual not 
automatic tools. Again, these tools are often ineffective as 
human error can result in an incorrect or inef?cient remedy 
being recommended to correct the computer system oper 
ating problems. 
[0011] Often, the operator is unable to identify a single, 
speci?c patch for the problem and is forced to install 
numerous patches to increase the likelihood that the bug Will 
be corrected. This inaccurate “over” patching is often time 
consuming, costly, and disruptive to the computer system, 
Which may not be acceptable to users of the system. Addi 
tionally, some patches are not effective or are counterpro 
ductive When installed With other patches. Further, some 
patch tools are available to identify patches that are installed 
on the computer system for Which neW versions are avail 
able (Which in many systems are hundreds of patches at any 
given time), but these tools do not assist in identifying a 
particular patch for correcting an identi?ed bug. 

[0012] In addition, problems that a computer system may 
encounter are not limited to just softWare bugs. The prob 
lems may include hardWare problems, con?guration speci?c 
issues (hardWare or softWare), performance problems, secu 
rity issues, ?rmWare bugs, availability issues, functionality 
problems, and other problems. These problems often have 
Workarounds or procedures that operators need to be aWare 
of and to act on. 

[0013] Hence, there remains a need for an improved 
method and system for identifying and resolving current and 
potential computer system problems of all types. Such a 
method and system preferably Would be con?gured to be 
used online and offline and require little or no operator 
training. Further, the method and system preferably Would 
be useful as a planning tool such as by providing proactive 
analysis of computer systems. 

SUMMARY OF THE INVENTION 

[0014] The present invention addresses the above dis 
cussed and additional problems by providing an automated 
service guru system, and associated method, that functions 
as a proactive and reactive system analysis tool that elimi 
nates human error that may occur at each level or phase in 
prior art systems. The system of the present invention is a 
“guru” in the sense that it effectively automates the internal 
expertise of a service organiZation to provide an automated 
approach to online and of?ine analysis of a user’s computer 
system (including user and kernel core ?les and other date 
sources). In contrast to interactive debugging systems, the 
service guru system functions automatically to process an 
image of a computer system to identify Which, if any, 
problem preconditions are satis?ed (i.e., the proactive case) 
and then identi?es particular problems from this smaller set 
that match a precise problem symptom description (i.e., the 
reactive case). The severity of the problem is determined and 
one or more patches or remedies are provided in a report. In 
this manner, the service guru system functions to selectively 
search all knoWn problems to determine and recommend one 
or more patches or remedies to enhance operation of a 
computer system. 
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[0015] Generally, a method is provided for troubleshoot 
ing and attempting to prevent problems on a computer 
system. The method includes collecting or analyZing data 
corresponding to the computer system (e.g., con?guration 
?les, log ?les, kernel or user core dumps, and the like) and 
then accessing a knoWledge store or database of previously 
identi?ed problems. 

[0016] More particularly, the method includes processing 
the data collected from the computer system such that later 
steps (or phases) do not need to knoW the source of the 
original data. Such processing of collected system data 
alloWs the method to be performed operate substantially 
identically in online and of?ine modes and in many embodi 
ments, the method can be performed effectively Without 
regard to the methods used to collect the system data. The 
collected and processed data includes any data or informa 
tion useful to scripts located in the knoWledge store, Which, 
for example, may include operating system version, hard 
Ware con?guration, packages installed, patches installed, 
core ?les, and the like. 

[0017] Once the collected data is processed, the method 
continues With the system sequentially running a series of 
phases de?ned by and typically contained in the knoWledge 
store. In a preferred embodiment, each phase includes a 
collection of Well-de?ned scripts. Each script, in general, is 
associated With a unique problem or issue. The phases 
provide the function of categoriZing the problems or issues. 
Typically, each script is responsible for determining if a 
particular problem or issue relates to a speci?c computer 
system and this function may be performed in tWo steps. 

[0018] First, the script determines if any “preconditions” 
are needed for the problem to occur. The precondition 
determination alloWs the script to quickly complete if the 
problem is not applicable to the particular computer system. 
The determination also provides an indication that the 
problem may occur in future system operations, i.e., the 
method is truly proactive. Second, if the problem may occur 
in the system, the script determines if the problem or issue 
does apply. The information the script uses to perform these 
tWo steps is generally provided by the system in the ?rst 
phase but preferably, the script is adapted to dynamically 
gather additional information if useful. Scripts may be 
Written in any language supported by the system and are 
preferably designed to execute quickly and ef?ciently. 

[0019] The method may include numerous addition phases 
to troubleshoot the computer system. According to one 
aspect of the invention, the method includes three phases 
that are optimiZed and function to screen, test, and resolve 
the large number of bugs that typically are knoWn for 
computer systems. The ?rst bug phase is identi?ed as a “bug 
screen.” The bug screen phase involves consulting a data 
base in the knoWledge store to divide all knoWn bugs into 
categories. In a preferred embodiment, the bugs are divided 
into the folloWing four categories: (1) bugs ?xed by patches 
currently loaded or not applicable; (2) bugs not ?xed and 
possibly present or applicable; (3) bugs Which could be 
introduced by an upgrade in softWare version; and (4) bugs 
Which could be introduced by a doWngrade in softWare 
version. Generally, the method is most interested in identi 
fying bugs in the second category, and the other categories 
can be used for softWare version planning or overriding the 
screening process. By categoriZing the knoWn bugs, the bug 
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screen phase dramatically and quickly enhances later phases 
by reducing the number of bugs to be processed (i.e., 
typically only the bugs in the second category). 

[0020] The next bug-related phase is identi?ed as a “bug 
test” and involves processing the bugs selected by the 
previous phase by running a script for each bug. The scripts 
are located in the knowledge store. The scripts preferably 
process the system data supplied by the system and/or more 
preferably process kernel core or user core ?les. The output 
of the bug test phase is a list of bugs that may apply to a 
system. In one embodiment, the list of bugs is created both 
proactively and reactively. 

[0021] The ?nal bug-related phase is identi?ed as “bug 
resolution.” Bug resolution functions to coalesce the bugs 
output from the bug test phase and then sort the output bugs 
by severity and level. The bug resolution phase includes 
determining and listing With each bug any applicable patch 
or Workaround. 

[0022] According to another aspect of the invention, the 
method includes a phase identi?ed as “hardWare error scan.” 
The hardWare error scan uses a database, such as one stored 

in the knoWledge store, listing hardWare error strings and 
associated descriptions and resolutions. The hardWare error 
scan scans select data sources for matching hardWare errors 
and then displays or reports matches With recommended 
actions. 

[0023] The method may include a phase identi?ed as 
“coretool” that is fully described in US. patent application 
Ser. No. 09/781,832, entitled “Automated Analysis of Ker 
nel and User Core Files Including Searching, Ranking, and 
Recommending Patch Files” that Was ?led Feb. 12, 2001 by 
the same inventor as the present application and Which is 
incorporated by reference herein. 

[0024] According to yet another aspect of the invention, 
the method includes a phase identi?ed as “process report.” 
In general, other phases of the method are adapted for 
simplicity and, as such, may not generate human-readable 
output. The process report phase is included to parse all or 
portions of the other phase outputs and to generate a 
human-readable report, such as an analysis report in Hyper 
Text Mark-up Language (HTML) form. For example, a 
reference in a report to a bug that applies to a computer 
system Would include a synopsis (preferably automatically 
extracted) and uniform resource locator (URL) links to a full 
bug description, a patch binary, and/or other information 
useful to a system analyst. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] FIG. 1 is a block diagram illustrating an automated 
service guru system With a service guru tool for automati 
cally analyZing a target client computer system based on 
kernel and user core ?les and additional system con?gura 
tion ?les; 

[0026] FIGS. 2A-2C illustrate exemplary data ?les that 
can be used on the service guru system of FIG. 1; 

[0027] FIGS. 3A-3H are How diagrams shoWing a prob 
lem analysis carried out by the service guru system of FIG. 
1; and 

[0028] FIG. 4 is a How diagram providing additional 
details of the phase-by-phase analysis of the process shoWn 
in FIGS. 3A-3H. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0029] FIG. 1 illustrates a client/server embodiment of an 
automated service guru system 100 con?gured to provide 
automated troubleshooting and preemptive analysis of com 
puter systems and recommend corrective actions. The client/ 
server implementation of the invention is intended as an 
exemplary embodiment, not as a limitation, as the inventive 
features of the service guru system 100 may be implemented 
in less complex computer systems as Well as more complex 
systems that Would be apparent to those skilled in the 
computer arts When provided With the folloWing description. 

[0030] As illustrated, the service guru system 100 includes 
a client computer system 110 Which may be any Well-knoWn 
type of computer system adapted for executing softWare 
programs, such as one or more servers and memory devices 

executing user softWare and an operating system. The client 
computer system 110 is a computer system that is a moni 
tored or targeted system for debugging and system analysis 
When a crash or less serious operating problem occurs. As 
illustrated, the client computer system 110 is executing both 
kernel softWare 112, user applications 114, and installed 
packages 117 and has additional con?guration and system 
information 113 in system memory. Additionally, one or 
more patches 116 have previously been installed on the 
client computer system 110. 

[0031] In a preferred embodiment, the client computer 
system 110 is adapted for creating a memory image (i.e., a 
core ?le) providing byte sequence-type state information for 
the executing kernel softWare and/or user applications (such 
as at the time of a system crash). The core ?le typically also 
includes information that indicates the program that Was 
executing at the time of the unexpected interrupt, provides 
a description of the program, and describes or otherWise 
indicates the type of interrupt (e.g., the type of panic) Within 
fault or panic messages. For example, a kernel core ?le and, 
at least in some embodiments, a user core ?le is created at 
a selected time, such as upon a crash or an unexpected 
interrupt, and these core ?les and other system ?les are 
analyZed Within the service guru system 100 to identify 
existing bugs and recommend patches and/or corrective 
actions. 

[0032] Additionally, the service guru system 100 is pref 
erably data source independent and can process or analyZe 
information pertaining to the operation of the client com 
puter system 110 from numerous sources and having a 
variety of formats and arrangements. Often, this information 
may be collected by accessing the client computer system 
110 to determine operating information, such as operating 
system in use and the like. Much of this type of information 
may be retrieved from the con?guration and other system 
information 113 in memory on the client computer system 
110. 

[0033] To this end, the client computer system 110 typi 
cally Would include processing mechanisms (such as a CPU) 
for performing logic, computational, and decision-making 
functions, memory devices, and an operating system (e.g., 
SolarisTM, MS-DOSTM, UNIXTM, PICKTM, or other OS) to 
manage the operation of the client computer system 110. The 
particular processing mechanisms, memory arrangements, 
and operating systems are not critical or limiting elements of 
the system 100. The system 100 is useful With a Wide variety 
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of client computer system 110 con?gurations and modi?ca 
tions of the system 100 to suit particular con?gurations 
Would be understood by those skilled in the computer arts. 
Typically, the kernel 112 or kernel softWare operates Within 
the operating system and comprises the system-level com 
mands (i.e., executables or executable ?les), such as device 
drivers, memory management routines, the scheduler, sys 
tem calls, and the like. Analysis of the kernel 112 is typically 
an important part of performing a dump or core ?le analysis. 

[0034] As illustrated, the client computer system 110 is in 
communication With an analyst node 130 that functions, at 
least in part, as a proactive and reactive troubleshooting or 
service mechanism via communications links 118 and 124 
and communications netWork 120. In turn, the analyst node 
130 is in communication With a knoWledge database server 
170 via communications link 126 and netWork 120. The 
communications netWork 120 may be the Internet, an Intra 
net, or other useful data communications netWork With the 
links 118, 126 being digital data communications links 
(Wired or Wireless) selected to accommodate data transfer 
over and betWeen the netWork 120, computer system 110, 
the analyst node 130, and the knoWledge database server 
170. 

[0035] In one embodiment, the client computer system 
110 and analyst node 130 are components of a Wide area 
netWork but, as Will be understood by those skilled 
in the computer arts, the invention is useful for other 
netWork arrangements and even for non-netWorked devices 
(not shoWn). In a further embodiment, the client computer 
system analysis features of the analyst node 130, and, more 
speci?cally, of the service guru device 150 discussed beloW, 
are included as elements of the client computer system 110. 

[0036] As illustrated, the analyst node 130 is able to 
receive data (such as core ?les and analysis requests) from 
the client computer system 110 or from separate systems and 
devices and to retrieve information from the client computer 
system 110 (such as determining the installed softWare 
packages to narroW problem searching and gathering infor 
mation on the installed patches 116 and installed packages 
117). Of course, this information can be transferred in other 
non-netWork methods, such as transfer of a CD-ROM or 
other data storage device, Which are considered Within the 
breadth of this disclosure. 

[0037] According to a signi?cant feature of the invention, 
the service guru system 100 includes problem analysis 
functionality With the analyst node 130 for automatically 
analyZing a kernel or user core ?le and other system infor 
mation in a reactive and proactive manner and producing 
reports indicating identi?ed problems or bugs and recom 
mended ?xes or patches as Well as providing other analysis 
information. In this regard, the analyst node 130 is con 
nected via communications link 124 to the communications 
netWork 120 and client computer system 110 and knoWledge 
database server 170. Typically, When the client computer 
system 110 experiences an unexpected interrupt (such as a 
system hang or crash), the system 110 via its operating 
system (not shoWn) or otherWise operates to create a kernel 
core ?le and/or a user core ?le that describe the existing state 
of these executables or programs. These core ?les are then 
transmitted With an analysis request (or the system 110 may 
be monitored on an ongoing or semi-continuous basis by the 
analyst node 130) over communications links 118, 124 and 
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netWork 120 to the analyst node 130. The analyst node 130 
includes memory 160 to store the kernel core ?les 164 and 
the user core ?les 166 (of course, these ?les 164, 166 and 
other information (such as con?guration and other system 
information 113) used by the service guru system 100 may 
be stored in numerous locations Within the system 100 as 
long as the information in the ?les is accessible by the 
analyst node 130). 

[0038] As Will be explained in more detail, the analyst 
node 130 in some embodiments is operable in an online 
mode in Which communications are open betWeen the ana 
lyst node 130 and the client computer system 110. Alterna 
tively, the online mode may readily be achieved by having 
the analyst node 130 and the client computer system 110 
combined Within the same computer or computer system 
(not shoWn). In this mode, the analyst node 130 is operable 
to retrieve information from the client computer system 110 
during client system problem analysis. 

[0039] In the “offline” mode, suf?cient supplemental 
information is or has been gathered from system 110 
(including, for example, core dumps and key operating 
system ?les from the con?guration and other system infor 
mation 113) to facilitate analyst node 130 in performing 
automated problem analysis independently from system 110. 
ExplorerTM is one of many tools that is useful for gathering 
the key operating system ?les, Which include the list of 
installed packages 117, the list of installed patches 116, and 
mapping of installed binaries to packages (e.g., the “con 
tents” ?le on SolarisTM). In some cases, all of these supple 
mental ?les may not be available, and in these cases, it is 
useful for the analyst node 130 to be adapted to use 
techniques to estimate portions of the data in these ?les. This 
estimation process can be used, for example, to create an 
upper bound on the list of kernel packages. 

[0040] The analyst node 130 may be a computer system 
similar to computer system 110 (or be Within the system 
110). For example, the analyst node 130 may include one or 
more servers With executing softWare or objects, input/ 
output devices, data storage devices, and one or more user 
terminals (e.g., desktop computers, notebook computers, 
and the like With modems, I/O ports, keyboards, and dis 
plays). As illustrated in FIG. 1, the analyst node 130 
includes a user terminal With a user interface 144 for 

interfacing With and/or calling a service guru tool 150 and 
interfacing With the client computer system 110. The service 
guru tool 150 operates to automatically process the client 
computer system 110 information using ?rst an analysis 
based on preconditions and second a phase-by-phase analy 
sis (as Will be explained With reference to FIGS. 3 and 4). 

[0041] An operator, e.g., a system analyst, operates the 
user interface 144 to provide, select, and/or modify execu 
tion criteria (in some embodiments) and to vieW and/or 
manipulate the detailed reports produced by the service guru 
tool 150 after each analysis phase and/or after a completed 
analysis (as Will be explained in detail). In some operating 
modes of the service guru system 100, the analyst node 130 
may also be operable for directing the service guru tool 150 
to a location at Which to retrieve dump and client computer 
system 110 information (e.g., by providing directories, 
paths, and the like). 

[0042] According to an important feature of the invention, 
the analyst node 130 includes the service guru tool 150 to 
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provide automated analysis of the computer system 110 and, 
particularly, of the kernel core ?les 164 and the user core 
?les 166 (as Well as other data sources) and to produce a 
report(s) indicating identi?ed problems and corrective 
actions. The service guru tool 150 comprises one or more 
softWare applications to accomplish its functions. Brie?y, 
during operation of the system 100, the service guru tool 150 
functions to communicate With the memory 160 to retrieve 
and analyZe the kernel core ?les 164 and the user core ?les 
166 and other data sources (as applicable). The service guru 
tool 150 is con?gured to retrieve installed packages 117 (or 
at least listings of such packages), installed patches 116, and 
con?guration and other system information 113 from the 
client computer system 110 and/or to receive analysis infor 
mation from the analyst via the user interface 144. 

[0043] An important function of the service guru tool 150 
is searching for applicable or relevant patches for correcting 
any identi?ed bugs or problems in the client computer 
system 110. To this end, the service guru system 100 
includes the knoWledge database server 170 communica 
tively linked to the analyst node 130 for use by service guru 
tool 150. The knoWledge database server 170 includes: a 
phase and script repository 171 comprising a collection of 
short programs executed from Within the service guru frame 
Work; a bug history database 172 comprising information on 
When bugs Were created and resolved; and the service guru 
binaries 173 comprising the tools and executables support 
ing the service guru tool 150. 

[0044] In one embodiment, the repository 171 is a ?le 
system hierarchy 200 as shoWn in FIG. 2A. Each directory 
under the root node represents a named service guru phase 
operable by the guru tool 150. Each directory in turn 
contains a plurality of scripts useful in analyZing the com 
puter system 110. Typically, there is one script per unique 
problem or issue handled by the service guru system 100. In 
addition, there is a preferably a unique script called “run 
phase” that is con?gured for executing each phase. With this 
design, neW phases and scripts can easily be added or the 
scripts can be reordered Without requiring modi?cations to 
the service guru tool 150. Of course, since the service guru 
tool 150 can be adapted to support multiple programming 
languages, the scripts preferably have extensions on their 
?le names that determine or identify the programming 
language (e.g., .ksh, .naWk, and the like). 

[0045] In one embodiment, the bug history database 172 is 
a ?le system hierarchy 210 as shoWn in FIG. 2B. Under the 
root node is a series of directories With one directory per 
possible softWare package name. A simple tabular database 
is in each directory With the folloWing exemplary ?elds: (1) 
bug number; (2) record key (e.g., either “range” or “patch”); 
(3) ?rst package version in Which the bug exists (or “*” or 
other indicator if the bug alWays existed); (4) ?rst package 
version in Which the bug has been ?xed (or “*” or other 
indicator if not yet ?xed); (5) architecture of the package if 
multiple architectures (e.g., SPARC, X86, and the like); and 
(6) patch information if record key ?eld is “patch.” 

[0046] This database structure 210 contains tWo record 
types. The “patch” record type indicates a speci?c version 
Which has a patch available. In a patch record, the third ?eld 
is not used. The “range” record type is a record that 
describes a continuous range of package versions Which 
contain a bug. In a range record, the sixth ?eld is not used. 
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The combination of both record types alloWs the service 
guru tool 150 to determine Which package versions are 
susceptible to a bug and What patch, if any, is appropriate for 
installation. 

[0047] In practice, the knoWledge server 170 and the 
traditional service repository 195, shoWn in FIG. 1, can be 
functionally combined on the same server. In one embodi 
ment, this uni?cation of data storage is used to yield 
signi?cant savings in maintenance and general upkeep of the 
data repositories. 

[0048] With a general understanding of the netWork envi 
ronment of and the components and data structures of the 
service guru system 100 understood, the operation of the 
service guru tool 150 is noW fully described With reference 
to FIGS. 3A-3H and 4. FIGS. 3A-3H illustrate exemplary 
general functions of the service guru tool 150. FIG. 4 
provides a more detailed illustration of example phases that 
may be utiliZed in the phased analysis function shoWn in 
FIGS. 3A-3H. 

[0049] Referring ?rst to FIG. 3A, operation of the service 
guru tool 150 begins at 304 With the tool 150 being called 
at the analyst node 130 such as via the user interface 144 in 
response to a request from the computer system 110 or by a 
third party device (not shoWn). In this regard, the user 
interface 144 may be any useful computer interface includ 
ing a graphical user interface (GUI) designed in some cases 
to hide the complexity of the tool 150. If a GUI is utiliZed 
for user interface 144, preferably the GUI is con?gured for 
alloWing an operator to provide input and/or make selections 
during operation of the tool 150, such as selecting speci?c 
analysis parameters or conditions to be used throughout the 
analysis or in a particular portion or phase (e.g., to input 
speci?c operating systems, patches, packages, and the like to 
apply during analysis). 
[0050] FIGS. 3A, 3B, and 3C illustrate the general execu 
tion How of analysis of the computer system 110 by the 
service guru tool 150. In FIG. 3A, the main executable 
service guru tool 150 is responsible at 350 for querying the 
knoWledge server 170 and building a list of phases to run 
from the phase and script repository 171. The executable 
then at 351 runs the phases in the built list, and preferably 
in sequential order. In this manner, the tool 150 is function 
ally driven by the data in maintained and stored in the 
service guru knoWledge store or server 170. The service 
guru 150 determines if more phases are to be run at 352 and 
repeats running phases until the list is completed at 353. 

[0051] Referring to FIG. 3B, the general operation of an 
exemplary phase run by the service guru tool 150 is illus 
trated. Note, the How shoWn is for illustration purposes only 
and is not intended to be limiting as other phases may use 
different ?oW, as Will be described in more detail. At 356, the 
main executable in tool 150 looks for a binary called 
“runphase” to facilitate the phase being run. At 357 and 358, 
a set of static preconditions are applied to reduce the number 
of scripts Which Will be run during the phase. For example, 
if it is knoWn that a set of scripts only applies to a speci?c 
release of softWare or an architecture version, this set of 
scripts can be quickly eliminated if not applicable to the 
target con?guration, e.g., the con?guration of the computer 
system 110. 

[0052] The static preconditions checked at 357 may 
include but are not limited to operating system, operating 
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system release, software package, software package version, 
system architecture, platform, patch level, and panic or 
message buffer string. In a preferred embodiment, the ser 
vice guru tool 150 is adapted to accept ranges for at least 
some of the above preconditions rather than just a single 
value. 

[0053] If static preconditions are not available, all scripts 
Will be considered or run at 359 (With some loss in perfor 
mance). At 360, the phase continues With execution of all 
selected scripts from 358 or 359. The scripts may be run in 
any useful order and in one embodiment, are run in parallel 
for improved speed. Each script is provided context infor 
mation from the target system 110 so it can determine any 
needed values (e.g., operating system version, patch lists, 
locations of core ?les, and the like) .At 361, the output from 
the scripts run at 360 is combined into an intermediate report 
for immediate or preferably later processing. 

[0054] FIG. 3C illustrates an exemplary process How for 
a single script Within a phase. Again, scripts may be Written 
in any language that is supported by the service guru tool 
150. Each language has its oWn strengths and by adapting 
the tool 150 to support a plurality of languages, a truly 
?exible system 100 is provided by the invention. At 366, the 
script performs dynamic precondition checks. These tests 
can take many forms and are not limited to select system 
variables (like the static checks of 357). The dynamic checks 
are aimed at determining if the speci?c problem or issue 
could occur on the target system 110. If the preconditions are 
not satis?ed at 368, the script exits With no output. 

[0055] If the preconditions are satis?ed at 368, the script 
continues at 370 With testing for occurrence or instance of 
the actual problem. If the problem did occur and an instance 
is found at 372, the script issues at 376 a “reactive” output 
message With an problem speci?c and appropriate comment 
and/or recommended action. If not found at 372, then the 
script continues at 374 by issuing a “proactive” output With 
comment and/or recommended action. 

[0056] Signi?cantly, the service guru tool 150 is based on 
a brute force-type of algorithm that uses screening to 
improve run times. Service guru tool 150 does not require an 
operator to provide input needed to perform an analysis of 
the computer system 110 or needed to effectively and 
ef?ciently perform the analysis and provide a useful recom 
mendation of corrective actions. To this end, the service guru 
tool 150 has the ability to process a large amount of 
information related to the operation and con?guration of the 
system 110 and to perform a brute force analysis of poten 
tially every bug and patch having a record in the knoWledge 
database server 170. The run or operating time for the 
service guru tool 150 may be a feW seconds, minutes, or 
even hours to process the large amount of information. 
HoWever, even these longer processing times represent a 
large improvement in time and accuracy over existing 
troubleshooting processes. 

[0057] One preferred embodiment of the service guru tool 
150 involves periodic running or operation for select target 
computer systems 110. In an alternative embodiment, the 
service guru tool 150 is operated on an ongoing basis to 
monitor and analyZe the system 110. In this embodiment, the 
service guru tool 150 operates to respond to changes in the 
computer system 110 and to updates to the knoWledge 
database server 170 information by performing additional 
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analysis. This can be achieved by initially scanning all 
relevant ?les, message buffers, and other sources of com 
puter system 110 information and then only scanning neW 
messages or modi?cation alerts. 

[0058] Referring to FIG. 3D, a preferred ?rst phase 
(labeled “setcontext”) to be run by service guru tool 150 is 
illustrated and described. At 380, the initial input parameters 
are parsed. These parameters contain information about the 
target node or system 110. Signi?cantly, at 382, the setcon 
text phase determines if the phase is being run online (i.e., 
at the customer’s site) or offline (i.e., at a separate location 
in communication With the system 110). This determination 
is useful in folloWing steps for facilitating selection of the 
amount and the type of system information that can and 
should be collected from the system 110. For example, for 
online analysis, the service guru tool 150 is con?gured to 
take advantage of a higher percentage of system informa 
tion, such as con?guration and other system information 
113, rather than potentially being limited to a smaller data 
collection subset like an ExplorerTM ?le 168. When running 
of?ine, the tool 150 accepts data from collection tools such 
as ExplorerTM and to collect any available supplemental data 
such as user and kernel core ?les 112, 114 and installed 
packages 117. In some cases, running of?ine may cause the 
service guru tool 150 to cancel certain analysis phases due 
to a lack of system information, Which is then noted on an 
output report. 

[0059] Service guru tool 150 is preferably adapted to 
operate With data source independence meaning that the 
source of the collected analysis is relatively transparent to 
the tool 150 operation (i.e., the tool 150 operates effectively 
on an ExplorerTM ?le 168 or a live system and on a core 

dump 164, 166 or /dev/kmem). 

[0060] Referring again to FIG. 3D, the set context phase 
continues in of?ine mode at 384 by extracting information 
from previously gathered ?les from the target node 110 that 
is typically not available on the system 100 or netWork. In 
online mode, the phase continues at 386 With the extraction 
of information directly from a designated node, such as 
system 110, on the netWork of system 100. Both modes 
continue at 388 With parsing client node information into a 
context free, language independent format and at 390 With 
the translation (for each scripting language supported) of the 
parsed information into a language speci?c format. 

[0061] According to a signi?cant feature of the invention, 
the service guru tool 150 is operable With an ordered 
phase-by-phase analysis that involves passing analysis 
results from one phase to the next to alloW more effective 
and thorough analysis. In this manner, the service guru tool 
150 is operable to process or check every bug and patch in 
the knoWledge database server 170 With controlled and 
enhanced run times. 

[0062] Referring to FIG. 4, a How chart is provided 
illustrating examples of the types of analysis phases or 
functions that are performed or run by the service guru tool 
150. While the analysis phases are shoWn in a speci?c order, 
the tool 150 may operate With only selected phases being 
performed for all or select sets of bugs based on operator 
input, information in the collected system information, or 
other parameters. Additionally, other phases not shoWn may 
be performed to further analyZe the system information and 
the bugs and patches in the knoWledge database server 170. 
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Preferably, the phases are performed in order With the most 
important checks or phases being performed earlier in the 
process 338 but numerous orders may be useful to practice 
the invention. Further, the number of phases and functions 
of each phase can readily be expanded to enhance the 
analysis of the system 110. 

[0063] Further, the phases preferably create and output 
partial analysis results that can be used by subsequent phases 
(e.g., Which is Why ordering the phases is preferred but not 
required). The partial analysis results preferably are in the 
form of parsable output that can be understood by later 
phases and can be combined into a customer readable report. 
In some cases, speci?c phases may have different goals and 
the report formats may vary (as long as the reports are useful 
for later phases). For example, the hardWare error scan phase 
may report as output a partial message ?le contents to shoW 
context and include HTML links back to a description or 
action database. Other phases, likeWise, may have unique 
report output content and formats. In some embodiments of 
the tool 150, each or select phases may output an interim 
report rather than simply being included in an “all phase” 
report. This may be useful for important, i.e., high severity, 
matches found betWeen a bug and a problem in a client 
system 110 to obtain more rapid corrective response. Fur 
ther, these interim reports may be automatically or manually 
transmitted or directed to service personnel or groups or the 
client computer system 110 via the communications netWork 
120 or otherWise to initiate correction of the problem. 

[0064] At 402, an initial phase is performed to parse all of 
the gathered input from the computer system 110 into a 
context free format as described in detail With reference to 
FIG. 3D. This phase alloWs the phases to be designed to not 
require data to come from a certain source or in a certain 

format (e.g., data can be from live system 110, core ?les 164, 
166, or other sources) In one embodiment, this parsing is 
performed by including in the tool 150 parsers for each 
anticipated data input type/version. The resulting interme 
diate context ?le is independent of both the input data source 
and any speci?c language syntax, With an exemplary result 
ant programming language independent “context” ?le 
shoWn in FIG. 2C. Signi?cantly, for each language sup 
ported by the service guru tool 150, the context ?le is then 
a translated input ?le that serves as the input environment for 
later running or operating phases. As a result of phase 402, 
the later phases can be Written in nearly any language With 
reference to data on a target system 110 Without having to 
parse explorer tools or run live commands. Further, the input 
data processing of step 402 increases the speed of later 
phases and, hence, the overall analysis process 300. 

[0065] Once the input data is parsed, the phase-by-phase 
analysis 338 continues at 406 With a check for bad patches, 
Which may involve a comparison of the installed patches 116 
With the patch ?les 180. Next, at 410 and 414, a ?eld 
information notice (FIN) compliance (e.g., softWare con 
?guration and version issue testing) and a FCO compliance 
(e.g., checking for hardWare con?guration and version 
issues) are completed. At 418, a hardWare error scan is 
performed involving scanning the hardWare error ?les 190 
for matches With the computer system 110 input and rec 
ommending appropriate and preferably, platform speci?c, 
corrective actions. 

[0066] At 422, the phased analysis continues With a soft 
Ware error scan 422 of the input information folloWed by an 
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infodoc check 426, a faq check 430 (e.g., an analysis of the 
input information relative to stored data on frequently asked 
questions), and a srdb check 434 of the input information 
collected from the system 110. The output from these phases 
is passed to the next phases Which include a stb/White paper 
check 438, retrieval of all doWn revision patches from patch 
?les 180, and a security issue check 446. Note, infodoc 
check 426, faq check 430, srdb check 434, and stb/White 
paper check 438 are speci?c to Sun Microsystems, Inc. 
operations and system but are intended to provide examples 
of checks or categories of information and/or solutions to 
common problems and issues Within computer systems. 

[0067] At 450, a health check phase is performed and 
includes many items of general interest that affect the overall 
reliability, availability, and serviceability of the target sys 
tem 110. At 454, storage related checks are performed that 
verify the integrity of the loW level storage systems (e.g., 
A1000, A3000, A5000, and the like Which are again Sun 
Microsystems, Inc. examples but are representative of simi 
lar systems used industry-Wide that may be utiliZed Within 
computer systems). It also includes checking of layered 
storage softWare such as volume managers and ?le systems. 
At 458, the tool identi?ed as “coretool”, described in a 
previous patent application ?led by the same inventor and 
incorporated by reference herein, can be run on the target 
system 110. At 462, a series of platform speci?c tests are run 
(e.g., to verify hardWare integrity and platform status, hard 
Ware leads, hardWare register dumps, and the like) At 466, 
a series of performance related checks may be run on the 
collected data (e.g., check con?guration ?les for issues that 
may cause performance problems). 

[0068] Next, at 470, the phased analysis continues With an 
important bug analysis phase or phases. Bug analysis 470 
may comprise a screening of the identi?ed bug ?les 172 in 
the knoWledge database server 170 to rule out or eliminate 
bugs that cannot apply to the target computer system 110 
based upon system parameters such as loaded packages 116, 
versions of operating systems or applications, patch levels, 
and other factors noted in the bug ?les 172. Generally, the 
output report from this portion of the bug analysis is in one 
of the folloWing categories: bugs ?xed by patches currently 
loaded on system 110; bugs not ?xed and present in the 
current package, version, and patch level (Which is a sig 
ni?cant ?nding or result in most analyses 338); bugs that 
Would be introduced by an upgrade; and bugs Which Would 
be introduced by a doWngrade. This portion of the bug 
analysis 470 is important for narroWing or reducing the 
number of bugs that need to be further analyZed from a very 
large number to a more manageable number (e.g., from 
hundreds of thousands doWn to a feW hundred or feW 
thousand). Additionally, this screening is useful for planning 
system 110 softWare upgrades to maintain consistent patch 
levels for bug ?xes. 

[0069] More speci?cally, referring to FIG. 3E, one pre 
ferred embodiment of a bug screen phase of the bug analysis 
470 is illustrated. As shoWn, the bug screen phase begins at 
504 With building a list of softWare packages installed on the 
target system 110. At 506, the next package is processed and 
at 508, the bug screen phase selects the desired package 
version (e.g., either current or neWer version in case of an 
upgrade). At 510, the package speci?c bug history database 
is scanned in order to extract the list of bugs Which may 
apply to the package (i.e., the bugs that are not ?xed) for the 
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desired package version. At 512, the phase checks for more 
packages to screen and if none, the screening phase contin 
ues at 514 by saving the list of identi?ed applicable bugs for 
the next phase to be processed by the tool 150. 

[0070] Referring to FIG. 3F, bug analysis 470 may con 
tinue at 516 by building and processing the list of bugs from 
the screening phase to determine for each bug if any of the 
input kernel core ?les, user core ?les, live system informa 
tion, or other collected data matches the symptoms of the 
bugs in the identi?ed bug ?les 172. As shoWn, the processing 
of the bug test phase is similar to that of a generic phase 
(Which is shoWn in FIG. 3B and not elaborated on here) 
except that the list of scripts is input from above. At 518, the 
output of this portion of the bug analysis 470 is saved for 
input to next bug analysis phase and is a list of bugs that 
match the problem in the computer system 110 based on the 
collected information (e.g., based on the dump ?les or ?les 
from the live system). 

[0071] After the bug test phase, the bug analysis 470 
continues as shoWn in FIG. 3G With a bug resolution phase. 
This phase is a processing step for matching or collecting the 
list of matched bugs, levels, and severities to create an 
intermediate output report that includes the patches. Prefer 
ably, the output is sorted by the severity of the matched bug. 
More speci?cally, at 520, the phase builds a list of bugs for 
Which a resolution is needed. At 522, for the next bug in the 
list, the bug history database 172 is scanned for matches and 
located patch information, if available, is extracted. The 
process is repeated at 524 until the entire bug list has been 
processed and at 526, the results are sorted by patch, type, 
and severity. If no patch is available, Workaround informa 
tion may be extracted from traditional repository of service 
related information 195 by the service guru tool 150. 

[0072] Signi?cantly, the phased analysis in one embodi 
ment is adapted to process the input information and the 
resulting matches and output by type and severity. In this 
regard, the type refers to a proactive basis, a reactive basis, 
or simply for information. Proactive means that the neces 
sary preconditions exist for the problem or issue to occur on 
the system 110, reactive means that the problem or issue has 
occurred in the system 110, and for information means that 
the information (e.g., infodoc) applies to this con?guration. 
Severity levels can also be associated With the output by 
each or most phases to identify the importance or need for 
quickly addressing the problem or issue. For example, the 
severity may range from customer data corrupted to a slight 
impaired functionality of the system 110. A fuller range of 
severities might include from most to least severe: data error, 
system hang, system panic, device hang, application hang, 
application crash, error Warning message, system mainte 
nance issue, administration issue, informational message, 
impaired functionality, and error in phased analysis itself. 

[0073] The phased or stepped analysis continues at 474 
With a check or revieW of the kernel con?guration based on 
the input information from the computer system 110. Regu 
lar phased analysis is completed With performance of third 
party checks 478 of the input information from the computer 
system 110. 

[0074] After the regular phased analysis is completed, the 
problem analysis by the tool 150 continues at 480 With the 
report generation phase, as detailed in FIG. 3H. Numerous 
formats for the report may be utiliZed including a display on 
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the user interface or GUI 144, an e-mail message or e-mail 
message attachment to a service department connected to the 
communications netWork 120, or a printing of a hardcopy of 
the combined intermediate reports from each phase. As 
shoWn in FIG. 3H, the report generation phase may include 
at 530 building a list of phases Which had output and need 
output processing. Then at 534, the intermediate output or 
data from each phase is processed and data is extracted from 
the service repository 195 as needed to complete the report 
or as useful or applicable for supplementing the phase 
output. Hypertext links can be provided to referenced docu 
ments Within or outside the system 100. Preferably, the 
output is sorted at 534 by type, severity, and/or phase. Once 
no more phases are left at 536, the ?nal report is generated 
at 538. 

[0075] In a preferred embodiment, the report combines 
and arranges the intermediate reports from each phase and 
displays the report using text format With embedded URLs 
on the user interface 144. For example, the results may be 
ordered by the order the checks and phases Were completed 
or by the severity of the problems or bugs identi?ed. The 
output report preferably is vieWable With standard interface 
applications such as NetscapeTM, dtmail, and the like. Each 
report preferably includes a recommended action or service 
guru comment, a type (i.e., proactive, reactive, or informa 
tional), and a severity. Additionally, the output report pref 
erably is con?gured such that the report information is 
searchable because of the large number of problems/issues 
that may match for a given system 110. 

[0076] According to yet another feature of the invention, 
the tool 150 is operated via the user interface 144 to compare 
one report output With a second report output to determine 
if changes have occurred. This is useful for determining the 
effectiveness of an implemented corrective action and also 
for performing planning (e.g., by running the tool 150 With 
various system con?gurations and then comparing the out 
put reports created by the tool 150). 

[0077] During operation, the service guru tool 150 typi 
cally responds to being invoked by creating a Working 
directory 148 for temporary data and reports (at the node 130 
or in a separate device and/or location) . This action facili 
tates passing information betWeen the precondition checks 
and betWeen the phases using intermediate ?les. The output 
report from the problem analysis 300 preferably is placed in 
memory in an output directory in memory 160 or elseWhere 
and may later be examined to access the logs of all run 
phases for debugging and other purposes. 

[0078] An important feature of the service guru system 
100 is that the adopted programming language(s) is selected 
to alloW accurate description of a Wide range of problems or 
bugs. For example, in a preferred embodiment, each prob 
lem is described by a single script interpreted by the service 
guru tool 150. 

[0079] Exemplary languages that may be used to create 
the service guru tool 150 include Perl, naWk, csh, ksh, sh and 
TCL and kvl, FM, simple, and mdb Which are speci?c to Sun 
Microsystems, Inc. systems. The selected language prefer 
ably has the folloWing features: pattern matching capability, 
stack parsing (e. g., ability to extract registers and bind to 
variables), ability to easily reference operating system, patch 
and other information that may be useful to screen problems, 
regular expression matching for message buffer and panic 
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strings, and operating system independence. Additionally, it 
is preferable that the selected language be able to parse a 
variety of data sources in a version and environment inde 
pendent Way. 

[0080] Although the invention has been described and 
illustrated With a certain degree of particularity, it is under 
stood that the present disclosure has been made only by Way 
of example, and that numerous changes in the combination 
and arrangement of parts can be resorted to by those skilled 
in the art Without departing from the spirit and scope of the 
invention, as hereinafter claimed. For eXample, the descrip 
tive information and/or strings collected from the underlying 
programs and core ?les may be varied and preferably are 
adapted to provide accurate and consistent matching and 
ranking of severity. 

We claim: 
1. A method for troubleshooting a computer system, 

comprising: 
receiving, at a location remote to the computer system, a 

request for problem analysis for the computer system in 
response to an occurrence of a problem; 

receiving data corresponding to the computer system 
comprising a core ?le from the computer system and 
supplemental con?guration information; 

accessing a knoWledge store storing phases, Wherein each 
phase includes a set of scripts adapted to identify 
previously identi?ed computer problems; 

performing a phased analysis of the computer system data 
comprising completing at least tWo of the phases from 
the knoWledge store; and 

generating an output report including a list of the com 
puter problems identi?ed during the performing. 

2. The method of claim 1, Wherein the core ?le comprises 
a memory image created by the computer system in response 
to a kernel error, a hardWare error, an application error, or 
other computer system error. 

3. The method of claim 1, Wherein each of the phases 
includes an optimiZation mechanism operable such that the 
phases executed in the performing is less than the set of the 
phases, Wherein the optimiZation mechanism functions to 
check a list of static preconditions and to compare the static 
preconditions to the received computer system data. 

4. The method of claim 3, Wherein the static preconditions 
include variables selected from the group consisting of 
operating system identi?cations, operating system releases, 
softWare packages, softWare packages releases, system 
architectures, platforms, patch levels, and panic strings. 

5. The method of claim 1, Wherein the data receiving 
includes communicating With the computer system from the 
remote location over a communications netWork. 

6. The method of claim 1, Wherein the phased analysis 
performing includes parsing the computer system data into 
a source independent format and Wherein the parsed com 
puter system data is used as input for subsequent ones of the 
analysis phases. 

7. The method of claim 1, Wherein the phased analysis 
performing comprises a sequential analysis using the analy 
sis phases to process a memory image from the computer 
system to create at least one corrective action for inclusion 
in the output report. 
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8. The method of claim 7, Wherein the analysis phases are 
selected from the group consisting of a hardWare error scan, 
a bug analysis, a user core ?le analysis, a kernel core ?le 
analysis, a parse of the computer system data into conteXt 
free format, a check for bad patches, a check for softWare 
con?guration and version, a check for hardWare con?gura 
tion and version, a softWare error scan, an infodoc check, a 
faq check, an srdb check, an stb/White paper check, retrieval 
of doWn revision patches, a security issue check, a system 
health check, a storage-related check, a platform analysis, a 
performance analysis, a kernel con?guration check, and 
third party checks. 

9. The method of claim 7, Wherein the analysis phases 
each generate an intermediate output report for use by later 
performed ones of the analysis phases and for inclusion in 
the output report. 

10. A service guru system for at least partially automati 
cally processing a core ?le and supplemental data from a 
computer system to identify problems and recommend cor 
rective actions, comprising: 

a memory device for storing descriptions of previously 
identi?ed problems, the memory device con?gured 
With executable scripts adapted for running Within the 
service guru system; and 

a service guru tool linked to the memory device to access 
and run the executable scripts to process the core ?le 
and the supplemental data from the computer system to 
identify matching ones of the previously identi?ed 
problems. 

11. The system of claim 10, Wherein the service guru tool 
is further con?gured to create an output report including at 
least one of corrective actions, patch recommendations, 
Workarounds, reference documentation, or bug descriptions 
that are determined by the service guru tool to be relevant to 
the computer system. 

12. The system of claim 10, Wherein the service guru tool 
is located on an analyst node that is communicatively-linked 
With a communications netWork, the computer system is 
communicatively-linked to the computer system, and the 
service guru tool is con?gured for accessing the computer 
system to obtain a memory image and to retrieve additional 
con?guration and other system information from the com 
puter system. 

13. A method for reactively troubleshooting and proac 
tively controlling problems on a computer system, compris 
mg: 

collecting data corresponding to the computer system; 

accessing a knoWledge store of previously identi?ed 
computer system problems; 

parsing the collected data into a conteXt-free, language 
independent format; 

building a list of analysis phases to run on the collected 
data; 

running each phase in the list using the collected data; and 

generating an analysis report based on output data from at 
least some of the analysis phases run. 

14. The method of claim 13, Wherein each phase com 
prises a plurality of scripts and Wherein the running of each 
phase includes ?rst performing a static precondition check 
for the phase to determine if a subset of the scripts applies 




