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(57) ABSTRACT 

Cascaded policing methods and systems are provided Which 
alloW loWer priority traffic to bene?t from otherWise unused 
capacity allocated to higher priority traf?c of a given cus 
tomer/service With multiple classes of service. The method 
involves policing packets of a ?rst class in accordance With 
at least one policing parameter associated With the ?rst class, 
and policing packets of a second class in accordance With at 
least one policing parameter associated With the second class 
in a manner Which gives to the second class at least a portion 
of a traf?c throughput afforded to the ?rst class by at least 

(22) Filed; Jun_ 29, 2001 one of said at least one policing parameter, such as a rate 
guarantee or burst tolerance, associated With the ?rst class of 

Publication Classi?cation traffic Which is not being used by the packets of the ?rst 
class. The method is easily adapted to an arbitrary number 

(51) Int. Cl.7 ................................................... .. G06F 15/16 of different traf?c classes. 
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CASCADED POLICING SYSTEMS AND METHODS 

FIELD OF THE INVENTION 

[0001] The invention relates to the policing of data ?oWs, 
for example ?oWs of IP (Internet Protocol) packets, in a 
manner delivering class of service, also referred to as quality 
of service, differentiability. 

BACKGROUND OF THE INVENTION 

[0002] It is noW a common objective in IP netWorks to 
provide the option of a guaranteed QoS (quality of service). 
See for example, 1) “Quality of service in ATM netWorks: 
State-of-the-art Traf?c Management”, Natalie GirouX, 
Sudhakar Ganti, 1999 by Prentice-Hall PTR, pages 38-46 
and 61; 2) “Speci?cation of Guaranteed Quality of Service”, 
Shenker, et al, RFC 2212, Standards Track, September 1997, 
pages 1 to 20; and 3) “An Architecture for Differentiated 
Services”, Blake, et al, RFC 2475, Information al, December 
1998, pages 1 to 36. 

[0003] Associated With QoS delivery is the concept of 
traf?c “policing”, (also synonymous With “marking” or 
“metering”) Whereby a service provider ensures that at the 
same time a customer is receiving the QoS paid for, they are 
not in certain respects exceeding that QoS. 

[0004] Referring noW to FIG. 1, shoWn is an eXample of 
a customer’s traf?c source 10 generating traf?c 14 Which is 
sent to a netWork 12 through a connection 15. During the 
setup of such a connection 15, typically the customer has 
requested/negotiated certain traf?c parameters for the traf?c 
14, such as bandWidth, delay etc., and pays for the connec 
tion accordingly. The netWork 12 has a policing node 16 at 
Which the traffic 14 is policed in accordance With the 
negotiated parameters. Typically the policing node 16 is the 
?rst point of access Within the netWork 12 for the traf?c 14. 

[0005] The policing node 16 has a policer (synonymous 
With “meter” or “marker”) 18 responsible for marking 
packets Which constitute traf?c 14 as either conforming, 
non-conforming, or partially conforming. The policer 18 is 
typically implemented using a leaky bucket mechanism. 
Each time a packet of traf?c 14 arrives, a bucket is ?lled by 
a number of policing units, or tokens, corresponding to an 
alloWed burst of data. The bucket continuously leaks tokens 
at a rate re?ective of the bandWidth or rate to be provided. 
In the event the bucket over?oWs, packets are marked as 
non-conforming. Packets Which arrive While the bucket is 
not over?oWing are marked as conforming. Typically, alloW 
ances are made by the policer 18 to realiZe both an average 
rate (sometimes referred to as the committed information 
rate or CIR), and a burst tolerance (BT). Burst tolerance can 
be provided for eXample by alloWing the bucket to accu 
mulate up to the maXimum token bucket siZe. This alloWs 
packets to be transmitted at a rate greater than the average 
for a short period of time. 

[0006] Existing policing algorithms are designed to police 
a single traf?c How to a single set of negotiated speci?ca 
tions. When there are multiple traf?c ?oWs from a single 
customer, multiple independent policers have been 
employed. 

SUMMARY OF THE INVENTION 

[0007] Embodiments of the invention provide cascaded 
policing methods and systems Which alloW loWer priority 
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traffic to bene?t from otherWise unused capacity allocated to 
higher priority traf?c of a given customer/service With 
multiple classes of service. 

[0008] A ?rst broad aspect of the invention provides a 
method of policing packet traf?c. The method involves 
policing packets of a ?rst class in accordance With at least 
one policing parameter associated With the ?rst class, and 
policing packets of a second class in accordance With at least 
one policing parameter associated With the second class in a 
manner Which gives to the second class at least a portion of 
a traffic throughput afforded to the ?rst class by at least one 
of said at least one policing parameter associated With the 
?rst class of traffic Which is not being used by the packets of 
the ?rst class. 

[0009] The policing parameters under consideration might 
for eXample be rate guarantees provided to different traf?c 
classes. The policing parameters might also include burst 
tolerances of the different traf?c classes. 

[0010] The method is easily adapted to an arbitrary num 
ber of different traf?c classes. 

[0011] Another broad aspect of the invention provides a 
method of policing traf?c involving de?ning a traffic class 
rate guarantee for each of a plurality of traf?c classes to be 
provided by a service, and a service rate guarantee for the 
service, and policing combined traf?c containing traf?c of 
each of the plurality of traf?c classes in a manner Which 
guarantees each class its respective traffic class rate guar 
antee, and in a manner Which guarantees the service rate 
guarantee for the combined traf?c. This effectively amounts 
to a tWo-tier rate guarantee. 

[0012] Preferably each of a respective combined traf?c 
comprising a given traffic class plus all conforming higher 
class traf?c, the policing being done at a rate equal to the 
traffic class rate guarantee for that traf?c class plus the traf?c 
class rate guarantees for at least one and preferably all higher 
classes of traffic. 

[0013] In one embodiment, a method of policing a plural 
ity N of traffic classes Ci, each having a respective rate 
guarantee Ri, i=1, . . . , N, N>=2 is provided. The method 

involves policing traf?c of class C1 according to rate R1, and 
for each other class Ci, policing traf?c of class Ci plus 
conforming traf?c of class(es) C1, . . . ,Ci—1 according to an 
aggregate rate 

N 

RAi = Z Ri. 
[:1 

[0014] This method may be adapted to include consider 
ation of burst tolerance. For eXample if each traf?c class Ci 
has a respective burst tolerance BTi, the method preferably 
further involves policing traf?c of class C1 according to 
BT1, and for each other class Ci, policing traf?c of class Ci 
plus conforming traf?c of class(es) C1, . . . , Ci—1 according 
to an aggregate burst tolerance 
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N 

BAi = Z BTi. 
[:1 

[0015] Embodiments of the invention also provide a 
policer Which might be any suitable combination of hard 
Ware and/or software, and a network node adapted to imple 
ment any of the above described methods. A processing 
platform readable medium having stored thereon instruc 
tions for a processing platform to implement any of the 
above described methods is also provided. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] Preferred embodiments of the invention Will noW 
be described With reference to the attached draWings in 
Which: 

[0017] FIG. 1 is a schematic diagram of a conventional 
policing arrangement; 

[0018] FIG. 2 is a schematic diagram of a system in Which 
traf?c is policed according to a method provided by an 
embodiment of the invention; 

[0019] FIG. 3 is a logical vieW of the functionality of the 
cascaded policer of FIG. 2; and 

[0020] FIG. 4 is a traf?c ?oW diagram illustrating a 
preferred method of implementing the cascaded policer of 
FIG. 2. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0021] Embodiments of the invention provide for the 
aggregate policing of multiple traf?c classes Within a ser 
vice. A service is de?ned as a data communications path 
through a netWork. It is desirable to provide class of service 
differentiation Within a service. Class of service differentia 
tion involves treating sub-?oWs of packets generated Within 
the service in a different manner. Referring noW to FIG. 2, 
shoWn is an eXample of a traf?c source 20 associated With 
service 24. A customer subscribing to the service 24 pro 
vided by netWork 22 generates traffic at traffic source 20. 
The service 24 includes four traf?c classes, indicated logi 
cally by class C1 traf?c 26, class C2 traf?c 28, class C3 
traf?c 30 and class C4 traf?c 32 ?oWing betWeen the traf?c 
source 20 and the netWork 22. The traffic classes 26, 28, 30, 
32 collectively constitute the service 24 being provided. 
Although FIG. 1 only shoWs traf?c ingress to the netWork 
22, complete service delivery Would involve delivering the 
traf?c through the netWork to one or more destinations. 

[0022] In a preferred embodiment of the invention, the 
traf?c consists of IP packets, and the traf?c classes might for 
eXample be IETF (Internet Engineering Task Force) Diff 
Serve (Differentiated Services) classes EF (expedited for 
Warding), AF1 (assured forWarding 1), AF2 (assured for 
Warding 2), and BE (best effort). Of course, other packet 
types and traf?c classes may alternatively be employed, such 
as ATM and Frame Relay. 

[0023] During the setup of such a service 24, certain traf?c 
parameters are requested/negotiated for each of the traf?c 
classes, such as bandWidth, delay etc., and the service is paid 
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for accordingly. The netWork 22 has a policing node 34 at 
Which the traf?c associated With each traffic class service 24 
is policed in accordance With the negotiated parameters. 
Typically the policing node 34 is the ?rst point of access 
Within the netWork 22 for the traffic of service 24. Policing 
of the traf?c classes 26, 28, 30, 32 Within policing node 34 
is performed by a cascaded policer 38 Which outputs marked 
traffic 39. 

[0024] A logical vieW of the functionality of the cascaded 
policer 38 is provided in FIG. 3. The four traf?c classes 26, 
28, 30, 32 are shoWn entering the cascaded policer 38. 
According to this embodiment of the invention, policing is 
performed by the cascaded policer 38 in a manner such that 
if a higher priority class does not use the full capacity rate 
allocated (and thus paid for), unused capacity is alloWed to 
be used by loWer classes. For the purpose of this eXample, 
it is assumed that the order of priority for the traf?c classes 
from highest to loWest is Class C1, Class C2, Class C3 and 
then Class C4. It is assumed that for Class C1, a CIR of R1 
has been paid for, meaning that regardless of What is going 
on With the other classes, Class C1 is going to be alloWed to 
transmit R1. Similarly, it is assumed that for Class C2, a CIR 
of R2 has been paid for, meaning that regardless of What is 
going on With the other classes, Class C2 is going to be 
alloWed to transmit R2. It is assumed that for Class C3, a 
CIR of R3 has been paid for, meaning that regardless of What 
is going on With the other classes, Class C3 is going to be 
alloWed to transmit R3. It is assumed that Class C4 is a best 
effort class Which has a guaranteed CIR of R4 (Which may 
be Zero). 

[0025] The policing is to be performed in accordance With 
the folloWing rules: 

[0026] Class C1 traf?c<R1; 

[0027] Conforming Class C1+Class C2<R1+R2; 

[0028] Conforming Class C1+Conforming Class 
C2+Class C3 <R1+R2+R3; 

[0029] Conforming Class C1+Conforming Class 
C2+Conforming Class C3+Class C4<R1+R2+R3+ 
R4. 

[0030] Another Way of expressing this for an arbitrary 
number N of classes is as folloWs: 

[0031] police traf?c of class C1 according to rate R1; 

[0032] for each other class Ci police traf?c of class Ci 
plus conforming traf?c of class(es) C1, . . . , Ci-l 
according to an aggregate rate 

N 

RAi = Z Ri. 
[:1 

[0033] In the above, the ?rst rule means that class C1 
traffic is policed to R1. Traf?c beyond R1 Will be marked as 
non-conforming. Traf?c beloW R1 Will be marked as con 
forming. 

[0034] The second rule effectively means that class C2 
traffic is policed to R1+R2—conforming class C1 traf?c. 
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Traf?c beyond this amount Will be marked as non-conform 
ing. Traffic below this amount Will be marked as conform 
ing. 

[0035] The third rule effectively means that class C3 traf?c 
is policed to R1+R2+R3—conforming class C1 traf?c— 
conforming class C2 traffic. Traf?c beyond this amount Will 
be marked as non-conforming. Traffic beloW this amount 
Will be marked as conforming. 

[0036] Finally, the fourth rule effectively means that class 
C4 traffic is policed to R1+R2+R3+R4—conforming class 1 
traf?c—conforming class C2 traf?c—conforming class C3 
traf?c. Traf?c beyond this amount Will be marked as non 
conforming. Traffic beloW this amount Will be marked as 
conforming. 

[0037] The effect of policing in this manner is that a 
customer has paid for an amount R1 of class C1 traf?c 
capacity, and if this is not used, rather than policing class C2 
at its nominal rate of R2, class C2 traffic is given the 
opportunity to be transmitted on the left over capacity paid 
for class C1 and so on. 

[0038] Effectively, a tWo-tier rate guarantee mechanism is 
provided, With each class of service being given its oWn 
respective rate guarantee, and the service as a Whole also 
being given a rate guarantee Which is equal to the sum of the 
individual rate guarantees. 

[0039] There are many Ways of practically achieving these 
rules. One eXample is given in the traf?c ?oW diagram of 
FIG. 4. Class C1 traf?c 24 enters a ?rst policer 50 Which 
marks traf?c as either conforming or non-conforming 
according to rate R1. The non-conforming traf?c may be 
dropped right there, or may be left in the packet stream for 
the netWork to decide What to do With it at a later time. The 
traf?c thus marked 52, and class C2 traf?c 26 enters a second 
policer 54 Which polices the combination of class C2 traf?c 
26 and conforming class C1 traffic at R1+R2. Any non 
conforming class C1 traf?c in marked traf?c 52 is ignored. 
Conforming Class C1 traf?c is already marked as conform 
ing, so only class C2 traf?c can be marked non-conforming 
by the second policer 54 producing marked traffic 56. Then, 
the combination of conforming class C1 and conforming 
class C2 and class C3 traf?c 28 is policed at R1+R2+R3 by 
a third policer 58 producing marked traf?c 60. Finally, the 
combination of conforming class C1, conforming class C2, 
conforming class C3, and class C4 traf?c 30 is policed at 
R1+R2+R3+R4 by a fourth policer 62 producing marked 
traf?c 39. 

[0040] Preferably, the burst tolerance is cascaded in the 
same manner as the committed information rates. Thus, if in 
the absence of any other considerations class C1, class C2, 
class C3 and class C4 have burst tolerances of BT1, BT2, 
BT3, and BT4 respectively, then the policing is performed 
such that class C1 is given a burst tolerance of BT1, the 
combination of class C1 and class C2 is given a burst 
tolerance of BT1+BT2, the combination of class C1, class 
C2 and class C3 is given a burst tolerance of BT1+BT2+ 
BT3, and ?nally, the combination of class c1, class C2, class 
C3 and class C4 is given a burst tolerance of BT1+BT2+ 
BT3+BT4. 

[0041] Mathematically, this can be expressed as folloWs 
for an arbitrary number N of traf?c classes: 
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[0042] police traffic of class C1 according to BT1; 

[0043] for each other class Ci, policing traffic of class 
Ci plus conforming traf?c of class(es) C1, . . . , Ci—1 
according to an aggregate burst tolerance 

N 

BAi = Z BTi. 
[:1 

[0044] Speci?c eXamples have been given in Which both 
the committed information rate and the burst tolerance of 
multiple traf?c classes are considered in an aggregate man 
ner. There may be other parameters Which may be similarly 
cascaded. 

[0045] In the described embodiment, there are four traf?c 
classes Which are being policed by the cascaded policer. 
More generally, any number of traf?c classes may be policed 
in this manner. 

[0046] Also, the above described embodiment, speci?c 
mechanisms and methods of allocating all of a class’s 
unused capacity to loWer priority classes have been pro 
vided. More generally, embodiments of the invention 
include any method of policing Which results in some or all 
of a class’s unused capacity being made available to loWer 
priority classes. 

[0047] Numerous modi?cations and variations of the 
present invention are possible in light of the above teach 
ings. It is therefore to be understood that Within the scope of 
the appended claims, the invention may be practised other 
Wise than as speci?cally described herein. 

We claim: 
1. A method of policing packet traf?c comprising: 

policing packets of a ?rst class in accordance With at least 
one policing parameter associated With the ?rst class; 

policing packets of a second class in accordance With at 
least one policing parameter associated With the second 
class in a manner Which gives to the second class at 
least a portion of a traf?c throughput afforded to the 
?rst class by at least one of said at least one policing 
parameter associated With the ?rst class of traf?c Which 
is not being used by the packets of the ?rst class. 

2. Amethod according to claim 1 Wherein the at least one 
policing parameter associated With the ?rst class comprises 
a ?rst class rate guarantee, and Wherein the at least one of 
said at least one policing parameter associated With the ?rst 
class of traf?c is said ?rst class rate guarantee. 

3. Amethod according to claim 1 Wherein the at least one 
policing parameter associated With the ?rst class comprises 
a rate guarantee and a burst tolerance, and Wherein the at 
least one of said at least one policing parameter associated 
With the ?rst class of traffic comprises both the rate guar 
antee and the burst tolerance. 

4. Amethod according to claim 1 Wherein the at least one 
policing parameter associated With the second class com 
prises a second class rate guarantee, Wherein: 

the ?rst class of traffic is policed in accordance With the 
?rst class rate guarantee, With traf?c being either 
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marked as conforming if allowed by the rate guarantee 
and non-conforming if found to exceed the ?rst class 
rate guarantee; 

the second class of traf?c is policed such that conforming 
?rst class traf?c plus second class traf?c does not 
eXceed the ?rst class rate guarantee plus the second 
class rate guarantee. 

5. A method of policing traffic comprising: 

de?ning a traf?c class rate guarantee for each of a 
plurality of traffic classes to be provided by a service, 
and a service rate guarantee for the service; 

policing combined traf?c containing traf?c of each of the 
plurality of traf?c classes in a manner Which guarantees 
each class its respective traf?c class rate guarantee, and 
in a manner Which guarantees the service rate guarantee 
for the combined traf?c. 

6. A method according to claim 5 further comprising: 

for each of the plurality of traffic classes, policing a 
respective combined traf?c class comprising that traf?c 
class plus all conforming higher class traf?c, the polic 
ing being done at a rate equal to the traf?c class rate 
guarantee for that traffic class plus the traf?c class rate 
guarantees for at least one higher class of traf?c. 

7. A method according to claim 6 further comprising: 

policing each traf?c class such that the respective com 
bined How of that traf?c class plus all conforming 
higher class traf?c is done at a rate equal to the traf?c 
class rate guarantee plus the traf?c class rate guarantees 
for all higher classes of traffic. 

8. A method of policing a plurality N of traf?c classes Ci, 
each having a respective rate guarantee Ri, i=1, . . . , N, 
N>=2 the method comprising: 

policing traf?c of class C1 according to rate R1; 

for each other class Ci, policing traf?c of class Ci plus 
conforming traf?c of class(es) C1, . . . , Ci—1 according 

to an aggregate rate 

9. A method according to claim 8 Wherein each traf?c 
class Ci has a respective burst tolerance BTi, the method 
further comprising: 

policing traf?c of class C1 according to BT1; 

for each other class Ci, policing traf?c of class Ci plus 
conforming traf?c of class(es) C1, . . . , Ci—1 according 
to an aggregate burst tolerance 
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10. Apolicer adapted to implement a method according to 
claim 1. 

11. Apolicer adapted to implement a method according to 
claim 5. 

12. A policer according to claim 10 implemented as an 
application speci?c integrated circuit. 

13. A policer according to claim 11 implemented as an 
application speci?c integrated circuit. 

14. A policer according to claim 10 implemented as 
softWare running on a processor. 

15. A policer according to claim 11 implemented as 
softWare running on a processor. 

16. Aprocessing platform readable medium having stored 
thereon processing platform eXecutable instructions Which 
When executed: 

police packets of a ?rst class in accordance With at least 
one policing parameter associated With the ?rst class; 

police packets of a second class in accordance With at 
least one policing parameter associated With the second 
class in a manner Which gives to the second class at 
least a portion of a traf?c throughput afforded to the 
?rst class by at least one of said at least one policing 
parameter associated With the ?rst class of traf?c Which 
is not being used by the packets of the ?rst class. 

17. An apparatus comprising: 

an input for receiving packets of multiple different classes 
of a single service including a ?rst class and a second 

class; 

a policer adapted to police packets of the ?rst class in 
accordance With at least one policing parameter asso 
ciated With the ?rst class; 

the policer being further adapted to police packets of the 
second class in accordance With at least one policing 
parameter associated With the second class in a manner 
Which gives to the second class at least a portion of a 
traffic throughput afforded to the ?rst class by at least 
one of said at least one policing parameter associated 
With the ?rst class of traf?c Which is not being used by 
the packets of the ?rst class; 

the policer being adapted to mark each packet as being 
conforming or non-conforming. 


