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SYSTEM, METHOD AND COMPUTER PROGRAM 
PRODUCT FOR COLLECTING INFORMATION 

ABOUT A NETWORK USER 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims bene?t of US. Provisional 
Application No. 60/301,888, entitled “SYSTEM AND 
METHOD FOR USING CONTINUOUS MESSAGING 
UNITS INANETWORK ARCHITECTURE,” ?led on Jun. 
29, 2001 and Which is incorporated by reference herein. This 
application also claims bene?t of US. Provisional Applica 
tion No. 60/ , ?led Oct. 18, 2001 by United States 
Postal Service Express Mail Ser. No. EL701362699US, 
entitled, “SYSTEM METHOD AND COMPUTER PRO 
GRAM PRODUCT FOR COLLECTING INFORMATION 
ABOUT A NETWORK USER” (Attorney Reference No. 
5064200028) and Which is incorporated by reference 
herein. 

FIELD OF THE INVENTION 

[0002] This invention relates to computer technology, and 
more particularly, relates to presenting information in a 
computer netWork environment. 

BACKGROUND OF THE INVENTION 

[0003] The Internet is a Wide area netWork of intercon 
nected computers Which employs a client-server model. The 
Internet includes server computers Which may be accessed 
by client computers. Typically, a server hosts a site on the 
Internet Which includes a collection of ?les or pages. The 
netWork address of a server is typically speci?ed by a 
Uniform Resource Language (URL). Auser may access the 
servers from a client via the Internet through an Internet 
service provider (ISP). By utiliZing a broWser application on 
the client, the user can connect to or “link” to a particular 
server based upon the URL address of that server. 

[0004] The Internet computer netWork Was originally 
designed as a communications link to facilitate the exchange 
of scienti?c information betWeen governmental laboratories 
and educational institutions. HoWever, in recent years, the 
increased use of the World Wide Web has fueled 
explosive groWth of the Internet that has extended beyond 
the scienti?c community and, indeed, into homes, busi 
nesses and classrooms. The WWW refers to a collection of 
Internet servers that typically utiliZe Hypertext Transfer 
Protocol (HTTP) as an applications protocol to provide users 
With access to ?les for communicating text, graphics, sound, 
video, etc. HTTP, in turn, may use a page description 
language called Hypertext Markup Language (HTML) to 
specify the format of Web pages that are displayed to the 
users. HTML pages can include hypertext links to other 
servers and ?les, With the URL’s of the target servers stored 
or embedded Within the links. 

[0005] Links present in a Web page may appear to a user 
in a variety of forms. For example, a link may appear as 
underlined text, as bolded text, as text having a different 
color as surrounding text, or as text having some other form 
designed to draW the attention of the user such that the link 
is easily identi?ed as such. When a user selects a link (e.g., 
by “clicking” on the link With an input device such as a 
computer mouse), the broWser makes a Transmission Con 
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trol Protocol/Internet Protocol (ICP/IP) request to the server 
identi?ed by the URL speci?ed in the link, and receives a 
Web page from the identi?ed server. A link may also be 
embedded Within a graphical image displayed on the user’s 
computer monitor or display. When the geographical area of 
the image is selected by the user, the broWser again makes 
an TCP/IP request to the server identi?ed by the speci?ed 
URL. Thus, a user may navigate (i.e., “surf”) betWeen 
various servers to ?nd and retrieve HTML pages or docu 
ments of interest. 

[0006] As use of the Internet has become more pervasive, 
merchants have looked to the Internet as providing a neW 
advertising medium for their products and services. Mer 
chants Who sponsor their oWn Web sites typically include 
advertising material Within their site’s pages. HoWever, 
creating and maintaining a stand-alone Web site can require 
a substantial amount of resources and may be beyond the 
means of many merchants. Also, the time and expense 
required to set up such a stand-alone site makes this tech 
nique unsuitable for certain seasonal, limited time, or one 
shot usage. Further, the audience for this advertising mate 
rial may be limited by the extent to Which the merchant can 
attract users to visit its oWn site. 

[0007] A technique that has been used to address these 
problems is the deployment of advertisements on the Web 
sites of other sponsors or content providers Who agree to 
sponsor the advertisements. A simple advertisement suitable 
for such deployment takes the form of a graphical banner. 
Such a banner includes an image related to the product or 
service being advertised, typically stored as a graphics ?le 
(e.g., a “.gif” ?le), and displayed according to the HTML 
description of the sponsoring page. A merchant is often 
required to pay a sponsor of the particular Web site an 
advertising fee for the privilege of deploying its banner on 
the sponsor’s site. The banner may also be Widely distrib 
uted or deployed on many sites. HoWever, typical advertis 
ing banners involve only one-Way communication, and do 
not take advantage of the Internet’s interactive capabilities 
Which could otherWise be used to solicit data from prospec 
tive customers or users for generating purchase orders or 
leads. 

[0008] To provide demographically-targeted advertising, 
the advertiser or distributor of the advertising may seek to 
obtain demographic data on its end users. A common Way to 
acquire demographic data regarding users via the Internet is 
to request the information using a form Written in HTML 
provided to the user utiliZing the Internet. Demographic 
information obtained this Way is often dif?cult to obtain 
because users are often concerned about privacy issues and 
often do not Wish to provide speci?c information over the 
Internet that identi?es them such as their name, address, or 
Social Security number. 

SUMMARY OF THE INVENTION 

[0009] A system, method and computer program product 
are disclosed for collecting information about a user. A set 
of one or more rules for collecting information is obtained 
by a ?rst application on a client. The ?rst application is 
utiliZed to monitor a second application on the client in 
communication With the netWork for information that satis 
?es one or more rules of the set of rules. The second 
application is utiliZed by a user to access sites coupled to the 
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network. Information that that satis?es one or more rules of 
the set of rules is collected from the second application 
utilizing the ?rst application. At least a portion of the 
collected information is stored on the client utilizing the ?rst 
application. Content is received via the netWork for present 
ment by the ?rst application based on the portion of the 
collected information stored on the client. 

[0010] In one embodiment, the collected information may 
include behavioral information about the user. In another 
embodiment, the set of one or more rules may be updated 
based on the collected information. In a further embodiment, 
at least one of the rules may include a trigger can be tripped 
by the collected information so that a noti?cation may be 
transmitted to a location via the netWork. In an additional 
embodiment, the set of one or more rules may be obtained 
utiliZing the netWork. 

[0011] In yet another embodiment, the content may 
includes one or more additional rules for controlling the 
presentment of the content. In even another embodiment, at 
least a portion of the collected information may be trans 
mitted to a location utiliZing the netWork. As an option in 
such an embodiment, the information transmitted to the 
location may include an identi?er so that at least a portion 
of the content received by the client is based on the trans 
mitted identi?er. 

DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a schematic diagram of a computer 
netWork frameWork for a netWork messaging system in 
accordance With an embodiment of the present invention; 

[0013] FIG. 2 is a schematic diagram of an illustrative 
netWork message system in accordance With an embodiment 
of the present invention; 

[0014] FIG. 3 is a schematic representation of an illustra 
tive display presented on a visual display in accordance With 
an embodiment of the present invention; 

[0015] FIG. 4 is a schematic diagram of an illustrative 
hash table in accordance With an embodiment of the present 
invention; 

[0016] FIG. 5 is a ?oWchart of a process for presenting 
information to a user in accordance With an embodiment of 

the present invention; 

[0017] FIG. 6 is a ?oWchart of a process for collecting 
information about a user in accordance With an embodiment 

of the present invention; and 

[0018] FIG. 7 is a schematic diagram of a representative 
hardWare environment in accordance With an embodiment of 
the present invention. 

DETAILED DESCRIPTION 

[0019] Because ?rst generation ad netWorks have a cen 
traliZed architecture, content (e.g., advertisements) is typi 
cally distributed from central servers to a user’s broWser 
every time an ad is displayed. Thus, the same ad is distrib 
uted from the server several (even millions or billions) of 
times. The netWork message system of the present invention 
alloWs for more ef?ciency than such prior art systems. The 
architecture of the netWork message system of the present 
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invention may also alloW for more ?exibility than is possible 
With server-only ad servers including: 

[0020] FIG. 1 is a schematic diagram of a computer 
netWork frameWork 100 for a netWork messaging system in 
accordance With an embodiment of the present invention. A 
netWork 102, such as for example, a client-server netWork, 
a Wide area netWork (e.g., the Internet), couples together one 
or more client computers 104, one or more Web sites 106, 
one or more message server computers 108. 

[0021] Client computer 104 may be any type of computer 
that provides an end-user access to a netWork. In one 

embodiment, client computer 104 may be a personal com 
puter running on operating system such as for example, the 
Microsoft WindoWsTM, Apple MacintoshTM, Linux, or UNIX 
operating systems. Client computer 104 may also include a 
Web broWser 110 such as the Microsoft Internet ExplorerTM 
or Netscape NavigatorTM. An end-user utiliZing client com 
puter 104 employs Web broWser 110 for accessing informa 
tion and Web pages stored on various Web sites (e.g., Web 
site 106) coupled to the netWork 102. Client computer 104 
may also include a message client system 112 for receiving, 
processing, and displaying various messages received via 
the netWork. 

[0022] Web site 106 may include one or more Web pages 
114 and a Web server 116. As can be appreciated, such a Web 
site and other server computers in the present disclosure, 
may be implemented using any appropriately con?gured 
computer including, for example server computers available 
from Sun MicrosystemsTM, the Hewlett-Packard Com 
panyTM, or International Business MachinesTM. Web pages 
114 may include any information accessible via the netWork. 
In one embodiment, Web pages 114 may be of the type 
generally available over the Internet for broWsing. For 
example, a Web page of the present invention may include 
an HTML (HyperText Markup Language) ?le containing 
neWs, maps, coupons, offer for services, directories, for sale 
merchandiZe, and other types of information that Will attract 
end-users to the Web site 106. The Web server 116 may 
include program code that alloWs the Website to be in 
communication With the netWork 102. 

[0023] The message server computer 108 may be any type 
of computer capable of sending one or more messages 118 
that contain information for presentation/display by the 
client computer 104. A message may contain any type of 
information including, for example, advertising information. 
Message server computer 108 may also include a message 
server system 120 Which is in communication With the 
netWork 102. 

[0024] FIG. 2 is a schematic diagram of an illustrative 
netWork message system 200 utiliZing the computer netWork 
frameWork 100 in accordance With an embodiment of the 
present invention. The netWork message system may be 
utiliZed for retrieving and displaying messages to users 
based on a user’s current context and past behavior. It should 
be understood that in the present description, the various 
sub-components of each of the components may also be 
considered components of the frameWork. For example, 
particular softWare modules executed on any component of 
the system may also be considered components of the 
system. Installed and running on a client computer 104 
coupled to a netWork 102 (e.g., the Internet) is a message 
client application 112. The message client application 112 
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may comprise a plurality of components including a 
retriever 208, a displayer 210, a form and login helper 212. 

[0025] As the user accesses sites coupled to the network 
102 (commonly knoWn as “sur?ng the Internet”) utilizing a 
broWser application 110 (e.g., an Internet broWser such as 
Microsoft Internet Explorer) installed and running on the 
client 104, from one site or domain (e.g., WWW.yahoo.com) 
to another (e.g., WWW.amaZon.com), the retriever 208 sends 
a request 216 to a message system server 108 via the 
netWork 102. The request 216 may contain at least tWo 
pieces of information: a unique customer ID of the user (i.e., 
a user ID) 220 and a current domain being entered by the 
user (e.g., WWW.yahoo.com) 222. The request may also 
further contain a machine ID and a current list of messages 
for the same machine ID. In such an embodiment, the server 
may then only return neW or modi?ed messages back to the 
client to help save on the use of netWork bandWidth. 

[0026] The message system server 108 receives the 
request 216 from the retriever 208 and performs a check to 
determine if there are any messages pending for the speci 
?ed domain 212. If it is determined that there are messages 
associated With the speci?ed domain, then the message 
server 108 queries an historical-based targeting database 224 
to determined if there are any speci?c messages pending for 
this domain 222 for this speci?c user 220. If there are, then 
the speci?c message(s) 226 is returned to the retriever 208 
on the user’s client machine 104. In one embodiment, this 
process may be enhanced by the server ?rst returning a list 
of speci?c messages and then have the retriever request each 
individual message from the server. 

[0027] It should be noted that in one embodiment, that the 
message(s) 226 may include tWo components: a block of 
in-context rules 228 and the content 230 that makes up the 
portion of the message presented to the user. The in-context 
rules 228 may dictate the circumstances in Which the mes 
sage content 230 is displayed to the user. Some illustrative 
examples of some in-context rules include: (1) domains at 
Which the retrieved messages should be presented to the 
user; (2) speci?c Web pages at Which the retrieved messages 
should be presented to the user; (3) URL substrings that, 
should they be found in the current URL, Will cause the 
message to be presented; (4) time and date information; and 
(5) display information (such as, e.g., maximum displays, 
delay betWeen displays, and days and time of day When to 
display the message). 
[0028] Also, the rules 226 may include/reference almost 
any kind of relevant information, such as, for example, 
speci?c knoWn attributes about the user like frequent ?yer 
af?liation, club memberships, type of credit card used, 
hobbies and interests, basic demographic information (gen 
der, age, income, etc.). The content 230 may also include 
standard HTML, including text, images, ?gures, colors, etc., 
sound ?les that Will automatically play upon display of the 
message, and other types of multi-media ?les/content. 

[0029] Upon receiving the message 226 from the message 
system server 108, the retriever 208 may store the message 
in a local cache 232 for subsequent presentation. As the user 
continues to surf from page to page, a context Watcher 234 
may examine the user’s context (e.g., URL, date/time, etc.) 
and look for messages stored in the local cache 232 With 
in-context rules that match. Upon a match being found, the 
matching message may be presented displayed by either the 
displayer 210 or the form and login helper 212. 

Jan. 23, 2003 

[0030] In one embodiment, the message cache 232 may 
buffer messages received from message system server. This 
alloWs the client computer to have several messages at any 
given time. For example, the message cache may contain a 
message relating to a current Web site or Web page the user 
is visiting and additional messages relating to similar Web 
sites or Web pages. As an illustration, the message cache may 
contain a message relating to books When the end-user is 
broWsing the catalog of an on-line bookstore, and additional 
messages relating to movies that may also be available from 
that on-line bookstore. This Way, a message relating to 
movies can be routed to the appropriate presentation format 
module as soon as the user navigates to a movies-related 

Web page. 

[0031] In one embodiment, the displayer 210 may open an 
independent WindoW on a visual display coupled to the user 
(i.e., the user’s screen) that presents/displays the message 
content 230. As another option, the message content 230 
may be presented in a small WindoW that is appended to the 
form and login helper 212. The speci?c vehicle to use may 
be identi?ed as an attribute 236 embedded in the message 
226 and selected during creation of the message. 

[0032] In one embodiment, the displayer may open a 
slider WindoW that slides up from the bottom right of the 
screen. The slider WindoW displays for a con?gurable 
amount of time and then shrinks to a small bar. The small bar 
may contain a small description of a coupon. When the user 
moves a mouse pointer over the small bar, the original slider 
WindoW may then be displayed again. The small bar may 
include a close box so the user can selective chose to close 
the slider WindoW. As a further option, if the small bar is 
displayed and the user leaves the domain or another coupon 
can be displayed, the bar is closed. 

[0033] As an option, the message 226 may include one or 
more expiration dates 238 that may be used to ensure that a 
message is not presented after the appropriate time/date. 
This date 238 may also be monitored by the cache 232 and 
used to remove expired messages from the client machine. 
As a further option, the message may also include priority 
information 240 that may be used When determined the 
priority of the message over other messages that are to be 
presented to the user. As yet another option, the message 
may also include display information (such as, e.g., maxi 
mum displays, delay betWeen displays, and days and time of 
day When to display the message). 

[0034] In another embodiment, messages 226 may be 
available on the message system server 108 that are to be 
presented to any user that satis?es the appropriate context 
rule 226. Such messages may then be delivered to the client 
machine 104 by the retriever 208 Without requiring match 
ing historical-based pro?le in the targeting database 224. In 
one embodiment, the client computer and/or the server may 
include a data store 242 of user preferences, pro?le and 
historical information about the user for use in determining 
Whether a rule has been satis?ed. 

[0035] In an embodiment of the present invention, the 
netWork message system may be utiliZed to deliver various 
messages/content such as, for example, banner siZed and 
placed Internet advertising technology. The folloWing por 
tions of the speci?cation discuss various components that 
may be utiliZed in the netWork message system in accor 
dance With embodiments of the present invention. 
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[0036] As previously mentioned, a message for the net 
Work message system may include tWo parts or portions: (1) 
a rules ?le and (2) content/media for presentation. The rules 
?le may contain the information utilized by the client to 
determine When and Where to display the associated content/ 
media. Some illustrative rule ?le attributes may include: the 
type of message; a list of the media and siZes for the 
particular message; timing information (beginning and end 
ing dates, frequency information, etc.); triggers that indicate 
Where the campaign should be started; and triggers that 
indicate Where the content should be displayed. 

[0037] The content/media for presentation may comprise 
Hypertext Markup Language (HTML), image, and/or other 
types of multi-media ?les. In one embodiment, the content 
may also include one or more industry-standard image ?les 
representing a display siZe currently used for banners. HoW 
ever, it should be understood that the content need not be 
limited to standard image ?les and may include various 
types of rich media (Flash, video, audio, etc.). 

[0038] Amessage campaign, or ?ight of messages, may be 
activated on a client based on the tripping of one of the 
speci?ed triggers. In other Words, the messages may not be 
presented until one of the speci?ed triggers is hit. In one 
embodiment, a set of triggers may be de?ned as a set of 
Uniform Resource Locators (URL’s). The set of URL’s may 
also be combined With search strings. In particular, URL 
masks may be used for Working With search engine queries. 
For example, there is a standard search URL template for use 
With the Yahoo search engine. Auser may insert a key Word 
of interest (like “Laser” or “Sony” or “DVD”) into this 
template to de?ne a trigger. 

[0039] A trigger is tripped When the user navigates to a 
page that maps to one of the trigger rules. As an option, no 
trigger may need to be tripped in an embodiment of the 
present invention Where historical targeting and/or modeling 
is utiliZed to present messages and content to a user(i.e., 
historical targeting and/or modeling may or may not utiliZe 
triggers). In general, a trigger is a condition that, When 
satis?ed, instructs us to take an action (such as, for example, 
shoW a message to the user). One type of trigger may be a 
URL. When the URL of interest is observed, the speci?ed 
action is taken. When a trigger is tripped, the content for a 
?rst message speci?ed in the rule ?le is retrieved from a 
message server (as an option, the content can be requested 
at display time) and the message campaign is activated. One 
Way to look at this activation trigger list is to vieW it as a 
mechanism for doing “real time targeting.” In other Words, 
users may be selected and targeted for message campaigns 
based on speci?c behaviors, Without necessarily having had 
the corresponding behavioral information sent to the mes 
sage server for processing. This alloWs fast response to 
observed behaviors of the user. This approach also may be 
useful for tightening privacy policy so that detailed behav 
ioral information (including navigation information) does 
not have to be transmitted via a netWork to the message 
server. Once the media to be presented has been retrieved, 
the client may begin to determine When to present the 
message. 

[0040] In one embodiment, a client may present a message 
When at least one of the folloWing criteria has been met: (1) 
When the message campaign has been activated (as 
described above); (2) When the client detects an HTML 
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image, Flash, form or other Web control (Which may also be 
referred to as the original image/form) request for an image 
With a siZe matching that of the message client system; (3) 
the server’s domain name from Which the original image is 
being requested is not included in an exclude list of the 
message server system; (4) the domain of the current Web 
page is included either in a speci?ed global domain inclu 
sion list or on a private domain inclusion list of the message; 
and/or (5) the domain of the current Web page is not on a 
private domain exclusion list of the message. The message 
can also match on the URL of the page, With substrings (as 
mentioned earlier), or can be exclude based on URL match 
ing on the image URL (Where the image is actually served 
from and Which can be different than the Web page URL). 

[0041] FIG. 3 is a schematic representation of an illustra 
tive display 300 presented on a visual display by the 
displayer 210 on a user’s client computer 104. In one 
embodiment, the client may present the message in an 
overlapping WindoW (or frame) such as, for example, a 
pop-up WindoW 300, that is created by the client for that 
purpose. In a preferred embodiment, this frame is displayed 
by an application (i.e., the message client system) running 
on the client separate from a broWser application 302 (e.g., 
Microsoft’s Internet Explorer) running on the client. In an 
embodiment of the present invention, the message WindoW 
may included one or more of the folloWing attributes: (1) the 
message WindoW may be re-positionable by the user (e.g., 
the user may be able to move the message WindoW around 
Within a client area of the broWser by drag and drop 
techniques); (2) the message WindoW may have a close box 
or button 304 (e.g., such as the type positioned in the upper 
right hand corner of a Microsoft WindoWs application 
WindoW) for selectably closing the message WindoW Which 
may be positioned in the upper right corner; (3) the message 
WindoW may also include access controls for presenting 
information about the message, message client system, 
and/or related user preferences to the user (e.g., such as the 
“?” button displayed in a Microsoft WindoWs application 
WindoW); (4) branding information; (5) tracking the position 
of the message WindoW relative to the origin of the client 
area of the broWser WindoW so that the message WindoW can 
maintain its relative position as the user scrolls, resiZes or 
moves the broWser WindoW; (6) a save control feature 306 
that alloWs a user to save a presented message for future 

reference; and/or (7) features for forWarding the message via 
the netWork and printing image portion(s) of the message. 

[0042] As an option, one or more preferences may be 
available to the user for customiZing the behavior of mes 
sages presented on their particular client. As an illustrative 
example, the user may be permitted to set preferences 
related to the position at Which the message WindoW is 
displayed and the delay (if any) betWeen the completion of 
the loading of the Web page and the display of the message. 
As a further option, the delay time may also be used to rotate 
the user through multiple message per page displayed on the 
broWser application if the user spends suf?cient or long 
enough time at those pages displayed on the broWser appli 
cation. 

[0043] For illustrative purposes, the folloWing examples 
are provided merely to illustrate an illustrative positioning 
preference feature such the type as described above: the 
message WindoW position can be con?gured by the user to 
be displayed at an upper right corner of the broWser WindoW 
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or directly over the browser WindoW or at a center region of 
the visual display of the client computer. For illustrative 
purposes, the following examples are provided merely to 
illustrate such a positioning preference features as described 
above: For illustrative purposes, the folloWing examples are 
provided merely to illustrate an illustrative presentation 
delay preference feature such the type as described above: 
display of the message in the message WindoW immediately 
after a Web page has been completed loaded by the broWser 
application, 1.5 seconds after the Web page has been com 
pletely loaded by the broWser application, and/or a user 
speci?ed number of seconds after the Web page has been 
loaded. 

[0044] As neW messaging campaigns are entered into the 
netWork message system, they are queued up for publishing. 
The message campaigns in the queue are then processed as 
folloWs. First, the domains of the URL triggers in each 
message are extracted and a domain list is compiled from the 
extracted domains. Next, the resulting domain list is used to 
update a client hash table. This trigger information is then 
sent to the message system server and used by the message 
system server to respond to client requests for messages. The 
triggers and rules may be generated at this point and stored 
in the message ?le. The server reads the same message ?le 
that the client doWnloads. The server then decides Which 
message the client gets based on information in the message 
?le. The rule ?le information is then extracted and sent to the 
message server system and message content is retrieved 
from the message system server. This process is repeated 
until the publishing queue is cleared of pending message/ 
message campaigns. 

[0045] Published campaigns are distributed to client 
machines via the message system server. The message 
system server may also distribute the folloWing information 
throughout the netWork message system: (1) client hash 
table; (2) rule ?le lists; (3) rule ?les; and message related 
content. In one embodiment, the hash table may be updated 
each time the publishing process is performed (e.g., if no 
neW message/ domain combinations are added and none are 
taken aWay then the hash table can remain unchanged). This 
?le may contain exclusion lists that the client uses to 
override display on sites. Each rule contains an AIC (a tag 
of Which partner the client Was doWnloaded from) and 
advertiser, a domain name and a list of message types to 
exclude. 

[0046] A list of rule ?les are transmitted via the netWork 
to the client by the server in response to a request by the 
client. Client requests may be made by the client machine’s 
user as the user navigates into various domains via the 
broWser application. As part of the request, the server may 
be provided information such as, for example, the user’s 
current domain and a list of rule ?les (for the current 
domain) already residing on the client machine. 

[0047] Next, the server then ?nds messages that can be 
used at the current domain. The GRF ?le names for each 
message are added to the GRF ?le list. Each list entry also 
contains an action code that indicates an action the client 
should take for that entry. These actions may include, for 
example: (1) Add—add the speci?ed message to the client’s 
local cache; (2) Delete—remove the speci?ed message from 
the client’s local cache; and (3) Update—update the speci 
?ed message in the client’s cache. Rule ?les and message 
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related content typically may be delivered to the client using 
standard Web-serving technology. 

[0048] FIG. 4 is a schematic diagram of an illustrative 
hash table 400 in accordance With an embodiment of the 
present invention. Aclient initiates requests for messages as 
the user enters Internet domains utiliZing an Internet broWser 
running on the client. In one embodiment, minimiZation of 
unproductive server requests may be accomplished through 
the use of the client hash table 400. In such an embodiment, 
the hash table may provide the information needed for the 
client to determine Whether or not messages are available 
402 for use at a given domain 404. In other Words, the client 
may ?rst look up a domain in the hash table before trans 
mitting a request to the server via the netWork. In one 
embodiment, server requests may be made for those 
domains that have an entry in the hash table. Also, each 
client may also periodically check (i.e., transmit a server 
request) for an updated version of the hash table. 

[0049] Once the client has established that there are mes 
sages available for the current domain, the client may then 
make a request to the server for the available message units. 
Information included in this request may includes: (1) a 
machine ID identifying the client machine; (2) a user ID 
identifying the user; (3) the local time; (4) a domain for 
Which the messages are being requested; and (5) a list of the 
locally cached messages previously retrieved for this 
domain—each entry in this list may also include the mes 
sage ID and version number. 

[0050] In response to the server request, the client receives 
a list of rule ?les to retrieve from the rule ?le store of the 
message server system. The client may then retrieve each of 
those ?les in the list. 

[0051] Once a rule ?le has been retrieved from the server, 
the client may then make a request to retrieve the content for 
the ?rst image in the content list (or When triggered or When 
displayed). As an option, When retrieving large content ?les 
such as, for example, certain types of rich media, the content 
may be transmitted to the client via a trickling process that 
consumes relatively little ongoing bandWidth. 

[0052] As the user navigates to each Web page utiliZing an 
Internet broWser, the client may take the current URL and 
look for trigger matches in the list of locally cached rule 
?les. When a match is found, the client may then present the 
previously fetched content. In one embodiment, if more than 
one match is found, then the message With the highest 
priority may be chosen. After presenting the message con 
tent, the client may check to see if there are other content/ 
images associated With the current message’s rule ?le. If so, 
the next image in the list may then be retrieved and cached 
locally. This content/image may then be presented When the 
next qualifying trigger situation is observed. 

[0053] FIG. 5 is a ?oWchart of a process 500 for present 
ing information to a user in accordance With an embodiment 
of the present invention. At a client, information about a user 
is collected in operation 502. Via a netWork, the collected 
information is transmitted from the client to a location (e.g., 
a server) in operation 504 so that a user pro?le for the user 
can be generated based on the collected information. Based 
on the generated user pro?le, content is selected for the user. 
At the client, the content is received via the netWork Where 
the content is subsequently presented to the user (see opera 
tions 506 and 508). 
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[0054] In one embodiment, the information about the user 
may include information relating to netWork utilization 
behaviors and attributes of the user. In another embodiment, 
the user pro?le may include computer model-generated 
information associated With the user based on information 
collected from the user and/or similar other users. In a 
further embodiment, the content may include one or more 
rules for controlling the presentment of the content to the 
user at the client. For example, the rules may provide 
instructions to the client as to When to present the content 
and the order and/or priority by Which the content should be 
presented to the user. 

[0055] In an additional embodiment, the information 
transmitted to the location may include an identi?er identi 
fying, for example, the user (e.g., a user ID) and/or the client 
machine (e.g., a machine ID) so that at least a portion of the 
content is selected based on the identi?er. In yet another 
embodiment, a fee may be generated When the content is 
selected With the fee being charged to a party associated With 
the selected content. As an option in such an embodiment, 
the fee charged for the selected content based on the user 
pro?le may be priced greater than the fee charged for content 
that is not selected based on the user pro?le. In even another 
embodiment, the user may access sites coupled to the 
netWork utiliZing a ?rst application hosted by the client 
(such as, for example, an Internet broWser) With visual 
information provided by those sites being presented in a ?rst 
display frame/WindoW. In such an embodiment, the content 
may be presented utiliZing a second application hosted by 
the client (such as, for example, a content message unit) With 
visual portions of the content being present ed in a second 
display frame. 
[0056] While most message may be made available to the 
entire audience (i.e., users) utiliZing the netWork message 
system, as a further option, individual users may be targeted 
to receive messages based on their particular historical 
pro?le. Historical-based targeting may be used to select 
users based on behaviors and/or attributes such as, for 
example: (1) navigation behavior such as, for example, 
domains visited, number of pages vieWed, time spent at 
sites, and the vieWing of any previously tagged page; (2) ZIP 
code information; (3) click-through frequency on previously 
vieWed messages; (4) affiliate identi?cation code or type 
co-branding; (5) number of Weeks for the user has been 
active utiliZing the netWork message system; and (6) mod 
eled behavior based on information collected regarding What 
other similar users have behaved online. With regard to 
previously tagged pages, triggers may be set for pages that 
a party may Want to track Without the user seeing any 
activity. For example, suppose a party Wants to knoW hoW 
many people purchase items at a particular Internet store 
(e.g., AmaZon.com). A blind trigger may be set to observe 
navigations to the receipt page. A reporting system of the 
netWork message system could then tally up the number of 
times over a period of time for Which the blind trigger is set 
While the user Would not encounter any feedback that this 
tallying is occurring. As With other messages, targeted 
messages may be made available to the client machines in 
response to client message requests. In such a situation, the 
message server may take the machine and/or user ID pro 
vided as part of the client request and then perform a query 
inside the netWork message system to determine if there are 
any messages pending for that particular user (or that match 
that user’s particular pro?le). 
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[0057] FIG. 6 is a ?oWchart of a process 600 for collecting 
information about a user in accordance With an embodiment 
of the present invention. In operation 602, a set of one or 
more rules for collecting information is obtained by a ?rst 
application (e.g., a message client system) on a client. The 
?rst application is utiliZed in operation 604 to monitor a 
second application on the client in communication With the 
netWork for information that satis?es one or more rules of 
the set of rules. The second application is utiliZed by a user 
to access sites coupled to the netWork (e.g., an Internet 
broWser). In use, the second application may receive and 
transmit information/communications betWeen the user and 
the sites and/or the netWork. 

[0058] Information that that satis?es one or more rules of 
the set of rules is collected from the second application 
utiliZing the ?rst application in operation 606. At least a 
portion of the collected information is stored on the client 
utiliZing the ?rst application in operation 608. Content is 
received at the client via the netWork for presentment to the 
user by the ?rst application based on the portion of the 
collected information stored on the client in operation 610. 

[0059] In one embodiment, the collected information may 
include behavioral information about the user such as, for 
example, netWork utiliZation behaviors and attributes of the 
user. In another embodiment, the set of one or more rules 
may be updated based on the collected information. In a 
further embodiment, at least one of the rules may include a 
trigger can be tripped by the collected information so that a 
noti?cation may be transmitted to a location via the netWork. 

[0060] In an additional embodiment, the set of one or more 
rules may be obtained utiliZing the netWork. In yet another 
embodiment, the content may includes one or more addi 
tional rules for controlling the presentment of the content. In 
even another embodiment, at least a portion of the collected 
information may be transmitted to a location (e.g., a server) 
utiliZing the netWork. As an option in such an embodiment, 
the information transmitted to the location may include an 
identi?er so that at least a portion of the content received by 
the client is based on the transmitted identi?er. In another 
embodiment, the rules may be executed by a server com 
puter based on pro?les stored server-side or by the user’s 
client computer based on pro?les stored client-side. 

[0061] Pro?le information about the user’s behavior 
across nearly all Web pages displayed by Web sites may be 
collected Without requiring any user involvement. While an 
Internet service provider (ISP) can elect to keep track of 
some or all of the Web pages a user visits, the ISP cannot 
access or “see” the content of any Web pages that are 
transmitted to the user’s broWser in a “secure” mode (eg 
when the Web site elects to use encryption such as SSL or the 
like so that the Web page’s contents are encrypted during 
transmission). Because portions of the embodiments of the 
present invention are executed on the user’s computer, the 
netWork message system may interface to the user’s Internet 
broWser in such a Way that it can see all of the Web pages. 

[0062] Pro?les, to the extent that prior art systems utiliZe 
pro?les, are typically stored on the server only. In contrast, 
embodiments of the present invention permit storing of a 
portion of the pro?le information about the user on the client 
side. Such a feature may be useful in helping to meet 
information privacy rules and standards While still being 
able to target information to users based on private infor 
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mation. For example, suppose a provider of content Wanted 
to do some targeting for a credit card ?rm based upon What 
kind of credit card a user/consumer has. Storing that credit 
card number on the message server may violate a privacy 
policy of the provider. But this information could still be 
used to deliver targeted offers by just causing the rules 
associated With that particular content campaign to be 
executed on the user’s computer rather than on the message 
system server. Another bene?t of storing at least a portion of 
a consumer’s pro?le on the client side may be to improve 
performance of the targeting by reducing time-consuming 
and bandWidth consuming traf?c betWeen the client and 
server. 

[0063] Embodiments of the present invention may be 
capable of delivering rich media advertising by trickling 
technology to pre-fetch the media, doWnloading it to the 
desktop prior to its display in a Way that doesn’t appreciably 
sloW doWn the user’s Web broWsing. This alloWs the con 
sumer to see rich media comprised of larger ?les Without 
Waiting for them to doWnload as part of a Web page. Unlike 
the prior art, embodiments of the present invention may 
intelligently ?gure out Which media to pre-fetch using a 
passive pro?ling technique Without requiring any user 
involvement to state his preferences. In contrast, most prior 
art “push” applications require users to actively “subscribe” 
to different content channels, or otherWise state their pref 
erences. 

[0064] The intelligence or rules about What advertising 
messages to display to What user, and When to display it, 
may also be distributed utiliZing the netWork message sys 
tem of the present invention. One major challenge that 
embodiments of the netWork message system overcome is 
the folloWing dilemma: in order to get the best performance 
for behavioral targeting, (i.e., to be able to quickly make 
decisions), it may be desirable to evaluate the rules on the 
client side. But this requires that the database of rules be 
stored on the client. As the number of advertising campaigns 
groWs, the aggregate rule set can become quite large. This 
aggregate rule set may potentially be too large to store on the 
client side (for example, it Would consume too much storage 
space of the client) While keeping it up-to-date may require 
a lot of traffic betWeen the client and server, potentially 
sloWing doWn the user’s broWsing experience and consum 
ing a lot of costly netWork bandWidth. In embodiments of 
the present invention, a hash table may be utiliZed to alloW 
“just in time” doWnloading of a subset of the rules: just those 
rules for the sites that the user actually visits. This small hash 
table may alloW one to predict Whether or not it may be 
appropriate to display an advertisement as a result of a user’s 
activity at a given Web site Without having to doWnload the 
entire rules database to the client. It should be noted that not 
only can the advertising media itself be doWnloaded on a 
just-in-time basis, but that the rules themselves may also be 
doWnloaded on a just in time basis in a Way that’s custom 
tailored for each user based upon the Web sites he visits. 

[0065] Embodiments of the present invention may also 
synchroniZe the presentation/display of messages With the 
display of information on a Web page. 

[0066] Passive pro?ling capabilities of the present inven 
tion may be utiliZed to determine Which of a set of neW 
softWare applications are potentially of interest to a user of 
the netWork message system. When it is determined that a 
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particular application may be of interest to a user, a copy of 
the softWare may be pre-fetched and then offered to the user. 

[0067] FIG. 7 is a schematic representation of an illustra 
tive hardWare con?guration of a representative computer 
700 that may be utiliZed for carrying out embodiments of the 
present invention. Computer 700 (such as, for example, an 
IBM compatible personal computer, Apple Macintosh com 
puter or UNIX based Workstation) has a central processing 
unit 702, such as a microprocessor, and a number of other 
units interconnected via a system bus 704. The computer 
700 also includes a Random Access Memory (RAM) 706, 
Read Only Memory (ROM) 708, an I/O adapter 710 for 
connecting peripheral devices such as, for example, disk 
storage units 712 and printers 714 to the bus 704, a user 
interface adapter 716 for connecting various user interface 
devices such as, for example, a keyboard 718, a mouse 720, 
a speaker 722, a microphone 724, and/or other user interface 
devices such as a touch screen or a digital camera to the bus 
704, a communication adapter 726 for connecting the com 
puter 700 to a communication netWork 728 (e.g., a data 
processing netWork) and a display adapter 730 for connect 
ing the bus 704 to a display device 732. 

[0068] The computer 700 typically has resident thereon an 
operating system such as Microsoft WindoWs Operating 
System (OS), the IBM OS/2 operating system, the MAC OS, 
or UNIX operating system. Those skilled in the art Will 
appreciate that embodiments present invention may also be 
implemented on platforms and operating systems other than 
those mentioned. An embodiment of the present invention 
may be Written using traditional methodologies and pro 
gramming languages, such as C, Pascal, BASIC or Fortran, 
or may be Written using object oriented methodologies and 
object-oriented programming languages, such as Java, C++, 
C#, Python or Smalltalk. Sun’s Java language has emerged 
as an industry-recogniZed language for “programming the 
Internet.” Sun de?nes Java as: “a simple, object-oriented, 
distributed, interpreted, robust, secure, architecture-neutral, 
portable, high-performance, multithreaded, dynamic, 
buZZWord-compliant, general-purpose programming lan 
guage. Java supports programming for the Internet in the 
form of platform-independent Java applets.” Java applets are 
small, specialiZed applications that comply With Sun’s Java 
Application Programming Interface (API) alloWing devel 
opers to add “interactive content” to Web documents (e.g., 
simple animations, page adornments, basic games, etc.). 
Applets execute Within a Java-compatible broWser (e.g., 
Netscape Navigator) by copying code from the server to 
client. From a language standpoint, Java’s core feature set is 
based on C++. Sun’s Java literature states that Java is 
basically, “C++ With extensions from Objective C for more 
dynamic method resolution.” Another technology that pro 
vides similar function to JAVA is provided by Microsoft and 
ActiveX Technologies, to give developers and Web design 
ers WhereWithal to build dynamic content for the Internet 
and personal computers. ActiveX includes tools for devel 
oping animation, 3-D virtual reality, video and other multi 
media content. The tools use Internet standards, Work on 
multiple platforms, and are being supported by over 100 
companies. The group’s building blocks are called ActiveX 
Controls, small, fast components that enable developers to 
embed parts of softWare in hypertext markup language 
(HTML) pages. ActiveX Controls Work With a variety of 
programming languages including Microsoft Visual C++, 
Borland Delphi, Microsoft Visual Basic programming sys 
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tem and, in the future, Microsoft’s development tool for 
Java, code named “Jakarta.” ActiveX Technologies also 
includes ActiveX Server Framework, allowing developers to 
create server applications. One of ordinary skill in the art 
readily recognizes that ActiveX could be substituted for 
JAVA Without undue experimentation to practice the inven 
tion. 

[0069] Transmission Control Protocol/Internet Protocol 
(TCP/IP) is a basic communication language or protocol of 
the Internet. It can also be used as a communications 
protocol in the private netWorks called intranet and in 
extranet. When you are set up With direct access to the 

Internet, your computer is provided With a copy of the 
TCP/IP program just as every other computer that you may 
send messages to or get information from also has a copy of 
TCP/IP. TCP/IP is a tWo-layering program. The higher layer, 
Transmission Control Protocol (TCP), manages the assem 
bling of a message or ?le into smaller packet that are 
transmitted over the Internet and received by a TCP layer 
that reassembles the packets into the original message. The 
loWer layer, Internet Protocol (IP), handles the address part 
of each packet so that it gets to the right destination. Each 
gateWay computer on the netWork checks this address to see 
Where to forWard the message. Even though some packets 
from the same message are routed differently than others, 
they’ll be reassembled at the destination. TCP/IP uses a 
client/server model of communication in Which a computer 
user (a client) requests and is provided a service (such as 
sending a Web page) by another computer (a server) in the 
netWork. TCP/IP communication is primarily point-to-point, 
meaning each communication is from one point (or host 
computer) in the netWork to another point or host computer. 
TCP/IP and the higher-level applications that use it are 
collectively said to be “stateless” because each client request 
is considered a neW request unrelated to any previous one 
(unlike ordinary phone conversations that require a dedi 
cated connection for the call duration). Being stateless frees 
netWork paths so that everyone can use them continuously. 
(Note that the TCP layer itself is not stateless as far as any 
one message is concerned. Its connection remains in place 
until all packets in a message have been received.). 

[0070] Many Internet users are familiar With the even 
higher layer application protocols that use TCP/IP to get to 
the Internet. These include the World Wide Web’s Hypertext 
Transfer Protocol (HTTP), the File Transfer Protocol (FTP), 
Telnet Which lets you logon to remote computers, and the 
Simple Mail Transfer Protocol (SMTP). These and other 
protocols are often packaged together With TCP/IP as a 
“suite.” Personal computer users usually get to the Internet 
through the Serial Line Internet Protocol (SLIP) or the 
Point-to-Point Protocol. These protocols encapsulate the IP 
packets so that they can be sent over a dial-up phone 
connection to an access provider’s modem. Protocols related 
to TCP/IP include the User Datagram Protocol (UDP), 
Which is used instead of TCP for special purposes. Other 
protocols are used by netWork host computers for exchang 
ing router information. These include the Internet Control 
Message Protocol (ICMP), the Interior GateWay Protocol 
(IGP), the Exterior GateWay Protocol (EGP), and the Border 
GateWay Protocol (BGP). InternetWork Packet Exchange 
(IPX)is a netWorking protocol from Novell that intercon 
nects netWorks that use Novell’s NetWare clients and serv 
ers. IPX is a datagram or packet protocol. IPX Works at the 
netWork layer of communication protocols and is connec 
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tionless (that is, it doesn’t require that a connection be 
maintained during an exchange of packets as, for example, 
a regular voice phone call does). 

[0071] Encryption is the conversion of data into a form, 
called a ciphertext, that cannot be easily understood by 
unauthoriZed people. Decryption is the process of convert 
ing encrypted data back into its original form, so it can be 
understood. The use of encryption/decryption is as old as the 
art of communication. In Wartime, a cipher, often incorrectly 
called a “code,” can be employed to keep the enemy from 
obtaining the contents of transmissions (technically, a code 
is a means of representing a signal Without the intent of 
keeping it secret; examples are Morse code and ASCII. 
Simple ciphers include the substitution of letters for num 
bers, the rotation of letters in the alphabet, and the “scram 
bling” of voice signals by inverting the sideband frequen 
cies. More complex ciphers Work according to sophisticated 
computer algorithm that rearrange the data bits in digital 
signals. In order to easily recover the contents of an 
encrypted signal, the correct decryption key is required. The 
key is an algorithm that “undoes” the Work of the encryption 
algorithm. Alternatively, a computer can be used in an 
attempt to “break” the cipher. The more complex the encryp 
tion algorithm, the more dif?cult it becomes to eavesdrop on 
the communications Without access to the key. 

[0072] Rivest-Shamir-Adleman (RSA) is an Internet 
encryption and authentication system that uses an algorithm 
developed in 1977 by Ron Rivest, Adi Shamir, and Leonard 
Adleman. The RSA algorithm is a commonly used encryp 
tion and authentication algorithm and is included as part of 
the Web broWser from Netscape and Microsoft. It’s also part 
of Lotus Notes, Intuit’s Quicken, and many other products. 
The encryption system is oWned by RSA Security. The RSA 
algorithm involves multiplying tWo large prime numbers (a 
prime number is a number divisible only by that number and 
1) and through additional operations deriving a set of tWo 
numbers that constitutes the public key and another set that 
is the private key. Once the keys have been developed, the 
original prime numbers are no longer important and can be 
discarded. Both the public and the private keys are needed 
for encryption/decryption but only the oWner of a private 
key ever needs to knoW it. Using the RSA system, the private 
key never needs to be sent across the Internet. 

[0073] The private key is used to decrypt text that has been 
encrypted With the public key. Thus, ifI send you a message, 
I can ?nd out your public key (but not your private key) from 
a central administrator and encrypt a message to you using 
your public key. When you receive it, you decrypt it With 
your private key. In addition to encrypting messages (Which 
ensures privacy), you can authenticate yourself to me (so I 
knoW that it is really you Who sent the message) by using 
your private key to encrypt a digital certi?cate. When I 
receive it, I can use your public key to decrypt it. 

[0074] A Uniform Resource Locator (URL) is the address 
of a ?le (resource) accessible on the Internet. The type of 
resource depends on the Internet application protocol. Using 
the World Wide Web’s protocol, the Hypertext Transfer 
Protocol, the resource can be an HTML page, an image ?le, 
a program such as a common gateWay interface application 
or Java applet, or any other ?le supported by HTTP. The 
URL contains the name of the protocol required to access the 
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resource, a domain name that identi?es a speci?c computer 
on the Internet, and a hierarchical description of a ?le 
location on the computer. 

[0075] On the Web (Which uses the Hypertext Transfer 
Protocol), an example of a URL is: http://WWW.mhrcc.org/ 
kingston Which describes a Web page to be accessed With an 
HTTP (Web broWser) application that is located on a com 
puter named WWW.mhrcc.org. The speci?c ?le is in the 
directory named/kingston and is the default page in that 
directory (Which, on this computer, happens to be named 
index.html). An HTTP URL can be for any Web page, not 
just a home page, or any individual ?le. 

[0076] Based on the foregoing speci?cation, the invention 
may be implemented using computer programming or engi 
neering techniques including computer softWare, ?rmWare, 
hardWare or any combination or subset thereof. Any such 
resulting program, having computer-readable code means, 
may be embodied or provided Within one or more computer 
readable media, thereby making a computer program prod 
uct, i.e., an article of manufacture, according to the inven 
tion. The computer readable media may be, for instance, a 
?xed (hard) drive, diskette, optical disk, magnetic tape, 
semiconductor memory such as read-only memory (ROM), 
etc., or any transmitting/receiving medium such as the 
Internet or other communication netWork or link. The article 
of manufacture containing the computer code may be made 
and/or used by executing the code directly from one 
medium, by copying the code from one medium to another 
medium, or by transmitting the code over a netWork. 

[0077] One skilled in the art of computer science Will 
easily be able to combine the softWare created as described 
With appropriate general purpose or special purpose com 
puter hardWare to create a computer system or computer 
sub-system embodying the method of the invention. 

[0078] While various embodiments have been described 
above, it should be understood that they have been presented 
by Way of example only, and not limitation. Thus, the 
breadth and scope of a preferred embodiment should not be 
limited by any of the above described exemplary embodi 
ments, but should be de?ned only in accordance With the 
folloWing claims and their equivalents. 

What is claimed is: 
1. A method for collecting information about a user, 

comprising: 
obtaining a set of one or more rules for collecting infor 

mation by a ?rst application on a client; 

utiliZing the ?rst application to monitor a second appli 
cation on the client in communication With the netWork 
for information that satis?es one or more rules of the set 
of rules, Wherein the second application is utiliZed by 
a user to access sites coupled to the netWork; 

collecting information that satis?es one or more rules of 
the set of rules from the second application utiliZing the 
?rst application; 

storing at least a portion of the collected information on 
the client utiliZing the ?rst application; and 

receiving content via the netWork for presentment by the 
?rst application based on the portion of the collected 
information stored on the client. 
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2. The method of claim 1, Wherein the collected infor 
mation includes behavioral information about the user. 

3. The method of claim 1, Wherein the set of one or more 
rules is updated based on the collected information. 

4. The method of claim 1, Wherein at least one of the rules 
includes a trigger, Wherein the collected information trips 
the trigger, and Wherein a noti?cation is transmitted to a 
location via the netWork. 

5. The method of claim 1, Wherein the set of one or more 
rules is obtained utiliZing the netWork. 

6. The method of claim 1, Wherein the content includes 
one or more additional rules for controlling the presentment 
of the content. 

7. The method of claim 1, Wherein at least a portion of the 
collected information is transmitted to a location utiliZing 
the netWork. 

8. The method of claim 7, Wherein the information 
transmitted to the location includes an identi?er, and 
Wherein at least a portion of the received content is based on 
the identi?er. 

9. A system for collecting information about a user, 
comprising: 

logic that obtains a set of one or more rules for collecting 
information by a ?rst application on a client; 

logic that utiliZes the ?rst application to monitor a second 
application on the client in communication With the 
netWork for information that satis?es one or more rules 
of the set of rules, Wherein the second application is 
utiliZed by a user to access sites coupled to the netWork; 

logic that collects information that satis?es one or more 
rules of the set of rules from the second application 
utiliZing the ?rst application; 

logic that stores at least a portion of the collected infor 
mation on the client utiliZing the ?rst application; and 

logic that receives content via the netWork for present 
ment by the ?rst application based on the portion of the 
collected information stored on the client. 

10. The system of claim 9, Wherein the collected infor 
mation includes behavioral information about the user. 

11. The system of claim 9, Wherein the set of one or more 
rules is updated based on the collected information. 

12. The system of claim 9, Wherein at least one of the rules 
includes a trigger, Wherein the collected information trips 
the trigger, and Wherein a noti?cation is transmitted to a 
location via the netWork. 

13. The system of claim 9, Wherein the set of one or more 
rules is obtained utiliZing the netWork. 

14. The system of claim 9, Wherein the content includes 
one or more additional rules for controlling the presentment 
of the content. 

15. The system of claim 9, Wherein at least a portion of the 
collected information is transmitted to a location utiliZing 
the netWork. 

16. The system of claim 15, Wherein the information 
transmitted to the location includes an identi?er, and 
Wherein at least a portion of the received content is based on 
the identi?er. 

17. A computer program product for collecting informa 
tion about a user, comprising: 

computer code that obtains a set of one or more rules for 
collecting information by a ?rst application on a client; 
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computer code that utilizes the ?rst application to monitor 
a second application on the client in communication 
With the network for information that satis?es one or 
more rules of the set of rules, Wherein the second 
application is utilized by a user to access sites coupled 
to the netWork; 

computer code that collects information that satis?es one 
or more rules of the set of rules from the second 
application utilizing the ?rst application; 

computer code that stores at least a portion of the col 
lected information on the client utilizing the ?rst appli 
cation; and 

computer code that receives content via the netWork for 
presentment by the ?rst application based on the por 
tion of the collected information stored on the client. 

18. The computer program product of claim 17, Wherein 
the collected information includes behavioral information 
about the user. 

19. The computer program product of claim 17, Wherein 
the set of one or more rules is updated based on the collected 
information. 

20. The computer program product of claim 17, Wherein 
at least one of the rules includes a trigger, Wherein the 
collected information trips the trigger, and Wherein a noti 
?cation is transmitted to a location via the netWork. 

21. The computer program product of claim 17, Wherein 
the set of one or more rules is obtained utilizing the netWork. 

22. The computer program product of claim 17, Wherein 
the content includes one or more additional rules for con 

trolling the presentment of the content. 
23. The computer program product of claim 17, Wherein 

at least a portion of the collected information is transmitted 
to a location utilizing the netWork. 

24. The computer program product of claim 23, Wherein 
the information transmitted to the location includes an 
identi?er, and Wherein at least a portion of the received 
content is based on the identi?er. 

25. A system for collecting information about a user, 
comprising: 

means for obtaining a set of one or more rules for 

collecting information by a ?rst application on a client; 

means for utilizing the ?rst application to monitor a 
second application on the client in communication With 
the netWork for information that satis?es one or more 
rules of the set of rules, Wherein the second application 
is utilized by a user to access sites coupled to the 

netWork; 
means for collecting information that satis?es one or more 

rules of the set of rules from the second application 
utilizing the ?rst application; 

means for storing at least a portion of the collected 
information on the client utilizing the ?rst application; 
and 

means for receiving content via the netWork for present 
ment by the ?rst application based on the portion of the 
collected information stored on the client. 

26. A method for collecting information about a user, 
comprising: 

obtaining a set of one or more rules for collecting infor 
mation by a ?rst application on a client; 
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utilizing the ?rst application to monitor a second appli 
cation on the client in communication With the netWork 
for information that satis?es one or more rules of the set 
of rules, Wherein the second application is utilized by 
a user to access sites coupled to the netWork; 

collecting information that satis?es one or more rules of 
the set of rules from the second application utilizing the 
?rst application, Wherein the collected information 
includes behavioral information about the user, 
Wherein the set of one or more rules is updated based 
on the collected information; 

storing at least a portion of the collected information on 
the client utilizing the ?rst application; 

transmitting information relating to the collected infor 
mation to a location utilizing the netWork, Wherein the 
information transmitted to the location includes an 

identi?er; 
receiving content via the netWork for presentment by the 

?rst application based on the portion of the collected 
information stored on the client, Wherein the content 
includes one or more additional rules for controlling the 
presentment of the content, and Wherein at least a 
portion of the received content is based on the identi 
?er. 

27. A system for collecting information about a user, 
comprising: 

logic that obtains a set of one or more rules for collecting 
information by a ?rst application on a client; 

logic that utilizes the ?rst application to monitor a second 
application on the client in communication With the 
netWork for information that satis?es one or more rules 
of the set of rules, Wherein the second application is 
utilized by a user to access sites coupled to the netWork; 

logic that collects information that satis?es one or more 
rules of the set of rules from the second application 
utilizing the ?rst application, Wherein the collected 
information includes behavioral information about the 
user, Wherein the set of one or more rules is updated 
based on the collected information; 

logic that stores at least a portion of the collected infor 
mation on the client utilizing the ?rst application; 

logic that transmits information relating to the collected 
information to a location utilizing the netWork, Wherein 
the information transmitted to the location includes an 

identi?er; 
logic that receives content via the netWork for present 

ment by the ?rst application based on the portion of the 
collected information stored on the client, Wherein the 
content includes one or more additional rules for con 

trolling the presentment of the content, and Wherein at 
least a portion of the received content is based on the 
identi?er. 

28. A computer program product for collecting informa 
tion about a user, comprising: 

computer code that obtains a set of one or more rules for 
collecting information by a ?rst application on a client; 

computer code that utilizes the ?rst application to monitor 
a second application on the client in communication 
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With the network for information that satis?es one or 
more rules of the set of rules, Wherein the second 
application is utilized by a user to access sites coupled 
to the netWork; 

computer code that collects information that satis?es one 
or more rules of the set of rules from the second 
application utilizing the ?rst application, Wherein the 
collected information includes behavioral information 
about the user, Wherein the set of one or more rules is 
updated based on the collected information; 

computer code that stores at least a portion of the col 
lected information on the client utilizing the ?rst appli 
cation; 

computer code that transmits information relating to the 
collected information to a location utilizing the net 
Work, Wherein the information transmitted to the loca 
tion includes an identi?er; 

computer code that receives content via the netWork for 
presentment by the ?rst application based on the por 
tion of the collected information stored on the client, 
Wherein the content includes one or more additional 

rules for controlling the presentment of the content, and 
Wherein at least a portion of the received content is 
based on the identi?er. 

29. A system for collecting information about a user, 
comprising: 

means for obtaining a set of one or more rules for 

collecting information by a ?rst application on a client; 
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means for utilizing the ?rst application to monitor a 
second application on the client in communication With 
the netWork for information that satis?es one or more 

rules of the set of rules, Wherein the second application 
is utilized by a user to access sites coupled to the 

netWork; 

means for collecting information that satis?es one or more 
rules of the set of rules from the second application 
utilizing the ?rst application, Wherein the collected 
information includes behavioral information about the 
user, Wherein the set of one or more rules is updated 
based on the collected information; 

means for storing at least a portion of the collected 
information on the client utilizing the ?rst application; 

means for transmitting information relating to the col 
lected information to a location utilizing the netWork, 
Wherein the information transmitted to the location 
includes an identi?er; 

means for receiving content via the netWork for present 
ment by the ?rst application based on the portion of the 
collected information stored on the client, Wherein the 
content includes one or more additional rules for con 

trolling the presentment of the content, and Wherein at 
least a portion of the received content is based on the 
identi?er. 


