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(57) ABSTRACT 

The present invention is a system and method for using an 

instant messaging environment to facilitate the establish 

ment of hosted application sharing sessions betWeen a 

hosted application user and one or more other users in an 

instant messaging environment. The present invention uti 
liZes a real-time instant messaging system to communicate 

necessary information betWeen tWo messaging clients, 
alloWing conditional limitations to be applied to the appli 
cation sharing process, as Well as providing a simpli?ed 

method to alloW shared application users to collaborate in a 

hosted application session. 
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Figure 1 
Example of a User-to-User Collaboration Embodiment 
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Figure 2 
Capability Discovery and Exchange Process 
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Figure 3 
Security Processing forApplication Share 
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Figure 5 
Noti?cation Processing for Application Share Request 

Remote user 
- -- 500 Hosted application 518 attempts to Initiate 

accessor pushes a 
a shared share session to 

appllcation remote user. 
sesslon 

ls Share 502 
Noti?cation Does remote 
enabled on Yes user accept No 
accessor's session? 
account? 

N 0 Yes 522 524 
l V 

7' . . 3 Notify hosted 
‘ 504 Allow applicauon 514 _ , 

Check accessors server to perfgrm Start application a:g:::::|?hnat 
Instant Message noti?cation/ sharing session. - 

Pro?le rejection remote session 
' was rejected. 

; 

516 ls Share 
Noti?cation 
Enabled’? 

Start Share 
Session. 

Yes 

Send share 
request to hosted 

application 
accessor. 

508 

Yes 

Did hosted 
application 

acessor grant 
request? 

No 

l Notify remote user 
that hosted 512 
application 

1 accessor denied 

1 request. 



Patent Application Publication 

Figure 6 

Jan. 23, 2003 Sheet 6 0f 9 US 2003/0018725 A1 

Example of a Support or Help Desk Collaborative Embodiment. 
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F lg u re 7 
Example of a Sales Process Embodiment. 
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Figure 8 
Example of a Training Session Embodiment. 
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Figure 9 
System Component Overview 
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SYSTEM AND METHOD FOR USING AN INSTANT 
MESSAGING ENVIRONMENT TO ESTABLISH A 
HOSTED APPLICATION SHARING SESSION 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to a method 
for initiating an application sharing session betWeen users in 
an instant messaging environment, and more particularly to 
using instant messaging protocols to communicate param 
eters for sharing a hosted application session. 

BACKGROUND 

[0002] The folloWing de?nitions are provided to more 
readily describe the present invention, and are not intended 
to limit the scope of the claims: 

[0003] Access Authorization is the means by Which a 
user’s connection and request for service is authenticated 
and the user is permitted to access the service. There are 
many Ways to authenticate a user, including a sign on ID and 
passWord, digital signature, electronic keycard, biometric 
device, etc. Once the authentication is performed, permis 
sions may be checked to determine authoriZation for the 
request. In a secure system these connections may be usually 
encrypted. 

[0004] A NetWork Access Device (hereafter “NAD”) is 
any device capable of communicating over a netWork to one 
or more other NetWork Access Devices using a common 
protocol. Such NADs can include but are not limited to 

computers, servers, Workstations, Internet appliances, ter 
minals, hosts, personal digital assistants (hereafter “PDAs”), 
cellular telephones, etc. 

[0005] An Application Sharing Session is de?ned as an 
application that is being accessed by tWo or more NetWork 
Access Devices, Wherein all NetWork Access Devices dis 
play a common application display. 

[0006] Encryption is the transformation of data into a form 
that is unreadable Without requisite knowledge (a key; see 
beloW). Its purpose is to ensure privacy by keeping infor 
mation hidden from anyone for Whom it is not intended to 
access the information, even those Who have access to the 
encrypted data. 

[0007] Decryption is the reverse of encryption; it is the 
transformation of encrypted data back into a tangible form. 
Encryption and decryption generally require the use of some 
secret information, Which may be referred to as a key. 

[0008] A Hosted Application is an application being 
executed on a host and accessed by a remote NetWork 
Access Device. 

[0009] A Hosted Application Session is a session of use of 
a Hosted Application. 

[0010] A Shared Application Session is de?ned as a 
Hosted Application Session that is being concurrently 
accessed by more than one netWork access device. 

[0011] Client-server computing alloWs distributed systems 
to access and transfer information via communication pro 
tocols. The Internet and many private netWorks use the 
TCP/IP suite of protocols for clients and servers to identify 
and locate remote systems and then establish communica 
tion sessions With those systems. A popular eXample of a 
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TCP/IP netWork is the World Wide Web, Which is a netWork 
of systems that use Web servers and Web broWsers to move 
HTML documents and other content in a classic or distrib 
uted client-server model. Many business softWare applica 
tions require heavy data processing, Which can require large 
amounts of data to be moved betWeen the client and server 

computers. BandWidth restrictions, upgrade costs, mainte 
nance costs and other factors make the distributed client 
server application model inappropriate for some environ 
ments, and have led to the adoption of server-based 
computing systems. 

The Server-Based Computing Model 

[0012] In a server-based computing model, softWare appli 
cations are installed, maintained and supported on centrally 
located servers, referred to as application servers. Users 
access and interact With that softWare across a netWork or 

dialup connection using a “thin” client. In the thin client 
model, all of the application processing happens on the 
server(s), and only user interface updates in the application 
are sent to the user’s Workstation. The input from users, 
including mouse movements, click events and keystrokes 
are captured at the users Workstation and transmitted to the 
server Where they are then passed to the target application. 
Application interface updates are then sent back to the client 
Workstation for display. This process makes an application 
running on a remote server appear to the user as if it is 
running on the users Workstation. 

[0013] CitriXTM Independent Computing Architecture 
(ICATM) technology is one eXample of server-based com 
puting. Users running CitriX ICATM client softWare can 
access CitriXTM application servers. Users may then access 
softWare applications on those servers from their Worksta 
tions in a server based computing model. The applications 
can be presented as a full graphical user interface (com 
monly referred to as a “desktop”) Where the user has access 
to multiple simultaneous applications Within the current 
session, as a published application Where the user has access 
to just the single application that Was published, or as a 
seamless WindoW, Where the application WindoW is inte 
grated into the environment of their local Workstation, and 
the details of the application running on a remote server are 
hidden from the end user. CitriX ICATM technology alloWs 
both the client and server components of client-server soft 
Ware applications to be loaded on CitriX application servers. 

[0014] Microsoft Terminal ServicesTM is another eXample 
of server-based computing. Like the previous eXample, both 
the client and server components of legacy client-server 
softWare applications may be loaded on Microsoft Terminal 
ServerTM application servers. Users may then access those 
applications from their Workstations in a server based com 
puting model. The applications can be presented as a full 
desktop Where the user has access to multiple simultaneous 
applications Within the current session, or as a published 
application Where the user has access to just a single 
application that Was published. 

[0015] Yet another eXample Would be a shared X-Win 
doWs application or desktop in a UniXTM or LinuxTM envi 
ronment. While hosted application sharing can be a useful 
tool, it may also raise security concerns for the shared 
environment. 
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Network Security Concerns 

[0016] The state of network security, in particular as it 
relates to the Internet, forces many companies and indi 
vidual users to implement security systems betWeen their 
private netWork and the public Internet in order to protect 
their computers from malicious use by computer “hackers”, 
and from computer viruses, Worms, and other harmful 
activity. These security systems are generally referred to as 
?reWalls and take many forms in both hardWare and soft 
Ware. They may be stateless packet ?lters that simply block 
all activity to or from a speci?c Internet Protocol (hereafter 
“IP”) address or IP port. An IP port is a sub-address of a full 
IP address. IP ports alloW more than one connection to the 
same IP address for different uses. For example, an email 
system might communicate on one port for incoming server 
to-server traf?c, and use a different port for incoming user to 
server traf?c. FireWalls may also be statefull systems that 
analyZe the content of the packets and the conteXt in Which 
they are being transmitted to decide Whether the packet 
should be alloWed. They may be implemented as softWare 
loaded on a server, softWare loaded on a users Workstation, 
dedicated hardWare systems designed to handle high vol 
umes of traf?c, or some combination of devices. While these 
systems provide a much needed buffer betWeen public and 
private netWorks, they can also interfere With the ability of 
softWare running on a client netWork to access systems on a 
public netWork by restricting access or prohibiting access 
completely. 

Instant Messaging & IP NetWorks 

[0017] Instant messaging (hereafter “IM”) systems 
employ a client-server model on IP netWorks to deliver teXt 
chat and other information to distributed user’s in real-time. 
Instant Messaging client softWare may be loaded onto a 
users Workstation, and may alloW a user to log into a remote 
Instant Messaging server. Once a user has logged in, busi 
ness rules may be used to determine Which other users are 
available to communicate With the ?rst user in the instant 
messaging system. Many IM systems alloW users to create 
lists of other users that they commonly communicate With. 
When a user in such a list logs into the IM system, the server 
informs the list oWner that a user on their list has logged on 
and is available to chat. In addition, Instant Messaging 
systems may provide directory services that permit users to 
search for other users. Once a user has the address of a 
second user, the ?rst user can request a collaborative chat 
session With the second user. The second user can choose to 
either accept or reject the chat session. After the session has 
been accepted, the users may be able to communicate in a 
private or public chat session by typing teXt messages to one 
another. The message can be either transmitted through the 
IM system, or directly betWeen users (peer to peer) once the 
?rst user has determined the availability of the second user 
from the IM system. These chat sessions may take place over 
an unsecured IP netWork. 

Application Sharing Across IP NetWorks 

[0018] Most application sharing technologies use IP net 
Works to establish the shared application sessions, and may 
therefore be restricted by ?reWall systems. In a CitriXTM 
environment, a CitriX ICATM ShadoW Session is the means 
by Which one ICATM session can be bound to one or more 

other ICATM Sessions, alloWing all ICATM sessions to dis 
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play the screen of the shadoWed users session running on a 
CitriXTM application server. The shadoW user may or may not 
be able to send keyboard and mouse input (hereafter referred 
to as “actively” participating) to the remote CitriXTM appli 
cation server to control the application that is being vieWed 
depending upon Whether or not they are granted permission 
to do so. The shadoW experience may be throttled for all 
users by the sloWest connection to the session. The CitriX 
server may be con?gured to listen and respond to multiple 
IP ports simultaneously, alloWing users behind a ?reWall 
more potential Ways to connect to the server, provided they 
knoW the ports that the server is listening on. 

[0019] In a Microsoft WindoWs Terminal ServerTM envi 
ronment, a hosted application session is established using 
the Microsoft RDPTM protocol, Which uses a ?Xed IP port. 
From there, another user, With appropriate permissions, may 
take control of the application to alloW multiple participants 
to shoW the hosted application. 

Traditional Access to Application Sharing Sessions 

[0020] While hosted application sharing sessions provide 
a valuable service, the current state of the technology is 
limited in its ability to provide a secure, ef?cient or effective 
Way for tWo or more users to locate each other and establish 
the application sharing session. The tools provided to initiate 
the application sharing session may not be user friendly, and 
may pose a security risk on a server if they enable users to 
access other functionality on the server, such as but not 
limited to: the ability to see a list of all active sessions on the 
server, the ability to enable or disable logons, the ability to 
shut doWn or reboot the server, the ability to install softWare, 
and other capabilities Which pose a security risk. In addition, 
users may be impeded by ?reWalls or other site securing 
features, preventing their ability to establish a connection to 
the remote application server. Even if the application server 
has been con?gured to listen on multiple ports as a Way to 
provide options to remote clients behind various ?reWall 
type devices or services, there are no client-based mecha 
nisms that identify multiple ports and attempt to initialiZe an 
application sharing session across multiple ports. 

SUMMARY OF THE INVENTION 

[0021] The present invention facilitates instant messaging 
users in sharing applications or desktops that are running in 
a hosted environment, such as Microsoft Terminal Server or 
a CitriX environment, by facilitating the selective initiation 
of an application sharing session With other instant messag 
ing users, or by delivering other instant messaging users 
requests to share a hosted application. 

[0022] The present invention may be embodied in a 
method for communicating hosted application information 
to alloW sharing of a hosted application session. The method 
may include instantiating instant messaging client on a 
netWork access device engaged in a hosted application 
session, or on a netWork access device desiring to share an 
on-going hosted application session, and communicating 
from that netWork access device to a second access device 
a message indicating the desire to create a shared application 
session. The second netWork access device may be utiliZed 
to determine Whether a it is desired or desirable to share the 
ongoing session, and communicate an acceptance or refusal 
of the requested sharing. The If the request is accepted, a 



US 2003/0018725 A1 

communications path between the ?rst and second network 
access devices may be utilized to communicate application 
sharing information to enable a hosted application session to 
be shared. 

[0023] The present invention may alternately be embodied 
in a method Which further includes the netWork access 
device of a user engaged in a hosted application session a 
request to transmit an invitation to share a session to a 
second netWork access device. Alternately, a request to be 
alloWed to share a session can be generated at a netWork 
access device that is not engaged in a hosted application 
session, With the request being sent to a netWork access 
device engaged in a hosted application session. 

[0024] The present invention may be embodied in a sup 
port service for a hosted application, Wherein an accessor of 
the hosted application can request sharing of an ongoing 
application session by support entity, Wherein the accessor 
can generate a request via an instant messaging system to the 
support entity to have the support entity participate in an 
on-going hosted application session, alloWing the support 
entity to assist the accessor. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] The summariZed description of illustrative embodi 
ments of the present invention Will be more fully understood 
upon a consideration of the folloWing detailed description 
With reference to the attached draWings, Wherein: 

[0026] FIG. 1 is an illustrative ?oWchart shoWing the 
present invention embodied in a User-to-User application 
sharing session. 

[0027] FIG. 2 is an illustrative ?oWchart shoWing possible 
details of a discovery and eXchange process. 

[0028] FIG. 3 is an illustrative ?oWchart shoWing possible 
details of a security process for hosted sharing applications. 

[0029] FIG. 4 is an illustrative ?oWchart shoWing possible 
details of a port discovery process. 

[0030] FIG. 5 is an illustrative ?oWchart shoWing possible 
details of a noti?cation process for hosted application shar 
ing requests. 

[0031] FIG. 6 is an illustrative ?oWchart shoWing the 
present invention embodied in a support or “help-desk” 
embodiment. 

[0032] FIG. 7 is an illustrative ?oWchart shoWing the 
present invention embodied in a sales presentation embodi 
ment. 

[0033] FIG. 8 is an illustrative ?oWchart shoWing the 
present invention embodied in a training environment 
embodiment. 

[0034] FIG. 9 is an illustration shoWing an overvieW of 
system components, Which may be used in an embodiment 
of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0035] The various features and methods of this invention 
Will noW be described in the conteXt of a collaborative 
hosted application sharing session, utiliZing four illustrative 
embodiments thereof, including business collaboration, sup 
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port, e-commerce sales, and training. Those skilled in the art 
Will recogniZe that the inventions disclosed may also be used 
to begin shared sessions for a broad range of purposes. By 
Way of eXample and not limitation, the disclosed methods 
can also be used to implement business-to-business collabo 
ration, personal collaboration among friends, medical col 
laboration among doctors, and a Wide variety of other 
implementations. Further, these methods may be imple 
mented as a service for public consumption, or packaged as 
a softWare product that may be installed at a consumer site 
for private use, such as an internal intranet or private 
netWork. 

[0036] Throughout this description, reference Will be 
made to various implementation-speci?c details of illustra 
tive collaboration environments, operating systems or plat 
forms, instant messaging systems, the CitriX ICATM Proto 
col, Microsoft RDPTM Protocol, and the sited embodiments. 
These details are provided in order to illustrate embodiments 
of the invention, and not to limit the scope of the invention. 
The scope of the invention is set forth in the appended 
claims. 

[0037] The instant messaging environment provides a 
convenient, ef?cient platform for tWo or more users to come 
together in a collaborative Way. It offers mechanisms for 
users to locate other users, determine their availability, and 
collaborate With one another in private or public teXt chat. 
By including environment discovery and capability 
eXchange in an instant messaging environment, this inven 
tion assists users in easily engaging in hosted application 
sharing sessions. 

[0038] Environment discovery is the discovery of the 
operating environment of the netWork access device, includ 
ing but not limited to the operating system, hardWare and 
softWare components, netWork connectivity, etc. NetWork 
access device capability may be determined as a result of the 
environment discovery process. 

[0039] Capability eXchange may include, but is not limited 
to, the type of application sharing, a sharing protocol, and 
port availability information that the application server is 
listening on for incoming connections. This information 
alloWs instant messaging softWare to attempt a basic connect 
sequence. If a port is found that alloWs the correct connect 
sequence, then the attempt may be terminated, and softWare 
features may be enabled to alloW initiation of remote appli 
cation sharing sessions. If none of the ports in the list can be 
successfully negotiated, it may be presumed that a ?reWall 
or some other netWorking issue is blocking the connection, 
and the application sharing launch features may be disabled 
for this user in this instant messaging session. 

[0040] In a ?rst embodiment of the present invention, as 
shoWn in FIG. 1, tWo or more coWorkers or cross-organi 
Zation project participants may collaborate on a joint project. 
A?rst user Who is accessing a session of a hosted application 
(an “accessor”) may instantiate an instant message session 
With a desired participant. Application sharing capabilities 
may be communicated from the accessor to the desired 
participant through the IM session. Additionally, an accessor 
in a hosted session could be able to invite other participants 
to join them in an application sharing session. Communi 
cation of the necessary application sharing parameters to the 
invited participants may be accomplished through the instant 
messaging softWare. The invited participant could receive 
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noti?cation of the invitation, and could accept the invitation, 
causing an application sharing session to be attempted. If the 
connection attempt Were successful, the users Would be 
joined in an application sharing session. Alternately, a 
minimal application sharing session could be attempted 
prior to the invitation being communicated to the invited 
participant. 
[0041] FIG. 1 details a process Wherein a shared hosted 
application session betWeen tWo participants is established 
according to the present invention. The arroWs in the ?gures 
shoW the general How of a process that may occur, though 
the exact sequence may vary due to implementation details, 
business requirements, or other reasons. As illustrated by 
FIG. 1, an accessor establishes 100 or is already established 
in a hosted application session. The server used to deliver the 
hosted application session may be any platform capable of 
supporting the remote application protocol in use, such as 
but not limited to being Citrix ICA® based, Microsoft RDP 
based, Unix/Linux X-WindoWs based, etc. The instant mes 
saging application may either be running locally on the 
accessors netWork access device 104 or it may be running on 
the remote application server and delivered to the accessor 
in their hosted application session 102. If operating Within 
the hosted session, the instant messaging environment may 
be either manually or automatically launched 102. Instant 
messaging softWare may take many forms, ranging from 
published standards based systems such as Internet Relay 
Chat (IRC) to proprietary messaging environments like 
America Online Instant Messenger and others. Instant mes 
saging systems may provide presence tracking and rapid 
communication betWeen tWo or more users. When the 

instant messaging softWare starts, an environment discovery 
process 108 may be performed. Such a discovery process is 
shoWn in FIG. 2. FIG. 2 details the environment discovery 
process. As shoWn, the Operating System (hereafter “OS”) 
type and version information may ?rst be determined 202. If 
the OS supports remote users, 204 the session mode may be 
checked to see if the session is a remote session 206. The 
Session Mode may be de?ned as either Remote if the user 
is Working from a separate netWork access device or Local 
if the user is Working directly from a console directly 
connected to the host. A Remote session is any session 
initiated from a netWork access device other than the host. 
If the session is running as a remote session, the server may 
be checked to see if an application sharing user account has 
been con?gured for the server 208. If these conditions 
cannot be met, then the client may not be shareable 218. If 
these conditions are met, then the client may be potentially 
shareable 210. Next, the client softWare may check to see if 
client protocol softWare is installed 212 on the platform. If 
the client protocol softWare is present 212, or the client is 
running in a remote session 214, then a ?ag may be set 
indicating that the client can join another user in a shared 
application 216, otherWise, the ?ag may be cleared indicat 
ing that the client cannot join another user 220. In short, this 
information may be used to determine if application sharing 
is possible, and in Which direction. This information may be 
cached for later use. 

[0042] Returning to FIG. 1, When another instant mes 
saging user 104 establishes a connection to the instant 
messaging system, their presence may be made knoWn to the 
instant messaging system. Based upon rules con?gured in 
the instant messaging system and in the instant messaging 
clients of the instant messaging system, the presence of this 
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neW user may be shoWn or hidden from other users of the 
system. In addition, When the instant messaging softWare 
starts, an environment discovery process 106 may be per 
formed. As discussed above, FIG. 2 details the environment 
discovery process. 

[0043] At some point, a user of the instant messaging 
system may decide to collaborate With another user. The ?rst 
user may locate the second user using the directory service 
provided by a instant messaging softWare to locate a user 
they Wish to collaborate With. An invitation may be sent via 
the instant messaging softWare to the target user or users, 
and they may accept or reject the invitation. At the point they 
accept the invitation 110, an instant messaging session may 
be created, and all users may come together into the session 
to collaborate using text based chat and/or possibly voice/ 
video chat. The method in Which they chat may be deter 
mined by the capabilities of the instant messaging platform. 

[0044] When an instant messaging session is established, 
the permissions of each user in the session may be veri?ed 
112 to see if they are permitted to initiate an application 
sharing session With another user, or if they are permitted to 
share hosted applications to remote users. If a user is 
permitted 114, the remote con?guration information may be 
passed betWeen the users in the session to determine the 
platform and ability of each user in the session. 

[0045] As shoWn in FIG. 2, When a user enters an instant 
messaging session, a capabilities exchange may occur to see 
if that user and session is running as a remote session 224. 
First, the local share ability 226 may be determined by 
checking the ‘can share’ ?ag 216. If application sharing is 
supported locally 226, then the remote user capabilities may 
be checked to see if they can host an application sharing 
session 228. If the remote user can host an application 
sharing session 228, then a security process 230 may be 
performed to see if the application sharing session may be 
established according to permissions and business rules. 

[0046] Avariety of security features may be implemented, 
including encryption of the application sharing parameters 
that are passed betWeen instant messaging clients and the 
destruction of those parameters after their use, and an 
opaque Way of exposing the application sharing parameters 
to the instant messaging clients such that users do not see the 
actual commands, accounts, and passWords used to establish 
the session. This may alloW an Application Server Admin 
istrator to con?gure accounts used to enable application 
sharing sessions Without publishing the details to the end 
users. If a user of the system is terminated, no security risk 
is present because the user Was never shoWn the details 
necessary to establish the application sharing session. Since 
information may be fetched each time the user connects to 
the system, an administrator can maintain and change the 
accounts at any time Without needing to notify the end users 
of the change. The next time a user connects to the system, 
neW parameters Will be used automatically. 

[0047] An additional feature may be the ability to con?g 
ure Which users have permission to share hosted applica 
tions, the permitted direction of the application sharing 
session request (hosted user to remote user, remote user to 
hosted user, either, or neither), Whether noti?cation Will be 
provided to a hosted user, and Whether a hosted user must 
accept the request before the application sharing session 
may be instantiated. Existing settings for the application 
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server software may be accommodated such that if noti? 
cations are enabled, a user may not be issued an application 
sharing request dialog tWice, once from the instant messag 
ing softWare, and once from application server. 

[0048] An instant messaging system may be eXtended 
such that user settings, contact lists, preferences, and pro?les 
may be stored on an instant messaging server. Such a 
process alloWs a user to connect from any NAD, or to any 
application server While seeing the same user settings, 
contact lists, preferences, and pro?le. 

[0049] FIG. 3 shoWs details associated With a security 
process. First, a company pro?le 300 may be checked to see 
if the company permits application sharing 302. If applica 
tion sharing is permitted, a local user pro?le may be checked 
304 to see if the user may join another user’s hosted 
application session 306. If local user is permitted to join the 
session of another user, then the remote user’s pro?le may 
be checked 308 to see if users are permitted to share their 
application With them. If other users are permitted to join the 
session 310 then access rights may be granted 312. If any of 
these validations fail, then rights may be denied 314. 

[0050] Returning to FIG. 2, if a user is denied rights to 
share an application 232, then the application sharing fea 
tures may be disabled in the instant message client While that 
remote user is selected 242. If the user is granted rights to 
share the application 232, then the instant messaging client 
may perform the Port Discovery process 234 as described 
further beloW in FIG. 4. If the Port discovery process is 
successful, 236, then application-sharing features may be 
enabled in the instant message client While that remote user 
is selected 240. 

[0051] Returning to FIG. 1, if a user has permission to join 
an application session another user, and has the application 
sharing client softWare installed on their NAD, then the 
instant messaging softWare may send a request to the 
accessor of the hosted application to retrieve the con?gured 
application sharing parameters. The hosted client may 
encrypt the application sharing parameters needed for estab 
lishing a session and transmit them through the instant 
messaging system 116 to the remote user. This 

[0052] FIG. 3 illustrates details Which may be associated 
With a security process. A company permits application 
sharing 302. If application sharing is permitted, a local user 
pro?le may be checked 304 to see if a ?rst user may join 
another (second) user’s hosted application session 306. If 
the ?rst user is permitted to join the session, the second 
user’s pro?le may be checked 308 to determine Whether the 
second user is permitted to share a hosted application 
session. If sharing is permitted 310 then sharing rights may 
be granted 312. If any of these validations fail, sharing rights 
may be denied 314. 

[0053] As shoWn in FIG. 2, if the second user second is 
denied rights to share an application 232 to a ?rst user, then 
the application sharing features may be disabled in the 
instant message client While that ?rst user is selected 242. If 
the second user is granted rights to share the application 232, 
then the instant messaging client may perform a port dis 
covery process 234 as described further in FIG. 4. If the Port 
discovery process is successful, then application-sharing 
features may be enabled in the instant message client While 
that remote user is selected 240 upon af?rmative establish 
ment of an application sharing session 236. 
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[0054] Returning to FIG. 6, if a support person has 
permission to initiate an application sharing session With a 
hosted application user, and has adequate application shar 
ing client softWare installed on their NAD, then the instant 
messaging softWare may be used to send a request to the 
hosted application user to obtain the con?gured application 
sharing parameters. Parameter needed for establishing an 
application sharing session may be encrypted and transmit 
ted through the instant messaging system 618 to the support 
users instant messaging client. This information may include 
a server address, session ID, list of ports that the server is 
listening on, user account, user passWord, screen settings, 
and other settings that may be necessary for establishing an 
application sharing session. When a support users instant 
messaging softWare receives this information, it may begin 
a background process of determining if the support user is 
able to connect to the remote user session 620. 

[0055] In FIG. 6, a port discovery process is summariZed 
in items 618, 620, 622, 624, and 632. Amore full description 
of a port discovery process is described With regards to FIG. 
4, discussed above. When the application sharing session is 
initiated 626, a noti?cation process may be performed 628. 

[0056] FIG. 5 shoWs details associated With noti?cation 
process. If a remote user initiates an application-sharing 
request 500, a noti?cation feature built into the application 
server may be checked to determine if noti?cation is enabled 
for user account. If the noti?cation is enabled 502, the 
application server may perform a normal noti?cation and or 
rejection process 514. If the application server noti?cation is 
not enabled, then the settings of the user pro?le in the instant 
messaging system may be used to determine noti?cation 
parameters 504. If application-sharing noti?cation is 
enabled 506, then an application-sharing request may be 
sent to the user of the hosted application 508. If the hosted 
user accepts the request 510, or if application-sharing noti 
?cation is not enabled 506, then the application sharing 
session may be established Without further delay 516. Oth 
erWise, the remote user may be noti?ed that the hosted user 
denied the request 512, resulting in the application sharing 
session not being initiated. 

[0057] If a hosted user “pushes” an application-sharing 
invitation to a remote user 518, the remote user may be given 
the opportunity to accept the session invitation 520. If the 
user accepts the invitation, the session may be started 522. 
If the user rejects the invitation, then the hosted user may be 
noti?ed that the remote session Was rejected 524. 

[0058] In FIG. 6, this noti?cation process and session 
establishment is summariZed in items 628 and 630. The ?nal 
process in establishing the application sharing session may 
include destroying the connection parameters used to create 
the session 634. This action ensures that the connection 
parameters are not left on a user’s system Where they could 
be exploited for inappropriate or unauthoriZed activities. 

[0059] In another embodiment of this method, a user may 
be connected to a hosted application for purposes of a 
demonstration. When that user connects to the hosted appli 
cation, they could be placed in an instant message session, 
Which could notify a sales person that a user Was vieWing 
their softWare in real-time. In addition, the application 
sharing parameters could be communicated from the user 
session to the sales person’s instant messaging interface 
seamlessly in the background, alloWing the instant messag 
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ing interface time to determine the feasibility of establishing 
an application sharing session. The sales person could 
engage the user in instant teXt messaging, and offer to 
demonstrate the application to the user. If the user agrees, the 
sales person could initiate the application sharing session 
and ‘Walk’ the user through the features of the hosted 
application, thereby increasing the effectiveness of the dem 
onstrator’s presentation. 

[0060] FIG. 7 details such an embodiment. The sales 
person may use the collaborative environment to proactively 
assist the customer With the demonstration, ansWer ques 
tions interactively, and highlighting the features of the 
application. As illustrated in FIG. 7, a user may establish 
700 or already be established in a hosted application session 
that may be running a demonstration. While operating 
Within the hosted application session, the instant messaging 
environment may be automatically launched 702. When the 
instant messaging softWare starts, an environment discovery 
process 704 may be performed. 

[0061] When a sales person 708 establishes a connection 
to the instant messaging system, their presence may be made 
knoWn to the instant messaging system. Based upon rules 
con?gured in the instant messaging system and in the instant 
messaging clients of the instant messaging system, the 
presence of this neW user may be shoWn or hidden from 
other users of the system. In addition, When the instant 
messaging softWare starts, an environment discovery pro 
cess 710 may be performed. 

[0062] When a prospect enters a hosted environment for a 
demonstration, a sales person may be noti?ed of the pres 
ence 706. Either the prospect or the sales person may initiate 
collaboration. If the prospect initiates collaboration, the 
request may be queued up for an available sales person. If 
a sales person initiates collaboration, instant messaging may 
begin immediately. An instant messaging session may be 
created 712, bringing the prospect and the sales person 
together into an IM session to collaborate using teXt based 
chat or voice/video chat. The method in Which they chat may 
be determined by the capabilities of the instant messaging 
platform. 

[0063] Once an instant messaging session is established, 
permissions of the prospect and the sales person in the 
session may be veri?ed 714 to see if they are permitted to 
initiate a remote application sharing session. If permitted 
716, remote con?guration information may be passed 
betWeen the NAD’s of the prospect and the sales person in 
the session to determine the platform and ability of each 
NAD. 

[0064] In FIG. 7, if a sales person has permission to share 
the hosted application of a prospect, and has suf?cient 
application sharing client softWare installed on their NAD 
716, then the instant messaging softWare may send a request 
to the prospect that is hosted to retrieve the application 
sharing parameters. The hosted prospects instant messaging 
client may encrypt the application sharing parameters 
needed for establishing a session and transmit them through 
the instant messaging system 718 to the sales person. This 
information may include the server address, session ID, list 
of ports that the server is listening on, user account, user 
passWord, screen settings, and other settings that may be 
necessary for establishing an application sharing session. 
When the sales person’s instant messaging softWare receives 
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this information, it may begin a background process of 
determining if the sales person is able to connect to the 
hosted application server 720. 

[0065] In FIG. 7, a port discovery process is summariZed 
in items 718, 720, 722, 724, and 732. If application sharing 
is feasible, the application-sharing launch features may 
become enabled in the instant messaging softWare. The sales 
person may then initiate an application sharing session 726 
to assist the prospect interactively during the sales process 
728. In this manner, a personal touch is brought to the sales 
process in an e-commerce environment. The ?nal process in 
establishing such an application sharing session may include 
destroying the connection parameters used to create the 
session 730. This action ensures that the connection param 
eters are not left on a sales persons system Where they could 
be eXploited for inappropriate or unauthoriZed activities. 

[0066] In another embodiment, a trainer may host a mod 
erated training session With one or more users. The trainer 
could invite the trainees to a moderated instant messaging 
session, then push the hosted application sharing parameters 
through the instant messaging system to the trainees’ instant 
messaging client. The instant messaging client could receive 
the command and begin the process of connecting each of 
the trainees to the instructor’s hosted application session via 
an application sharing capability. As each trainee is joined to 
the session, a user status indicated by the instant messaging 
system could be updated to shoW Whether the trainee is 
connected read-only or interactively to the trainers session. 
Requiring users that participate in the application sharing 
session to use NAD’s meeting minimum bandWidth, screen 
resolution, and other performance requirements before a 
session is established may further enhance the training 
experience by minimiZing delays inherent in the use of 
sloWer equipment. The status of users that failed to connect 
due to a performance restriction could be indicated in the 
trainer’s instant messaging softWare such that the trainer 
kneW the reason and could either reduce the requirements, 
thereby alloWing the user to join the session, or eXplain to 
the trainee that they Will have to reschedule the training. 

[0067] FIG. 8 details such an embodiment in Which a 
trainer hosts an interactive training session for one or more 
users in a hosted application environment. The trainer may 
use the collaborative environment to create a moderated 
training session for the students. The trainer may ?rst enter 
a hosted application environment and prepare it for the 
training session 800, thus ensuring that the application is 
con?gured correctly. Once the environment is con?gured, 
the trainer may create a moderated conference in the instant 
messaging platform 802. The trainer may specify the mini 
mum requirements for participants in the training session 
804, Which may include the video resolution and bandWidth. 

[0068] The affect that the performance characteristics of a 
NAD have on a shared hosted application session is driven 
by the poorest capability of a sharing NAD in the environ 
ment. If one NAD is connected via a sloW netWork connec 
tion, each other participant in the session must aWait While 
communication on the sloWest netWork connection is com 
pleted. Alternately, a NAD having sub-standard graphics 
capability may result in a hosted application session being 
generated at a loW resolution to accommodate the NAD 
having sub-standard graphics, or alternately being generated 
at full resolution, requiring a user of the NAD to continu 
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ously scroll around a display, delaying the users participa 
tion in a collaborative session. Other parameters, such as 
Whether a display is presented in color, Whether a processor 
or memory limitation of a NAD adversely effects the pace of 
the session, or Whether a particular NAD has audio capa 
bility can adversely impact the collaborative nature of a 
shared application session, thus creating an incentive to limit 
participation of such a sub-standard NAD during a session. 

[0069] Once the environment has been setup, the trainer 
may send an invitation to desired participants, alloWing 
them to join the moderated conference 806. The instant 
messaging system may forWard the invitations to each 
participant. When a desired participant’s instant messaging 
client receives the invitation, 808, it may ?rst check the 
minimum requirements 810 to see if the NAD on Which it is 
resident Will be permitted in the conference. If the NAD 
does not meet the minimum requirements, the reason for the 
restriction may be displayed to the desired participant 812, 
and the user’s conference status may be updated to indicate 
that they are not participating in the conference. The reason 
for the users non-participation may be included in status 
information that is available to the trainer, alloWing the 
trainer to reduce the minimum requirements, and resend the 
invitation to the failed desired participants if desired. 

[0070] If the minimum requirements Were met, the appli 
cation sharing parameters may be encrypted and may be sent 
to the remote trainees’ NADs 814. When the instant mes 
saging client receives this information, it may begin a 
process to verify application sharing potential 816. 

[0071] If a port discovery process results in a determina 
tion that no valid port Was located 818, a user may be 
noti?ed, and their conference status updated to shoW that 
they are not participating in an application sharing session 
828. If a user can participate in the application sharing 
session, they may be prompted to join the training session 
820. If a user chooses to participate 822, the application 
sharing session may be launched, 824, and the user’s con 
ference status updated to shoW that they are noW participat 
ing 826. The ?nal process in establishing the application 
sharing session may include destroying the connection 
parameters used to create the session 830. This action 
ensures that the connection parameters are not left on a 
user’s system Where they could be exploited for inappropri 
ate or unauthoriZed activities. If the user chooses not to 
participate 822, the users conference status may be update to 
shoW they are not participating, and the reason may be set 
to indicate the user declined to participate 828. 

[0072] From the foregoing teachings, it can be appreciated 
that a neW, novel and non-obvious method for establishing 
hosted application sharing sessions using an instant mes 
saging environment has been disclosed. For reference, FIG. 
9 is provided as an eXample system component overvieW 
Which may be used in an embodiment of the present inven 
tion. It is to be understood that numerous alternatives and 
equivalents Will be apparent to those of ordinary skill in the 
art, given the teachings herein, such that the present inven 
tion is not to be limited by the foregoing description but only 
by the appended claims. 

What is claimed is: 
1) Amethod for communicating hosted application infor 

mation to alloW sharing of a hosted application session, 
comprising the steps of: 
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instantiating a ?rst instant messaging client on a ?rst 
netWork access device, said ?rst netWork access device 
being remote from a hosted application server, said ?rst 
netWork access device participating in a hosted netWork 
application; 

establishing a communications path from the ?rst netWork 
access device to a second netWork access device, said 
second netWork access device running a second instant 
messaging client, said second instant messaging client 
being communicably connected to said ?rst instant 
messaging client via a netWork, said communications 
path for communicating information using an instant 
messaging protocol betWeen the ?rst and second net 
Work access devices; and 

using an instant messaging protocol to communicate 
hosted application information to the second netWork 
access device, said information comprising parameters 
for sharing the hosted application session being par 
ticipated in by the ?rst netWork access device. 

2) A method for communicating hosted application infor 
mation to alloW sharing of a hosted application session 
according to claim 1, Wherein said hosted application infor 
mation comprises port information for accessing a hosted 
application session to be shared. 

3) A method for communicating hosted application infor 
mation to alloW sharing of a hosted application session 
according to claim 1, Wherein said hosted application infor 
mation comprises protocol information for accessing a 
hosted application session to be shared. 

4) A method for communicating hosted application infor 
mation to alloW sharing of a hosted application session 
according to claim 1, Wherein said hosted application infor 
mation comprises access authoriZation information for 
accessing a hosted application session to be shared. 

5) A method for communicating hosted application infor 
mation to alloW sharing of a hosted application session 
according to claim 1, Wherein said hosted application infor 
mation is masked to prevent said information from being 
readily discernible by a user of the ?rst or second netWork 
access device. 

6) A method for communicating hosted application infor 
mation to alloW sharing of a hosted application session 
comprising the steps of: 

instantiating a ?rst instant messaging client on a ?rst 
netWork access device, said ?rst netWork access device 
being remote from a hosted application server, said ?rst 
netWork access device participating in a hosted netWork 
application; 

establishing a communications path from the ?rst netWork 
access device to a second netWork access device, said 
second netWork access device running a second instant 
messaging client, said second instant messaging client 
being communicably connected to said ?rst instant 
messaging client via a netWork; and 

receiving a request to issue an invitation from the ?rst 
netWork access device to the second netWork access 
device, said invitation inviting a user of the second 
netWork access device to participate in a shared hosted 
application session through the second netWork access 
device. 

7) A method for communicating hosted application infor 
mation to alloW sharing of a hosted netWork application 
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session according to claim 6, further comprising the step of 
determining Whether a hosted application is shareable before 
issuing an invitation to the second netWork access device. 

8) Amethod for communicating hosted application infor 
mation to allow sharing of a hosted netWork application 
session according to claim 7, Wherein the step of determin 
ing Whether a hosted application session is shareable com 
prises determining Whether the hosted application server is 
capable of supporting a shared hosted application session. 

9) Amethod for communicating hosted application infor 
mation to alloW sharing of a hosted netWork application 
session according to claim 6, further comprising the step of 
determining Whether the second netWork access device is 
capable of participating in a shared hosted application 
session before alloWing an invitation to be communicated to 
the second netWork access device. 

10) A method for communicating hosted application 
information to alloW sharing of a hosted netWork application 
session according to claim 9, Wherein the step of determin 
ing Whether the second netWork access device is capable of 
participating in a shared hosted application session com 
prises determining Whether the second netWork access 
device has compatible hosted application sharing softWare 
installed. 

11) Amethod for communicating hosted application infor 
mation to alloW sharing of a hosted netWork application 
session according to claim 9, Wherein the step of determin 
ing Whether the second netWork access device is capable of 
participating in a shared hosted application session com 
prises determining Whether the second netWork access 
device is able to access the hosted application server in 
accordance With hosted application information communi 
cated to the second netWork access device. 

12) A method for communicating hosted application 
information to alloW sharing of a hosted netWork application 
session according to claim 11, Wherein the step of deter 
mining Whether the second netWork access device is able to 
access the hosted application server comprises instantiating 
a server access attempt from the second netWork access 
device to the hosted application server to determine Whether 
the second netWork access device is capable of communi 
cating With a port on a hosted application server in accor 
dance With the hosted application information. 

13) A method for communicating hosted application 
information to alloW sharing of a hosted netWork application 
session according to claim 6, further comprising the step of 
determining Whether a netWork access device should be 
invited to share a hosted application session, said determi 
nation being dependant upon the performance capability of 
the netWork access device. 

14) A method for communicating hosted application 
information to alloW sharing of a hosted netWork application 
session according to claim 13, Wherein the determination is 
dependant upon a graphical display resolution of the net 
Work access device. 

15) A method for communicating hosted application 
information to alloW sharing of a hosted netWork application 
session according to claim 13, Wherein the determination is 
dependant upon the bandWidth of the netWork connection 
betWeen the netWork access device and the hosted applica 
tion server. 

16) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 6, further comprising the step of com 
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municating hosted netWork application information to the 
second netWork access device, Wherein said hosted netWork 
application information is masked to prevent said informa 
tion from being readily discernible by a user of the second 
netWork access device. 

17) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 16, Wherein said hosted application 
information is encrypted While being communicated to the 
second netWork access device. 

18) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 16, Wherein said hosted application 
information comprises access authoriZation information. 

19) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 16, Wherein said access authoriZation 
information is unique to a hosted application sharing ses 
sion. 

20) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 16, Wherein said hosted application 
information is communicated to said second netWork access 
device via said ?rst netWork access device, and further 
Wherein said hosted application information is masked to 
prevent said information from being readily discernible by a 
user of the ?rst netWork access device. 

21) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 6, Wherein said hosted application infor 
mation comprises role information for de?ning a partici 
pants authority to interact With a shared hosted application. 

22) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 21, Wherein said role information may be 
used to alternate control of a shared hosted application 
session betWeen a ?rst netWork access device and a second 
netWork access device. 

23) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
according to claim 21, Wherein a user is associated With a 
netWork access device, said user having an identity, and 
Wherein said role information is dependant on the identity of 
the user. 

24) A method for communicating hosted application 
information to alloW sharing of a hosted application session 
comprising the steps of: 

instantiating a ?rst instant messaging client on a ?rst 
netWork access device, said ?rst netWork access device 
being remote from a hosted application server, said ?rst 
netWork access device participating in a hosted netWork 
application; 

establishing a communications path from a second net 
Work access device to the ?rst netWork access device, 
said second netWork access device having a second 
netWork connection, said netWork connection having a 
band Width, said second netWork access device further 
running a second instant messaging client, said second 
instant messaging client being communicably con 
nected to said ?rst instant messaging client via the 
netWork connection, said communications path for 
communicating hosted application information using 
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an instant messaging protocol between the ?rst and 
second network access devices; and 

receiving at the ?rst network access device a request from 
the second network access device, said request request 
ing communication of hosted network application 
information to the second network access device to 
allow the second network access device to participate 
in a shared hosted application session. 

25) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 24, further comprising the step of 
determining whether a hosted application can be shared 
before communicating hosted application information to the 
second network access device. 

26) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 25, wherein the step of deter 
mining whether a hosted application session can be shared 
comprises determining whether the hosted application 
server is capable of supporting a shared hosted application 
session. 

27) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 25, further comprising the step of 
determining whether the second network access device is 
capable of participating in a shared hosted application 
session before communicating hosted application informa 
tion to the second network access device. 

28) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 27, wherein the step of deter 
mining whether the second network access device is capable 
of participating in a shared hosted application session before 
communicating hosted application information to the second 
network access device comprises determining whether the 
second network access device has compatible hosted appli 
cation sharing software installed. 

29) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 27, wherein the step of deter 
mining whether the second network access device is capable 
of participating in a shared hosted application session before 
communicating hosted application information to the second 
network access device comprises determining whether the 
second network access device is able to access the hosted 
application server in accordance with hosted application 
information communicated to the second network access 
device. 

30) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 29, wherein the step of deter 
mining whether the second network access device is able to 
access the hosted application server comprises instantiating 
a server access attempt from the second network access 
device to the hosted application server to determine whether 
the second network access device is capable of communi 
cating with a port on a hosted application server in accor 
dance with the hosted application information. 

31) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 24, further comprising the step of 
determining whether hosted application information should 
be communicated to the second network access device in 
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response to a request, said determination being dependant 
upon the performance capability of the second network 
access device. 

32) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 31, wherein the determination is 
dependant upon the graphical display resolution of the 
network access device. 

33) A method for communicating hosted application 
information to allow sharing of a hosted network application 
session according to claim 31, wherein the determination is 
dependant upon the bandwidth of the second network con 
nection. 

34) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 24, further comprising the step of com 
municating hosted application information to the second 
network access device, wherein said hosted application 
information is masked to prevent said information from 
being readily discernible by a user of the second network 
access device. 

35) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 34, wherein said hosted network appli 
cation information is encrypted while being communicated 
to the second network access device. 

36) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 34, wherein said hosted application 
information is communicated to said second network access 
device via said ?rst network access device, and further 
wherein said hosted application information is masked to 
prevent said information from being readily discernible by a 
user of the ?rst network access device. 

37) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 34, wherein said hosted application 
information comprises access authoriZation information. 

38) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 37, wherein said access authoriZation 
information is unique to a hosted application sharing ses 
sion. 

39) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 24, wherein said hosted application 
information comprises role information, said role informa 
tion de?ning the authority of a network access device to 
interact with a shared hosted application. 

40) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 39, wherein said role information is used 
to alternate control of a shared hosted application session 
between a ?rst network access device and a second network 
access device. 

41) A method for communicating hosted application 
information to allow sharing of a hosted application session 
according to claim 39, wherein a user is associated with a 
network access device, said user having an identity, and 
wherein said role information is dependant on the identity of 
the user. 

42) A method for providing assistance for a hosted 
application to an accessor of the hosted application from a 
support network access device, comprising the steps of: 
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instantiating an instant messaging client on a network 
access device being used by the accessor; 

instantiating an instant messaging client on a support 
network access device; 

receiving a support request from the accessor netWork 
access device, said accessor netWork access device 
accessing a hosted application from a remote location, 
said request being a request for assistance for an 
on-going hosted application session; 

communicating to the support netWork access device 
hosted application information using an instant mes 
saging protocol, said hosted application information 
comprising information for alloWing the support net 
Work access device to share the ongoing hosted appli 
cation session; and 

instantiating an access to the on-going hosted application 
session on the support netWork access device, said 
access causing the hosted application session to 
become shared With the support netWork access device. 

43) A method for providing accessor assistance for a 
hosted application according to claim 42, Wherein the hosted 
application information comprises port identi?cation infor 
mation, said port identi?cation information comprising iden 
ti?cation of at least one port on a hosted application server, 
said hosted application server hosting the on-going hosted 
application session. 

44) A method for providing accessor assistance for a 
hosted application according to claim 42, Wherein the hosted 
application information comprises role information, said 
role information de?ning the authority of a netWork access 
device to interact With a shared hosted application. 

45) A method for providing accessor assistance for a 
hosted application according to claim 44, Wherein said role 
information may be used to alternate control of a shared 
hosted application session betWeen said accessor netWork 
access device and said support netWork access device. 

46) Amethod for providing accessor assistance according 
to claim 48, Wherein an accessor is associated With the 
accessor netWork access device, said accessor having an 
identity, and Wherein said role information is dependant on 
the identity of the accessor. 

47) A method for providing accessor assistance for a 
hosted application according to claim 42, Wherein said 
hosted application information is masked to prevent said 
information from being readily discernible by a user of the 
support netWork access device. 

48) A method for providing customer assistance for a 
hosted application according to claim 42, Wherein said 
hosted application information is masked to prevent said 
information from being readily discernible by a user of the 
accessing netWork access device. 

49) A method for providing accessor assistance for a 
hosted application according to claim 42, Wherein said 
hosted netWork application information is encrypted While 
being communicated to the support netWork access device. 

50) A method for providing accessor assistance for a 
hosted application according to claim 42, Wherein said 
hosted application information comprises access authoriZa 
tion information. 

51) A method for providing accessor assistance for a 
hosted application according to claim 50, Wherein said 
access authoriZation information is unique to the support 
request. 
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52) A method for providing a hosted application training 
session, said training session including shared access to a 
hosted application session betWeen at least one trainer and at 
least one trainee, said method comprising the steps of: 

instantiating a hosted application session from a trainer’s 
netWork access device, said hosted application session 
hosted by a remote hosted application server, said 
trainer’s netWork access device being connected to a 
communications netWork, said remote hosted applica 
tion server also being connected to the netWork; 

instantiating an instant messaging client on the at least 
one trainer’s netWork access device; 

instantiating an instant messaging client on at least one 
trainee’s netWork access device, said netWork access 
device having a trainee’s connection to the communi 
cations netWork, said trainee’s netWork connection 
having a bandWidth; 

communicating to the at least one trainee’s netWork 
access device a capability veri?cation request; 

determining Whether said at least one trainee’s netWork 
access device is capable of participating in a shared 
hosted application training session; and 

When it is determined that said at least one trainee’s 
netWork access device is capable of participating in a 
shared hosted application session, communicating to 
the at least one trainee’s netWork access device hosted 

application information, said hosted application infor 
mation comprising information alloWing the at least 
one trainee’s netWork access device to share a hosted 

application training session. 
53) A method for providing hosted application informa 

tion to enable a hosted application training session according 
to claim 52, Wherein said capability veri?cation request 
comprises application server port information, and Wherein 
said determination of Whether said at least one trainee’s 
netWork access device is capable of participating in a shared 
hosted application training session comprises determining 
Whether the at least one trainee’s netWork access device is 
capable of communicating With the hosted application server 
via the application server port information. 

54) A method for providing hosted application informa 
tion to enable a hosted application training session according 
to claim 52, Wherein performance capabilities of a trainee’s 
netWork access device affect performance of a shared appli 
cation training session, said effect being quanti?able as an 
amount, Wherein said determination of Whether said at least 
one trainee’s netWork access device is capable of partici 
pating in a shared hosted application training session is 
dependant on the amount that said at least one trainee’s 
netWork access device Will restrict performance of the 
shared hosted application session. 

55) A method for providing hosted application informa 
tion to enable a hosted application training session according 
to claim 54, Wherein performance capabilities of a trainee’s 
netWork access device affect performance of a shared appli 
cation training session, said effect being quanti?able as an 
amount, Wherein the amount that said at least one trainee’s 
netWork access device Will restrict performance of the 
shared hosted application session is dependant on the band 
Width of the at least one trainee’s netWork connection. 








