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(57) ABSTRACT 

A method and apparatus for performing remote data repli 
cation. The method and apparatus can detect an interruption 
in the remote data replication process and begin local 
logging of all local data Writes that occur While the remote 
data replication process is unavailable. The method and 
apparatus can perform remote data replication across mul 
tiple remote storage devices or the method and apparatus can 
replicate a data structure from a ?rst storage device to 
multiple locations on one or more remote storage devices. In 
addition, the method and apparatus can halt the remote data 
replication and copy data from the local storage device to the 
remote storage device to ensure data uniformity on all 
storage devices. 
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STORAGE NETWORK DATA REPLICATOR 

RELATED APPLICATIONS 

[0001] The current application claims priority from the 
Nonprovisional Patent Application Ser. No. 09/905,436 
entitled STORAGE NETWORK DATA REPLICATOR 
Which Was ?led on Jul. 13, 2001, all naming the same 
inventors and the same assignee as this application, Which is 
hereby incorporated by reference herein. 

TECHNICAL FIELD OF THE INVENTION 

[0002] The present invention generally relates to data 
networks, and more particularly, to netWork data replication. 

BACKGROUND OF THE INVENTION 

[0003] With accelerated business practices and the global 
iZation of the marketplace, there is an ever increasing need 
for around the clock business communications and opera 
tions. As such, corporate data repositories must be able to 
provide critical business data at any moment in time in the 
face of interruptions caused by hardWare failure, softWare 
failure, geographical disaster, or the like. To achieve the 
necessary data continuity and resilience for the present 
global marketplace, businesses utiliZe remote data reposito 
ries to backup and store critical business data. 

[0004] One conventional method of data backup and stor 
age is magnetic tape backup. At a business center, an amount 
of data, such as a day or a Week, is transferred to a magnetic 
tape medium that is then stored remotely offsite. HoWever, 
the magnetic tape medium is cumbersome to fetch in the 
event of a disaster and often requires signi?cant amount of 
business center doWn time to restore the lost data. 

[0005] Another conventional method utiliZed to avoid 
doWn time and provide disaster protection is database rep 
lication. With database replication, the database manage 
ment system can make informed decisions on Whether to 
Write data to multiple local storage devices or a local storage 
device and to a remote storage device, but such synchroni 
Zation comes at a signi?cant performance penalty. The 
technique of Writing data to multiple storage devices simul 
taneously is knoWn as mirroring. In this manner, critical data 
can be accessible at all times. Ensuring transaction and 
record consistency often results in data transmission latency 
When a large number of data transmissions to remote sites 
are necessary With each database update. Consequently, 
application performance is sloWed to unacceptable levels. In 
addition, database replication only performs replication only 
on data in the database and not on data in user ?les and 
system ?les. A separate remote copy facility is utiliZed to 
replicate such user ?les or system ?les. 

[0006] In yet another data replication technique knoWn as 
redundant array of independent disks (RAID), a host, such 
as a server or Workstation, Writes data to tWo duplicate 
storage devices simultaneously. In this manner, if one of the 
storage devices fails, the host can instantly sWitch to the 
other storage device Without any loss of data or service. 
Nevertheless, to Write to tWo duplicate storage devices 
simultaneously When one storage device is local and the 
other is remote is burdensome. 

[0007] The mirroring of data to a distant location often 
faces remote data transmission limitations. For example, 
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data transmission using a small computer system interface 
(SCSI) is limited to tWenty-?ve meters. Typically, a SCSI 
parallel interface is used for attaching peripheral devices, 
such as a printer or an external storage device to a computer. 
Thus by utiliZing a computer’s SCSI port a computer can 
perform data mirroring by simultaneously Writing to an 
internal storage device and an external storage device. 
Although discrete SCSI extenders are available, they 
become cumbersome and expensive beyond one or tWo 
remote connections. 

[0008] One data transmission connection that is used for 
remote mirroring of data With an external storage device is 
the enterprise systems connection (ESCON) for use in 
mainframe systems. Unfortunately, ESCON has a maximum 
range of sixty kilometers. Afurther example of a remote data 
transmission connection that is used for distant mirroring of 
data is ?ber arbitrated loop (FCAL), Which can distribute 
loop connections over 100 kilometers When properly 
equipped. Nevertheless, these data transmission connections 
do not provide the necessary long distance separation 
betWeen an operational Work center and the data repository 
to overcome regional disasters such as earthquakes, torna 
does, Hoods, and the like. 

[0009] The above shortcomings can be overcome by use 
of a dedicated transmission medium betWeen tWo sites, such 
as a high-speed ?ber optic cable. HoWever, most high speed 
transmission mediums are dedicated to telecommunications 
traffic. Moreover, the cost for a dedicated high-speed link 
makes such a choice prohibitive. 

[0010] Another obstacle associated With long distance 
data mirroring is latency. That is, the round trip delay 
required to Write data to the distant location and to Wait for 
the remote storage device to be updated before mirroring the 
next data block. Typically, the latency is proportional to the 
distance betWeen the tWo sites and can be heightened by 
intermediate extenders and communication protocol over 
head. Consequently, application response sloWs to an unac 
ceptable level. 

[0011] Afurther obstacle to long distance data mirroring is 
compatibility among remote storage devices involved in the 
mirroring. As a result, a host having a data replication 
facility may replicate a data structure to one volume of the 
remote storage device at a time. Moreover, the host may not 
replicate the data further than the ?rst remote storage device 
due to compatibility issues surrounding data transmission 
rates or host platform compatibility. These burdens place 
signi?cant limitations on data protection schemes that 
require multiple remote storage devices. 

SUMMARY OF THE INVENTION 

[0012] The present invention addresses the above-de 
scribed limitations of conventional data backup and storage 
operations. The present invention provides an approach to 
enable remote data mirroring amongst multiple remote stor 
age devices across data transmission paths having various 
transmission capabilities and remote mirroring sites operat 
ing on various operating platforms. 

[0013] In a ?rst embodiment of the present invention, a 
method is practiced for replicating a data volume from a ?rst 
computer to multiple remote data volumes on one or more 
remote computers. The ?rst computer replicates the data 
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volume and forwards the replicated data volume to the 
multiple remote data volumes on the one or more remote 

computers. The remote data volumes can reside on a storage 
device of a single remote computer or on multiple remote 
storage devices of multiple remote computers, or both. The 
?rst computer can forWard the replicated data volume to the 
one or more remote computers in either a synchronous 
manner or an asynchronous manner. With either the asyn 
chronous communication manner or the synchronous com 
munication manner, the ?rst computer forWards the repli 
cated data volume using the Transmission Control Protocol/ 
Internet Protocol (TCP/IP) protocol suite. 

[0014] The above-described approach bene?ts a data stor 
age netWork having data repositories dispersed over a large 
geographical area. Consequently, a central data center, such 
as a corporation’s headquarters, a government agency or the 
like, can replicate data from a central repository to multiple 
remote repositories for purposes of data protection and to 
support data utiliZation by multiple employees and clients 
across a diverse geographical area. 

[0015] In another embodiment of the present invention, a 
method is performed in a computer netWork, Wherein each 
of the computers in the netWork host a data replication 
facility for remote mirroring of data betWeen each of the 
netWork computers. Each data replication facility is able to 
receive data from its host, Write the data to a local storage 
device and subsequently mirror the data to each of the 
computer netWork computers hosting a data replication 
facility for storage on a storage device of the remote 
computer host. Each data replication facility can replicate a 
logical data volume or a physical data volume to each of the 
other computers in the computer netWork or to multiple 
volumes on a single computer in the computer netWork. The 
computer netWork can be a local area netWork, a Wide area 

netWork, a virtual private netWork, the Internet, or other 
netWork type. 

[0016] The above-described approach bene?ts geographi 
cally remote data repositories that form a computer netWork 
in that as each remote data repository receives neW data from 
its local host each of the other remote data repositories in the 
computer netWork can be updated in a simultaneous manner. 
In this manner, a netWork data replicator can replicate data 
to multiple storage devices With a single data replication 
operation. 

[0017] In yet another aspect of the present invention, a 
computer readable medium holding computer executable 
instructions is provided that alloWs a ?rst computer to 
replicate a data volume to multiple remote data volumes on 
one or more remote computers. The ?rst computer replicates 
the data volume and in turn forWards the replicated data 
volume to the multiple remote data volumes on the one or 
more remote computers. 

[0018] In accordance With another aspect of the present 
invention, a method for remote data mirroring is performed 
in a computer netWork. At a ?rst netWork location, data is 
replicated to a remote netWork location Within the computer 
netWork. At the remote location, the data is again replicated 
to a second remote netWork location. The netWork data 
transmission capability betWeen the ?rst netWork location 
and the ?rst remote netWork location can be different from 
the netWork data transmission capability betWeen the ?rst 
remote location and the second remote netWork location. In 
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addition, the ?rst netWork location may replicate the data to 
the ?rst remote netWork location in a synchronous manner, 
While the ?rst remote netWork location replicates the data to 
the second remote netWork location in an asynchronous 
manner. 

[0019] The above-described approach bene?ts a computer 
netWork, such as storage netWork that replicates data to 
multiple storage devices in the data netWork. As a result, a 
remote data repository can act as a remote storage location 
for some data and a local data replicator for other data. 
Moreover, the originating location in the storage netWork is 
no longer burdened With data transmission latency issues 
commonly associated With mirroring data to a remote loca 
tion via a long haul netWork. 

[0020] In yet another aspect of the present invention, a 
method for data replication from the ?rst location to multiple 
remote locations is practiced. At the ?rst location a selected 
data structure is replicated and transmitted to a ?rst remote 
location for replication to a second remote location. The ?rst 
remote location replicates the received replicated data and 
forWards the replication of the received data to the second 
remote location. Transmission betWeen the originating loca 
tion and each of the remote locations occurs in a stateless 
manner using the TCP/IP protocol suite. The transmission 
rate betWeen the originating location and the ?rst remote 
location can differ from the transmission rate betWeen the 
?rst remote location and the second remote location. More 
over, the operating platform of the originating location can 
differ from the operating platform of the ?rst remote loca 
tion, Which can differ from the operating platform of the 
second remote location. 

[0021] The above-described approach bene?ts an enter 
prise having multiple geographically remote data centers 
operating on various platforms. In this manner, data pro 
duced at each data center can be replicated and transmitted 
to each other data center in the netWork regardless of 
operating platform and transmission line capability that 
connects one data center to another. 

[0022] In still another aspect of the present invention, a 
computer readable medium holding computer executable 
instructions for replicating data from a ?rst location to 
multiple remote locations is provided. The computer read 
able medium alloWs a computer at the ?rst location to 
replicate a data structure from the ?rst location and forWard 
the replicated data structure to a ?rst remote location for 
replication to the second remote location. The replicated 
data is transmitted to each remote location using the TCP/IP 
protocol suite. 
[0023] In yet another aspect of the present invention, a 
method for remote mirroring of data in a computer netWork 
is practiced. The method alloWs for updating of one or more 
data structures of a remote storage device using a single data 
set. The one or more data structures are identi?ed and 

selected from a local storage device. The data structures 
selected are more current than their corresponding data 
structure counterparts on a remote storage device. The 
selected data structures are grouped together as a single 
entity, While preserving the Write ordering Within each 
structure. The single data entity is then mirrored to the 
remote storage device to update the one or more correspond 
ing data structure counterparts at the remote storage device. 

[0024] In still another aspect of the present invention, a 
method is practiced in a computer netWork for remote 
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mirroring of data from a ?rst networked computer to one or 
more networked computers. The method provides for a ?rst 
netWorked computer to log all local disk updates during a 
period of time When the remote mirroring of data cannot be 
accomplished. The ?rst netWorked computer determines 
When remote mirroring of data can be re-established and 
groups all of its disk updates into a single data set. The ?rst 
netWorked computer restarts the remote mirroring of data to 
one or more remote netWork computers When the remote 
mirroring of data is re-established. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] An illustrative embodiment of the present inven 
tion Will be described beloW relative to the folloWing 
draWings. 
[0026] FIG. 1 depicts a block diagram of an exemplary 
system suitable for practicing the illustrative embodiment of 
the invention. 

[0027] FIG. 2 is a How chart that illustrates the steps taken 
by the illustrative embodiment of the invention to replicate 
data in a synchronous manner. 

[0028] FIG. 3 is a block diagram of the steps taken by the 
illustrative embodiment of the present invention to replicate 
data in an asynchronous manner. 

[0029] FIG. 4 depicts a log suitable for use by the illus 
trative embodiment of the present invention. 

[0030] FIG. 5 is a block diagram illustrating the steps 
taken by the illustrative embodiment of the invention to 
group data. 

[0031] FIG. 6 depicts a block diagram of a system suitable 
for replicating data to multiple volumes using the illustrative 
embodiment of the present invention. 

[0032] FIG. 7 depicts a block diagram of an exemplary 
system suitable for practicing the illustrative embodiment of 
the invention to replicate data to multiple volumes. 

[0033] FIG. 8 is a How diagram illustrating steps taken by 
the illustrative embodiment of the invention to perform 
selected mirroring of data. 

[0034] FIG. 9 depicts a block diagram of an exemplary 
system suitable for practicing the illustrative embodiment of 
the invention across multiple hosts. 

DETAILED DESCRIPTION 

[0035] Before beginning With the discussion beloW it is 
helpful to ?rst de?ne a feW terms. 

[0036] The term “host” is a computer system, such as a 
PC, a Workstation, a server, or the like, that is capable of 
supporting a data replication facility. 

[0037] The term “volume” is an identi?able unit of data on 
a storage device, such as a disk or tape, it is possible for a 
the storage device to contain more than one volume or for a 
volume to span more than one storage device. 

[0038] The illustrative embodiment of the present inven 
tion provides an approach for mirroring data from a local 
storage device to a remote storage device that overcomes the 
burdens commonly associated With mirroring data to a 
physically remote location. The illustrative embodiment of 
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the present invention alloWs a local host With a data repli 
cation facility to replicate a volume of data to multiple 
secondary volumes on one or more remote hosts that also 
have a data replication facility. The local host along With 
each remote host can replicate data volumes Without the use 
of a volume manager. In addition, the illustrative embodi 
ment alloWs for each remote host to further replicate the data 
to additional remote hosts. In this manner, the local host can 
replicate data to one or more distant storage devices Without 
concern for data transmission latency that Would degrade 
application performance on the local host. The illustrative 
embodiment of the present invention improves fault toler 
ance of a distributed system and improves upon data avail 
ability and load balancing by replicating data to multiple 
hosts. 

[0039] Those skilled in the art Will recogniZe that the 
remote mirroring operation in the illustrative embodiment of 
the present invention can be occasionally interrupted, either 
intentionally or by unplanned outages. In such instances, if 
for example, the primary member of the volume pair, that is, 
the local volume, continues to update during the outage 
period, then the volume image pairs (local and remote) are 
no longer considered synchroniZed. As such, the term syn 
chroniZe refers to the process of updating one or more 
replica volumes to re?ect changes made in the primary 
volume. Hence, the term resynchroniZation refers to the 
process of reestablishing the mirroring process along With 
replicating all primary volume images that changed during 
the outage period to the one or more replica volumes so that 
all changes to the primary volume are re?ected in the one or 
more replica volumes. 

[0040] The illustrative embodiment of the present inven 
tion also improves the resynchroniZation of the remote 
mirroring process in the event that a failure occurs. The 
illustrative embodiment of the present invention tracks 
changes to disk regions that occur during the remote mir 
roring outage period. This alloWs changes that occur during 
the outage period to be easily identi?ed and alloWs only the 
last change to a particular disk region to be replicated during 
the resynchronization. In this manner, multiple changed 
volumes of a data structure can be grouped into a single data 
set for resynchroniZation upon reestablishment of commu 
nications With the remote storage device. In addition, the 
illustrative embodiment of the present invention is able to 
halt the remote data mirroring to verify proper data repli 
cation on a remote storage device. In this manner, a data 
volume or a group of volumes on the local storage device of 
the local host provide a content baseline for determining if 
the content of the remote storage device of the remote host 
matches the content of the local storage device. 

[0041] The illustrative embodiment of the present inven 
tion transmits data to perform the remote data mirroring 
using the TCP/IP protocol suite. As a result, the replicated 
data is able to share a transmission path With other IP traf?c 
from unrelated applications. In this manner, the illustrative 
data replication facility is able to replicate data from differ 
ent applications operating on different hosts that utiliZe 
distinct storage devices. By properly provisioning the com 
mon transmission path the data replication facility can route 
IP traf?c from each application over the same link to a 
remote storage device. 

[0042] The data replication facility of the illustrative 
embodiment supports synchronous data replication and 
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asynchronous data replication. With synchronous data rep 
lication, the local site Waits for con?rmation from the remote 
site before initiating the next Write to the local storage 
device. FIG. 1 illustrates an exemplary system 10 suitable 
for practicing the asynchronous and the synchronous data 
replication techniques of the illustrative embodiment. Syn 
chronous data replication by the exemplary system 10 Will 
be discussed beloW in detail With reference to FIG. 2. 
Asynchronous data replication by the exemplary system 10 
Will be discussed beloW in detail With reference to FIG. 3. 
Moreover, one skilled in the art Will recogniZe the illustra 
tive data replication facility can replicate data to locations 
that are Within a feW hundred feet of the data replication 
facility as Well as replicate data to locations that are hun 
dreds or thousands of miles aWay. 

[0043] As shoWn in FIG. 1, the local site 12 includes a 
host 16 that supports the data replication facility 20 and is in 
communication With the storage device 24. Similarly, the 
remote site 14 includes a host 18 that supports the data 
replication facility 20‘ and is in communication With the 
remote storage device 26. Those skilled in the art Will 
appreciate that the host 16 and 18 may be a Workstation, a 
PC, a mainframe, a server or any combination thereof. The 
local site 12 and the remote site 14 communicate With each 
other via the communication link 28. The communication 
link 28 can be any suitable communication link, Wired or 
Wireless, that is suitable for transmission of information in 
accordance With the TCP/IP protocol suite. In addition, the 
local storage device 24 and the remote storage device 26 
may be, but is not limited to an optical disk storage device, 
a magnetic disk storage device or any combination thereof. 

[0044] The data replication facility 20 and 20‘ coordinate 
With each host to provide data replication operation and 
control. In this manner, the respective data replication facil 
ity 20 and 20‘ interface With an application performing a 
Write operation on their respective host to control operation 
of the storage device local to the host and to interface With 
the remote data replication facility for replication of the just 
Written data to the remote storage device. Those skilled in 
the art Will recogniZe that the data replication facility 20 and 
20‘ can replicate data in a bi-directional manner. That is, if, 
in the event of a disruption in the remote mirroring process, 
either the data replication facility 20 or the data replication 
facility 20‘ can be instructed to log each local Write to the 
respective local storage device 24 and 26. Upon restoration 
of the remote mirroring process, data resynchroniZation can 
occur from the site selected to maintain a Write log during 
the outage. 

[0045] Typically When a remote mirroring outage occurs, 
the local site continues to Write to the primary volumes on 
the local storage device 24, While the remote site 14 ceases 
all Writes and aWaits for the reestablishment of the remote 
mirroring process. In certain instances, the local site 12 as 
Well as the remote site 14 can be instructed to log all local 
Writes in the event of a remote mirroring outage. In this 
instance, upon reestablishment of the remote mirroring 
process, someone, such as a system administrator Would 
make a decision as to the direction the resynchroniZation 
Would occur. That is, from the remote site 14 to the local site 
12 or from the local site 12 to the remote site 14. For the ease 
of the discussion beloW, the illustrative embodiment of the 
present invention Will be discussed relative to data replica 
tion from the local site 12 to the remote site 14. 
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[0046] FIG. 2 illustrates in more detail the operation of the 
illustrative data replication facility of the present invention 
in a synchronous replication mode. At the local site 12, an 
application running on the host 16 ?rst issues a Write to the 
local storage device 24 (step 30). The Write request ?rst goes 
to the local data replication facility 20 operating on the host 
16 of the local site 12 Where the local data replication facility 
20 sets a bit in a bitmap that represents the storage region of 
the storage device corresponding to Where the data is Written 
(step 32). The local data replication facility 20 then Writes 
the data to the local storage device 24 (step 34). When the 
proper bit is set in the bitmap, the Write occurs on the storage 
device of the local site. The bitmap is used to track data 
aWaiting replication and is discussed in more detail beloW 
With reference to FIG. 4. 

[0047] The local data replication facility 20 then replicates 
the data and forWards the data to the remote data replication 
facility 20‘ operating on the host 18 of the remote site 14 for 
remote data mirroring (step 36). The local data replication 
facility 20 forWards as part of the replicated data package 
information that identi?es a storage location, such as a 
volume path, for the replicated data at the remote site 18. 
Those skilled in the art Will recogniZe that the local data 
replication facility 20 can forWard the data directly to the 
remote data replication facility 20‘ and can also forWard the 
data through one or more intermediary mechanisms, such as 
a sWitch, a router, a netWork interface apparatus, a forWard 
ing mechanism or the like. The data is received by the 
remote data replication facility 20‘ at the remote site 14 (step 
38) at Which time the remote data replication facility 20‘ 
issues a Write request for the received data (step 40). The 
received data is then Written to the remote storage device 26 
of the remote site 14 (step 42). After the data is Written to the 
remote storage device 26, the remote data replication facility 
20‘ receives an acknoWledgement from the host 18 of the 
remote site 14 (step 44) and forWards the acknoWledgement 
to the local data replication facility 20 (step 46). When the 
local data replication facility 20 receives the acknoWledge 
ment (step 48) it clears the bit set in the bitmap (step 50). At 
this point the local data replication facility 20 informs the 
application operating on the local site host 16 that the Write 
is complete (step 52) and the application issues the next 
Write for the local storage device 24 (step 54). 

[0048] FIG. 3 illustrates a typical asynchronous data 
replication technique for mirroring data to a remote site. 
With reference to FIG. 1, the local host 16 con?rms Write 
completion to the local storage device 24 before the remote 
storage device 26 of the remote site 14 is Written to. 
HoWever, since the time needed for the data to cross the 
communication link 28 is signi?cantly longer than the time 
needed for the local Write to occur to the local storage device 
24, the host 16 at the local site 12 queues the remote data 
Writes for transmission at a later time. 

[0049] The asynchronous operation of the illustrative data 
replication facility is as folloWs. An application operating on 
the host 16 of the local site 12 Wishing to Write data to the 
local storage device 24 ?rst issues a Write request to the local 
storage device 24 (step 60). The Write ?rst goes to the local 
data replication facility 20 operating on the host 16 of the 
local site 12 (step 62). The local data replication facility 20 
for the local site 12 upon receipt of the Write request sets a 
bit in a bitmap that corresponds to the data for the issued 
Write request (step 62). The data is then Written to the local 
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storage device 24 of the local site 12 (step 64). At this point, 
the local data replication facility 20 copies the data into a 
queue to aWait forwarding to the remote storage device 26 
of the remote site 14 (step 66). Those skilled in the art Will 
recogniZe that the local data replication facility 20 can 
forWard the data directly from the queue to the remote data 
replication facility 20‘ and can also forWard the data through 
one or more intermediary mechanisms, such as a sWitch, a 
router, a netWork interface apparatus, a forWarding mecha 
nism or the like. The local data replication facility 20 noti?es 
the application operating on the local host 16 that the Write 
is complete and the local storage device 24 is noW ready for 
the next Write (step 68). 

[0050] The data from the queue is forWarded on a ?rst in 
?rst out (FIFO) basis from the local site 12 to the remote site 
14 (step 70). The data forWarded from the queue is packaged 
to include information that identi?es a storage location at the 
remote host 18, such as a volume data path. Data is received 
at the remote site 14 by the remote data replication facility 
20‘ operating on the remote host 18 (step 72). When data is 
received, the remote data replication facility 20‘ issues a 
Write request for the received data (step 74). The received 
data is then Written to the remote storage device 26 of the 
remote site 14 (step 76). Upon completion of the Write at the 
remote site 14, the remote data replication facility 20‘ sends 
an acknoWledgement to the local data replication facility 20 
(step 78). Upon receipt of the acknoWledgment from the 
remote data replicating facility 20‘, the local data replication 
facility 20 removes the corresponding bit from the bitmap to 
signify the remote Write of the data completed and that the 
remote asynchronous data replication is complete for that 
data set (step 79). 

[0051] To reduce the time necessary to resynchroniZe one 
or more remote storage devices With the local storage device 
after a remote mirroring outage, the illustrative embodiment 
of the present invention logs all local Writes during the 
remote mirroring outage period. The data replication facility 
of the illustrative embodiment generally utiliZes a bit vector 
scoreboard 80, illustrated in FIG. 4, to keep track of local 
storage device locations that change during the remote 
mirroring outage period. 

[0052] The exemplary scoreboard 80 of FIG. 4 provides a 
Way to log changes during a remote mirroring outage. The 
exemplary scoreboard 80 holds bits that represent regions, 
such as tracks and sections of the local storage device that 
have been modi?ed during the outage period. The exemplary 
scoreboard 80 can be con?gured to support different levels 
of granularity, for example, one bit for every 64 kbits or one 
bit for every 128 kbits of memory. The utiliZation of a 
scoreboard alloWs only the last update to the local storage 
device location to be resynchroniZed rather than all the 
preceding updates When the outage period ends. Conse 
quently, the time required for the resynchroniZation process 
to occur is signi?cantly reduced. 

[0053] An important consideration in asynchronous data 
replication is ensuring that the remote Writes are applied in 
the order in Which they Were posted by the local host 
application. For example, some data structures utiliZe a Write 
ahead logging protocol to recover any table updates from a 
Write ahead log that Were not captured on disk due to media 
or other failure. Unfortunately in remote mirroring, the Write 
ahead log and the table updates are typically deposited on 
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different disk volumes. Consequently, When tWo separate 
applications are performing asynchronous Writes, any 
attempt to replicate the data volumes to the remote storage 
device fails to preserve the correct Write ordering. The 
illustrative data replication facility of the present invention 
is able to group together a structure, such as a Write ahead 
log and a structure, such as a corresponding table entry into 
a single data set While preserving the Write ordering for each 
asynchronous Writer. In this manner, tWo separate processes 
or threads can run asynchronous to each other and can copy 
or mirror their respective volumes to remote storage devices 
While preserving their respective Write order. Moreover, the 
data replication facility operator can instruct the illustrative 
data replication facility to select a number of identi?ed 
volumes to form a group. The data replication facility 
operator supplies the illustrative data replication facility 
With the indicia to identify the volumes that should be 
grouped together When instructed to do so. In this manner, 
an application utiliZing multiple volumes for Write order 
sensitive data can be replicated as a group or single entity 
While preserving the Write ordering of the data. 

[0054] As depicted in FIG. 5, the illustrative data repli 
cation facility of the present invention can automatically 
sWitch from replicating mode to data logging mode using the 
scoreboard 80, When a remote mirroring failure is detected 
(step 90). The operator of the illustrative embodiment can 
select, on a data structure basis, Which data the illustrative 
data replication facility should log into the scoreboard 80 
When remote mirroring is not available. Moreover, the local 
data replication facility can automatically resynchroniZe the 
logged data With the remote storage device upon the removal 
of the remote data mirroring interruption. 

[0055] The local data replication facility may detect the 
reestablishment on its oWn or may receive noti?cation from 
the local host (step 92). Consequently, a point in time can be 
easily identi?ed for a data group across multiple volumes in 
the event that a remote mirroring failure occurs. In addition, 
the auto resynchroniZation technique supports the concept of 
grouping in Which the illustrative data replication facility is 
able to group multiple data sets into a single entity through 
the use of a queue (step 94) and to resynchroniZe the data 
(step 96). 
[0056] FIGS. 6 and 7 illustrate that the illustrative data 
replication facility is able to replicate a primary volume 100 
from the local storage device 24 to multiple mirrored 
volumes 102 and 104 on one or more remote storage 
devices. FIG. 6 illustrates the situation in Which the multiple 
mirrored volumes 102 and 104 are located on the same 
remote storage device 26 While FIG. 7 illustrates the situ 
ation in Which the multiple mirrored volumes 102 and 104 
are located on multiple remote storage devices 26 and 26‘ 
respectively. 

[0057] To ensure the data on the remote storage device 26 
matches the data on the local storage device 24, the local 
host 16 identi?es to the local data replication facility 20 the 
data volumes from the local storage device 24 that are to be 
mirrored to the remote storage device 26 (step 110 in FIG. 
8). Once the data volumes are identi?ed, the local data 
replication facility 20 enters the data logging mode using the 
scoreboard 80 to track the disk areas that are being mirrored 
to the remote storage device 26 (step 112 in FIG. 8). The 
local data replication facility 20 logs the selected data to a 
local queue as a single group (step 112 in FIG. 8). The local 
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host 16 sends the appropriate command to the remote host 
18 and correspondingly the remote data replication facility 
20‘ to initiate the routine to receive and store the selected 
data volumes on the remote storage device 26 (step 114 in 
FIG. 8). The local data replication facility 20 stops placing 
the selected data into the local queue and Waits for all the 
selected data to be Written from the local queue to the remote 
storage device 26. The data volume is assigned some type of 
indicia, such as a volume name or volume number, by the 
volume oWner, for example, an application, the data oWner 
or the data replication facility operator. The remote data 
replication facility 20‘ Writes the replicated data volume to a 
location on the remote storage device 26 based on the 
volume name and the ?le allocation table of the remote 
storage device 26. At this point, the remote data replication 
facility 20‘ signals to the local data replication facility 20 that 
the mirroring to the remote storage device 26 is complete 
(step 116). 
[0058] The ability to copy data from the local storage 
device 24 to the remote storage device 26 to ensure data 
uniformity in an asynchronous data mirroring environment 
does not impede any Writes that occur to the local storage 
device 24 When remote mirroring is halted. The local data 
replication facility 20 is able to attend to the Writes to the 
local storage device 24 by performing the local Write and 
logging the local Write to the scoreboard 80. Consequently, 
When the volume copying is complete, the local data repli 
cation facility 20 can resynchroniZe With the remote data 
replication facility 20‘ using the scoreboard 80 to update the 
remote storage device 26 With the local Writes that occurred 
during the copy operation. Moreover, the local data repli 
cation facility 20 preserves the Write ordering of all volumes 
copied during the copy operation. 

[0059] The illustrative data replication facility of the 
present invention is able to remotely mirror data across 
multiple remote hosts and remote sites that have distinct 
characteristics as illustrated in FIG. 9. For eXample, the 
illustrative data replication facility 20 may replicate to a 
remote host 14 operating on the Solaris® operating system 
available from Sun Microsystems, Inc. of Palo Alto, Calif., 
and the data replication facility 20‘ at the remote host 14, in 
turn, replicates the same data to the remote host 14‘ oper 
ating on the UniX® operating system. In similar fashion, the 
transmission medium interconnecting each remote site may 
have a different bandWidth characteristic that effects the rate 
at Which replicated data can be transmitted from site to site. 
As FIG. 9 illustrates, the illustrative data replication facility 
20 operating on the local host 12 is able to remotely mirror 
data to multiple remote sites 14 and 14‘. As illustrated, the 
remote data replication facility 20‘ operating on the host 18 
of the ?rst remote site 14 becomes the local data replication 
facility, as referenced to the remote data replication facility 
20“ operating on the host 18‘ of the second remote site 14‘. 
In this manner, each intermediate host can further mirror the 
data from the originating local site to as many remote sites 
as necessary While overcoming the incompatibility issues 
previously associated With the remote mirroring of data 
across multiple remote sites. 

[0060] While the present invention has been described 
With reference to a preferred embodiment thereof, one 
skilled in the art Will appreciate that various changes in form 
and detail may be made Without departing from the intended 
scope of the present invention as de?ned in the pending 
claims. 
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What is claimed is: 
1. In a storage netWork, a method for replicating data in 

said storage netWork, said method comprising the steps of: 

identifying to a ?rst data replication facility at a ?rst 
programmable electronic device in said storage net 
Work a ?rst structure and a second structure held by a 
storage device locally accessible to said ?rst program 
mable electronic device; 

instructing said ?rst data replication facility to logically 
group said ?rst structure and said second structure from 
said storage device to create a group; 

generating a replica of said group at said ?rst data 
replication facility; and 

forWarding said replica in accordance With a communi 
cation protocol from said ?rst data replication facility at 
said ?rst programmable electronic device to a second 
data replication facility at a second programmable 
electronic device in said storage netWork for storage by 
a second storage device. 

2. The method of claim 1, further comprising the step of, 
forWarding from said ?rst data replication facility at said 
?rst programmable electronic device to said second data 
replication facility at said second programmable electronic 
device information identifying a storage location at said 
second storage device at Which to store said replica. 

3. The method of claim 1, Wherein said ?rst program 
mable electronic device forWards said replica to said second 
programmable electronic device in a synchronous manner. 

4. The method of claim 1, Wherein said ?rst program 
mable electronic device forWards said replica to said second 
programmable electronic device in an asynchronous manner. 

5. The method of claim 1, Wherein said communication 
protocol comprises the Transmission Control Protocol/In 
ternet Protocol (TCP/IP) protocol suite. 

6. The method of claim 1, Wherein said ?rst program 
mable electronic device and said second programmable 
electronic device in said storage netWork operate Without a 
volume manager facility. 

7. The method of claim 1, Wherein said ?rst structure 
comprises a ?rst logical volume and said second structure 
comprises a second logical volume. 

8. A method for replicating data in a storage netWork to 
update one or more data structures of a remote storage 
device, said method comprising the steps of: 

instructing a ?rst data replication facility of a ?rst elec 
tronic device in said storage netWork to logically asso 
ciate a ?rst data structure and a second data structure 
held by a locally accessible storage device, Wherein 
said logical association de?nes a group; 

generating a replica of said ?rst data structure and said 
second data structure as a said group; and 

outputting said replica in accordance With a data commu 
nications protocol from said ?rst replication facility of 
said ?rst electronic device to a second replication 
facility of a second electronic device in said storage 
netWork to update said one or more data structures of 
said remote storage device. 

9. The method of claim 8, further comprising the steps of, 
packaging With said replica, information identifying one or 
more storage locations for storage of said replica on said 
remote storage device. 
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10. The method of claim 8, further comprising the steps 
of, instructing said ?rst data replication facility to preserve 
a Write ordering of said ?rst data structure and said second 
data structure in said group. 

11. The method of claim 8, Wherein said communication 
protocol comprises the Transmission Control Protocol/In 
ternet Protocol (TCP/IP) protocol suite. 

12. The method of claim 8, Wherein said ?rst electronic 
device and said second electronic device in said storage 
netWork perform said replicating of data Without a volume 
manager. 

13. A readable medium holding programmable electronic 
device readable instructions for executing a method for 
replicating data in a storage netWork, said method compris 
ing the steps of: 

identifying to a ?rst data replication facility at a ?rst 
programmable electronic device in said storage net 
Work a ?rst structure and a second structure held by a 
storage device locally accessible to said ?rst program 
mable electronic device; 

instructing said ?rst data replication facility to group said 
?rst structure and said second structure from said 
storage device; 

generating a replica of said ?rst structure and said second 
structure as a group at said ?rst data replication facility; 
and 

asserting said replica in accordance With a communication 
protocol from said ?rst data replication facility at said 
?rst programmable electronic device to a second data 
replication facility at a second programmable elec 
tronic device in said storage netWork for storage by a 
second storage device locally accessible to said second 
programmable electronic device. 

14. The readable medium of claim 13, further comprising 
the step of, forWarding from said ?rst data replication 
facility at said ?rst programmable electronic device to said 
second data replication facility at said second programmable 
electronic device information identifying a storage location 
for said second storage device to store said replica. 

15. The readable medium of claim 13, Wherein said ?rst 
programmable electronic device forWards said replica to 
said second programmable electronic device in a synchro 
nous manner. 

16. The readable medium of claim 13, Wherein said ?rst 
programmable electronic device forWards said replica to 
said second programmable electronic device in an asynchro 
nous manner. 

17. The readable medium of claim 13, Wherein said 
communication protocol comprises the Transmission Con 
trol Protocol/Internet Protocol (TCP/IP) protocol suite. 

18. The readable medium of claim 13, Wherein said ?rst 
programmable electronic device and said second program 
mable electronic device in said storage netWork operate 
Without a volume manager facility. 

19. The readable medium of claim 13, Wherein said ?rst 
structure comprises a ?rst group of records and second 
structure comprises a second group of records. 

20. The readable medium of claim 13, Wherein said ?rst 
structure comprises a ?rst logical volume and said second 
structure comprises a second logical volume. 
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21. In a storage netWork, a method to create a replica of 
selected data in said storage netWork, said method compris 
ing the steps of: 

instructing a ?rst data replication facility at a ?rst elec 
tronic device in said storage netWork to track changes 
to one or more storage locations of a ?rst storage 
medium that correspond to said selected data; 

instructing said ?rst data replication facility to generate 
said replica of said selected data based on said tracked 
changes to said one or more locations of said ?rst 

storage medium; 

placing said replica of said selected data in a data struc 
ture; and 

forWarding said replica of said selected data in accordance 
With a communication protocol from said data structure 
to a second data replication facility at a second elec 
tronic device in said storage netWork for storage of said 
replica on a second storage medium by said second 
electronic device. 

22. The method of claim 21, further comprising the step 
of, sending an instruction from said ?rst data replication 
facility at said ?rst electronic device to said second data 
replication facility at said second electronic device to initiate 
a process for receiving and storing said replica of said 
selected data. 

23. The method of claim 21, further comprising the step 
of, halting said generation of said replica of said selected 
data until said replica held by said data structure is for 
Warded from said data structure to the second data replica 
tion facility at the second electronic device in said storage 
netWork. 

24. The method of claim 21, further comprising the step 
of, packaging With said replica of said selected data infor 
mation that identi?es a storage location for storage of said 
replica of said selected data on said second storage medium. 

25. The method of claim 21, further comprising the step 
of, identifying to said ?rst data replication facility at said 
?rst electronic device in said storage netWork said selected 
data held by said ?rst storage medium in communication 
With said ?rst electronic device. 

26. The method of claim 21, Wherein said data structure 
comprises a queue. 

27. The method of claim 21, Wherein said ?rst electronic 
device performs said forWarding of said replica of said 
selected data from said data structure to said second data 
replication facility at said second electronic device in a ?rst 
in ?rst out (FIFO) manner. 

28. The method of claim 27, Wherein said ?rst electronic 
device performs said forWarding of said replica of said 
selected data from said data structure to said second data 
replication facility at said second electronic device in a 
synchronous manner. 

29. The method of claim 27, Wherein said ?rst electronic 
device performs said forWarding of said replica of said 
related data from said data structure to said second data 
replication facility of said second electronic device in a n 
asynchronous manner. 

30. The method of claim 21, Wherein said communication 
protocol comprises the Transmission Control Protocol/In 
ternet Protocol (TCP/IP) protocol suite. 
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31. The method of claim 21, wherein said ?rst electronic 
device and said second electronic device operate Without a 
volume manager facility. 

32. The method of claim 21, Wherein said one or more 
locations of said ?rst storage medium comprise one of a 
track, a sector, a logical volume and a logical offset into said 
?rst storage medium. 

33. A readable medium holding programmable electronic 
device readable instructions for executing a method to create 
a replica of selected data in a storage network, said method 
comprising the steps of: 

instructing a ?rst data replication facility at a ?rst pro 
grammable electronic device in said netWork to track 
changes to one or more areas of a ?rst storage device 
in communication With said ?rst programmable elec 
tronic device, Wherein the one or more areas corre 

spond to said selected data; 

instructing said ?rst data replication facility to generate 
said replica of said selected data based on said tracked 
changes to said one or more areas of said ?rst storage 

device; 
placing said replica of said selected data in a data struc 

ture; and 

forWarding said replica of said selected data in accordance 
With a communication protocol from said data structure 
to a second data replication facility at a second pro 
grammable electronic device in said storage netWork 
for storage of said replica on a second storage device in 
communication With said second programmable elec 
tronic device. 

34. The readable medium of claim 33, further comprising 
the step of, sending an instruction from said ?rst data 
replication facility at said ?rst programmable electronic 
device to said second data replication facility at said second 
programmable electronic device to initiate a process for 
receiving and storing said replica of said selected data. 

35. The readable medium of claim 33, further comprising 
the step of, halting said generation of said replica of said 
selected data until said replica held by said data structure is 
forWarded from said data structure to the second data 
replication facility at the second electronic device in said 
storage netWork. 

36. The readable medium of claim 33, further comprising 
the step of, packaging With said replica of said selected data 
information that identi?es a storage location for said replica 
of said selected data in said second storage device in 
communication With said second programmable electronic 
device. 

37. The readable medium of claim 33, further comprising 
the step of, identifying to said ?rst data replication facility 
at said ?rst programmable electronic device in said storage 
netWork said selected data held by said ?rst storage device 
in communication With said ?rst computer. 

38. The readable medium of claim 33, Wherein said data 
structure comprises a queue. 

39. The readable medium of claim 33, Wherein said ?rst 
programmable electronic device forWards said replica of 
said selected data from said data structure to said second 
data replication facility at said second programmable elec 
tronic device in a ?rst in ?rst out (FIFO) manner. 

40. The readable medium of claim 39, Wherein said ?rst 
programmable electronic device forWards said replica of 
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said selected data from said data structure to said second 
data replication facility at said second programmable elec 
tronic device in a synchronous manner. 

41. The readable medium of claim 39, Wherein said ?rst 
programmable electronic device forWards said replica of 
said related data from said data structure to said second data 
replication facility of said second programmable electronic 
device in an asynchronous manner. 

42. The readable medium of claim 33, Wherein said 
communication protocol comprises the Transmission Con 
trol Protocol/Internet Protocol (TCP/IP) protocol suite. 

43. The readable medium of claim 33, Wherein said ?rst 
programmable electronic device and said second program 
mable electronic device operate Without a volume manager 
facility. 

44. The readable medium of claim 33, Wherein said one 
or more areas of said ?rst storage device comprise one of a 
track, a sector, a logical volume and a logical offset into said 
?rst storage medium. 

45. A method for replicating data in a distributed netWork 
to update a remote storage device With data from a local 
storage device, said method comprising the steps of: 

instructing a ?rst data replication facility of a ?rst elec 
tronic device in said distributed netWork to track one or 
more locations of a local storage device that correspond 
to one or more identi?ed volumes; 

grouping each of said one or more identi?ed volumes into 
a group by said ?rst data replication facility; 

generating a replica of said group at said ?rst data 
replication facility; and 

asserting said replica in accordance With a communication 
protocol toWard a second replication facility of a sec 
ond electronic device in said distributed netWork to 
update said remote storage device. 

46. The method of claim 45, further comprising the step 
of, sending a command from said ?rst data replication 
facility to said second data replication facility of said second 
electronic device to initiate receipt of said replica. 

47. The method of claim 45, further comprising the step 
of, packaging With said replica information that indicates a 
storage location for each volume in said replica for storage 
on said remote storage device. 

48. The method of claim 45, further comprising the step 
of, sending from said second data replication facility to said 
?rst data replication facility an indication that said update to 
said remote storage device completed. 

49. The method of claim 45, further comprising the step 
of, Writing the replica to a local queue for temporary storage 
before said asserting of said replica in accordance With said 
communication protocol toWard said second replication 
facility of said second computer occurs. 

50. The method of claim 45, further comprising the step 
of, identifying to said ?rst data replication facility of said 
?rst electronic device in said distributed netWork said one or 
more volumes of said data for said replicating of data to 
update said remote storage device. 

51. The method of claim 47, Wherein said information 
comprises one of a volume name and a volume number. 


