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(57) ABSTRACT 

A method of storing information relating to the transmission 
of messages by an entity over a given time period comprises 
the step of 

creating a signature comprising a plurality of parameters 
related to the transmission of messages over that time 
period Wherein the parameters comprise at least one 
parameter related to the transmission of messages over 
a portion of the period and also related to the position 
of the portion in the period, to enable output data to be 
derived from the stored information. The signature may 
be updated by a Weighted averaging process With other 
more recent signatures. 

Application in fraud detection Where signature representing 
information in many call detail records from a particular 
subscriber is fed to a neural network. 
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FORMING A SIGNATURE OF PARAMETERS 
EXTRACTED FROM INFORMATION 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application is a continuation of US. applica 
tion Ser. No. 08/888,361, ?led on Jul. 3, 1997, the contents 
of Which are herein incorporated by reference. 

FIELD OF THE INVENTION 

[0002] This invention relates to methods of storing infor 
mation relating to the transmission of messages, to methods 
of deriving output data from information relating to the 
transmission of messages to corresponding systems, and to 
softWare in computer readable form for such systems and 
methods. 

BACKGROUND OF THE INVENTION 

[0003] Anomalies are any irregular or unexpected patterns 
Within a data set. The detection of anomalies is required in 
many situations in Which large amounts of time-variant data 
are available. For example, detection of telecommunications 
fraud, detection of credit card fraud, encryption key man 
agement systems and early problem identi?cation. 

[0004] One problem is that knoWn anomaly detectors and 
methods of anomaly detection are designed for used With 
only one such situation. They cannot easily be used in other 
situations. Each anomaly detection situation involves a 
speci?c type of data and speci?c sources and formats for that 
data. An anomaly detector designed for one situation Works 
speci?cally for a certain type, source and format of data and 
it is dif?cult to adapt the anomaly detector for use in another 
situation. KnoWn methods of adapting an anomaly detector 
for used in a neW situation have involved carrying out this 
adaptation manually. This is a lengthy and expensive task 
requiring specialist knoWledge not only of the technology 
involved in the anomaly detector but also of the application 
domains involved. The risk of errors being made is also 
high. 
[0005] Another problem is that a particular method of 
anomaly detection is often most suitable for one particular 
situation. This means that transfer of a particular anomaly 
detector to a neW situation may not be appropriate unless 
core elements of the anomaly detector method and/or appa 
ratus are adapted. This is particularly time consuming and 
expensive particularly as the development of a neW anomaly 
detector from scratch may often be necessary. 

[0006] One application for anomaly detection is the detec 
tion of telecommunications fraud. Telecommunications 
fraud is a multi-billion dollar problem around the World. 
Anticipated losses are in excess of $1 billion a year in the 
mobile market alone. For example, the Cellular Telecoms 
Industry Association estimate that in 1996 the cost to US 
carriers of mobile phone fraud alone is $1.6 million per day, 
projected to rise to $2.5 million per day by 1997. This makes 
telephone fraud an expensive operating cost for every tele 
phone service provider in the World. Because the telecom 
munications market is expanding rapidly the problem of 
telephone fraud is set to become larger. 

[0007] Most telephone operators have some defence 
against fraud already in place. These are risk limitation tools 
such as simple aggregation of call-attempts, credit checking 
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and tools to identify cloning, or tumbling. Cloning occurs 
Where the fraudster gains access to the netWork by emulating 
or copying the identi?cation code of a genuine telephone. 
This results in a multiple occurrence of the telephone unit. 
Tumbling occurs Where the fraudster emulates or copies the 
identi?cation codes of several different genuine telephone 
units. 

[0008] Methods have been developed to detect each of 
these particular types of fraud. HoWever, neW types of fraud 
are continually evolving and it is dif?cult for service pro 
viders to keep “one-step ahead” of the fraudsters. Also, the 
knoWn methods of detecting fraud are often based on simple 
strategies Which can easily be defeated by clever thieves 
Who realise What fraud-detection techniques are being used 
against them. 

[0009] A number of rule-based systems have been devel 
oped, hoWever, they have a series of limitations. It is noW 
being acknoWledged that each corporate and individual 
customer Will shoW different behaviour, and thus a simple 
set of rules is insuf?cient to adequately monitor netWork 
traffic. To adapt these rule-based systems to alloW each 
customer to have their oWn unique thresholds in not possible 
due to the sheer volumes of data involved. 

[0010] There are a number of dif?culties With identifying 
fraud, namely: 

[0011] Fraud is dynamic by nature; fraudulent behav 
iour Will change over time. 

[0012] The siZe of the problem area is vast, due to the 
number of users on a netWork, and the number of 
calls made. 

[0013] Rapid identi?cation of fraud is needed; losses 
from a given case of fraud tend to groW exponen 
tially. 

[0014] Some forms of fraud are particularly costly 
and should therefore be the subject of special atten 
tion e.g. international phone calls. 

[0015] Customer transparency; a customer should not 
see the fraud detection system in action. 

[0016] Another method of detecting telecommunications 
fraud involves using neural netWork technology. One prob 
lem With the use of neural netWorks to detect anomalies in 
a data set lies in pre-processing the information to input to 
the neural netWork. The input information needs to be 
represented in a Way Which captures the essential features of 
the information and emphasises these in a manner suitable 
for use by the neural netWork itself. The neural netWork 
needs to detect fraud ef?ciently Without Wasting time main 
taining and processing redundant information or simply 
detecting “noise” in the data. At the same time the neural 
netWork needs enough information to be able to detect many 
different types of fraud including types of fraud Which may 
evolve in the future. As Well as this the neural netWork 
should be provided With information in a Way that it is able 
to alloW for legitimate changes in behaviour and not identify 
these as potential frauds. 

[0017] A particular problem for any knoWn method of 
detecting fraud is that both static classi?cation and temporal 
prediction are required. That is, anomalous use has to be 
classi?ed as such, but only in relation to an emerging 



US 2003/0014377 A1 

temporal pattern. Over a period of time an individual phone 
Will generate a macroscopic pattern of use, in Which, for 
example, intercontinental calls may be rare; hoWever Within 
this overall pattern there Will inevitably be violations—on a 
particular day the phone may be used for several intercon 
tinental calls. Apattern of behaviour may only be anomalous 
relative to the historical pattern of behaviour. 

[0018] Another problem is that a particular type of infor 
mation to be analysed by a neural netWork is often in a 
variety of formats. For example, information about indi 
vidual telephone calls is typically contained in call detail 
records. The content and format of call detail records differs 
for different telecommunications systems and this makes it 
dif?cult for such information to be input directly to a neural 
netWork based system. 

[0019] Afurther problem is that once information has been 
provided for input to a neural netWork based system it is 
often not suitable for other purposes. For example, When a 
neural netWork system is being used to detect fraudsters 
much information about the behaviour of customers is 
prepared for input to the system. This information could also 
be used for marketing purposes to develop a much more 
detailed understanding of customer behaviour. HoWever, 
this is often not easy to effect because of the format of the 
data. 

[0020] One problem With knoWn methods of fraud detec 
tion is that they are often unable to cope adequately With 
natural changes in the input data. For example, a customer’s 
telephone call behaviour may change legitimately over time; 
the customer may travel abroad and make more long dis 
tance calls. This should not be detected as an anomaly and 
be classi?ed as a potential fraud. Because the telecommu 
nications market siZe is increasing, this is a particular 
problem for fraud detection in telecommunications. 

[0021] KnoWn methods of anomaly or fraud detection 
Which have used neural netWorks involve ?rst training the 
neural netWork With a training data set. Once the training 
phase is over the neural netWork is used to process telecoms 
data in order to identify fraud candidates. As the behaviour 
of customers evolves, neW data input to the neural netWork 
may be Widely different from the original training data set. 
In these circumstances the neural netWork may identify 
legitimate neW patterns in the data as anomalies. Similarly, 
real cases of fraud may go unidenti?ed. In this situation it is 
necessary to retrain the neural netWork using an updated 
training data set Which is updated to re?ect neW features of 
the data. 

[0022] Several problems arise as a result of this need for 
retraining. For example, a decision needs to be made about 
When to retrain. Typically this complex decision is made by 
the user Who requires specialist knoWledge not only about 
telecoms fraud but also about the neural netWork system. 
Because telecoms fraud is an on-going problem Which takes 
place 24 hours a day, 7 days a Week, it is often not possible 
for an expert user to be available. This means that the system 
may “under perform” for some time before retraining is 
initiated. 

[0023] Another problem is that the performance of the 
neural netWork system needs to be monitored in order to 
determine When the system is “under performing”. This can 
be a dif?cult and lengthy task Which takes up valuable time. 

Jan. 16, 2003 

[0024] Another problem is that the process of retraining is 
itself a lengthy and computationally expensive process. 
Whilst retraining is in progress it is not possible to use the 
neural netWork system to detect anomalies. This means that 
telecoms fraud may go undetected during the retraining 
phase. Also, the retraining process may take up valuable 
processing resources Which are required for other tasks. This 
is especially important in the ?eld of telecommunications 
Where it may be required to site the neural netWork system 
at a busy sWitch or node in the telecommuncations netWork. 

[0025] A further problem is that intervention and input 
from the user is typically required during the retraining 
process. This can be inconvenient When it is necessary to 
retrain quickly and also requires a trained user to be avail 
able. 

SUMMARY OF INVENTION 

[0026] It is accordingly an object of the present invention 
to provide an apparatus and method Which overcomes or at 
least mitigates one or more of the problems noted above. 

[0027] According to a ?rst aspect of the present invention, 
there is provided a method of storing information relating to 
the transmission of messages by an entity over a given time 
period comprising the step of 

[0028] creating a signature comprising a plurality of 
parameters related to the transmission of messages over 
that time period Wherein the parameters comprise at 
least one parameter related to the transmission of 
messages over a portion of the period and also related 
to the position of the portion in the period, to enable 
output data to be derived from the stored information. 
This provides the advantage that information about 
both a macroscopic pattern of behaviour over the Whole 
time period and a microscopic pattern of behaviour 
over part of the time period can be stored. Lengthy 
processing times for signature creation and storage are 
avoided and redundant information is kept to a mini 
mum. Advantageously, anomalies in the stored data can 
more easily be detected in relation to an emerging 
temporal pattern. A further advantage is that the stored 
data is available for other purposes, for example mar 
keting, forecasting and other types of planning. 

[0029] Preferably, the signature is created in one of a 
plurality of predetermined possible formats. This provides 
the advantage that the stored signatures are suitable for a 
variety of purposes. For example, the signature can be 
provided as inputs to a number of different neural netWork 
instantiations. 

[0030] Advantageously, the signature is processed using a 
predictive model such as a neural netWork, Which is dynami 
cally con?gured according to the format of the signature. 
This provides the advantage that the method can easily be 
reused in a variety of situations. For example, anomaly 
detection for detecting telecommunications fraud could be 
one situation and anomaly detection for detecting credit card 
fraud could be another situation. In these tWo cases the tasks 
vary in many respects; the input data is of a different type 
and Will be provided in different formats and from different 
sources. The method can be used in different situations such 
as these so that development times and costs are reduced and 
the likelihood of errors occurring in the method are reduced. 
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[0031] Preferably, the said con?guration step further com 
prises adjusting the topology of the neural netWork. This 
provides that advantage that the neural netWork topology 
can easily be adapted to best suit different situations in 
Which the method is used. Advantageously, the neural net 
Work topology is adapted to provided the best anomaly 
detection ability. 

[0032] According to a second aspect of the present inven 
tion, there is provided a method of deriving output data from 
information relating to the transmission of messages by an 
entity over time, comprising the steps of: 

[0033] creating a ?rst signature comprising a plural 
ity of parameters related to the transmission of mes 
sages over a predetermined ?rst time period; 

[0034] (ii) creating a second signature comprising a 
plurality of parameters related to the transmission of 
messages over a second period shorter than the ?rst and 
more recent than the ?rst; 

[0035] (iii) updating the ?rst signature by a Weighted 
averaging With the second signature; 

[0036] and (iv) deriving said output data using the 
signatures. 

[0037] This provides the advantage that the stored infor 
mation can be updated With more recent information in order 
that any emerging temporal patterns in the information can 
be alloWed for. 

[0038] Preferably, said step of updating the ?rst signature 
by a Weighted averaging With the second signature further 
comprises the steps of: 

[0039] determining a third signature comprising a 
plurality of parameters related to the transmission of 
messages over a third period shorter than the second 
and more recent than the second; and (ii) updating the 
second signature by a Weighted averaging With the third 
signature such that in use an up-to-date comparison of 
the second signature With the ?rst signature can be 
obtained. This provides an advantage When the ?rst and 
second signatures are provided as inputs to a process 
that requires ?rst and second signatures of a ?Xed 
format. Available information that cannot be incorpo 
rated into the ?rst signature can be incorporated into the 
second signature. 

[0040] Advantageously the method comprises the steps of: 

[0041] inputting a series of inputs to the neural 
netWork so as to obtain a series of corresponding 
outputs; 

[0042] (ii) inputting a set of target output values corre 
sponding to a subset of the outputs; 

[0043] (iii) generating a set of training data Which 
comprises information about the target output values; 

[0044] (iv) determining When a predetermined thresh 
old Which relates to the level of correspondence 
betWeen the output values and their respective target 
output values is reached; 

[0045] (v) automatically retraining the neural netWork 
using the set of training data. This provides the advan 
tage that it is not necessary for the user to make a 
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decision about When to retrain. This removes the need 
for an eXpert user to be available to maintain the system 
While it is in use. Also, the retraining process itself is 
automatic so that valuable operator time is not Wasted 
in performing a manual retrain. A further advantage, is 
that by making retraining automatic it is ensured that 
the outputs of the neural netWork are as accurate as 
possible. 

[0046] Advantageously the method comprises the steps of: 

[0047] inputting a series of inputs to the neural 
netWork so as to obtain a series of corresponding 
outputs; 

[0048] (ii) inputting a set of target output values corre 
sponding to a subset of the outputs; and 

[0049] (iii) comparing the output values With their 
respective target output values to produce a value 
indicative of the accuracy of the output values. This 
provides the advantage that a value is produced Which 
indicates the performance of the neural netWork Which 
is easy to interpret by a non-expert user. It is not 
necessary for a user Who has specialist knowledge 
about the neural netWork system to evaluate the per 
formance of the neural netWork manually. 

[0050] Advantageously, the method comprises the steps 
of: 

[0051] inputting a series of inputs to the ?rst neural 
netWork so as to obtain a series of corresponding 
outputs; 

[0052] (ii) inputting a set of target output values corre 
sponding to a subset of the outputs; 

[0053] (iii) generating a set of training data Which 
comprises information about the target output values; 

[0054] (iv) determining When a predetermined thresh 
old Which relates to the level of correspondence 
betWeen the output values and their respective target 
output values is reached; 

[0055] (v) When the predetermined threshold is reached, 
creating a second neural netWork of the same topology 
as the ?rst; 

[0056] and retraining the second neural netWork using 
said set of training data such that it is possible to 
continue processing the input data using the ?rst neural 
netWork Whilst the second neural netWork is being 
retrained. This provides the advantage that the ?rst 
neural netWork can be used to process the data Whilst 
the second neural netWork is being retrained. Also, the 
second neural netWork may be retrained using separate 
processing resources from those used by the ?rst neural 
netWork. For eXample, it is possible to train the second 
neural netWork at a quiet node in a communications 
netWork Whilst the ?rst neural netWork processes data 
at a busy node. 

[0057] Advantageously, if the neural netWork is imple 
mented using an object oriented programming language the 
objects can be converted into a form that can be stored, using 
a persistance mechanism. Once converted into data structure 
format the data structure can be moved betWeen processors 
Which may be nodes in a communications netWork for 




















































