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FIG. 4 
To : user@keitai.co.jp 
Subiect:Security Key of File 

“Secretdoc” 

Reply to this mail will 
start printing of 
Secured Job “Secretdoc” 

Key Code :AZXR293D 

FIG. 5 

To : lbp1@printer.co.jp 
SubjectzRe : Security Key of File “Secretdoc” 

> Reply to this mail will 
> start printing of 
> Secured Job “Secretdoc” 

> Key Code :AZXR293D 



Patent Application Publication 

HOST 

Jan. 9, 2003 Sheet 4 0f 6 

FIG. 6 

CELL PHONE 

PRINT JOB 

ACCESS TO 
HOME PAGE 

US 2003/0007172 A1 

64 ?INTERNET \ PRINTER 
63 
i INTERNET 

SERVER 

ACCESS TO 
HOME PAGE 

II 

\ 
61 LAN 



Patent Application Publication 

FIG. 7 

@ 

Jan. 9, 2003 Sheet 5 0f 6 US 2003/0007172 A1 

RECEIVE AND RETAIN 
PRINT JOB 

S701 

I 
ACCEPT ACCESS TO HOME 

S702 
5 

PAGE 

I 
ACCEPT PASSWORD ON 
HOME PAGE 

8703 
5 

YES 

S704 

PASSWORD OK ? 

PRINT 



Patent Application Publication Jan. 9, 2003 Sheet 6 0f 6 US 2003/0007172 A1 

FIG. 8 

Secured Job Print Menu 

Print Waiting Job 
aaa.d0c 
bbb.d0c 

Entering password will start 
printing| I 



US 2003/0007172 A1 

PRINTING APPARATUS, ITS CONTROL METHOD, 
PRINT SYSTEM, PROGRAM, AND MEMORY 

MEDIUM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The invention relates to a printing apparatus having 
What is called “Secured Print function” for permitting a 
printing process only to a speci?c user in order to assure 
security. The invention also relates to a control method for 
such a printing apparatus, a print system, a program, and a 
memory medium. 

[0003] 2. Related Background Art 

[0004] Hitherto, a printing apparatus having What is called 
“Secured Print function” for permitting a printing process 
only to a speci?c user in order to assure security has been 
knoWn. In such an apparatus, in order to authenticate the 
user, for eXample, a method of using a dedicated card 
(Secured card) at the time of instructing the start of printing, 
a method of entering a passWord from a panel of the 
apparatus, or the like is used. 

[0005] According to the above conventional printing 
apparatus, hoWever, in case of using the authenticating 
method by the dedicated card, there is a problem such that 
it is necessary to arrange a card reader at a position near the 
printing apparatus, or the like, so that a hardWare construc 
tion becomes complicated. Since it is necessary to prepare 
the dedicated card for everyone of a plurality of users, there 
is a problem such that large costs are necessary. 

[0006] In case of using the method of entering the pass 
Word on the panel, although it is necessary to enter numerals 
or alphabets, there is a problem such that an operability of 
the entering is loW on a simple panel in a cheap printing 
apparatus Without a keyboard or the like. Further, if there is 
a problem such that the user forgets the passWord, he cannot 
execute the printing. 

SUMMARY OF THE INVENTION 

[0007] The invention is made to solve the problems of the 
foregoing conventional techniques and it is an object of the 
invention to provide a printing apparatus, its control method, 
a print system, a program, and a memory medium, in Which 
printing can be performed by a simple hardWare construc 
tion While security is assured and the operability is main 
tained. 

[0008] To accomplish the above object, according to the 
invention, there is provided a printing apparatus Which is 
connected to a host computer via a netWork and can send and 
receive E-mail by using a mail server function, comprising: 
job receiving means for receiving a print job from the host 
computer; job retaining means for retaining the print job 
received by the job receiving means; mail generating means 
for generating transmission mail including a predetermined 
key code in correspondence to the print job retained by the 
job retaining means; mail sending means for sending the 
transmission mail generated by the mail generating means at 
a speci?c mail address by E-mail; mail receiving means for 
receiving reply mail to the transmission mail sent by the mail 
sending means; and permission/inhibition determining 
means for determining permission or inhibition of printing 
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of the print job retained by the job retaining means on the 
basis of the predetermined key code included in the trans 
mission mail sent by the mail sending means and a key code 
included in the reply mail received by the mail receiving 
means. 

[0009] In the construction disclosed above, if the prede 
termined key code included in the transmission mail sent by 
the mail sending means coincides With the key code 
included in the reply mail received by the mail receiving 
means, the permission/inhibition determining means permits 
the printing of the print job corresponding to the predeter 
mined key code. 

[0010] In the construction disclosed above, When the print 
job is received by the job receiving means, the speci?c mail 
address is designated on the host computer side. 

[0011] In the above construction, the printing apparatus 
further comprises registering means for preliminarily regis 
tering the speci?c mail address. 

[0012] In the above construction, the speci?c mail address 
is an address of a cell phone. 

[0013] In the above construction, the predetermined key 
code differs every print job and is set When the transmission 
mail is generated by the mail generating means. 

[0014] In the above construction, the predetermined key 
code differs every speci?c mail address and is set When the 
transmission mail is generated by the mail generating 
means. 

[0015] In the above construction, the mail server function 
is realiZed by either mail server means provided in the 
printing apparatus or a mail server apparatus connected to 
the netWork. 

[0016] To accomplish the above object, according to the 
invention, there is provided a printing apparatus Which is 
connected to a host computer via a netWork and can alloW 
a home page to be broWsed by using an Internet server 
function, comprising: job receiving means for receiving a 
print job from the host computer; passWord accepting means 
for accepting entering of a passWord on the home page; 
authenticating means for authenticating the passWord 
accepted by the passWord accepting means; and permitting 
means for permitting printing of the print job corresponding 
to the passWord authenticated by the authenticating means 
among the print jobs received by the job receiving means. 

[0017] In the above construction, the passWord differs 
every print job and, When the print job is received by the job 
receiving means, the passWord is designated on the host 
computer side. 

[0018] In the above construction, the printing apparatus 
further comprises registering means for preliminarily regis 
tering the passWord every user. 

[0019] In the above construction, the printing apparatus 
further comprises job retaining means for retaining the print 
job received by the job receiving means, and the passWord 
accepting means alloWs information for specifying the print 
job retained by the job retaining means to be displayed on 
the home page and accepts the passWord every print job. 

[0020] In the above construction, it is possible to access 
the home page from a cell phone via the Internet. 
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[0021] In the above construction, the home page has been 
stored in at least one of the printing apparatus and the host 
computer. 

[0022] In the above construction, the Internet server func 
tion is realized by either Internet server means provided in 
the printing apparatus or an Internet server apparatus con 
nected to the netWork. 

[0023] Other features and advantages of the present inven 
tion Will be apparent from the following description taken in 
conjunction With the accompanying draWings, in Which like 
reference characters designate the same or similar parts 
throughout the ?gures thereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] FIG. 1 is a block diagram shoWing a Whole con 
struction of a print system including a printing apparatus 
according to the ?rst embodiment of the invention; 

[0025] FIG. 2 is a block diagram shoWing an internal 
construction of a printer; 

[0026] FIG. 3 is a diagram shoWing a ?oWchart for a 
printing process in the embodiment; 

[0027] FIG. 4 is a diagram shoWing an eXample of E-mail 
With a key code Which is displayed on a cell phone side; 

[0028] FIG. 5 is a diagram shoWing contents of reply mail 
returned from the cell phone; 

[0029] FIG. 6 is a block diagram shoWing a Whole con 
struction of a print system including a printing apparatus 
according to the second embodiment of the invention; 

[0030] FIG. 7 is a diagram shoWing a ?oWchart for a 
printing process in the embodiment; and 

[0031] FIG. 8 is a diagram shoWing an eXample of a home 
page Which is displayed on a display of the cell phone. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0032] Embodiments of the invention Will noW be 
described hereinbeloW With reference to the draWings. 

First Embodiment 

[0033] In the embodiment, the start of printing of 
“Secured print” in Which only the speci?c user is permitted 
to execute a printing process for the purpose of assuring 
security is instructed by using E-mail. That is, the E-mail is 
used as a print key, thereby alloWing reply mail to the E-mail 
to be used as an instruction to start the printing. 

[0034] FIG. 1 is a block diagram shoWing a Whole con 
struction of a print system including a printing apparatus 
according to the ?rst embodiment of the invention. 

[0035] In the diagram, reference numeral 11 denotes an 
LAN implemented in an of?ce or the like of the user; 12 a 
host computer (also referred to as a host) Which is used by 
the user on the LAN 11; 13 a printer (printing apparatus) 
having a mail sending and receiving function and similarly 
connected to the LAN 11; 14 a mail server Which is provided 
on the LAN 11 and used for sending and receiving E-mail 
to/from the outside; and 15 a cell phone (terminal apparatus) 
Which the user (the invention is not limited to the user of the 
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host 12) possesses. It is possible that a number of host 
computers 12 With a similar construction eXist on the LAN 
11. 

[0036] FIG. 2 is a block diagram shoWing an internal 
construction of the printer 13. 

[0037] The printer 13 is constructed by connecting an 
RAM 22, an ROM 23, an LAN I/F (interface) 24 (job 
receiving means, a part of mail sending means, a part of mail 
receiving means), a display 25, an operation unit 26, a 
printer engine 27, and a memory unit 28 (job retaining 
means, registering means) to a CPU 21 (mail generating 
means, permission/inhibition determining means, a part of 
mail sending means, a part of mail receiving means) via a 
bus. 

[0038] The CPU 21 controls the Whole printer 13. The 
RAM 22 temporarily stores various data. A control program 
Which is eXecuted by the CPU 21 is stored into the ROM 23. 
The LAN I/F 24 is connected to the host 12 via the LAN 11 
and also connected to the mail server 14, thereby enabling 
the printer 13 to use an E-mail sending and receiving 
function of the mail server 14. The display 25 is constructed 
by an LCD or the like and displays various information. The 
operation unit 26 is used to input various instructions. The 
printer engine 27 eXecutes the printing. The memory unit 28 
is constructed by, for eXample, a hard disk and used to hold 
programs and various data. 

[0039] Although not shoWn, the mail server 14 has a CPU, 
an RAM, an ROM, a communication I/F (interface), a hard 
disk, a display, an entering unit, and the like and can send 
and receive E-mail. The cell phone 15 can send and receive 
E-mail to/from the mail server 14. 

[0040] FIG. 3 is a diagram shoWing a ?oWchart for the 
printing process in the embodiment. 

[0041] First, the printer 13 receives a “Secured Job” (print 
job Which is permitted only to the speci?c user for the 
purpose of assuring security (hereinafter, simply referred to 
as a “print job”)) Which is sent from the host 12 via the LAN 
11 and retains it into the memory unit 28 (step S301). 

[0042] Subsequently, in step S302, the printer 13 generates 
E-mail With a key code including a key code (KeyCode) 
corresponding to the received print job and sends the gen 
erated E-mail With the key code to the cell phone 15 via the 
mail server 14 through the LAN 11. 

[0043] In the embodiment, it is assumed that an E-mail 
address of the cell phone 15 on the sending destination side 
of the E-mail With the key code is designated by the user of 
the host 12 (hereinafter, simply referred to as a “host user”) 
When the print job is sent from the host 12. Therefore, the 
E-mail address of the cell phone 15 on the sending desti 
nation side can differ every print job Which is sent. In the 
embodiment, the key code is set every print job When the 
E-mail With the key code is generated on the printer 13 side. 

[0044] Subsequently, the E-mail With the key code is 
received on the cell phone 15 side and its contents are 
displayed on a display (not shoWn) of the cell phone 15 (step 
S303). 
[0045] FIG. 4 is a diagram shoWing an eXample of E-mail 
With a key code Which is displayed on the cell phone 15 side. 
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[0046] As shown in the diagram, a mail address of the user 
of the cell phone 15 (hereinafter, simply referred to as a “cell 
phone user”) is described in “To”. Information shoWing to 
Which print job the key (Key) corresponds is Written into 
“Subject”. A message shoWing that the printing is started by 
replying the mail has been described in the text (body). 
Lastly, the key code is described (in the diagram, the key 
code is “AZXR293D”). 

[0047] Returning to FIG. 3, in the cell phone 15 Which 
received the E-mail With the key code, if the user Wants to 
print, the reply mail to the E-mail With the key code is 
returned to the printer 13 (step S304). That is, if the cell 
phone user Wants to print, he operates the cell phone 15 and 
replies the E-mail With the key code. As Will be explained 
hereinlater, since the printing is performed by the printer 13, 
the cell phone user ordinarily goes to a place near the printer 
13 and executes the replying operation there, so that he can 
promptly obtain desired printed matter. 

[0048] Subsequently, the printer 13 receives the reply mail 
from the cell phone 15 (step S305) and discriminates 
Whether the key code included in the sent E-mail With the 
key code coincides With the key code included in the reply 
mail returned in correspondence to the E-mail or not (step 
S306). That is, When the reply mail is received, the printer 
13 automatically reads the key code in the reply mail and 
discriminates Whether the same key code as that included in 
the sent mail is included or not. 

[0049] FIG. 5 is a diagram shoWing contents of the reply 
mail returned from the cell phone 15. 

[0050] Although symbols such as “>” and the like are 
automatically inserted in the reply mail as shoWn in the 
diagram, the printer 13 side ignores them and reads a 
character string Written after “Key Code:” as a passWord. 
Therefore, the cell phone user needs to reply the mail as it 
is Without changing the contents of the E-mail With the key 
code (at least, the line of the key code must not be changed). 

[0051] It is also possible to alloW the key code to be 
included in “Subject”. In this case, although it is necessary 
that the contents in “Subject” are not changed, there Will be 
no problem even if the text is changed by the user. 

[0052] Returning to FIG. 3, if it is determined as a result 
of the discrimination in step S306 that the key code included 
in the E-mail With the key code coincides With the key code 
included in the reply mail, the printing of the corresponding 
print job among the retained print jobs, that is, the printing 
of the print job speci?ed by “Subject” here is started (step 
S307). Thus, the cell phone user of the cell phone 15 Which 
received the E-mail With the key code can alloW the printer 
13 to execute a printing process of the corresponding print 
job. On the other hand, if the key code included in the E-mail 
With the key code does not coincide With the key code 
included in the reply mail, the processing routine is ?nished 
Without printing. 

[0053] According to the embodiment, the apparatus is 
constructed in a manner such that the printer 13 can use the 
mail sending and receiving function of the mail server 14. 
When the print job is received, it is retained and the E-mail 
With the key code corresponding to such a job is sent to the 
cell phone 15. If the original key code is included in the 
reply mail, the execution of the retained print job is permit 
ted. That is, the start of the printing is instructed by using the 

Jan. 9, 2003 

cell phone Which the cell phone user possesses. Therefore, 
since there is no need to prepare neW hardWare for the 
purpose of performing the user authentication, costs for the 
hardWare are unnecessary. Since the cell phone user can 
instruct the start of the printing merely by replying the 
E-mail With the key code as it is, simple printing means With 
high operability can be provided to the user. Thus, the 
printing can be executed by the simple hardWare construc 
tion While security is assured and the operability is main 
tained. 

[0054] Since a condition that the different key code is used 
every print job is used as a prerequisite in the embodiment, 
for example, if the same host user sent ?ve print jobs, one 
E-mail With the key code is generated and sent every job and 
each key code included in the E-mail With the key code is 
different. Therefore, the cell phone user can execute the 
printing in desired order irrespective of the order of genera 
tion of the print jobs. 

[0055] The different key code can be also set every cell 
phone user (every address of the cell phone 15). That is, in 
case of the same cell phone user, the same key code is set 
With respect to any print job. Consequently, on cell phone 
user’s side, With respect to a plurality of print jobs in a 
Waiting state, the start of the printing can be instructed by 
one reply of the E-mail. It is suf?cient that the key code in 
this case is automatically set, for example, When the E-mail 
With the key code is generated. 

[0056] It has been described as a prerequisite in the 
embodiment that the condition that the reply mail is returned 
by using the mail address of the cell phone 15 Which 
received the E-mail With the key code. In the case Where the 
mail has been returned from a different mail address, the 
folloWing tWo kinds of measures Which can be taken by the 
printer 13 exist. 

[0057] According to one of the corresponding methods, 
the reply mail is ignored and the printing is not performed. 
That is, if the “To” address of the E-mail With the key code 
sent to the cell phone 15 of the user is not included in a 
“From” address of the reply mail, the printing is uniformly 
rejected. According to such a speci?cation, even if the key 
code is seen by the third party, the printing cannot be 
performed by other computer or cell phone. Therefore, there 
is an advantage such that security level can be enhanced. 

[0058] According to the other measure, Whether the print 
ing is started or not is discriminated merely by collating the 
key code irrespective of the “From” address of the reply 
mail. According to this method, for example, there is an 
advantage such that even if the cell phone 15 is outside of 
a service area When the user intends to print, it is possible to 
substitute another E-mail sending means existing at hand for 
such a cell phone 15. 

[0059] In the embodiment, each time the print job is sent, 
the mail address on the sending destination side of the 
E-mail With the key code is designated on the host 12 side 
and the E-mail is simultaneously sent. HoWever, the inven 
tion is not limited to such a construction but the mail address 
of the speci?c cell phone 15 can be also preliminarily 
registered into the printer 13. In this case, for example, it is 
suf?cient that When the mail address of the cell phone 15 is 
registered, information of the mail address is sent to the 
printer 13, stored into, for example, the memory unit 28 on 
the printer 13 side, and registered as a registration address. 
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If the host user coincides With the cell phone user in this 
instance, the registration address can be also registered in 
correspondence to the host 12 on a print job generating 
source side. 

[0060] Although the embodiment has been shoWn as an 
example in the case Where the sending destination side of the 
E-mail With the key code is the cell phone 15, an apparatus 
such as a host computer or the like can be also set to the 
destination. 

[0061] The number of sending destinations of the E-mail 
With the key code is not limited to one, but a plurality of cell 
phone users can be set to targets. In this case, it is desirable 
to construct the apparatus in a manner such that even if the 
printing is eXecuted by an instruction from a certain cell 
phone user, the print job is not deleted in the printer 13. It 
is also possible to use a construction such that the number of 
times of printing by each user is restricted or a construction 
such that the printing of a plurality of number of times is 
permitted. It is also possible to construct the apparatus in a 
manner such that a command to delete the print job from the 
printer 13 is prepared and the print job can be deleted via the 
cell phone 15. 

[0062] The embodiment has been described on the 
assumption that the host user and the cell phone user may be 
different persons. Therefore, if a partner to Whom the E-mail 
With the key code is sent is set a person other than the host 
user, it is convenient in the case Where the use Wants to hand 
printed matter although he does not Want to hand an original 
?le to the third party. On the other hand, if a partner to Whom 
the E-mail With the key code is sent is set to the cell phone 
15 of the host user himself, the E-mail With the key code can 
be printed and outputted in secrecy from the third party. 

[0063] Although the embodiment has been constructed in 
a manner such that the printer 13 can use the E-mail sending 
and receiving function of the mail server 14, the E-mail 
sending and receiving function can be also provided as mail 
server means in the printer 13, or it is also possible to 
construct the apparatus in a manner such that another 
apparatus (for eXample, host 12, mail server apparatus) is 
alloWed to play such a role and the printer 13 can use it. 

Second Embodiment 

[0064] Although the start of the printing of “Secured 
print” has been instructed by using the E-mail in the ?rst 
embodiment, in the second embodiment, the start of the 
printing is instructed by using the Internet, for eXample, by 
using an “i-mode” (registered trademark). 

[0065] FIG. 6 is a block diagram shoWing a Whole con 
struction of a print system including a printing apparatus 
according to the second embodiment of the invention. 

[0066] In the diagram, reference numeral 61 denotes an 
LAN implemented in an of?ce or the like of the user; 62 a 
host computer (also referred to as a host) Which is used by 
the user on the LAN 61; 63 a printer (printing apparatus) 
Which is similarly connected to the LAN 61, and has a URL 
and a home page therein; 64 an Internet server Which is 
connected to the LAN 61 and executes Internet communi 
cation With the outside; and 65 a cell phone (terminal 
apparatus) Which the user possesses. A number of hosts 62 
With a similar construction can eXist on the LAN 61. 
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[0067] Although not shoWn, the printer 63 is constructed 
fundamentally in the same manner as that of the printer 13. 
That is, the printer 63 is constructed by connecting an RAM 
72, an ROM 73, an LAN I/F (interface) 74 (job receiving 
means, a part of passWord accepting means), a display 75, an 
operation unit 76, a printer engine 77, and a memory unit 78 
(registering means, job retaining means) to a CPU 71 (a part 
of the passWord accepting means, authenticating means, 
permitting means) via a bus. The LAN UP 74 is connected 
to the host 62 via the LAN 61 and connected to the Internet 
server 64, thereby enabling the printer 63 to use an Internet 
communicating function of the Internet server 64. The home 
page is stored into, for eXample, the memory unit 78. 

[0068] Although not shoWn, the Internet server 64 has a 
CPU, an RAM, an ROM, a communication I/F (interface), 
a hard disk, a display, an entering unit, and the like and can 
make the Internet communication. The cell phone 65 is 
connected to the Internet server 64 in the i-mode and can 
broWse the home page stored in the printer 63. 

[0069] The second embodiment Will be described on the 
assumption that the user of the host 62 Which generates a 
print job coincides With the user of the cell phone 65 for 
instructing the start of the printing (hereinafter, each user is 
simply referred to as a “user” . 

[0070] FIG. 7 is a diagram shoWing a ?oWchart for a 
printing process in the embodiment. 

[0071] First, the printer 63 receives the print job Which is 
sent from the host 62 via the LAN 61 and retains it into the 
memory unit 78 (step S701). 

[0072] When the user Wants to print, he operates the cell 
phone 65 and accesses the home page in the printer 63 via 
the Internet server 64 by using an i-mode function. In 
response to it, the printer 63 accepts an access to the home 
page via the Internet server 64 to the cell phone 65 Which 
accessed (step S702) and accepts entering of a passWord on 
the home page (step S703). 

[0073] FIG. 8 is a diagram shoWing an eXample of a home 
page Which is displayed on the display of the cell phone 65. 

[0074] As shoWn in the diagram, all jobs in a print Waiting 
state are displayed on the home page. An entering position 
of the passWord is also provided. The user can enter the 
registered passWord to the entering position. The passWord 
has previously been registered in the printer 63 every user. 
Upon registration of the passWord, for eXample, a passWord 
registration menu is prepared on the home page and When 
the use of the “Secured print” function is started, the 
passWord is registered only once. For eXample, the passWord 
is stored into the memory unit 78. 

[0075] Returning to FIG. 7, subsequently, the printer 63 
discriminates Whether the passWord Written in the home 
page is correct or not by collating it With the registered 
passWord (step S704). As a result of the discrimination, if it 
is determined that the passWord Written in the home page is 
correct, the printing of the print job (all of the print Waiting 
jobs in the embodiment) corresponding to the user is started 
(step S705). If the passWord Written in the home page is 
incorrect, the present processing routine is ?nished Without 
printing. Also in this case, since the print job itself is not 
cancelled, if the correct passWord is entered from the home 
page, the printing is eXecuted. 
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[0076] According to the embodiment, in the case Where 
the print job is sent from the host 62 to the printer 63 and the 
printing is executed, he accesses the home page in the printer 
63 from the cell phone 65 and enters the password on the 
home page, so that execution of the print jobs in the print 
Waiting state is permitted. Therefore, an effect similar to that 
in the ?rst embodiment can be obtained. 

[0077] Contents of the home page are not limited to those 
shoWn as an example, but various formats are possible as a 
display format. For example, the jobs in the print Waiting 
state can be also displayed together With the user name. The 
invention is not limited to the construction such that all of 
the print Waiting jobs are executed by the entering of the 
passWord, but the invention can be also constructed in a 
manner such that after the passWord Was entered, all or a part 
of jobs of the user are displayed, and the print job Which the 
user Wants to execute the printing can be selected on the 
picture plane. In this case, the entering of the passWord does 
not become the instruction of the start of the printing but the 
print job selecting operation becomes the instruction of the 
start of the printing. 

[0078] Although the passWord has previously been regis 
tered, the passWord can be also set and registered every print 
job from a driver or the like of the printer 63 each time the 
print job is sent. In this case, it is also possible to construct 
the apparatus in a manner such that on the home page, the 
entering position of each passWord is displayed together 
With information (information to specify the print job) such 
as a title or the like for specifying each of the print Waiting 
print job groups, then a desired print job is selected and the 
passWord is accepted for the selected print job. In this Way, 
the passWord is accepted for each print job and the printing 
is executed. 

[0079] Although the embodiment has been shoWn With 
respect to the case Where the print job is sent and the entering 
of the passWord is accepted in the job retaining state, it is 
also possible to construct the apparatus in a manner such that 
the entering of the passWord is ?rst accepted, and When the 
print job corresponding to it is received later, the printing is 
immediately executed. 

[0080] Although the home page has been stored into the 
printer 63 and the access to the home page has been accepted 
by using the function of the Internet server 64, the Internet 
server means can be also provided in the printer 63, or it is 
also possible to construct the apparatus in a manner such that 
the host 62, another netWork server (Internet server appa 
ratus), or the like functions as a home page server. As an 
operation Which is executed in a case of the construction in 
Which the netWork server has the home page, When the user 
enters the passWord, permission of the start of the printing 
is given to the printer 63. 

[0081] As an operation Which is executed in a case of the 
construction in Which the host 62 has the home page server, 
there are the folloWing tWo kinds of operations. Either of 
them is selected and executed in accordance With timing for 
transferring the print job. First, if the print job is sent after 
the passWord Was entered, since the simple operation such 
that the printer merely prints the received print job is 
executed, a countermeasure regarding authentication is 
unnecessary on the printer side. In this case, an authentica 
tion-related process becomes a countermeasure closed on 

the host side. On the other hand, in the case Where, When the 
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print job is sent, the data is retained on the printer 63 side 
until the start of the printing, and the apparatus Waits for the 
entering of the passWord, the passWord is authenticated by 
the host 62. If it is authenticated, a print instruction is issued 
to the printer 63. The printer 63 receives such an instruction 
and, thereafter, executes the printing. 

[0082] The passWord can be made to be different every 
print job. In this case, it is sufficient to designate the 
passWord on the host 62 side When the print job is received. 

[0083] Although the embodiment has been shoWn as an 
example With respect to the case Where the home page in the 
printer 63 is accessed in the i-mode, the invention is not 
limited to such a case but can be also applied to any means 
Which is connected to the Internet. For example, an Internet 
connection service such as EZWeb (registered trademark) by 
another cell phone or the like can be used. 

[0084] Although the case of accessing from the cell phone 
65 has been shoWn as an example in the home page in the 
printer 63, the invention is not limited to such a case but, for 
example, the home page can be accessed from an apparatus 
such as a host computer or the like. 

[0085] Naturally, the object of the invention is accom 
plished by a method Whereby a memory medium in Which 
program codes of softWare for realiZing the functions of 
each of the embodiments mentioned above have been 
recorded is supplied to a printing apparatus, a computer (or 
a CPU or an MPU) of such an apparatus reads out the 
program codes stored in the memory medium and executes 
them. 

[0086] In this case, the program codes themselves read out 
from the memory medium realiZe the novel functions of the 
invention. The memory medium in Which the program codes 
have been stored constructs the invention. In the case Where 
the program codes are supplied via an electrical transmission 
medium or the like, the program codes themselves construct 
the invention. 

[0087] As a memory medium for supplying the program 
codes, for example, a ?oppy (registered trademark) disk, a 
hard disk, an optical disk, a magnetooptic disk, a CD-ROM, 
a CD-R, a magnetic tape, a non-volatile memory card, an 
ROM, or the like can be used. 

[0088] Naturally, the invention incorporates not only a 
case Where a computer executes the read-out program codes, 
so that the functions of the embodiments mentioned above 
are realiZed but also a case Where an OS or the like Which 
is operating on the computer executes a part or all of actual 
processes on the basis of instructions of the program codes, 
and the functions of the embodiments mentioned above are 
realiZed by those processes. 

[0089] Further, naturally, the invention incorporates a case 
Where the program codes read out from the memory medium 
are Written into a memory equipped for a function expanding 
board inserted into a computer or a function expanding unit 
connected to a computer and, thereafter, a CPU or the like 
provided for the function expanding board or function 
expanding unit executes a part or all of actual processes on 
the basis of instructions of the program codes, and the 
functions of the embodiments mentioned above are realiZed 
by those processes. 
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[0090] As many apparently Widely different embodiments 
of the present invention can be made Without departing from 
the spirit and scope thereof, it is to be understood that the 
invention is not limited to the speci?c embodiments thereof 
except as de?ned in the appended claims. 

[0091] As described above, according to the invention, the 
printing can be executed by the simple hardWare construc 
tion While security is assured and the operability is main 
tained. 

What is claimed is: 
1. A printing apparatus Which is connected to a host 

computer via a netWork and can send and receive E-mail by 
using a mail server function, comprising: 

job receiving means for receiving a print job from said 
host computer; 

job retaining means for retaining the print job received by 
said job receiving means; 

mail generating means for generating transmission mail 
including a predetermined key code in correspondence 
to the print job retained by said job retaining means; 

mail sending means for sending the transmission mail 
generated by said mail generating means at a speci?c 
mail address by E-mail; 

mail receiving means for receiving reply mail to the 
transmission mail sent by said mail sending means; and 

permission/inhibition determining means for determining 
permission or inhibition of printing of the print job 
retained by said job retaining means on the basis of the 
predetermined key code included in the transmission 
mail sent by said mail sending means and a key code 
included in the reply mail received by said mail receiv 
ing means. 

2. An apparatus according to claim 1, Wherein if said 
predetermined key code included in the transmission mail 
sent by said mail sending means coincides With the key code 
included in the reply mail received by said mail receiving 
means, said permission/inhibition determining means per 
mits the printing of the print job corresponding to said 
predetermined key code. 

3. An apparatus according to claim 1, Wherein When the 
print job is received by said job receiving means, said 
speci?c mail address is designated by said host computer 
side. 

4. An apparatus according to claim 1, further comprising 
registering means for previously registering said speci?c 
mail address. 

5. An apparatus according to claim 1, Wherein said 
speci?c mail address is an address of a cell phone. 

6. An apparatus according to claim 1, Wherein said 
predetermined key code differs every print job and is set 
When said transmission mail is generated by said mail 
generating means. 

7. An apparatus according to claim 1, Wherein said 
predetermined key code differs every said speci?c mail 
address and is set When said transmission mail is generated 
by said mail generating means. 

8. An apparatus according to claim 1, Wherein said mail 
server function is realiZed by either mail server means 
provided in said printing apparatus or a mail server appa 
ratus connected to said netWork. 
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9. A printing apparatus Which is connected to a host 
computer via a netWork and can alloW a home page to be 
broWsed by using an Internet server function, comprising: 

job receiving means for receiving a print job from said 
host computer; 

passWord accepting means for accepting entering of a 
passWord on said home page; 

authenticating means for authenticating the passWord 
accepted by said passWord accepting means; and 

permitting means for permitting printing of the print job 
corresponding to the passWord authenticated by said 
authenticating means among the print jobs received by 
said job receiving means. 

10. An apparatus according to claim 9, Wherein said 
passWord differs every print job and is designated on said 
host computer side When the print job is received by said job 
receiving means. 

11. An apparatus according to claim 9, further comprising 
registering means for previously registering said passWord 
every user. 

12. An apparatus according to claim 9, further comprising 
job retaining means for retaining the print job received by 
said job receiving means, and 

Wherein said passWord accepting means alloWs informa 
tion for specifying the print job retained by said job 
retaining means to be displayed on said home page and 
accepts said passWord every print job. 

13. An apparatus according to claim 9, Wherein it is 
possible to access said home page from a cell phone via the 
Internet. 

14. An apparatus according to claim 9, Wherein said home 
page has been stored in at least one of said printing apparatus 
and said host computer. 

15. An apparatus according to claim 9, Wherein said 
Internet server function is realiZed by either Internet server 
means provided in said printing apparatus or an Internet 
server apparatus connected to said netWork. 

16. A control method of a printing apparatus Which is 
connected to a host computer via a netWork and can send and 
receive E-mail by using a mail server function, comprising: 

a job receiving step of receiving a print job from said host 
computer; 

a job retaining step of retaining the print job received by 
said job receiving step into a memory unit; 

a mail generating step of generating transmission mail 
including a predetermined key code in correspondence 
to the print job retained by said job retaining step; 

a mail sending step of sending the transmission mail 
generated by said mail generating step at a speci?c mail 
address by E-mail; 

a mail receiving step of receiving reply mail to the 
transmission mail sent by said mail sending step; and 

a permission/inhibition determining step of determining 
permission or inhibition of printing of the print job 
retained by said job retaining step on the basis of the 
predetermined key code included in the transmission 
mail sent by said mail sending step and a key code 
included in the reply mail received by said mail receiv 
ing step. 
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17. A control method of a printing apparatus Which is 
connected to a host computer via a netWork and can allow 
a home page to be browsed by using an Internet server 
function, comprising: 

a job receiving step of receiving a print job from said host 
computer; 

a passWord accepting step of accepting entering of a 
passWord on said home page; 

an authenticating step of authenticating the passWord 
accepted by said passWord accepting step; and 

a permitting step of permitting printing of the print job 
corresponding to the passWord authenticated by said 
authenticating step among the print jobs received by 
said job receiving step. 

18. Aprogram for alloWing a computer to realiZe a control 
method of a printing apparatus Which is connected to a host 
computer via a netWork and can send and receive E-mail by 
using a mail server function, comprising: 

a job receiving step of receiving a print job from said host 
computer; 

a job retaining step of retaining the print job received by 
said job receiving step into a memory unit; 

a mail generating step of generating transmission mail 
including a predetermined key code in correspondence 
to the print job retained by said job retaining step; 

a mail sending step of sending the transmission mail 
generated by said mail generating step at a speci?c mail 
address by E-mail; 
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a mail receiving step of receiving reply mail to the 
transmission mail sent by said mail sending step; and 

a permission/inhibition determining step of determining 
permission or inhibition of printing of the print job 
retained by said job retaining step on the basis of the 
predetermined key code included in the transmission 
mail sent by said mail sending step and a key code 
included in the reply mail received by said mail receiv 
ing step. 

19. Aprogram for alloWing a computer to realiZe a control 

method of a printing apparatus Which is connected to a host 

computer via a netWork and can alloW a home page to be 

broWsed by using an Internet server function, comprising: 

a job receiving step of receiving a print job from said host 
computer; 

a passWord accepting step of accepting entering of a 
passWord on said home page; 

an authenticating step of authenticating the passWord 
accepted by said passWord accepting step; and 

a permitting step of permitting printing of the print job 
corresponding to the passWord authenticated by said 
authenticating step among the print jobs received by 
said job receiving step. 


