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(57) ABSTRACT 

Method and apparatus is provided for securely con?guring 
a programmable hardWare device from a remote source. The 
programmable hardWare device includes a plurality of pro 
grammable logic modules. A host receives con?guration 
information from the remote source, Where the con?guration 
information de?nes a function of the programmable logic 
modules. The host encrypts the con?guration information 
according to a cryptographic algorithm. The encrypted infor 
mation is transferred to a special download engine at the 
programmable hardWare device, Which decrypts the infor 
mation according to the same cryptographic algorithm. The 
programmable logic modules are thus con?gured by the 
decrypted con?guration information, Which has been 
securely downloaded from the remote source. 
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ENCRYPTED DOWNLOAD OF SRAM-BASED 
FPGAS 

REFERENCE TO PRIOR APPLICATION 

[0001] This application is a Continuation of US. applica 
tion Ser. No. 09/212,003 ?led Dec. 14, 1998, entitled 
“Encrypted Download of SRAM-Based FPGAS,” Which 
application is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to programmable hardWare 
devices and more particularly to an apparatus and method of 
securely con?guring programmable hardWare devices that 
are reprogrammed When poWered up. 

[0003] Programmable hardWare devices are general-pur 
pose, combinational or sequential digital components that 
can be programmed to perform a certain function. They are 
also referred to as programmable logic devices (PLDs) or 
programmable arrays, and part of their basic structure 
includes a matrix of programmable logic modules or 
sWitches that can be con?gured to implement a complex 
circuit that performs a certain function. The programmable 
logic modules can consist of nodes of fuses, antifuses, 
?oating-gate metal oxide semiconductor (MOS) transistors, 
random access memory (RAM) cells, or static RAM 
(SRAM) cells. 

[0004] Fuse and antifuse based programmable hardWare 
devices are physically programmed by having the fuse nodes 
“bloWn” into a permanently on or off state. Floating gate, or 
?ash, memory cells are nonvolatile and remain electrically 
programmed until erased. RAM based cells are volatile and 
must be electrically programmed each time the program 
mable hardWare device is poWered-up. Both ?ash and RAM 
based cells are programmed by providing to the program 
mable hardWare device a data stream of con?guration infor 
mation. The con?guration information de?nes a function 
that each programmable logic module Will perform, or 
collectively de?nes the combinational function of the pro 
grammable hardWare device. The con?guration information 
is usually highly sensitive and proprietary information. 

[0005] Programmable hardWare devices can generally be 
classi?ed according to one of tWo categories: one-time 
programmable; and reprogrammable. In the ?rst category, 
the programmable logic modules of the device are pro 
grammed once, usually Where the device is manufactured, 
such as With fuse and antifuse based devices. Such devices 
are permanently nonvolatile, meaning their con?guration 
can not be changed once the device is programmed. In the 
second category, the con?guration information is stored ?rst 
in an external source such as a memory. The con?guration 
information is doWnloaded into the device to con?gure the 
logic modules. To reprogram the device, an existing con 
?guration of the programmable logic blocks is deliberately 
erased and another con?guration is doWnloaded, such as 
With ?ash memory, or poWer is simply removed and another 
con?guration is doWnloaded upon poWer-up, such as With 
RAM. 

[0006] The present invention is directed to con?guring 
programmable hardWare devices of the second category. 
FIG. 1 shoWs a simpli?ed block diagram of a prior art 
system 100 for con?guring a reprogrammable hardWare 
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device 110 from an external host 1330 or other external 
memory source. The basic architecture of a programmable 
hardWare device 110 includes a matrix of programmable 
logic modules 120 surrounded by an addressable intercon 
nection netWork 135. Each logic module 120 may be any 
one of a variety of circuits capable of being programmed to 
implement all logic functions having one or more inputs. 
Such circuits include transistor-based registers, multiplex 
ers, or look-up tables. Often, they also contain sequential 
elements such as ?ip-?ops or latches. In gate array technol 
ogy, the interconnection pattern is de?ned by metalliZation 
layers applied over a programmable logic module pattern at 
the ?nal stage of manufacture. 

[0007] The interconnect netWork 135 is connected by 
input/output blocks (I/O) 145 to a con?guration engine 140 
that con?gures the logic modules 120 according to con?gu 
ration information, or a program, received from the host 1330 
via a communications channel 150. The con?guration 
engine contains a memory for storing the con?guration 
information, Which memory can be ?ash, such as erasable 
programmable read only memory (EPROM) and electrically 
erasable programmable ROM (EEPROM), or static RAM 
(SRAM). Host 1330 may be a memory, a processor linked to 
a memory, or connected to a memory in a data netWork such 
as the internet. An example of a programmable hardWare 
device as described above is described in greater detail in 
US. Pat. No. 5,744,980. 

[0008] One problem that arises is that the communications 
channel 150 betWeen the host 1330 or external memory 
source and the programmable hardWare device 110 is par 
ticularly vulnerable to monitoring by an outside “attacker”. 
By monitoring the doWnload process of transferring con 
?guration information from the host 150 to the program 
mable hardWare device 110, an undesirable entity could gain 
enough information to reconstruct a proprietary con?gura 
tion for their oWn applications. Accordingly, there is need for 
a system and method to securely doWnload con?guration 
information into a programmable hardWare device. 

SUMMARY OF THE INVENTION 

[0009] The present invention provides a method and appa 
ratus to securely con?gure a programmable hardWare device 
to inhibit copying of con?guration information Which 
de?nes a programmable function of the device. Secure 
con?guration of a programmable hardWare device is 
achieved in one embodiment of the invention by the steps of 
encrypting con?guration information according to a cryp 
tographic algorithm, transferring the encrypted con?gura 
tion information from a host to the programmable hardWare 
device, decrypting the con?guration information according 
to the same cryptographic algorithm, and con?guring a 
plurality of programmable logic modules in the program 
mable hardWare device according to the con?guration infor 
mation. 

[0010] In an alternate embodiment, the host receives the 
con?guration information from an external memory source 
in encrypted form. The host may then store the encrypted 
con?guration information for later transfer to the program 
mable hardWare device. In yet another embodiment, the host 
decrypts encrypted con?guration information received from 
an external memory source. The host then again encrypts the 
con?guration according to the same or a different crypto 
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graphic algorithm. The host transfers the again encrypted 
con?guration information to the programmable hardWare 
device. 

[0011] In yet another embodiment, the present invention 
provides a novel download engine for programmable hard 
Ware devices. The doWnload engine includes a data-in 
register having a communications channel for receiving 
encrypted con?guration information from the external host, 
a cryptographic engine, coupled to the data-in register and 
con?gured to decrypt the encrypted con?guration informa 
tion according to a cryptographic algorithm, and an interface 
coupled to the cryptographic engine, for transferring the 
decrypted con?guration information from the cryptographic 
engine to the programmable logic modules. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a simpli?ed block diagram of a prior art 
system for con?guring a programmable hardWare device. 

[0013] FIG. 2 is a simpli?ed block diagram of a system 
for securely con?guring a programmable hardWare device 
according to an embodiment of the present invention. 

[0014] FIG. 3 illustrates a doWnload engine in a program 
mable hardWare device according to an embodiment of the 
present invention. 

[0015] FIG. 4 illustrates a host processor for providing 
encrypted con?guration information to the programmable 
hardWare device. 

[0016] FIG. 5 is a ?oWchart of an embodiment of the 
present invention for securely con?guring a programmable 
hardWare device. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

[0017] The ?gures and the accompanying description 
beloW are examples of the preferred embodiment of the 
present invention and a feW variations. Aperson of ordinary 
skill in the art Will understand that many of the speci?c 
details of the embodiments shoWn here can be varied 
Without departing from the novelty of the invention. 

[0018] Referring noW to FIG. 2, there is shoWn a simpli 
?ed block diagram of one embodiment of a system 200 for 
securely con?guring a programmable hardWare device 110 
according to the present invention. Programmable hardWare 
device 110 has a doWnload engine 210 provided betWeen the 
communications channel 150 and the con?guration engine 
140 of the programmable hardWare device 110. Program 
mable hardWare devices presently available contain both 
mask programmable and ?eld programmable logic modules. 
In a preferred embodiment, doWnload engine 210 is imple 
mented in a mask programmable portion of a programmable 
hardWare device as an application speci?c integrated circuit 
(ASIC). 
[0019] FIG. 3 shoWs a more detailed vieW of an embodi 
ment of a doWnload engine 210 according to the present 
invention. As shoWn in FIG. 3, doWnload engine 210 
includes a data-in register 310, a cryptographic engine 330, 
and an interface 340. The data-in register 310 receives 
encrypted data from the host via communications channel 
150. Data-in register can be a RAM bank of any siZe. As 
data-in register 310 ?lls up With data, the data is passed to 
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a cryptographic engine 330. Cryptographic engine 330 
stores and executes a cryptographic algorithm such as Data 
Encryption Standard (DES) or 3DES, Which are Well knoWn 
cryptographic standards in the art. It should be understood 
that many other cryptographic algorithms and schemes can 
be used in place of DES or 3DES. The cryptographic engine 
330 executes the cryptographic algorithm to decrypt 
encrypted data passed on from data-in register 310. Coupled 
to the output of the cryptographic engine is an interface 340 
to the con?guration engine. Interface 340 stores the 
decrypted con?guration information into a format suitable 
for the con?guration engine 140 to receive and load into the 
programmable logic modules 120. 

[0020] In a preferred embodiment, the doWnload engine 
210 Will have a key store 320 consisting of nonvolatile or 
battery-backed memory that stores a cryptographic key. A 
cryptographic key is a secret value and is a function of the 
cryptographic algorithm utiliZed by the cryptographic 
engine 330. For the decryption operation to execute, the 
proper decryption key must be used. Therefore, the key 
represents the security of any cryptographic system, and for 
the present invention it is preferably stored in a memory 
separate and apart from the cryptographic engine but Within 
the same security envelope or secured geographical area. It 
should also be evident to one skilled in the art that the key 
store 320 could be external to the doWnload engine 210 and 
coupled to the doWnload engine by another communications 
channel. In yet another embodiment of the present invention, 
the doWnload engine 210 may execute a key exchange With 
Whichever cryptographic engine encrypted the con?guration 
information. For example, key store 320 may be imple 
mented in a public key algorithm Where the key is passed to 
key store 320 by a public key exchange. 

[0021] In some architectures, it may be desirable to con 
trol the timing and command of the data-in register, the 
cryptographic engine, and the interface. FIG. 3 shoWs a state 
machine controller 350 coupled to data-in register 310, the 
cryptographic engine 330, and the interface 340 to provide 
timing and control commands and signals. State machine 
controller 350 may also be in communication With the host 
via data channel 155 for exchanging command, timing and 
synchroniZation signals such as interrupts. 

[0022] FIG. 4 illustrates a host according to one embodi 
ment of the present invention. Host 130 receives con?gu 
ration information from an external memory source, Which 
can include a remote memory in a computer Workstation, or 
part of a netWork such as the internet or a local area netWork 

(LAN). Host 130 includes a ?rst memory 410, a crypto 
graphic engine 420 preferably coupled to a separate key 
store 430, and a second memory 440 coupled betWeen the 
output of cryptographic engine 420 and the communication 
channel 150. 

[0023] The con?guration information received by ?rst 
memory 410 may be either encrypted or unencrypted. 
Encrypted information is knoWn as cyphertext non-en 
crypted information is knoWn as plaintext. If ?rst memory 
410 receives the con?guration information as cyphertext, it 
Will either pass it on to second memory 440 Without further 
cryptographic processing, or pass it on to cryptographic 
engine 420 for decryption and reencryption. Decryption Will 
be accomplished according to the cryptographic algorithm 
and key employed by the external memory source to encrypt 
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the con?guration information. Encryption may be accom 
plished using the same algorithm or a different algorithm, or 
using a different cryptographic key. If ?rst memory 410 
receives the con?guration information as plaintext, memory 
410 passes it on to cryptographic engine 420 for encryption. 
In any case, second memory 440 is adapted to receive, store, 
and transfer encrypted, or cyphertext, con?guration infor 
mation. It may also be desirable for the host 130 to include 
a controller 450 to control the command and timing of the 
memories and cryptographic engine. Controller 450 can 
include a communications channel 455 to communicate 
command interrupts and synchroniZation signals to the 
doWnload engine. 

[0024] FIG. 5 shoWs a ?oWchart 500 of an embodiment of 
the present invention. At step 510, con?guration informa 
tion, de?ning a con?guration for a target programmable 
hardWare device, is transmitted to a host from an external 
source. The external source may be another host, a ROM, a 
disk, or main memory in a computer. The external source 
may also be a netWork on Which the con?guration informa 
tion is stored in Whole or parts. It should be recogniZed that 
the host may access the con?guration information from the 
external source, or the external source may provide the 
con?guration information to the host. 

[0025] Upon being transmitted to the host, the host Will 
determine if the con?guration information received is 
encrypted, at step 515. If it is not, at step 520 the host Will 
encrypt the con?guration information according to any 
industry standard or accepted cryptographic algorithm, such 
as DES, 3DES, or RC4, for example. If the con?guration 
information is encrypted, at step 525 the host Will either 
decrypt it or store it at step 535 for passing on to the 
programmable hardWare device. The host may decrypt the 
con?guration information if it receives the con?guration 
information encrypted according to one encryption algo 
rithm, perhaps as part of a netWork transfer protocol such as 
IPSEC, and it is instructed to transfer the con?guration 
information to the programmable hardWare device accord 
ing to a second algorithm, such as any other industry 
standard algorithm. After decryption, the host Will again 
encrypt the con?guration information at step 530 and then 
store it at step 535. 

[0026] A person of ordinary skill in the art Would recog 
niZe that steps 510-535 may also be performed as a manu 
facturing step if, for example, the host Were to be simply a 
memory such as a programmable read-only memory 
(PROM). The PROM Would be programmed, or burned in, 
With the con?guration information during manufacturing of 
the PROM circuit boards. 
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[0027] Once stored, the encrypted con?guration informa 
tion is transferred to the programmable hardWare device at 
step 540. Again, the transfer may be initiated by either the 
host or the programmable hardWare device. The program 
mable hardWare device Will decrypt the encrypted con?gu 
ration information at step 545. At step 550, the program 
mable logic modules Will be con?gured according to the 
con?guration information, to implement the desired logic or 
functionality. 
[0028] In summary, the preferred embodiments described 
above alloW for a neW method of doWnloading con?guration 
information to a programmable hardWare device. The meth 
ods and apparatus in support of those methods alloW for 
secure doWnloading of con?guration information Where the 
con?guration information is provided to the programmable 
hardWare device in encrypted form and decrypted at the 
device according to a cryptographic algorithm. This alloWs 
for securely con?guring any types of reprogrammable hard 
Ware logic devices from a remote con?guration source. 

[0029] The above description is illustrative and not restric 
tive. Many variations of the invention Will become apparent 
to those of skill in the art upon revieW of this disclosure. The 
scope of the invention should, therefore, be determined not 
With reference to the above description, but instead should 
be determined With reference to the appended claims along 
With their full scope of equivalents. 

What is claimed is: 

1. A method of securely con?guring a programmable 
hardWare device from a host, Wherein the programmable 
hardWare device includes a plurality of programmable logic 
modules, and the host contains con?guration information 
de?ning a function of the programmable logic modules, the 
method comprising the steps of. encrypting con?guration 
information according to a cryptographic 

algorithm; 

transferring the encrypted con?guration information from 
the host to the programmable hardWare device; 

decrypting the con?guration information according to the 
same cryptographic algorithm; and 

con?guring the programmable logic modules in the pro 
grammable hardWare device according to the decrypted 
con?guration information. 


