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(57) ABSTRACT 

Methods and apparatuses for synchronizing the exchange of 
cryptography information between kernel drivers. A high 
level application in an electronic system passes a pointer to 
a base driver. The pointer is a unique identi?er for cryptog 
raphy information, such as a Security Association (SA), that 
the base driver uses to populate a cryptography inforrnation 
table for performing cryptography operations on secure 
traffic data packets. If the network interface device and/or its 
associated driver are reset, the pointer is used to repopulate 
the cryptography inforrnation table With speci?c cryptogra 
phy information needed to perform cryptography operations 
on the data packets. 
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SYNCHRONIZING THE EXCHANGE OF 
CRYPTOGRAPHY INFORMATION BETWEEN 

KERNEL DRIVERS 

FIELD OF THE INVENTION 

[0001] The invention relates to processing of cryptogra 
phy information. More speci?cally, the invention relates to 
techniques for passing security association information 
betWeen kernel drivers. 

BACKGROUND OF THE INVENTION 

[0002] Data transferred over a netWork can be encrypted 
to protect its con?dentiality and integrity. Because many 
different encryption methods are used, data packets contain 
an index into a table of structures containing cryptography 
(crypto) information necessary to indicate to the receiving 
system hoW to decrypt the data. The crypto information can 
be contained in a data structure called a security association 
(SA). NetWork interface devices in the transmitting and 
receiving systems perform crypto operations (e.g., encryp 
tion, decryption, authentication) on the data packets based 
on the crypto information in the SA. 

[0003] A device driver directs hoW the netWork interface 
devices Will perform crypto operations. The device driver 
stores in system memory a table of crypto information 
necessary for the netWork interface devices to perform 
crypto operations on data packets. The information may also 
be stored in tables on the devices. These tables can include, 
for example, unique identi?ers for the cryptography data 
structures, cryptography keys, source addresses, destination 
addresses, netWork protocol types, and other information 
related to crypto operations. 

[0004] One technique for populating a table of crypto 
information is for a high level application such as an 
operating system (OS) to control the process. With this 
technique, the high level application is responsible for 
maintaining consistency of the security state betWeen the 
upper system layers (e.g., OS, high level applications) and 
the loWer system layers (e.g., base drivers, hardWare 
devices) that perform crypto operations. The high level 
application manages a unique handle that the driver creates 
for each data structure of crypto information Which is passed 
to the intermediate security layer and/or base driver. All 
operations on data packets by the intermediate security layer 
driver and/or netWork interface device drivers and/or net 
Work interface devices references crypto information With 
the handle. If, for some reason, the netWork interface device 
and/or its associated driver is reset, the data in the crypto 
information tables is lost and the handles must be discarded. 
The high level application is then responsible for passing the 
crypto information to the base driver again so that it can 
repopulate the crypto information tables. 

[0005] Some operating systems, for example, WindoWs® 
2000 and Windows@ XP, both available from Microsoft 
Corporation, guarantee that the crypto information tables are 
populated. Thus, if a netWork interface device and/or its 
associated device driver is reset, the operating system Will 
pass the crypto information to the base drivers in order to 
alloW the repopulation of the tables contained by the net 
Work interface device and/or its associated driver. One 
shortfall of such a technique is an inef?cient use of resources 
because the entire table is repopulated, even though some of 
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the information may not be used in the future. Another 
shortfall occurs With dynamic installation or removal of a 
netWork interface device; crypto information can be lost, or 
a device may be unable to acquire the proper security state. 
Another shortfall is that attempts to store crypto information 
in a netWork interface device and its associated driver during 
reset often fails, Which requires repeated tries to store the 
information and/or failure to store the information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] The invention is illustrated by Way of example, and 
not by Way of limitation, in the ?gures of the accompanying 
draWings in Which like reference numerals refer to similar 
elements. 

[0007] FIG. 1 is one embodiment of a block diagram of an 
electronic system. 

[0008] FIG. 2 is one embodiment of a block diagram of an 
electronic system coupled to a netWork through a netWork 
interface. 

[0009] FIG. 3 is one embodiment of a block diagram of an 
intermediate driver agent. 

[0010] FIG. 4 is one embodiment of a block diagram of a 
base driver agent. 

[0011] FIG. 5 is one embodiment of a block diagram of a 
data packet. 

[0012] FIG. 6 is one embodiment of a How diagram for 
transmission of a data packet from an electronic system 
implementing a layered security driver. 

[0013] FIG. 7 is one embodiment of a How diagram for 
reception of a data packet by an electronic system imple 
menting a layered security driver. 

DETAILED DESCRIPTION 

[0014] Methods and apparatuses for passing cryptography 
information betWeen kernel drivers are described. In the 
folloWing description, for purposes of explanation, numer 
ous speci?c details are set forth in order to provide a 
thorough understanding of the invention. It Will be apparent, 
hoWever, to one skilled in the art that the invention can be 
practiced Without these speci?c details. In other instances, 
structures and devices are shoWn in block diagram form in 
order to avoid obscuring the invention. 

[0015] Reference in the speci?cation to “one embodi 
ment” or “an embodiment” means that a particular feature, 
structure or characteristic described in connection With the 
embodiment is included in at least one embodiment of the 
present invention. Thus, the appearances of the phrase “in 
one embodiment” appearing in various places throughout 
the speci?cation are not necessarily all referring to the same 
embodiment. LikeWise, the appearances of the phrase “in 
another embodiment,” or “in an alternate embodiment” 
appearing in various places throughout the speci?cation are 
not all necessarily all referring to the same embodiment. 

[0016] Brie?y, techniques for passing cryptography 
(crypto) information, such as Security Associations (SAs), 
necessary to perform crypto operations (e.g., encryption, 
decryption, authentication) on secure traf?c data packets 
betWeen kernel drivers are described. For example, a Secu 
rity Association (SA) is a data structure of crypto informa 
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tion used in the Internet Protocol (IP) Security (Ipsec) 
standard, IP Security Internet Engineering Task Force 
(IETF) Request for Comments (RFC) 2401, published 
November 1998, that is passed betWeen layers of an elec 
tronic system implementing IPsec. A pointer to the crypto 
information is created and passed to a base driver. The base 
driver uses the pointer to populate a crypto information table 
to enable a netWork interface device to perform crypto 
operations on the data packets. In one embodiment, if the 
netWork interface device and/or its associated driver are 
reset, the pointer is used to repopulate the crypto information 
table as needed With the speci?c data structures of crypto 
information needed to perform crypto operations on the data 
packets. 
[0017] Security status information is indicated from a base 
driver to an intermediate driver. The intermediate driver uses 
the security status information to determine Whether pro 
cessing should be performed on the packet. In one embodi 
ment, the security status information indicates that crypto 
information necessary to process a data packet Was missing. 
In one embodiment, the intermediate driver then passes the 
missing crypto information to the base driver. 

[0018] FIG. 1 is one embodiment of an electronic system. 
Electronic system 100 may be, for example, a computer, a 
Personal Digital Assistant (PDA), a set top box, or any other 
electronic system. System 100 includes bus 101 or other 
communication device to communicate information, and 
processor 102 coupled With bus 101 to process information 
and to execute instructions. System 100 further includes 
memory 103, coupled to bus 101 to store information and 
instructions to be executed by processor 102. Memory 103 
may also be used to store temporary variables or other 
intermediate information during execution of instructions by 
processor 102. Memory 103 may include random access 
memory (RAM), read-only memory (ROM), ?ash, or other 
static or dynamic storage media. 

[0019] User interfaces 104 are coupled to bus 101 too 
alloW interaction With a user. User interfaces 104 can be, for 
example, input devices (e.g., mouse, keyboard, touchpad, 
etc.) and/or output devices (e.g., cathode ray tube (CRT) 
monitor, liquid crystal display (LCD), etc.). Mass storage 
105 can be coupled to system 100 to provide instructions to 
memory 103. Mass storage 105 can be, for example, a 
magnetic disk or optical disc and its corresponding drive, a 
memory card, or another device capable of storing machine 
readable instructions. NetWork interfaces 106 can be 
coupled to bus 101 to enable system 100 to communicate 
With other electronic systems via a netWork. 

[0020] Driver agent 107 maybe coupled to system 100 to 
perform driver features in hardWare. Driver agent 107 may 
be an Application Speci?c Integrated Circuit (ASIC), a 
special function controller or processor, a Field Program 
mable Gate Array (FPGA), or other hardWare device to 
perform the functions of a driver. Driver agent 107 is not a 
necessary part of system 100. In one embodiment, system 
100 may contain a driver agent that provides system control 
over netWork interfaces 106, for example, a NetWork Inter 
face Card (NIC) driver controlling a NIC. 

[0021] NetWork interfaces 106 couples electronic system 
100 to other electronic systems over a netWork. In one 
embodiment, non-secure traf?c streams are transmitted and/ 
or received by system 100 through netWork interfaces 106. 
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Similarly, secure traf?c streams can be transmitted and/or 
received by system 100 through netWork interfaces 106. 
Transmitting secure traf?c streams requires that crypto 
operations be performed on data packets to authenticate 
and/or encrypt data before being transmitted. Receiving 
secure traf?c streams requires that crypto operations be 
performed on data packets to authenticate and/or decrypt 
data after being received. The crypto operations can be 
performed by netWork interfaces 106. For example, a driver 
agent can direct netWork interfaces 106 decrypt a received 
data packet. The driver agent can be driver agent 107 or a 
softWare driver agent incorporated from a series of machine 
readable instructions stored Within memory 103. 

[0022] Instructions can be provided to memory 103 from 
a storage device, such as magnetic disk, CD-ROM, DVD, 
via a remote connection (e.g., over a netWork), etc. In 
alternative embodiments, hard-Wired circuitry can be used in 
place of or in combination With softWare instructions to 
enable system 100 to transfer crypto information from an 
intermediate driver agent to a base driver agent as described 
beloW. Thus, the electronic system depicted above is not 
limited to any speci?c combination of hardWare circuitry 
and softWare structure. 

[0023] Instructions can be provided to memory 103 from 
a form of machine-accessible medium. A machine-acces 
sible medium includes any mechanism that provides (i.e., 
stores and/or transmits) information in a form readable by a 
machine (e.g., a computer). For example, a machine-acces 
sible medium includes read only memory (ROM); random 
access memory (RAM); magnetic disk storage media; opti 
cal storage media; ?ash memory devices; electrical, optical, 
acoustical or other form of propagated signals (e.g., carrier 
Waves, infrared signals, digital signals); etc. 

[0024] FIG. 2 is one embodiment of a block diagram of an 
electronic system coupled to a netWork through a netWork 
interface. In one embodiment, NetWork Interface (NI) 210 is 
a communication interface that enables system 200 to com 
municate to other electronic systems coupled to netWork 
220. For example, NI 210 can be a NIC. In one embodiment, 
data packets are received from netWork 220 into NI 210. 
Similarly, data packets can be transmitted to netWork 220 
from NI 210. In one embodiment, cache 211 contains a table 
of crypto information necessary to perform crypto opera 
tions on the packets. For example, NI 210 can use data 
stored in cache 211 to decrypt a packet after it receives the 
packet. 

[0025] Memory 103 contains operating system (OS) 231 
Which directs operations of system 200. In one embodiment, 
OS 231 is the highest layer of control of system 200. 
Intermediate driver agent 233 and base driver agent 235 are 
loWer layers of system control. In one embodiment, OS 231 
delivers crypto information to intermediate driver agent 233. 
In another embodiment, applications 232 can contain agents 
of a higher layer of control than intermediate driver agent 
233 and deliver crypto information to intermediate driver 
agent 233. Applications 232 can also contain other programs 
(e.g., Word processor(s), electronic mail (e-mail) programs). 

[0026] Although referred to herein as delivering and/or 
passing crypto information betWeen an intermediate driver 
agent and a base driver agent, delivering and/or passing 
crypto information as described can be practiced by other 
system layers. For example, an OS may deliver crypto 
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information to a base driver agent. In another example, a 
base driver agent may pass information to a high level 
application. In general, system layers applications and/or 
system elements that control the How of operations in an 
electronic system, from a loW level layer, such as netWork 
hardWare, to a high level layer, such as an OS. 

[0027] In one embodiment, memory 103 contains security 
association tables 233 and 236, Which are data structures of 
SAs. Memory 103 may contain other tables of crypto 
information like SA table 234 and SA table 236, Which are 
examples of tables of crypto information. Memory 103 can 
also contain intermediate driver agent 233 and/or base driver 
agent 235. In one embodiment, intermediate driver agent 
233 creates pointers to crypto information in SA table 234. 
In one embodiment, intermediate driver agent 233 creates 
handles for the crypto information data structures that are 
unique identi?ers for the SAs. The pointers can be used to 
access the data structures of crypto information, including 
the unique identi?ers. Intermediate driver agent 233 passes 
the pointers to base driver agent 235. For example, a packet 
created for transmission by the upper system layers is passed 
by intermediate driver agent 233 to base driver agent 235 
With a pointer to the memory location of the SA associated 
With the data packet. Base driver agent 235 can then use the 
pointer access the crypto information in SA table 234. 

[0028] Base driver agent 235 maintains SA table 236 for 
directing the processing of secure traf?c data streams. In one 
embodiment, base driver agent 235 uses the pointer to 
populate SA table 236. For example, base driver agent 235 
uses the pointer to access SA table 234 to repopulate SA 
table 236 With SAs if the information in the table is lost. For 
example, the data in SA table 236 is lost if NI 210 is reset. 
In one embodiment, base driver agent 235 uses the pointer 
to populate cache 211 if the data in cache 211 is lost, such 
as if NI 210 or its associated base driver agent is reset. 

[0029] In one embodiment, base driver agent 235 uses the 
pointer to obtain crypto information from SA table 234 if the 
data necessary to perform crypto operations on a data packet 
is missing from SA table 236. For example, an NI device 
may be dynamically added to system 200 Whose base driver 
agent may be unable to acquire the proper security state. In 
another example, an NI device may be dynamically removed 
from system 200. In another example, a base driver agent 
may be dynamically removed from system 200. If the 
information necessary to process data packets from secure 
traf?c streams is not found in SA table 236, the information 
can be obtained With the pointer. 

[0030] In one embodiment, base driver agent 235 uses the 
pointer associated With a packet to access crypto information 
necessary to perform crypto operations on data packets from 
SA table 234 if adding a data structure of crypto information 
to SA table 236 fails. For example, in an IPsec implemen 
tation, adding SAs during reset often fails. Tracking When a 
netWork interface device or its associated driver is ready to 
receive the data structures of crypto information is dif?cult. 
In prior art, if the data in SA table 236 is lost, missing, or 
unable to be added, the NI device Will be unable to process 
data packets. 

[0031] FIG. 3 is one embodiment of a block diagram of an 
intermediate driver agent. Control logic 310 directs the How 
of operation of driver agent 300. In one embodiment, control 
logic 310 is a series of softWare instructions to perform logic 
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operations. In another embodiment, control logic 310 can be 
implemented by hardWare control logic, or a combination of 
hardWare-based control logic and softWare instructions. 

[0032] System interfaces 340 provide a communications 
interface betWeen intermediate driver agent 300 and an 
electronic system. For example, intermediate driver agent 
300 can be part of a computer system and system interfaces 
340 provide a communications interface betWeen interme 
diate driver agent 300 and the computer system via a system 
bus. Thus, control logic 310 can receive a series of instruc 
tions from application softWare external to intermediate 
driver agent 300. 

[0033] Intermediate driver agent 300 is not limited to 
being local to an electronic system. For example, system 
interfaces 340 may provide a communications interface 
betWeen intermediate driver agent 300 and an electronic 
system through a netWork. In one embodiment, intermediate 
driver agent 300 may contain applications 320 to provide 
internal instructions to control logic 310. Applications 320 
are not necessary to the function of intermediate driver agent 
300. 

[0034] Packet classi?cation feature 351 enables interme 
diate driver agent 300 to match a data packet With its 
corresponding crypto information from a table of crypto 
information so that the data packet can be processed cor 
rectly. For example, packet classi?cation feature 351 can 
enable intermediate driver agent 300 to direct a base driver 
agent Which SA to use to encrypt a data packet prior to 
transmission of the data packet. 

[0035] Packet transfer feature 352 enables intermediate 
driver agent 300 to transfer data packets to/from other 
system layers. For example, intermediate driver agent driver 
agent 300 can pass a data packet to be transmitted to a base 
driver agent. In another example, a high-level system layer 
such as an OS can create a data packet for transmission and 
pass the packet doWn to intermediate driver agent 300. 
Similarly, a base driver agent can pass a packet of ingress 
data up to intermediate driver agent 300. 

[0036] Pointer feature 353 enables driver agent 300 to 
create a pointer to memory location of crypto information. 
For example, pointer feature 353 enables intermediate driver 
agent 300 to create a pointer to the memory location of 
crypto information, such as data in an SA table. The pointer 
can be passed to a base driver agent and used to access a 
unique identi?er for the crypto information stored With the 
information in a crypto information table. The base driver 
agent can then use the pointer to access crypto information 
necessary to perform crypto operations on data packets. 

[0037] Packet classi?cation feature 351, packet transfer 
feature 352, and pointer feature 353 can exist independently 
of and/or be external to intermediate driver agent 300. Thus, 
driver engine 350 may exist as a more complex or less 
complex embodiment, containing some, all, or additional 
features to those represented in FIG. 3. In one embodiment, 
intermediate driver agent 300 is part of a layered security 
driver. For example, intermediate driver agent 300 can be an 
Advanced NetWorking Services (ANS) driver as part of a 
Bump In The Stack (BITS) or Bump In The Wire (BITW) 
layered security driver implementation. On transmit, a 
Transmission Control Protocol/Internet Protocol (TCP/IP) 
stack may pass a data packet to an ANS driver, Which then 



US 2003/0005279 A1 

classi?es the packet With its crypto information, and then 
passes the packet doWn the line for encryption and trans 
mission. On receive, an NI device driver passes a received 
data packet to an ANS driver, Which can then process the 
packet and/or pass it up to a TCP/IP stack. 

[0038] FIG. 4 is one embodiment of a block diagram of a 
base driver agent. Control logic 410 directs the How of 
operation of base driver agent 400. In one embodiment, 
control logic 410 is a series of softWare instructions to 
perform logic operations. In another embodiment, control 
logic 410 can be implemented by hardWare control logic, or 
a combination of hardWare-based control logic and softWare 
instructions. 

[0039] System interfaces 440 provide a communications 
interface betWeen base driver agent 400 and an electronic 
system. For example, base driver agent 400 can be part of a 
computer system and system interfaces 440 provide a com 
munications interface betWeen base driver agent 400 and the 
computer system via a system bus. Thus, control logic 410 
can receive a series of instructions from application softWare 
external to base driver agent 400. Base driver agent 400 is 
not limited to being local to an electronic system. For 
example, system interfaces 440 may provide a communica 
tions interface betWeen base driver agent 400 and an elec 
tronic system through a netWork. In one embodiment, base 
driver agent 400 contains applications 420 to provide inter 
nal instructions to control logic 410. Applications 420 are 
not necessary to the function of base driver agent 400. 

[0040] Dereferencing feature 451 enables base driver 
agent 400 to utiliZe a pointer to acquire information refer 
enced by the pointer. For example, dereferencing feature 451 
enables base driver agent 400 to dereference a pointer to 
information in a table of crypto information passed by a 
higher layer driver agent to acquire the SA information 
necessary to direct processing of a data packet. In another 
example, dereferencing feature 451 enables base driver 
agent 400 to access the SA information necessary to popu 
late a table of crypto information maintained by base driver 
agent 400. In another example, dereferencing feature 451 
enables base driver agent 400 to use a pointer passed by a 
higher layer to a memory location in a table of crypto 
information to acquire the information necessary to populate 
a cache on a netWork interface device. This enables popu 
lation of the table and/or the cache to be performed inde 
pendently of the OS in the electronic system. Dereferencing 
can be performed in any manner knoWn in the art. 

[0041] Packet transfer feature 452 enables base driver 
agent 400 to transfer data packets to/from other system 
layers. For example, an NI device associated With base 
driver agent 400 can receive a data packet Which base driver 
agent 400 passes up to an intermediate driver agent. The NI 
device could be connected to the Internet and receive a data 
packet from a secure traf?c stream that base driver agent 400 
passes up to a higher layer of a security driver. In another 
example, a higher-level system layer, such as an intermedi 
ate driver agent, can pass a data packet doWn to base driver 
agent 400 to be transmitted over a netWork. Thus, base 
driver agent 400 could be a NIC driver and an ANS driver 
could pass it a data packet to be transmitted over a secure 
traf?c netWork stream. 

[0042] Populating feature 453 enables base driver agent 
400 to populate a crypto information table With data. For 
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example, if an NI device associated With base driver agent 
400 Was reset, causing the data in its crypto information 
table to be lost, populating feature 453 enables base driver 
agent 400 to restore the data in the table. The table could be 
a table of SAs maintained by base driver agent 400, or 
optionally a cache of SAs on a NIC. The information in the 
table or tables that base driver agent 400 populates enables 
the NIC to perform hardWare offload processing on data 
packets. 
[0043] Packet status feature 454 enables base driver agent 
400 to indicate to system upper layers the status of the 
processing of a data packet. For example, a packet may be 
from a non-secure source, and packet status feature 454 
could indicate that the packet Was processed Without need 
ing of?oad processing. In another example, packet status 
feature 454 may indicate that a packet Was processed 
successfully in hardWare. In another example, packet status 
feature 454 may indicate that a packet Was processed, but 
that the packet failed authentication. In another example, 
packet status feature 454 may indicate that the crypto 
information needed to process the packet Was missing. 

[0044] Dereferencing feature 451, packet transfer feature 
452, populating feature 453, and packet status feature 454 
can exist independently of and/or be external to driver agent 
400. Thus, driver engine 450 may exist as a more complex 
or less complex embodiment, containing some, all, or addi 
tional features to those represented in FIG. 4. In one 
embodiment, base driver agent 400 is part of a layered 
security driver. For example, base driver agent 400 can be a 
NIC driver in a BITS/BITW layered security driver imple 
mentation. On transmit, an ANS driver may pass a data 
packet doWn to the NIC driver, Which then passes the packet 
to the NIC for transmission. On receive, a NIC driver directs 
hoW the NIC receives data packets, including directing 
hardWare offload processing. 

[0045] FIG. 5 is one embodiment of a block diagram of a 
data packet. In one embodiment, data packet 501 is embod 
ied in traf?c stream 500. For example, traf?c stream 500 can 
be a secure traf?c stream used by multiple netWorked 
electronic systems to communicate. For example, traf?c 
stream 500 may be a netWork traf?c stream betWeen tWo 
electronic systems using the IPsec encryption standard to 
transfer secure information over the Internet. 

[0046] In one embodiment, data packet 501 consists of 
header 510, cryptography information 520, and data 530. In 
one embodiment, cryptography information 520 consists of 
netWork protocol 521, security parameter index 522, source 
identi?er 523, and destination identi?er 524. NetWork pro 
tocol 521, security parameter index 522, source identi?er 
523, and destination identi?er 524 can exist independently 
of and be external to cryptography information 520. Thus, 
cryptography information may be more or less complex, 
consisting of some, all, or additional elements to those 
depicted in FIG. 5. 

[0047] In one embodiment, cryptography information 520 
is necessary for an electronic system to process data packet 
501. For example, an electronic system receiving data 
packet 501 using IPsec Will locate cryptography information 
520 to authenticate the packet and determine hoW to decrypt 
data 530. Similarly, an electronic system transmitting data 
packet 501 using IPsec Will use cryptography information 
520 to encrypt the data prior to transmission. 
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[0048] FIG. 6 is one embodiment of a How diagram for 
transmission of a data packet from an electronic system 
implementing a layered security driver. Data packet 600 is 
generated by high level application process 610 and pre 
pared for transmission. For example, high level application 
process can be a TCP/IP stack. Generation and preparation 
of data packet 600 can include, for example, creating bit 
patterns to represent a data communication, and bit patterns 
to represent security information necessary to perform 
crypto operations on data packet 600. 

[0049] Data packet 600 is passed to intermediate driver 
agent 620. Intermediate driver agent 620 can be, for 
example, an ANS driver as part of a BITS/BITW layered 
security driver implementation. In one embodiment, inter 
mediate driver agent 620 maintains SA table 621, Which is 
a table of SAs that contains all the information necessary to 
perform crypto operations on data packet 600. Although 
FIG. 6 depicts data structures of crypto information as 
containing SAs, SA table 621 and SA table 631 are only 
example embodiments of data structures of crypto informa 
tion, and are not limited to containing crypto information 
data structures that are SAs. 

[0050] Intermediate driver agent 620 provides memory 
management for SA table 621, but SA table 621 does not 
necessarily reside in intermediate driver agent 620. In one 
embodiment, intermediate driver agent 620 includes packet 
classi?er 622, Which associates data packet 600 With an SA 
for hardWare offload processing. The SA corresponds to data 
in SA table 621. For example, a system TCP/IP stack may 
create a data packet to transmit as part of an IPsec traf?c 
exchange. When the packet is passed to a BITS/BITW 
security driver, an ANS driver Will associate it With an SA 
from an SA table in memory maintained by the ANS driver. 

[0051] Data packet 600 is passed to base driver agent 630. 
Base driver agent 630 can be, for example, a NIC driver. In 
one embodiment, intermediate driver agent 620 passes *SA 
info 632 With data packet 600, *SA info 632 being a pointer 
to information in SA table 621 corresponding to the SA 
associated With data packet 600. Pointer *SA info 632 is 
created by intermediate driver agent 620. Base driver agent 
630 accesses SA table 621 through *SA info 632 created by 
intermediate driver agent 620. Creating and passing pointer 
*SA info 632 may be accomplished by any manner knoWn 
in the art. 

[0052] Apointer is a reference to actual data, typically the 
address of a location in memory. Apointer can be created by 
any function for most data structures or data residing in ?xed 
memory locations. Ahandle is a reference to actual data that 
is managed by an electronic system OS. The handle can be 
treated as another system resource, the OS preventing con 
?icting memory access by multiple functions. Thus, a handle 
differs from a pointer in that the handle is controlled by the 
OS, Whereas a pointer can be created and controlled by any 
function. Because *SA info 632 is a pointer rather than a 
handle, base driver agent 630 can access the information in 
SA table 621 simply by dereferencing *SA info 632. 

[0053] Base driver agent also contains SA table 631, 
Which is a table of SAs that contain all the information 
necessary to perform crypto operations on data packet 600. 
Base driver agent 630 provides memory management for SA 
table 631, but SA table 631 does not necessarily reside in 
base driver agent 630. In one embodiment, base driver agent 
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630 uses pointer to *SA info 632 to populate SA table 631. 
For example, if the NI device associated With base driver 
agent 630 Was reset, causing the information in SA table 631 
to be lost, base driver agent 630 could use pointer *SA info 
632 to acquire the speci?c SA information necessary to 
perform crypto operations on data packet 600 to repopulate 
the table With that information. Base driver agent 630 can 
also use *SA info 632 to acquire the SA information 
necessary to process data packet 600. For example, if base 
driver agent 630 Was reset, the information in SA table 631 
Would be lost, and the SA necessary to process data packet 
600 could be acquired using *SA info 632. In another 
example, if NI 640 Was dynamically installed and Was 
unable to acquire the correct SA state, base driver agent 630 
could use *SA info 632 to acquire the SA information 
necessary to perform crypto operations. 

[0054] Data packet 600 is passed to NI 640 by base driver 
agent 630. In one embodiment, NI 640 has SA cache 641 
that contains SA information. In one embodiment, NI 640 
processes data packet 600 With crypto information received 
from base driver agent 630. NI 640 can then transmit data 
packet 600 over a netWork (not depicted in FIG. 6). For 
example, a data packet can be transmitted over the Internet 
on a secure traf?c stream using IPsec. Some operating 
systems, for example, WindoWs® 2000 and Windows@ XP, 
both available from Microsoft Corporation, guarantee that 
the SA tables are populated. This means that if SA table 631 
loses it data, to maintain consistency With SA table 621 and 
the OS, the entire cache must be repopulated With data 
guaranteed by the OS to be in the tables, Whether or not the 
data Will be used in the future to perform crypto operations. 
One advantage to the intermediate driver agent 620 passing 
a pointer to base driver agent 630, is that if SA table 631 
loses its data, the table can be repopulated as SAs are 
needed. 

[0055] FIG. 7 is one embodiment of a How diagram for 
reception of a data packet by an electronic system imple 
menting a layered security driver. Data packet 700 is 
received by NI 710 from a netWork (not depicted in FIG. 7). 
For example, data packet 700 can be part of a secure netWork 
stream from the Internet using IPsec. In one embodiment, NI 
710 checks data packet 700 for its crypto information to 
determine hoW to perform crypto operations on data packet 
700, such as authentication or decryption. If the crypto 
information associated With data packet 700 is in SA cache 
711, NI 710 Will extract crypto info 712. Although FIG. 7 
depicts data structures of crypto information as containing 
SAs, SA cache 711, SA table 721, and SA table 731 are only 
example embodiments of data structures of crypto informa 
tion, and are not limited to containing crypto information 
data structures that are SAs. In one embodiment, NI 710 uses 
crypto info 712 to perform hardWare offload processing on 
data packet 700 prior to passing the received data packet 700 
to base driver agent 720. In another embodiment, the SA 
necessary for performing crypto operations is not in cache 
711, and NI 710 passes data packet 700 to base driver agent 
720 Without processing the packet. 

[0056] Base driver agent 720 can be, for example, a NIC 
driver. In one embodiment, base driver agent 720 contains 
SA table 721, Which is a table of SAs that contain all the 
information necessary to perform cryptography operations 
on data packet 700. Base driver agent 720 provides memory 
management for SA table 721, but SA table 721 does not 
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necessarily reside in base driver agent 720. In one embodi 
ment, base driver agent 720 checks SA table 720 for the SA 
associated With data packet 700. If it is not found, it can, for 
example, create a message indicating that the SA for that 
secure traf?c stream is missing. 

[0057] In one embodiment, base driver agent 720 creates 
SA status 721, Which is status information about the pro 
cessing of data packet 700. In one embodiment, SA status 
722 indicates one of four predetermined messages regarding 
the processing of data packet 700. For example, SA status 
722 may indicate that the packet Was processed successfully 
Without requiring hardWare of?oading. In another example, 
SA status 722 may indicate that the packet Was processed 
successfully by hardWare. In another example, SA status 722 
may indicate that the packet Was processed, but that the 
packet failed to pass authentication. In another example, SA 
status 722 may indicate that the packet could not be pro 
cessed because there Was a missing SA. 

[0058] Base driver agent 720 passes data packet 700 up to 
intermediate driver agent 730. In one embodiment, interme 
diate driver agent 730 contains packet classi?er 732. In one 
embodiment, intermediate driver agent 730 contains SA 
table 731. Packet classi?er 732 checks data packet 700 for 
its SA information and matches it to a corresponding SA in 
SA table 731. In one embodiment, intermediate driver agent 
730 uses the information in SA status 722 passed by base 
driver agent 720 to make decisions regarding the processing 
of data packet 700. For example, if the message of SA status 
722 is that the data packet Was processed successfully, or 
that it Was processed but failed to pass authentication, no 
more processing Will be performed on data packet 700, and 
it can be indicated by driver agent 730 to the upper layers. 

[0059] In another example, if the message of SA status 722 
is that the data packet could not be processed because the SA 
Was missing, intermediate driver agent 730 directs the 
processing of data packet 700. For example, intermediate 
driver agent 730 may direct the processing of data packet 
700 by softWare processing methods knoWn in the art. In 
another example, intermediate driver agent 730 may direct 
the processing of data packet 700 by hardWare processing 
methods knoWn in the art. Intermediate driver agent 730 
may also choose to add the SA for data packet 700 to SA 
table 721 and/or SA cache 711 so that future data packets 
using that SA can be processed With hardWare. 

[0060] In one embodiment, intermediate driver agent 730 
indicates data packet 700 to system upper layers. For 
example, intermediate driver agent 730 may be an ANS 
driver that is the top layer of a BITS/BITW security driver 
implementation. Thus, intermediate driver agent 730 may 
pass data packet 700 to a system upper layer as conventional 
in knoWn BITS/BITW implementations. In one embodi 
ment, data packet 700 is passed to high level application 
process 740. High level application process 740 can be, for 
example, a TCP/IP stack. 

What is claimed is: 

1. A method comprising: 

associating cryptography information With a data packet 
to be used to perform cryptography operations on the 
data packet; 
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storing the cryptography information in memory; 

generating a pointer to a memory location for the cryp 
tography information; 

passing the pointer to the cryptography information from 
a ?rst system layer to a second system layer; 

accessing the cryptography information not stored in the 
second system layer using the pointer; 

performing cryptography operations on the data packet; 
and 

transmitting the data packet. 
2. The method of claim 1 Wherein the ?rst system layer 

comprises an intermediate driver agent. 
3. The method of claim 1 Wherein the second system layer 

comprises a base driver agent. 
4. The method of claim 1 Wherein the cryptography 

information comprises one or more of: a unique identi?er, a 
netWork protocol associated With the data packet, a security 
parameter index, cryptographic keys, a source identi?er, and 
a destination identi?er. 

5. The method of claim 1 Wherein the cryptography 
information comprises a security association. 

6. The method of claim 1 Wherein the pointer is used to 
cache the cryptography information on netWork hardWare. 

7. The method of claim 1 Wherein accessing the cryptog 
raphy information not stored in the second system layer is 
performed by the second system layer to populate a cryp 
tography information table. 

8. The method of claim 7 Wherein the population of the 
cryptography information table is performed When cryptog 
raphy information for the data packet is needed for netWork 
hardWare to perform cryptography operations on the data 
packet. 

9. A method comprising: 

receiving a data packet; 

associating cryptography information With the data 
packet, the cryptography information to be used to 
perform cryptography operations on the data packet; 

generating a message indicating that the cryptography 
information necessary to perform cryptography opera 
tions on the data packet is not stored in a cryptography 
information table; and 

passing the message from a ?rst system layer to a second 
system layer. 

10. The method of claim 9 Wherein the ?rst system layer 
comprises a base driver agent. 

11. The method of claim 9 Wherein the second system 
layer comprises an intermediate driver agent. 

12. The method of claim 9 Wherein the cryptography 
information comprises one or more of: a unique identi?er, a 
netWork protocol associated With the data packet, a security 
parameter index, cryptographic keys, a source identi?er, and 
a destination identi?er. 

13. The method of claim 9 Wherein the cryptography 
information comprises a security association. 

14. The method of claim 9 further comprising the second 
system layer passing cryptography information to the ?rst 
system layer to populate the cryptography information table. 

15. The method of claim 14 Wherein the second system 
layer passing cryptography information to populate the 



US 2003/0005279 A1 

cryptography information table occurs only as the cryptog 
raphy information is needed to perform cryptography opera 
tions on a data packet. 

16. The method of claim 9 Wherein passing the message 
causes the second system layer to determine Which of 
multiple methods of data packet processing should be used 
to process the data packet. 

17. An article comprising a machine-accessible medium 
to provide machine-readable instructions that, When 
executed, cause one or more electronic systems to: 

associate cryptography information With a data packet to 
be used to perform cryptography operations on the data 
packet; 

store the cryptography information in memory; 

generate a pointer to a memory location for the cryptog 
raphy information; 

pass the pointer to the cryptography information from a 
?rst system layer to a second system layer; 

access the cryptography information not stored in the 
second system layer using the pointer; 

perform cryptography operations on the data packet; and 

transmit the data packet. 
18. The article of claim 17 Wherein the pointer is used to 

cache the cryptography information on netWork hardWare. 
19. The article of claim 17 Wherein accessing the cryp 

tography information not stored in the second system layer 
is performed by the second system layer to populate a 
cryptography information table. 

20. The article of claim 19 Wherein the population of the 
cryptography information table is performed When cryptog 
raphy information for the data packet is needed for netWork 
hardWare to perform cryptography operations on the data 
packet. 

21. An article comprising a machine-accessible medium 
to provide machine-readable instructions that, When 
eXecuted, cause one or more electronic systems to: 

receive a data packet; 

associate cryptography information With the data packet, 
the cryptography information to be used to perform 
cryptography operations on the data packet; 

generate a message indicating that the cryptography infor 
mation necessary to perform cryptography operations 
on the data packet is not stored in a cryptography 
information table; and 

pass the message from a ?rst system layer to a second 
system layer. 

22. The article of claim 21 further comprising the second 
system layer passing cryptography information to the ?rst 
system layer to populate the cryptography information table. 

23. The article of claim 22 Wherein the second system 
layer passing cryptography information to populate the 
cryptography information table occurs only as the cryptog 
raphy information is needed to perform cryptography opera 
tion on the data packet. 

24. The article of claim 21 Wherein passing the message 
causes the second system layer to determine Which of 
multiple methods of data packet processing should be used 
to process the data packet. 
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25. An electronic data signal embodied in a data commu 
nications medium shared among a plurality of netWork 
devices comprising sequences of instructions that, When 
eXecuted, cause one or more electronic systems to: 

associate cryptography information With a data packet to 
be used to perform cryptography operations on the data 
packet; 

store the cryptography information in memory; 

generate a pointer to a memory location for the cryptog 
raphy information; 

pass the pointer to the cryptography information from a 
?rst system layer to a second system layer; 

access the cryptography information not stored in the 
second system layer using the pointer; 

perform cryptography operations on the data packet; and 

transmit the data packet. 
26. The electronic data signal of claim 25 Wherein the 

pointer is used to cache the cryptography information on 
netWork hardWare. 

27. The electronic data signal of claim 25 Wherein access 
ing the cryptography information not stored in the second 
driver agent is performed by the second system layer to 
populate a cryptography information table. 

28. The electronic data signal of claim 27 Wherein the 
population of the cryptography information table is per 
formed When cryptography information for the data packet 
is needed for netWork hardWare to perform cryptography 
operations on the data packet. 

29. An electronic data signal embodied in a data commu 
nications medium shared among a plurality of netWork 
devices comprising sequences of instructions that, When 
eXecuted, cause one or more electronic systems to: 

receive a data packet; 

associate cryptography information With the data packet, 
the cryptography information to be used to perform 
cryptography operations on the data packet; 

generate a message indicating that the cryptography infor 
mation necessary to perform cryptography operations 
on the data packet is not stored in a cryptography 
information table; and 

pass the message from a ?rst system layer to a second 
system layer. 

30. The electronic data signal of claim 29 further com 
prising the second system layer passing cryptography infor 
mation to the ?rst system layer to populate the cryptography 
information table. 

31. The electronic data signal of claim 30 Wherein the 
second system layer passing cryptography information to 
populate the cryptography information table occurs only as 
the cryptography information is needed to perform cryptog 
raphy operations on a data packet. 

32. The electronic data signal of claim 29 Wherein passing 
the message causes the second system layer to determine 
Which of multiple methods of data packet processing should 
be used to process the data packet. 

33. An apparatus comprising a ?rst system layer coupled 
to a second system layer, the ?rst system layer to store 
cryptography information in memory, and to generate and to 
pass to the second system layer a pointer to cryptography 
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information stored in memory, the cryptography information 
necessary to perform cryptography operations on a data 
packet, the second system layer to access the cryptography 
information not stored in the second system layer using the 
pointer. 

34. The apparatus of claim 33 Wherein the ?rst system 
layer comprises an intermediate driver agent. 

35. The apparatus of claim 33 Wherein the second system 
layer comprises a base driver agent. 

36. The apparatus of claim 33 Wherein the pointer is used 
to cache the cryptography information on netWork hardWare. 

37. The apparatus of claim 33 Wherein accessing the 
cryptography information not stored in the second system 
layer is performed by the second system layer to populate a 
cryptography information table. 

38. The apparatus of claim 37 Wherein the population of 
the cryptography information table is performed When cryp 
tography information for the data packet is needed for 
netWork hardWare to perform cryptography operations on 
the data packet. 

39. An apparatus comprising a ?rst system layer coupled 
to a second system layer, the ?rst system layer to generate 
a message indicating that cryptography information neces 
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sary to perform cryptography operations on a data packet is 
not stored in a cryptography information table, and to pass 
to the second system layer the message. 

40. The apparatus of claim 39 Wherein the ?rst system 
layer comprises a base driver agent. 

41. The apparatus of claim 39 Wherein the second system 
layer comprises an intermediate driver agent. 

42. The apparatus of claim 39 further comprising the 
second system layer passing cryptography information to the 
?rst system layer to populate the cryptography information 
table. 

43. The apparatus of claim 42 Wherein the second system 
layer passing cryptography information to populate the 
cryptography information table occurs only as the cryptog 
raphy information is needed to perform cryptography opera 
tions on the data packet. 

44. The apparatus of claim 39 Wherein passing the mes 
sage causes the second system layer to determine Which of 
multiple methods of data packet processing should be used 
to process the data packet. 


