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(57) ABSTRACT 

A e-mail relay provides message ?ltering services to an 
e-mail network. The e-mail relay monitors incoming com 
munication and intercepts e-mail messages. The e-mail relay 
compares attributes of the messages to data derived from 
SPAM messages, Which is stored in a SPAM database. The 
e-mail relay restricts the delivery of message based on the 
comparison such as by restricting the delivery of messages 
having attributes close to those of SPAM messages from the 
SPAM database. The SPAM database is constructed by 
responding to user or administrator indications as to Whether 
received messages are SPAM messages. 
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METHOD AND SYSTEM FOR FILTERING 
COMMUNICATION 

PRIORITY CLAIM 

[0001] This application is a continuation-in-part of US. 
patent application Ser. No. 09/180,377, entitled “E-MAIL 
FIREWALL WITH STORED KEY ENCRYPTION/DE 
CRYPTION,” ?led Nov. 3, 1998, Which is a national stage 
patent application ?led under U.S.C. §371, based on PCT/ 
US98/15552 entitled “E-MAIL FIREWALL WITH 
STORED KEY ENCRYPTION/DECRYPTION,” ?led on 
Jul. 23, 1998, Which claims priority to US. Provisional 
Application No. 60/053,668, entitled “ELECTRONIC 
MAIL FIREWALL,” ?led Jul. 24, 1997. 

FIELD OF THE INVENTION 

[0002] The present invention relates to communication 
systems, and more particularly to electronic message deliv 
ery. 

BACKGROUND OF THE INVENTION 

[0003] Receiving unWanted electronic messages, such as 
e-mail, Wastes time and valuable resources. Electronic mes 
sage communication has become a prevalent, and perhaps 
preferred, method of communication. Such communication 
is apparent in most aspects of daily life including the 
Workplace, the home, and even the road. At the Workplace, 
the messages may arrive from clients, partners, customers, 
or other employees. Additionally, unWanted messages com 
monly knoWn as “SPAM” are received by users. The cir 
cumstances are similar for the home user Where both Wanted 
and unWanted SPAM messages are received. RevieWing the 
SPAM messages consumes time, Which may be highly 
valuable in the case of Workplace time, and may also 
undermine the user’s capacity to receive other, desirable, 
messages. Accordingly, there is a need for a method that 
reduces the number of SPAM messages users receive. 

SUMMARY OF THE INVENTION 

[0004] Therefore, in accordance With the invention, a 
method is presented for reducing the number of SPAM 
messages received by users of a protected e-mail netWork. 
The method includes providing an e-mail relay betWeen the 
e-mail netWork and the public netWork to scans incoming 
messages intended for local recipients of a computer net 
Work. The e-mail relay has available a database of messages 
knoWn to be SPAM. The e-mail relay intercepts an incoming 
message. The e-mail relay compares attributes of the incom 
ing message to attributes of messages in the SPAM database. 
If the comparison result is beyond a threshold match level, 
the e-mail relay restricts the delivery of the message. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. 1 illustrates a netWork arrangement, Which 
includes a e-mail relay, in accordance With the invention; 

[0006] FIG. 2 is a How diagram illustrating a method for 
reducing the number of arriving SPAM messages in the 
netWork con?guration of FIG. 1; 

[0007] FIG. 3 illustrates a method for collecting SPAM 
messages to form the SPAM database of FIG. 1; and 
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[0008] FIG. 4 illustrates a method for comparing incom 
ing messages to messages in the SPAM database in the 
method illustrated in FIG. 2. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0009] The invention is discussed by reference to ?gures 
illustrating the structure and operation of an example sys 
tem. First, the logical structure of a netWork arrangement 
according to the invention is described. Next, the operation 
of the e-mail relay of the netWork arrangement is discussed 
by reference to How diagrams. Finally, the speci?c operation 
of the e-mail relay in comparing and collecting knoWn 
SPAM messages is discussed by reference to corresponding 
?oW diagrams. 

[0010] The structure of a netWork, in Which a reduced 
number of SPAM messages are received by users of the 
protected enterprise, Will noW be discussed With reference to 
FIG. 1. Although, the discussion beloW refers to the pro 
tected netWork resources as part of an enterprise, protected 
resources of the invention additionally include other types of 
organiZations and netWork resources such as internet service 
providers and corresponding subscribers and an Internet 
Webmail site protecting user accounts. The illustrated net 
Work arrangement includes user stations 34, 36, an e-mail 
server 40, a public netWork 44, and an email relay 46 in 
accordance With the invention. The user stations 34, 36, and 
the e-mail server 40 are coupled together by a netWork such 
as a Local Area NetWork The netWork is used to 
internally couple enterprise resources in a generally trusted 
manner since the netWork is preferably separated from the 
external, or public, netWork 44 by an access ?reWall (not 
shoWn). The access ?reWall is discussed only for purposes of 
explanation and is not required for operation of embodi 
ments employing the principles of the present invention. The 
public netWork 44 is preferably a Wide Area NetWork 
(WAN) such as the Internet. The public netWork 44 facili 
tates communication of e-mail messages to the local net 
Work. 

[0011] The e-mail relay 46 is preferably interposed behind 
the common access ?reWall, on the “safe side” of the access 
?reWall. The e-mail relay 46 advantageously takes a form as 
described in further detail herein to ?lter e-mail messages 
received from outside the protected enterprise. Preferably, 
the e-mail relay 46 takes the form of a program executing on 
a conventional general purpose computer. In one embodi 
ment, the computer executes the WindoWs NT or WindoWs 
2000 operating systems available from Microsoft Corp., of 
Redmond, Wash. In other embodiments, the computer 
executes a Unix operating system such as Solaris from Sun 
Microsystems, of Mountain VieW, Calif. In some embodi 
ments, the e-mail relay 46 includes processes and data 
distributed across several computer systems, Which are 
logically operating as a single e-mail relay in accordance 
With the invention. Although the e-mail relay 46 is shoWn as 
operating on e-mail messages betWeen an internal site and 
an external site, the e-mail relay 46 may also be used to ?lter 
e-mail messages betWeen tWo internal sites. Furthermore, 
the e-mail relay 46 can be used to ?lter outgoing messages, 
such as those, for example, from a hacker employing the 
enterprise resources to transmit SPAM messages. 

[0012] The email relay 46 is coupled to an e-mail server 40 
associated With the enterprise 32. The e-mail server 40 
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preferably facilitates processing of e-mail messages by local 
user stations 34, 36. In one embodiment, the e-mail server 40 
is con?gured as a Simple Mail Transfer Protocol (SMTP) 
server. As may be appreciated, the e-mail server 40 is only 
one of the resources provided by the enterprise 32. The 
enterprise 32 usually includes various resources to facilitate 
communication, administration, and other business tasks. 

[0013] The e-mail relay 46 has available a SPAM database 
37 and a message store database 38, Which is typically used 
to store e-mail messages While in transit. As is knoWn, the 
e-mail relay 46 is associated With additional data storage 
(not shoWn) for facilitating proper operation of various 
aspects of the e-mail relay. 

[0014] A second e-mail relay 36 is coupled to the public 
netWork 44. The second e-mail relay 36 is associated With a 
second enterprise 33, including a local e-mail server 35. The 
structure and operation of the second e-mail relay 36 and the 
second local netWork are preferably similar to that of 
corresponding elements of the ?rst local netWork. 

[0015] Unknown sender systems 28, 29 are coupled to the 
public netWork 44 to transmit e-mail messages to recipients 
associated With the enterprise 32. Such systems are prefer 
ably computer systems associated With each such respective 
entity. As may be appreciated, some of the systems 28, 29 
are composed of various combinations of resources and 
con?guration different from those employed in the illus 
trated enterprise 32, as is knoWn in the art. Furthermore, the 
systems 28, 29 may employ various protocols to communi 
cate With respective local stations. 

[0016] The user stations 34, 36 are preferably user termi 
nals, Which are con?gured to facilitate business processes 
related to the enterprise’s operation. In one embodiment, the 
user stations 34, 36 are computer systems at employee 
of?ces. The user stations 34, 36 are preferably coupled to the 
e-mail server 40 over the local area netWork to access e-mail 
applications. 

[0017] The e-mail server 40 facilitates the transmission of 
e-mail messages betWeen user stations 34, 36 and external 
systems. E-mail messages intended for recipients Within the 
enterprise are processed by the e-mail server 40 and are 
forWarded to the recipients by Way of the local netWork. 
E-mail messages intended for recipients outside the enter 
prise are processed by the e-mail server 40 and are trans 
mitted over a communication link betWeen the e-mail server 
and the public netWork 44. The public netWork 44 proceeds 
by facilitating delivery of the messages to the various 
intended recipients. 

[0018] The e-mail relay 46 operates to ?lter incoming 
e-mail messages so as to reduce the number of SPAM 
messages received by the enterprise 32. In operation, local 
users are the target of communication from various entities 
coupled to the public netWork 44. In one embodiment, at 
least part of such communication is intercepted by the e-mail 
relay 46. For example, an outside sender of an e-mail 
message composes a message and transmits the message 
over the public netWork 44 to the enterprise. The email relay 
46 intercepts the e-mail message instead of alloWing it to 
proceed to the e-mail server 40, as is knoWn in the art of 
store and forWard protocol, such as SMTP. The e-mail relay 
46 determines Whether to forWard the message to the e-mail 
server 40 after some inspection. The e-mail server 40 refers 
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to the destination ?eld of the message to identify the local 
recipient. The message is then transmitted to a user station 
associated With the local recipient. In another embodiment, 
the e-mail server 40 transmits the message to the user station 
only after the user requests the message. For example, 
e-mail servers executing the Post Of?ce Protocol version 3 
(POP3) or Internet Message Access Protocol (IMAP) oper 
ate in this manner When receiving messages for associated 
users. 

[0019] FIG. 2 illustrates a method employed by the e-mail 
relay 46 to ?lter SPAM messages in the netWork arrange 
ment of FIG. 1. The e-mail relay 46 is generally adapted to 
?lter e-mail received into the enterprise 32 by references to 
attributes of e-mail messages. Particularly, the e-mail relay 
46 compares attributes of received e-mail messages to 
attributes of stored knoWn SPAM messages. The attributes 
are employed to determine Whether an e-mail message 
should be alloWed to How to the e-mail server 40 or should 
be diverted and subject to other action. Some of those 
actions, Which the e-mail relay 46 is adapted to execute, 
include: quarantine the e-mail in the local message store 
database 38, reject the e-mail, and generate a special mes 
sage to the intended recipient indicating that the e-mail 
message has been diverted. 

[0020] Accordingly, the e-mail relay 46 generally provides 
tWo functions, SPAM collection and SPAM ?ltering. To 
establish the knoWn SPAM database, the e-mail relay 46 
actively and passively collects SPAM from various sources 
(step 50). The particular methods employed in collecting 
knoWn SPAM messages to provide the SPAM database 37 
are discussed beloW With reference to FIG. 4. The e-mail 
relay 46 operates to intercept e-mail messages and extract 
attribute data from messages (step 52). The extracted 
attribute data is used to generate a comparison betWeen the 
intercepted e-mail and e-mail message data in the SPAM 
database 37 (step 54). A comparison result is then provided 
(step 56). 

[0021] In one embodiment, the comparison result can 
include one of three indications SPAM, clean, and border 
line. The three results are provided by setting a threshold 
range for a comparison score. The range is preferably 
de?ned by tWo levels. The ?rst level is a borderline threshold 
level and the second level is a SPAM threshold level, Which 
is preferably higher than the borderline threshold level. In 
one embodiment, the tWo threshold levels are con?gurable 
by an administrator so as to alloW for adjusting SPAM 
?ltering sensitivity. When the comparison score is beyond 
the SPAM threshold level, the result is a SPAM indication, 
i.e., the e-mail is likely a SPAM message. SPAM messages 
are preferably blocked and used to update data in the SPAM 
database 37 (step 60). When the comparison is beloW the 
borderline threshold level, the result is a clean indication, 
i.e., the e-mail is likely not a SPAM message. Clean mes 
sages are preferably alloWed to proceed to the e-mail server 
40 (step 58). Finally, When the comparison score is Within 
the threshold range (higher than the borderline threshold 
level but loWer than the SPAM threshold level), the result is 
a borderline indication, i.e., additional evaluation is required 
to determine Whether the e-mail is a SPAM message. Bor 
derline messages are preferably quarantined in the Message 
Store database 38 and are subject to further examination, 
typically by an administrator (step 59). 
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[0022] FIG. 3 illustrates a method for comparing incom 
ing e-mail messages to a collection of e-mail messages in the 
SPAM database 37. The e-mail relay 46 selects a comparison 
formula to apply to the integrated message (step 62). In one 
embodiment, the comparison is selected based on predeter 
mined attributes of intercepted messages such as sender 
organiZation, recipient group, and attachment type. A com 
parison is preferably based on a set of evaluations, as 
discussed With further detail beloW. 

[0023] The intercepted message attribute data relevant to 
the ?rst evaluation in the comparison is extracted (step 64). 
The attribute data is examined in accordance With the 
evaluation (step 66). The evaluation result is added to a 
running comparison score according to the relative Weight of 
the evaluation (step 68). The email relay 46 determines 
Whether the comparison score has already exceeded the 
SPAM threshold level (step 70). If the comparison score has 
already exceeded the SPAM threshold level, the comparison 
operation reports the message as SPAM. (step 72). If the 
comparison score has not exceeded the SPAM threshold 
level, the e-mail relay 46 determines Whether the evaluation 
is the last one in the comparison formula (step 74). If the 
evaluation is not the last evaluation, the message attribute 
data for the next evaluation in the comparison are extracted 
(step 80), and the method proceeds to a corresponding 
comparison (step 66). If the evaluation is the last evaluation, 
the e-mail relay 46 determines Whether the score is beloW 
the borderline threshold level (step 76). If the comparison 
score is beloW the borderline threshold level the message is 
reported as clean (step 78). If the comparison score is not 
beloW the borderline threshold level, the message is reported 
as borderline (step 82). 

[0024] The database 37 used to store the knoWn SPAM 
messages is organiZed so as to facilitate an ef?cient com 

parison of such incoming messages. In one embodiment, the 
database 37 is a relational database such as an Oracle or SQL 
server. A relational database alloWs for ef?cient retrieval of 
information by employing appropriate indexing, as is knoWn 
in the art. In one embodiment, each record in the database 
corresponds to a knoWn SPAM message. The ?elds of the 
record preferably correspond to the message header ?elds 
such as date, subject, sender, cc, etc. The message body is 
preferably stored as a Character Large Object or as a Binary 
Large Object in the message record, as in knoWn in the art. 
In another embodiment, the message body is stored in one 
or more other records, Which are associated With the master 
message data record, such as by employing a master-detail 
pattern relationship. The message recipient identi?ers for 
each message are preferably stored in a different table, 
Where records are associated With corresponding master 
message data records, as is knoWn in the art. 

[0025] Information that is derived by processing of the 
knoWn SPAM messages is also stored in the database 37. In 
one embodiment, a hash computation result based on the 
message body, or portions of the message body, is stored in 
the database 37. The hash result is provided by employing 
knoWn techniques for generating a hash value from a text 
collection. This hash value is used by the e-mail relay 46 to 
quickly determine a match likelihood betWeen a received 
message body text and a knoWn SPAM message body text. 
Other data derived from the SPAM messages include URLs 
found in the message body. These URLs can be stored in a 
URL table, Where records are associated With corresponding 
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SPAM message records by a master-detail pattern relation 
ship. Finally, in one embodiment, a sorted list of e-mail 
recipients derived from SPAM messages is used to provide 
for an efficient Way of determining When an incoming 
message includes the same recipient list as a SPAM mes 
sage. In another embodiment, the SPAM message body text 
is stored in a database of a Full Text Retrieval System to 
facilitate efficient searching of textual content in the SPAM 
message body. 

[0026] In one embodiment, the e-mail relay 46 performs 
one or more evaluation steps as part of the overall compari 
son Which determines the likelihood that a message is 
SPAM. The evaluation steps are made by reference to 
various attributes of an incoming message, including sender 
address, recipient list, subject, body, embedded URLs, and 
IP of sending relay. As may be appreciated, an evaluation on 
the basis of other attributes of the incoming message can 
alternatively be made as part of the e-mail ?ltering of the 
invention Without departing from the teachings of the inven 
tion. 

[0027] In one evaluation, the sender address of the incom 
ing e-mail message is compared to sender addresses of 
SPAM messages from the SPAM database. It is common for 
SPAM messages to include a false sender address. HoWever, 
the same false address is often repeatedly used. Accordingly, 
a sender address match increases the likelihood that the 
incoming e-mail message is SPAM. To ef?ciently match 
sender addresses, the SPAM database 37 stores an index for 
the sender ?elds of records in the database. 

[0028] In another evaluation, the e-mail relay 46 deter 
mines Whether the incoming message recipient or recipient 
list corresponds to a recipient or a recipient list of a SPAM 
message. E-mail messages that have only one recipient in 
the recipient ?eld, While the recipient is not associated With 
the receiving enterprise, are sometimes indicative of a 
SPAM messages. When an incoming e-mail message 
includes such a single recipient, Who is foreign to the 
enterprise, the recipient ?eld of records in the SPAM data 
base is searched. A match of an unknoWn recipient to an 
unknoWn recipient in the SPAM database 37 increases the 
likelihood that the incoming e-mail message is SPAM. A 
recipient list included in the incoming e-mail message is 
compared to recipient lists in records of the SPAM database 
37. A match of recipient list to a recipient list of a knoWn 
SPAM message increases the likelihood that the incoming 
message is SPAM. To ef?ciently match recipient lists, the 
recipients lists in SPAM messages are sorted to alloW for fast 
match detection. 

[0029] In another evaluation, the subject ?led of an incom 
ing e-mail is compared to the subject ?eld of records in the 
SPAM database 37. A match of the subject ?eld of an 
incoming message With the subject ?eld of a record in the 
SPAM database 37 increases the likelihood that the incom 
ing e-mail message is SPAM. The SPAM database 37 
preferably stores an index based on the subject ?eld to 
facilitate ef?cient searching of the records for subject ?eld 
matches. SPAM messages often include a subject, Which has 
a variable end portion to prevent exact matching by ?lter 
programs. Accordingly, in another embodiment, the evalu 
ation discussed above can be further re?ned to compare only 
a prede?ned number of characters from the subject ?eld or 
provide a comparison result, Which is proportional to the 
number of matching characters from the subject ?eld. 
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[0030] In yet another evaluation, the body of the incoming 
message is compared to the body of messages in the SPAM 
database 37. In one embodiment, a hash value is calculated 
from the incoming e-mail message body. The hash value is 
compared to hash values computed from body text of 
messages in the SPAM database 37. A match of the hash 
value from the incoming message body to the hash value 
from a record in the SPAM database 37 signi?cantly 
increases the likelihood that the incoming message is SPAM. 
In another embodiment, in response to the hash value match, 
the e-mail relay initiates a more detailed comparison of the 
incoming e-mail message to SPAM messages in the database 
37. In yet another embodiment, the e-mail relay 37 searches 
for complete sentences and paragraph, Which are identi?ed 
as repeating in SPAM message. In this embodiment, a Full 
Text Retrieval (FTR) database is preferably employed to 
search for phrases and keyWords to provide a match score. 

[0031] In another evaluation, any Uniform Resource 
Locator (URL) included in an incoming message is com 
pared to URLs contained records of the SPAM database 37. 
The URLs can appear in the message body or in a corre 
sponding Hyper Text Markup Language (HTML) tag, for 
HTML formatted messages. The URLs extracted from 
incoming messages are searched for in the SPAM database 
37. An increased number of URL matches With those stored 
in the SPAM database 37 increases the likelihood that the 
incoming e-mail message is SPAM. 

[0032] Finally, in a related determination, the identity of 
the Internet Protocol (IP) address or internet domain from 
Which a SPAM message Was received is compared to the IP 
address or internet domains for the incoming message. The 
IP address or internet domain of the sending relay is gen 
erally not enough on its oWn to indicate that a message is 
likely SPAM. HoWever, a match of IP address or internet 
domain Would enhance a ?nding of likely SPAM by refer 
ence to other evaluations. 

[0033] As may be appreciated, the overall comparison 
match score, or level, is set by reference to a combination of 
one or more of the above discussed evaluations. In one 

embodiment, the overall SPAM likelihood is determined by 
assigning a Weight to each evaluation and combining all 
Weighed scores to arrive at the overall score. In some 
embodiments, only some of the evaluations are employed. In 
other embodiments, the evaluations are sequentially applied 
and are discontinued in response to an accumulated evalu 
ation exceeding a threshold level, as is illustrated in FIG. 3. 
Thus, other optimiZation of the comparison score computa 
tion can be performed Without departing from the teachings 
of the invention. 

[0034] FIG. 4 illustrates a method for building the SPAM 
database 37 for use With an e-mail relay 46 in accordance 
With the invention. The SPAM database 37 is preferably 
compiled by a combination of administrator and end user 
actions. The illustrated method assumes that the end users 
are trusted to make appropriate determinations in reporting 
messages as SPAM. 

[0035] One stream for channeling SPAM messages to the 
database is by end users forWarding messages recogniZed as 
SPAM to a special e-mail address associated With the e-mail 
relay. For example, users identifying a message as SPAM 
Will forWard the message to spam@enterprise.com (steps 
83, 84). In another embodiment, several categories of SPAM 
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are created by providing a plurality of forWarding addresses 
such as spam-casino@enterprise.com and spam 
porn@enterprise.com. When receiving forWarded messages 
by the special email addresses, the e-mail relay preferably 
processes the SPAM messages, as discussed above With 
reference to the organiZation of the SPAM database 37, to 
provide SPAM records for comparison to incoming e-mail 
messages. In one embodiment, the e-mail messages are 
quarantined for revieW by an administrator, When the admin 
istrator does not Wish to rely solely on the users’ character 
iZation of forWarded e-mail messages (step 85). 

[0036] Another method for channeling SPAM messages to 
the database 37 is by the e-mail relay 46 adding a special 
URL to incoming messages, Which alloWs users to report the 
e-mail message as SPAM by selecting the URL. In one 
embodiment, the URL is unique to the message so as to 
alloW the e-mail relay 46 to identify the message (step 86). 
The message is preferably stored in the message store of the 
e-mail relay 38 (step 87). This temporary storage is prefer 
ably indexed by an identi?er that is included in the URL, 
Which Was added to the e-mail message. In one embodiment 
the e-mail relay 46 provides an HTTP server to receive URL 
submissions from users. In response to the HTTP server 
receiving a URL, (step 88) the e-mail relay 46 retrieves the 
message from the store 38 by reference to the URL, and adds 
the message to the SPAM message database 37 by appro 
priate processing. In one embodiment, the HTTP server 
returns an HTTP page to the user to express gratitude for the 
user’s submission of SPAM. In another embodiment, the 
HTTP server prompts the user for further information about 
the message before adding the message data to the SPAM 
database 37 (step 89). For example, the user may be 
prompted to classify the SPAM message according to one of 
several pre-established categories. The e-mail relay 46 
updates the SPAM database 37 With the data from the 
message (step 90). 

[0037] Incoming messages having a comparison score that 
is Within the threshold range, are processes by interaction 
With an intended recipient or an administrator. In one 

embodiment, When an incoming message is determined to 
be borderline, i.e., not clearly SPAM, the e-mail relay 46 
sends a special e-mail message to the intended recipient to 
indicate that an intended message has been quarantined. The 
special e-mail message preferably contains a URL for ini 
tiating a retrieval session With the HTTP server of the e-mail 
relay 46. During the retrieval session, the recipient is pro 
vided certain information regarding the incoming e-mail, 
such as sender, subject, and portions of the message body. 
The recipient is also provided With a form that includes 
controls to specify Whether the message is SPAM. The 
e-mail relay 46 respond to the user selections to either 
deliver the message or add the message data to the SPAM 
database 37. 

[0038] In another embodiment, illustrated in FIG. 4, bor 
derline messages are processed by an administrator. Ames 
sage is determined to be borderline (step 91). The e-mail 
relay 46 provides an interface for an administrator to revieW 
quarantined messages (step 92). The administrator is pref 
erably provided With a form, similar to that provided to a 
recipient, to indicate Whether the borderline message is 
SPAM. When a message is identi?ed as SPAM (step 93), the 
SPAM database 37 is updated With message data (step 90). 
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On the other hand, When the message is not identi?ed as 
SPAM, it is delivered is the ordinary course to the designated 
recipient or recipients. 

[0039] It may be appreciated that a message may be 
reported as SPAM several times by the same or different 
recipients. In one embodiment, SPAM database records 
include a ?eld for a submission count, corresponding to each 
SPAM message. The submission count is preferably used as 
part of the comparison formula to add Weight to certain 
evaluations. For example, When a subject match is for a 
SPAM record With a high submission count, the subject 
match result should have an increased Weight since the 
message is very likely to be a repeat of the SPAM message 
(as Were the previous repeat submissions). Accordingly, the 
system of the invention employs attributes in addition to 
those inherent in the SPAM message itself to detect incom 
ing SPAM. For example, another external attribute is the 
time of transmission (day, hour), Which can indicate an 
increased likelihood of a positive comparison for partial 
matches and other borderline comparisons. 

[0040] In another embodiment, the ?rst e-mail relay 46 
cooperated With the second e-mail relay 36 to share data 
from the SPAM database 37, 45. Accordingly, the ?rst e-mail 
relay 46 and the second e-mail relay 36 exchange data so as 
to synchroniZe the SPAM data stored in each of the local 
SPAM databases 37, 45. As may be appreciated, the 
exchange of data alloWs for a recently operational e-mail 
relay to bene?t from the data gathered by another previously 
operating e-mail relay. The sharing of SPAM data alloWs for 
increased detection of SPAM messages such as When the 
?rst e-mail relay provides SPAM data to the second e-mail 
relay prior to the corresponding SPAM messages arriving at 
the second e-mail relay, thereby alloWing the second e-mail 
relay to intercept the corresponding SPAM messages by 
employing the shared data. Preferably, the exchange of 
SPAM data betWeen e-mail relays is part of an agreement 
betWeen entities to share efforts in preventing the reception 
of SPAM. In another embodiment, the exchange of SPAM 
data is by e-mail relays associated With a single organiZation 
or set of related organiZations, such as af?liated companies. 

[0041] In an alternate embodiment, the SPAM database is 
a central database, Which is shared by several e-mail relays. 
In one embodiment, each e-mail relay employs a compari 
son and evaluations, Which are con?gured by the local 
administrator. In another embodiment, the comparison and 
evaluations are stored in the central SPAM database and are 
employed by all e-mail relays sharing the database. The 
SPAM data is preferably provided to the database by the 
e-mail relays forWarding SPAM messages for processing by 
the database. In one embodiment, the e-mail relays serve as 
an intermediary betWeen end users in facilitating the method 
for collecting SPAM discussed With reference to FIG. 4. In 
another embodiment, the e-mail relays perform some pre 
processing before providing the SPAM data to the central 
database. In one form, such preprocessing is by extracting 
data from the SPAM message and forming a record that is 
ready for insertion into the database. As may be appreciated, 
various other con?gurations and divisions of labor are 
possible in facilitating the sharing of a central database by 
e-mail relays operating in accordance With the invention. 

[0042] Although the present invention Was discussed in 
terms of certain preferred embodiments, the invention is not 
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limited to such embodiments. A person of ordinary skill in 
the art Will appreciate that numerous variations and combi 
nations of the features set forth above can be utiliZed Without 
departing from the present invention as set forth in the 
claims. Thus, the scope of the invention should not be 
limited by the preceding description but should be ascer 
tained by reference to claims that folloW. 

1. A method for controlling reception of messages from 
unknoWn entities in an e-mail netWork, each message is 
associated With a message source, comprising: 

providing a e-mail relay, the e-mail relay interposed along 
a message communication path associated With a public 
netWork and an e-mail server of the e-mail netWork; 

the e-mail relay receiving a message intended for a 
recipient associated With the e-mail netWork; 

the e-mail relay comparing the message data to message 
data in a SPAM database; 

the e-mail relay executing at least one predetermined 
action in response to determining that the message is 
SPAM; and 

the e-mail relay alloWing the message to proceed to at 
least one recipient in response to determining that the 
message is not SPAM. 

2. The method of claim 1, Wherein the e-mail message 
protocol is SMTP. 

3. The method of claim 1, Wherein the public netWork is 
the Internet. 

4. The method of claim 1, Wherein said at least one 
predetermined action comprises adding said message data to 
the SPAM database. 

5. The method of claim 1, Wherein said comparing the 
message to message data in a knoWn SPAM database 
comprises: 

identifying a comparison for evaluating by reference to 
the message; 

identifying at least one evaluation associated With the 
comparison; 

for each evaluation associated With the comparison: 

extracting data from the message in accordance With 
parameters associated With the identi?ed evaluation; 

executing the evaluation for the extracted data by 
comparing the extracted data to data from the SPAM 
database; 

determining a neW comparison score based on the 

executed evaluation; and 

determining that the message is SPAM if the comparison 
score is beyond a threshold. 

6. The method of claim 5, Wherein the threshold is a 
threshold range. 

7. The method of claim 5, Wherein said at least one 
evaluation comprises comparing the sender address of the 
message to a sender address of records in the SPAM 
database. 

8. The method of claim 5, Wherein said at least one 
evaluation comprises comparing an unknoWn recipient of 
the message to unknoWn recipient address of records in the 
SPAM database. 
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9. The method of claim 5, wherein said at least one 
evaluation comprises comparing a recipient list of the mes 
sage With a recipient lists of records in the SPAM database. 

10. The method of claim 5, Wherein said at least one 
evaluation comprises comparing content from a portion of 
the subject ?eld of the message header With the content of 
the subject ?eld of records in the SPAM database. 

11. The method of claim 5, Wherein said at least one 
evaluation comprises generating a hash value based on the 
message body and further comparing the generated hash 
value to a hash value of records in the SPAM database. 

12. The method of claim 5, Wherein said at least one 
evaluation comprises comparing a portion of the message 
body teXt to message body teXt of records in the SPAM 
database. 

13. The method of claim 5, Wherein said at least one 
evaluation comprises comparing URLs embedded in the 
message to URLs of records in the SPAM database. 

14. The method of claim 5, Wherein said at least one 
evaluation comprises comparing the IP domain of the send 
ing relay associated With the message to IP domain of the 
sending relay of records in the SPAM database. 

15. The method of claim 5, Wherein said at least one 
evaluation comprises storing in the SPAM database the 
number of times a SPAM message Was received by the 
e-mail relay. 

16. The method of claim 6, Wherein a comparison score 
Within the threshold range results in a “borderline” deter 
mination, indicating that it is not certain that the message is 
SPAM. 

17. The method of claim 16, further Wherein the e-mail 
relay quarantines a message in response to a borderline 
determination. 

18. The method of claim 17, Wherein an administrator 
associated With the e-mail relay revieWs quarantined mes 
sages for classifying messages as SPAM or “clean.” 

19. The method of claim 17, Wherein the intended recipi 
ent of the message is noti?ed by the e-mail relay that a 
message has been quarantined and further Wherein the 
e-mail relay receives data from the intended recipient to 
indicate Whether the message is SPAM. 

20. The method of claim 6, Wherein a comparison score 
over the threshold range results in a “SPAM” determination, 
indicating that the message is likely SPAM. 

21. The method of claim 6, Wherein a comparison score 
beloW the threshold range results in a “Clean” determina 
tion, indicating that the message is likely not SPAM. 

22. The method of claim 21, Wherein the e-mail relay 
forWard the message to an e-mail server in response to the 
“clean” determination. 

23. The method of claim 1, Wherein the database storing 
unWanted message is a local database of SPAM message 
data maintained by the e-mail relay. 

24. The method of claim 1, Wherein the database storing 
unWanted message is a central database, Which is shared 
betWeen a plurality of e-mail relay systems. 

25. The method of claim 1, Wherein the e-mail relay 
shares SPAM data from the SPAM database With at least one 
other e-mail relay associated With a second SPAM database. 

26. The method of claim 1, Wherein the SPAM database 
is accumulated by recipients of the e-mail netWork forWard 
ing unWanted messages to at least one e-mail address 
associated With the e-mail relay. 
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27. The method of claim 1, Wherein the SPAM database 
is accumulated by an administrator revieWing quarantined 
messages and determining that a message is SPAM. 

28. The method of claim 1, Wherein unWanted messages 
are collected by recipients replying to unWanted messages 
and including a special code Word Within the reply. 

29. The method of claim 1, Wherein unWanted messages 
are provided to the database by the e-mail relay adding a 
reply URL to each message forWarded to the e-mail netWork, 
the reply URL designed for a reporting message to the 
database as an unWanted message. 

30. The method of claim 1, Wherein said characteristics 
are selected from the group comprising message content, 
sender, subject, embedded URLs, Internet domain of the 
sending relay and IP address of the sending relay. 

31. Amethod for ?ltering unWanted messages to an e-mail 
netWork associated With an e-mail relay, comprising: 

providing a database storing a plurality of unWanted 
messages; 

providing an e-mail relay interposed along the commu 
nication path betWeen the e-mail netWork and a public 
netWork; 

the e-mail relay intercepting a message from the public 
netWork to the e-mail netWork; 

the e-mail relay comparing attributes of the intercepted 
message to attributes of unWanted messages stored in 
the database to determine Whether the intercepted mes 
sage is an unWanted message; and 

the e-mail relay blocking message transmission to the 
e-mail netWork in response to determining that the 
intercepted message is an unWanted message. 

32. A method for controlling the delivery of unWanted 
messages to local recipients associated With an e-mail relay, 
comprising: 

identifying a message from a public netWork to the e-mail 
relay as possibly an unWanted message; 

transmitting a noti?cation message to an intended recipi 
ent of the message, the noti?cation including a URL 
identifying the message and recipient; 

receiving the URL in accordance With an HTTP protocol; 

providing information about the message to the recipient 
in accordance With the HTTP protocol; and 

receiving an indication from the recipient according to the 
HTTP protocol as to Whether to proceed With message 
delivery. 

33. The method of claim 32, Wherein blocking message 
transmission comprises storing the message in a quarantine 
location for revieW by a system administrator. 

34. The method of claim 32, Wherein the database of 
unWanted messages cooperates With other databases of 
unWanted messages in a peer-to-peer con?guration. 

35. The method of claim 32, Wherein the database is a 
centraliZed SPAM database shared by a plurality of e-mail 
relays. 

36. A system for controlling the reception of SPAM 
messages by resources associated With a local netWork, 
comprising: 

an e-mail relay interposed along the communication path 
betWeen the resources and a public netWork, the e-mail 
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relay intercepting messages transmitted betWeen the 
resources and the public network; and 

a SPAM database storing data associated With known 
SPAM messages, the e-mail relay employing the SPAM 
database to compare attributed of intercepted messages 
to attributes of knoWn SPAM messages stored in the 
SPAM database, the e-mail relay comparing the mes 
sage to message data from the SPAM database by 
performing at least one evaluation related to attributes 
of the intercepted message, the e-mail relay executing 
at least one predetermined action if matching betWeen 
the message attributes and attributes from records in the 
SPAM database eXceed a threshold. 

37. The system of claim 36, Wherein the e-mail message 
protocol is SMTP. 

38. The system of claim 36, Wherein the public netWork 
is the Internet. 

39. The system of claim 36, Wherein said at least one 
predetermined action comprises adding said message data to 
the SPAM database. 

40. The system of claim 36, Wherein the threshold is a 
threshold range. 

41. The system of claim 36, Wherein said at least one 
evaluation comprises comparing the sender address of the 
message to a sender address of records in the SPAM 
database. 

42. The system of claim 36, Wherein said at least one 
evaluation comprises comparing an unknoWn recipient of 
the message to unknoWn recipient address of records in the 
SPAM database. 

43. The system of claim 36, Wherein said at least one 
evaluation comprises comparing a recipient list of the mes 
sage With a recipient lists of records in the SPAM database. 

44. The system of claim 36, Wherein said at least one 
evaluation comprises comparing content from a portion of 
the subject ?eld of the message header With the content of 
the subject ?eld of records in the SPAM database. 

45. The system of claim 36, Wherein said at least one 
evaluation comprises generating a hash value based on the 
message body and further comparing the generated hash 
value to a hash value of records in the SPAM database. 

46. The system of claim 36, Wherein said at least one 
evaluation comprises comparing a portion of the message 
body teXt to message body teXt of records in the SPAM 
database. 

47. The system of claim 36, Wherein said at least one 
evaluation comprises comparing URLs embedded in the 
message to URLs of records in the SPAM database. 

48. The system of claim 36, Wherein said at least one 
evaluation comprises comparing the IP domain of the send 
ing relay associated With the message to IP domain of the 
sending relay of records in the SPAM database. 

49. The system of claim 36, Wherein said at least one 
evaluation comprises storing in the SPAM database the 
number of times a SPAM message Was received by the 
e-mail relay. 

50. The system of claim 40, Wherein a comparison score 
Within the threshold range results in a “borderline” deter 
mination, indicating that it is not certain that the message is 
SPAM. 

51. The system of claim 50, further Wherein the e-mail 
relay quarantines a message in response to a borderline 
determination. 
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52. The system of claim 51, Wherein an administrator 
associated With the e-mail relay revieWs quarantined mes 
sages for classifying messages as SPAM or “clean.” 

53. The system of claim 51, Wherein the intended recipi 
ent of the message is noti?ed by the e-mail relay that a 
message has been quarantined and further Wherein the 
e-mail relay receives data from the intended recipient to 
indicate Whether the message is SPAM. 

54. The system of claim 40, Wherein a comparison score 
over the threshold range results in a “SPAM” determination, 
indicating that the message is likely SPAM. 

55. The system of claim 40, Wherein a comparison score 
beloW the threshold range results in a “Clean” determina 
tion, indicating that the message is likely not SPAM. 

56. The system of claim 55, Wherein the e-mail relay 
forWard the message to an e-mail server in response to the 
“clean” determination. 

57. The system of claim 36, Wherein the database storing 
unWanted message is a local database of SPAM message 
data maintained by the e-mail relay. 

58. The system of claim 36, Wherein the database storing 
unWanted message is a central database, Which is shared 
betWeen a plurality of e-mail relay systems. 

59. The system of claim 36, Wherein the e-mail relay 
shares SPAM data from the SPAM database With at least one 
other e-mail relay associated With a second SPAM database. 

60. The system of claim 36, Wherein the SPAM database 
is accumulated by recipients of the e-mail netWork forWard 
ing unWanted messages to at least one e-mail address 
associated With the e-mail relay. 

61. The system of claim 36, Wherein the SPAM database 
is accumulated by an administrator revieWing quarantined 
messages and determining that a message is SPAM. 

62. The system of claim 36, Wherein SPAM messages are 
collected by recipients replying to unWanted messages and 
including a special code Word Within the reply. 

63. The system of claim 36, Wherein SPAM messages are 
provided to the database by the e-mail relay adding a reply 
URL to each message forWarded to the e-mail netWork, the 
reply URL designed for a reporting message to the database 
as an unWanted message. The system of claim 36, Wherein 
message attributes are selected from the group comprising 
message content, sender, subject, embedded URLs, Internet 
domain of the sending relay and IP address of the sending 
relay. 

64. A system for controlling the reception of SPAM 
messages by resources associated With a local netWork, 
comprising: 

relay means interposed along the communication path 
betWeen the resources and a public netWork, the relay 
means intercepting messages transmitted betWeen the 
resources and the public netWork; and 

storage means for storing data associated With knoWn 
SPAM messages, the relay means employing the stor 
age means to compare attributed of intercepted mes 
sages to attributes of knoWn SPAM messages stored in 
the storage means, the relay means restricting the 
delivery of an intercepted message if a match score, 
based on comparison of message attributes and 
attributes of SPAM messages in the storage means, 
exceeds a threshold level. 


