
(19) United States 

Grupe 

US 20020194212A1 

(12) Patent Application Publication (10) Pub. No.: US 2002/0194212 A1 
(43) Pub. Date: Dec. 19, 2002 

(54) CONTENT SCANNING OF COPIED DATA 

(76) Inventor: 

Correspondence Address: 
NIXON & VANDERHYE P.C. 
8th Floor 
1100 North Glebe Road 
Arlington, VA 22201-4714 (US) 

Robert Grupe, Tring (GB) 

Publication Classi?cation 

(51) Im. c1? . .... .. G06F 7/00 

(52) Us. 01. ............................................................ ..707/500 

(57) ABSTRACT 

An on-demand virus and banned ?les scan, Which uses a 
scanning computer to scan a copy of data doWnloaded from 
a source computer. This scanning computer produces a log 
?le identifying data having characteristics indicative of a 
virus or a banned ?le and sends this log ?le back to the 
source computer. The source computer then scans just the 
data identi?ed by the log ?le, thereby accomplishing a 

(21) Appl. No.: 09/879,071 

(22) Filed: Jun. 13, 2001 complete scan in a reduced amount of time. 
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FScan copy of files for predetermined characteristics indicative of virusesi 
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Create a log ?le identifying files having such 1 
characteristics 
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End 

FIGURE 3a 
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Scan ?les identi?ed in said log ?le 
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End 

FIGURE 3b 
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Initiate virus and banned ?le scan for volume A of main computer? 

1 
Copy all data on volume A to a scanning computer 

4, 
Scan copied ?les for predetermined characteristics 

indicative of a banned ?le or virus 

l 
Create a log file identifying ?les having predetermined characteristics 
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Transmit log file to main computer 
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End 

FIGURE 4 
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CONTENT SCANNING OF COPIED DATA 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates to the ?eld of data processing 
systems. More particularly, this invention relates to data 
processing systems in Which it is desired to scan a plurality 
of computer ?les to identify one or more predetermined 
characteristics indicative of a computer ?le having some 
speci?ed content. 

[0003] 2. Description of the Prior Art 

[0004] It is knoWn to provide anti-virus computer pro 
grams and E-mail and data ?ltering programs. Anti-virus 
programs may operate in an on-access mode or an on 
demand mode. The on-access mode initiates a scan of a ?le 
When an access request to that ?le is made. The on-demand 
mode initiates a scan of all ?les on a speci?ed volume or 
volumes either on a user request or on a scheduled request. 

[0005] An anti-virus scan of a ?le consists of scanning that 
?le for computer viruses, Worms, Trojans or other undesired 
content. This is done by comparing the ?le With a library of 
data that de?nes content to be detected. 

[0006] In a similar manner, content ?ltering programs scan 
?les and incoming or outgoing messages for undesired 
content. This may happen When the messages are ?oWing in 
or out, or alternatively, it may take place in an on-demand 
Way. That is to say, a scan of a complete volume of data or 
messages is initiated by a user or as a scheduled event. 

[0007] Aproblem found With on-demand scans is the ever 
increasing time needed to perform this scan. This is due to 
an increasing amount of data to be scanned along With a 
groWing number of computer viruses and other undesired 
forms of content for Which it is desired to scan. In general 
an on-demand scan is performed at slack times, such as 
during the night or at a Weekend, to avoid overloading of the 
server. HoWever, given the increasing time required for these 
scans, the situation can arise When these periods of time are 
not sufficient to alloW an on-demand scan to be run. This can 

result in such scans being terminated early Which decreases 
the security and usefulness of such systems. 

SUMMARY OF THE INVENTION 

[0008] VieWed from one aspect the present invention 
provides a computer program product comprising a com 
puter program operable to control a scanning computer to 
produce a log ?le identifying computer data from a source 
computer having speci?ed content, said computer program 
comprising: scanning logic operable to scan computer data 
transferred from said source computer to said scanning 
computer and to identify one or more portions of said 
computer data having one or more predetermined charac 
teristics indicative of said computer data having said speci 
?ed content; and log generating logic operable to Write 
details of said identi?ed portions to a log ?le. 

[0009] The invention recognises the above problem of 
scans of computer data that take so long that a complete scan 
of the data cannot be performed during slack time, such as 
overnight or during the Weekend. To address this problem 
embodiments of the invention transfer data to be scanned 
from a source computer to a scanning computer. The scan 
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ning computer then scans the data and creates a log ?le 
identifying portions of the data that have predetermined 
characteristics indicating a particular speci?ed content. This 
enables the source computer to rescan or otherWise selec 
tively process the data identi?ed in the log ?le, Which 
considerably reduces the processing time of the source 
computer needed for a scan. 

[0010] Although the log ?le may be transferred back to the 
source computer by the use of tapes or disks, it is preferable 
that the computer program product comprises log transfer 
ring logic operable to control said scanning computer to 
transfer said log ?le, via a netWork connection to said source 
computer. 

[0011] Although any content of data that the user cares to 
specify may be scanned for, embodiments of the invention 
are particularly Well suited to scanning for one or more of: 
a computer virus; a Worm; a Trojan; and a computer ?le 
comprising banned content. Alternatively, embodiments of 
the invention can be used as part of an e-mail or ?le storage 
?ltering system, Wherein the speci?ed content includes 
banned Words or phrases. 

[0012] In some cases it is knoWn that a particular content 
appears only in a certain type of ?le. In these cases, in order 
to increase the speed of the scan embodiments of the present 
invention can limit the scan to a particular type of ?le by the 
use of scanning logic operable to scan computer data located 
in, say, executable computer ?les only. 

[0013] In preferred embodiments of the present invention 
said scanning computer is a backup computer for performing 
a backup procedure upon said computer data of said source 
computer, said computer program product being operable to 
control said backup computer to scan said computer data 
transferred to said backup computer from said source com 
puter during said backup procedure. In a backup procedure 
a copy of data from the source computer to the backup 
computer is made as part of the backup procedure. Thus, 
data that has already been copied is scanned, and it is just the 
relatively small log ?le that needs to be transferred back to 
the source computer. This is a strongly synergistic combi 
nation. 

[0014] In some embodiments substantially all data stored 
on said source computer can be scanned, in others, data 
stored on a single storage device of said source computer is 
scanned. 

[0015] A further aspect of the present invention provides 
a computer program product comprising a computer pro 
gram operable to control a source computer to scan com 
puter data stored by said source computer to identify one or 
more portions of said computer data having one or more 
predetermined characteristics indicative of said computer 
data having some speci?ed content, said computer program 
comprising: log reading logic operable to control said source 
computer to read a log ?le Written by a scanning computer, 
said log ?le identifying portions of said computer data 
having said predetermined characteristics; and response 
logic responsive to said log ?le and operable to control said 
source computer to perform further processing tasks upon at 
least said data identi?ed in said log ?le as having said 
predetermined characteristics. 

[0016] In some embodiments of the invention said com 
puter data comprises a fraction of data stored on said source 
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computer, said computer program product being operable to 
control said source computer to transmit at least one further 
fraction of said data to at least one further scanning com 
puter, and to control said source computer to receive a log 
?le from each of said at least one further scanning comput 
ers. By dividing the data to be scanned into different 
fractions and sending each fraction to a different scanning 
computer, a scan can be performed in less time that it Would 
take a single scanning computer. Thus, in a situation Where 
it Was not possible to do a complete scan during a slack 
period, such as overnight, on a single computer, it may be 
possible to perform such a scan on a plurality of computers. 

[0017] In embodiments of the invention the computer 
program product comprises anti-virus logic operable to 
control said source computer to perform a virus response 
action upon data identi?ed. Thus, in addition to detecting 
viruses, embodiments of the present invention may delete 
and/or disinfect any viruses that are found. 

[0018] Further aspects of the present invention are set out 
in the appended claims. 

[0019] The above, and other objects, features and advan 
tages of this invention Will be apparent from the folloWing 
detailed description of illustrative embodiments Which is to 
be read in connection With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] 
Work; 
[0021] FIG. 2 is a How diagram illustrating the main steps 
in the scanning of data stored on a computer; 

FIG. 1 schematically illustrates a computer net 

[0022] FIG. 3a is a How diagram illustrating the process 
ing of a computer scanning a copy of the data and producing 
a log ?le; 

[0023] FIG. 3b is a How diagram illustrating the process 
ing of a computer scanning the live data on receipt of a log 
?le; 
[0024] FIG. 4 is a How diagram shoWing the scanning of 
a copy of the data from one computer on a scanning 
computer; and 

[0025] FIG. 5 schematically illustrates a general purpose 
computer of a type that may be used for performing scanning 
operations. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0026] FIG. 1 illustrates a computer netWork 2 including 
a server 4, a plurality of client computers 8, 10, 12 and a 
plurality of rack mounted appliance computers 14. A local 
area netWork 16 connects these computers. 

[0027] The server 4 includes a netWork storage device 18 
providing ?le storage for the computers connected to the 
local area netWork 16. FIG. 1 also illustrates a backup 
computer 6 for providing a backup of the ?les on the server 
4. Information can pass betWeen the server 4 and the backup 
computer 6 via a local netWork, the Internet or With the use 
of disks or tapes. 

[0028] In operation the netWork storage device 18 is 
subject to regular on-demand scans to identify computer 
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viruses, Trojans, Worms and/or ?les With banned content. As 
the netWork storage device 18 can be very large, the amount 
of processing time required to compare every stored ?le 
against an increasing number of virus de?nition pro?les can 
be extremely long. In general, the server 4 performs such 
scans during quiet times, such as the night or Weekend. 
Given the increasing length of time required for such scans, 
it may Well be that it is not possible to complete these scans 
during the quiet times. This could result in incomplete scans 
Which carry the risk of viruses going undetected. 

[0029] Afurther eXample, is that the device may comprise 
a mail server, Which stores all the received and sent e-mails 
into and out of the netWork 2. These stored mail messages 
may be subject to on-demand ?ltering scans, Wherein such 
things as banned Words are searched for. 

[0030] FIG. 2 is a How diagram illustrating the processing 
performed by the server 4 and the backup computer 6 in 
accordance With one eXample of the invention. In FIG. 2, a 
copy of the live data on a “live” system, such as the server 
4 is sent (1) to a backup system such as the backup computer 
6. The backup system then scans (2) the copied data for 
predetermined characteristics Which indicate a speci?c con 
tent, such as a virus or a Worm. The backup system creates 
a log ?le and Writes (3) details of such data to the log ?le. 
It then sends (4) the log ?le back to the live system. The live 
system then scans any live data that is indicated in the log 
?le. This takes much less time on the live computer than 
Would a complete scan of the live data on the live computer. 

[0031] The ?les copied from the source computer may be 
a complete set of ?les stored on the computer or it may be 
a fraction of the ?les stored. It may, for example, be the ?les 
stored on one of the volumes of the storage device 18. 

[0032] FIG. 3a is a How diagram illustrating the process 
ing performed by a scanning computer When scanning a set 
of ?les, Which have been doWnloaded or otherWise trans 
ferred from a source computer, for predetermined charac 
teristics indicative of speci?c content such as viruses. The 
scanning computer may be a backup computer such as the 
backup computer 6 illustrated in FIG. 1. This computer 
scans the ?les copied from the source computer and pro 
duces a log ?le identifying any ?les having the predeter 
mined characteristics. Although in this embodiment the data 
that is scanned is in the form of ?les, it may take other forms 
such as e-mail messages or attachments Within a database. 
The use of a backup computer to perform the scan is 
particularly advantageous as the ?les are already copied 
across in order to perform the backup, thus, the only 
additional steps are the scanning and the copying back of a 
single log ?le. 

[0033] FIG. 3b illustrates the processing of this log ?le 
after it has been sent back to the source computer from 
Which a copy of the original ?les Was sent. The source 
computer reads the log ?le and then scans the ?les identi?ed 
in this log ?le as potentially containing viruses or banned 
?les. This means that instead of having to scan all the ?les 
stored on the original computer, only ?les indicated in the 
log ?le need to be scanned. This considerably reduces the 
processing time required on the original computer to com 
plete an on-demand scan. 

[0034] FIG. 4 illustrates an embodiment of the invention 
in Which an on-demand scan for viruses and banned ?les is 
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performed on a particular volume of a main computer. 
Following initiation of the scan, by for example, a user 
request, all of the ?les from volume Aof the main computer 
are copied to a scanning computer. The scanning computer 
then scans the copied ?les for predetermined characteristics 
indicative of a banned ?le or a virus. Any ?les detected 
containing such characteristics are identi?ed and details of 
these ?les are Written to a log ?le. When all the copied ?les 
have been scanned the log ?le is sent back to the main 
computer. The main computer then needs only to scan the 
?les identi?ed in the log ?le, a considerably shorter process 
than scanning every ?le on the volume Would be. The ?les 
having characteristics indicative of viruses or banned ?les 
are scanned and depending on the nature of any virus 
detected, they are either disinfected, deleted or quarantined. 

[0035] In the above embodiment all of the ?les stored on 
volume A are sent to a single computer to be scanned. It is 
possible, hoWever, to divide the ?les into different sets, and 
send each set to a different computer. In such an embodiment 
a plurality of computers can be used to perform the on 
demand scan of the ?les, thereby decreasing the time 
required for each scan. Each computer then transmits its oWn 
log ?le back to the main computer. The main computer (such 
as a server 4 of FIG. 1) then reads each of the log ?les and 
scans the computer ?les identi?ed in these log ?les. 

[0036] In the above embodiments the scanning of ?les is 
generally done to detect such things as viruses and Worms. 
HoWever, embodiments of the above invention can be used 
to detect any content of a ?le that the user speci?es. Thus, 
if a system administrator Wishes a particular games program 
to be banned from the system details of the program can be 
added to the library of data to be scanned for. Alternatively 
if a check on all e-mail is required in order to con?rm, for 
eXample, that there is no pornographic material present, then 
a scan of the stored volume of mail for particular banned 
Words can be made. 

[0037] In a further embodiment the ?les being backed up 
are scanned in-memory and are cleaned or quarantined 
before they are Written to the backup storage medium. Alog 
is then created Which is passed back to the original server so 
that any infected items in the original data stores identi?ed 
in the log can be processed. In this embodiment even if the 
log ?le is not used, any data recovery from the backup 
medium Will be clean. 

[0038] FIG. 5 schematically illustrates a general purpose 
computer 200 of the type that may be used to perform the 
above described techniques. The general purpose computer 
200 includes a central processing unit 202, a read only 
memory 204, a random access memory 206, a hard disk 
drive 208, a display driver 210 With attached display 211, a 
user input/output circuit 212 With attached keyboard 213 and 
mouse 215, a netWork card 214 connected to a netWork 
connection and a PC computer on a card 218 all connected 
to a common system bus 216. In operation, the central 
processing unit 202 eXecutes a computer program that may 
be stored Within the read only memory 204, the random 
access memory 206, the hard disk drive 208 or doWnloaded 
over the netWork card 214. Results of this processing may be 
displayed on the display 211 via the display driver 210. User 
inputs for triggering and controlling the processing are 
received via the user input/output circuit 212 from the 
keyboard 213 and mouse 215. The central processing unit 
202 may use the random access 206 as its Working memory. 
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A computer program may be loaded into the computer 200 
via a recording medium such as a ?oppy disk drive or 
compact disk. Alternatively, the computer program may be 
loaded in via the netWork card 214 from a remote storage 
drive. The PC on a card 218 may comprise its oWn essen 
tially independent computer With its oWn Working memory, 
CPU and other control circuitry that can co-operate With the 
other elements in FIG. 5 via the system bus 216. The system 
bus 216 is a comparatively high bandWidth connection 
alloWing rapid and ef?cient communication. 

[0039] It Will be appreciated that the above computer 
apparatus is only one eXample of the computer platforms 
that may operate in accordance With the present techniques. 
As examples, handheld computers and interactive televi 
sions may be used. The display driver may also serve to 
provide audio output and the input devices may include pen 
based devices, cameras (for automated recognition) and 
microphones. The hard disk drive may be replaces or 
supplemented With a ?oppy disk drive, a CD/DVD drive or 
memory cards. It Will be understood that these are only some 
eXamples of the variation in computer platform that may be 
used as appropriate. 

[0040] Although illustrative embodiments of the invention 
have been described in detail herein With reference to the 
accompanying draWings, it is to be understood that the 
invention is not limited to those precise embodiments, and 
that various changes and modi?cations can be effected 
therein by one skilled in the art Without departing from the 
scope and spirit of the invention as de?ned by the appended 
claims. 

I claim 
1. A computer program product comprising a computer 

program operable to control a scanning computer to produce 
a log ?le identifying computer data from a source computer 
having speci?ed content, said computer program compris 
mg: 

scanning logic operable to scan computer data transferred 
from said source computer to said scanning computer 
and to identify one or more portions of said computer 
data having one or more predetermined characteristics 
indicative of said computer data having said speci?ed 
content; and 

log generating logic operable to Write details of said 
identi?ed portions to a log ?le. 

2. A computer program product according to claim 1, 
Wherein said computer program product comprises log 
transferring logic operable to control said scanning com 
puter to transfer said log ?le to said source computer. 

3. A computer program product according to claim 1, 
Wherein said predetermined characteristics are characteris 
tics indicative of said computer data comprising one or more 
of: 

a computer virus; 

a Worm; 

a Trojan; and 

a computer ?le comprising banned content. 
4. A computer program product according to claim 3, 

Wherein said scanning logic is operable to scan computer 
data located in eXecutable computer ?les. 
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5. A computer program product according to claim 1, 
wherein said speci?ed contents includes banned Words or 
phrases and said computer program is part of an e-mail or 
data ?ltering system. 

6. A computer program product according to claim 1, 
Wherein said scanning computer is a backup computer for 
performing a backup procedure upon said computer data of 
said source computer, said computer program product being 
operable to control said backup computer to scan said 
computer data transferred to said backup computer from said 
source computer during said backup procedure. 

7. A computer program product according to claim 6, 
Wherein said computer data transferred from said source 
computer comprises substantially all data stored on said 
source computer. 

8. A computer program product according to claim 1, 
Wherein said computer data transferred from said source 
computer comprises substantially all ?les stored on at least 
one storage device of said source computer. 

9. A computer program product comprising a computer 
program operable to control a source computer to scan 
computer data stored by said source computer to identify 
one or more portions of said computer data having one or 
more predetermined characteristics indicative of said com 
puter data having some speci?ed content, said computer 
program comprising: 

log reading logic operable to control said source computer 
to read a log ?le Written by a scanning computer, said 
log ?le identifying portions of said computer data 
having said predetermined characteristics; and 

response logic responsive to said log ?le and operable to 
control said source computer to perform further pro 
cessing tasks upon at least said data identi?ed in said 
log ?le as having said predetermined characteristics. 

10. A computer program product according to claim 9, 
Wherein said computer program product comprises log ?le 
receiving logic operable to control said source computer to 
receive said log ?le transmitted by said scanning computer. 

11. A computer program product according to claim 10, 
further comprising transmission logic operable to control 
said source computer to transmit said computer data to be 
scanned to said scanning computer. 

12. A computer program product according to claim 11, 
Wherein said computer data comprises substantially all data 
stored on said source computer. 

13. A computer program product according to claim 11, 
Wherein said computer data comprises a fraction of data 
stored on said source computer, said computer program 
product being operable to control said source computer to 
transmit at least one further fraction of said data to at least 
one further scanning computer, and to control said source 
computer to receive a log ?le from each of said at least one 
further scanning computers. 

14. A computer program product according to claim 9, 
Wherein said predetermined characteristics are characteris 
tics indicative of said computer data comprising one or more 
of: 

a computer virus; 

a Worm; 

a Trojan; and 

a computer ?le comprising banned content. 
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15. A computer program product according to claim 14, 
Wherein said computer program product comprises anti 
virus logic operable to control said source computer to 
perform a virus response action upon data identi?ed. 

16. A computer program product according to claim 9, 
Wherein said speci?ed content includes banned Words and 
said computer program is part of an e-mail ?ltering system. 

17. A method of identifying computer data having speci 
?ed content said method comprising the folloWing steps: 

(i) using a scanning computer to scan computer data 
transferred from a source computer to identify one or 
more portions of said computer data having one or 
more predetermined characteristics indicative of said 
computer data having said speci?ed content; 

(ii) Writing to a log ?le information identifying said 
portions. 

18. A method of identifying computer data according to 
claim 17, said method further comprising the step of: 

(iii) transferring said log ?le to said source computer. 
19. A method of identifying computer data having speci 

?ed content according to claim 17, Wherein said predeter 
mined characteristics are characteristics indicative of said 
computer data comprising one or more of: 

a computer virus; 

a Worm; 

a Trojan; and 

a computer ?le comprising banned content. 
20. A method of identifying computer data having speci 

?ed content according to claim 17, Wherein said speci?ed 
content includes banned Words and said method is a method 
for ?ltering e-mail. 

21. A method of identifying computer data having speci 
?ed content according to claim 17, Wherein said scanning 
computer comprises a backup computer for performing a 
backup procedure upon said computer data of said source 
computer, said method further comprising the initial step of 
transferring said computer data from said source computer 
to said backup computer during said backup procedure. 

22. A method of identifying computer data having speci 
?ed content according to claim 21, Wherein substantially all 
data stored on said source computer are transferred to said 
backup computer. 

23. A method of identifying computer data having speci 
?ed content according to claim 17, Wherein said computer 
data transferred from said source computer comprises sub 
stantially all data stored on at least one storage device of said 
source computer. 

24. A method of scanning computer data stored on a 
source computer to identify one or more portions of said 
computer data having one or more predetermined charac 
teristics indicative of said computer data having some speci 
?ed content, said method comprising the steps of: 

(i) using said source computer to read a log ?le Written by 
a scanning computer, said log ?le identifying data 
stored on said source computer having predetermined 
characteristics indicative of said speci?ed content; and 

(ii) in response to said log ?le, controlling said source 
computer to perform further processing tasks upon at 
least said data identi?ed in said log ?le as having said 
predetermined characteristics. 
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25. A method of identifying computer data according to 
claim 24, said method further comprising prior to step the 
step of receiving said log ?le transmitted by said scanning 
computer. 

26. A method of identifying computer data claim 25, 
further comprising an initial step of transmitting said com 
puter data to be scanned from said source computer to said 
scanning computer. 

27. A method of identifying computer data according to 
claim 26, Wherein said computer data comprises substan 
tially all data stored on said source computer. 

28. A method of identifying computer data according to 
claim 26, Wherein said computer data comprises a fraction 
of data stored on said source computer, said initial step 
further comprising transmitting at least one further fraction 
of said data to at least one further scanning computer, and to 
control said source computer to receive a log ?le from each 
of said at least one further scanning computers. 

29. A method of identifying computer data according to 
claim 24, Wherein said predetermined characteristics are 
characteristics indicative of said computer data comprising 
one or more of: 

a computer virus; 

a Worm; 

a Trojan; and 

a computer ?le comprising banned content. 
30. A method of identifying computer data according to 

claim 29, Wherein said computer program product comprises 
anti-virus logic operable to control said source computer to 
perform a virus response action upon data identi?ed. 

31. A method of identifying computer data according to 
claim 24, Wherein said speci?ed content includes banned 
Words and said method is part of an e-mail ?ltering method. 

32. A method of scanning a plurality of ?les on a source 
computer using a scanning computer said method compris 
ing the folloWing steps: 

(i) copying computer data from a source computer to a 
scanning computer; 

(ii) scanning said copied computer data With said scan 
ning computer to identify one or more portions of said 
computer data having one or more predetermined char 
acteristics indicative of said computer data having at 
least some speci?ed content; 

(iii) Writing to a log ?le information identifying said 
portions; 

(iv) transferring said log ?le to said source computer; and 

(v) controlling said source computer in response to said 
log ?le to perform further processing tasks upon at least 
said data identi?ed in said log ?le as having said 
predetermined characteristics. 

33. A scanning computer for identifying computer data 
from a source computer having speci?ed content, said 
scanning computer further comprising: 

a scanning device operable to scan computer data trans 
ferred from said source computer to said scanning 
computer and to identify one or more portions of said 
computer data having one or more predetermined char 
acteristics indicative of said computer data having said 
speci?ed content; and 
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a log generating device operable to Write details of said 
identi?ed portions to a log ?le. 

34. A scanning computer for identifying computer data 
according to claim 33, said scanning computer further 
comprising a log transferring device operable to transfer said 
log ?le from said scanning computer to said source com 
puter. 

35. A scanning computer for identifying computer data 
according to claim 33, Wherein said predetermined charac 
teristics are characteristics indicative of said computer data 
comprising one or more of: 

a computer virus; 

a Worm; 

a Trojan; and 

a computer ?le comprising banned content. 
36. A scanning computer for identifying computer data 

according to claim 35, Wherein said scanning device is 
operable to scan computer data located in executable com 
puter ?les. 

37. A scanning computer for identifying computer data 
according to claim 33, Wherein said speci?ed content 
includes banned Words and said scanning computer is part of 
an e-mail ?ltering system. 

38. A scanning computer for identifying computer data 
according to claim 33, Wherein said scanning computer 
comprises a backup computer for performing a backup 
procedure upon said computer data of said source computer, 
said scanning device being operable to scan data transferred 
to said backup computer from said source computer during 
said backup procedure. 

39. A scanning computer for identifying computer data 
according to claim 38, Wherein said computer data trans 
ferred from said source computer comprises substantially all 
?les stored on said source computer. 

40. A scanning computer for identifying computer data 
according to claim 33, Wherein said computer data doWn 
loaded from said source computer comprises substantially 
all ?les stored on at least one storage device of said source 
computer. 

41. An apparatus comprising a source computer operable 
to scan computer data stored by said source computer to 
identify one or more portions of said computer data having 
one or more predetermined characteristics indicative of said 
computer data having some speci?ed content, said scanning 
computer further comprising: 

a log ?le reading device operable to read a log ?le Written 
by a scanning computer, said log ?le identifying data 
stored on said source computer having said predeter 
mined characteristics; and 

a controller responsive to said log ?le and operable to 
control said source computer to perform further pro 
cessing tasks upon at least said data identi?ed in said 
log ?le as having said predetermined characteristics. 

42. An apparatus according to claim 41, said apparatus 
further comprising a log receiving device operable to receive 
said log ?le transmitted by said scanning computer. 

43. An apparatus according to claim 42, said apparatus 
further comprising a transmitting device operable to transmit 
said computer data to be scanned from said source computer 
to said scanning computer. 

44. An apparatus according to claim 43, Wherein said 
computer data comprises substantially all data stored on said 
source computer. 
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45. An apparatus according to claim 43, wherein said 
computer data comprises a fraction of computer data stored 
on said source computer, said transmitting device being 
operable to transmit at least one further fraction of said 
computer data to at least one further scanning computer, said 
log ?le receiving device being operable to receive a log ?le 
from each of said at least one further scanning computers. 

46. An apparatus according to claim 41, Wherein said 
predetermined characteristics are characteristics indicative 
of said computer data comprising one or more of: 

a computer virus; 

a Worm; 

a Trojan; and 

a computer ?le comprising banned content. 
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47. An apparatus according to claim 46, Wherein said 
controller is operable to control said source computer to 
perform a virus response action upon data identi?ed. 

48. An apparatus according to claim 41, Wherein said 
speci?ed content includes banned Words and said apparatus 
is part of an e-mail ?ltering system. 

49. A method of business for a backup provider compris 
ing in addition to providing a backup of a set of ?les, 
providing a ?le scan service, such that said set of ?les is 
scanned to detect ?les having a predetermined characteristic 
indicative of at least some speci?ed content and producing 
a log ?le identifying said detected ?les. 


