
(12) Patent Application Publication (10) Pub. No.: US 2002/0191548 A1 
Ylonen et al. (43) Pub. Date: Dec. 19, 2002 

(54) SECURITY SYSTEM FOR A DATA (30) Foreign Application Priority Data 
COMMUNICATIONS NETWORK 

Mar. 22, 2001 (FI) ...................................... .. FI 20010596 
(76) Inventors: Tatu Ylonen, Helsinki (FI); Tero 

Kivinen, Espoo (FI); Marko Teiste, Publication Classi?cation 
Perttula (FI) 

(51) Int. Cl.7 ................................................... .. H04L 12/28 
Correspondence Address: (52) U.S. Cl. .......................................... .. 370/254; 370/352 
RONALD CRAIG FISH 
FALK & FISH 
POST OFFICE BOX 2258 (57) ABSTRACT 
MORGAN HILL, CA 95038 (US) 

(21) Appl. No.; 10/104,790 This invention discloses a method for con?guring a security 
aWare netWorking device in manner Which is secure and still 

(22) Filed: Mar. 22, 2002 easy for users and administrators. 

1 00 

200 
0 

300 

1 0 
300 

20 
300 



Patent Application Publication Dec. 19, 2002 Sheet 1 of 6 US 2002/0191548 A1 

100 

200 

300 

10 

_|- 20 
300 



Patent Application Publication Dec. 19, 2002 Sheet 2 of 6 US 2002/0191548 A1 

‹- START › 

READING '1,200 

READING ”21-200 
f 

I READING fz?z?o 

READING __'0210 I 
y CONNECTING 'fu-220 

CONNECTING '7,220 
__r , v'zfzso 

f CONNECTING t - 2 ._ 232 

OBTAINING '2,230 __T__ 
___ OBTAINlNG P 2." 234 

f 

USING ~z.-24o y 

"ll READING ”2,235 
END _- l 

VERIFYING “21-236 

Fig. 2a l 
DECRYPTING ”if-237 

T 
USING ”22-240 

Fig. 2b 



Patent Application Publication Dec. 19, 2002 Sheet 3 of 6 

å 
ENCRYPTING g' Z... 302 

SIGNING I' ?..._304 

STORING 310 

INSERTING _J/vlazo 
'U' 

READING '121-330 
V 

OBTA?N?NG 11,340 

SETTING ”Zip-350 

V 

END 

F?g. 3a 

PRODUCING 

US 2002/0191548 A1 

ADDRESS 

SECURITY ITEM 

OBTAINING 

CONNECTING -~‹ 

"EJ-300 

ENCRYPTING L' ”2.” 302 
_ 

' SIGNING ?_.._304 

STORING ”if-310 

INSERTING Kid-320 

L- 332 

2-334 

L'år-340 
L- 342 

2-344 

2-- 346 

VERIFYING ?» 
CONFIRMtNG -‹ 

a; 
SETTING 

Fig. 3b 

350 



Patent Application Publication Dec. 19, 2002 

PRODUCING 

I JI. 

r"ll-300 

ENCRYPTING I*"Z_.- 302 

SIGNING ”2 *394 

STORING '2,310 

INSERTING 'fu-320 

F 

READING 4,330 

ADDRESS f' 'Z ._ 332 
h 

SECURITYITEM ?-?z _334 

OBTAINING 

CONNECTING '42... 342 

OBTAINING A SET ?* 'Z_._347 

340 

VERIFYING "“ 'Z_,_..348 

Sheet 4 of 6 US 2002/0191548 A1 

@ 
PRODUCING '7,-400 

l 
STORING '1,411 0 

ENCRYPTING '4/4120 

SIGNING 'fu-430 

STOR I NG I' 2.‹-440 

Fig. 4a 



Patent Application Publication Dec. 19, 2002 Sheet 5 of 6 US 2002/0191548 A1 

PRODUCING 400 ia 
CAUSING OF STORING 402 

STORING 404 i 
STORJNG 410 i 

ENCRYPTI NG 420 t 
SlGNING 430 i 
STORiNG 440 

a 
Fig. 4b 



Patent Application Publication Dec. 19, 2002 Sheet 6 of 6 US 2002/0191548 A1 

510 m 

512 

f: 552 
554 

556 

558 

520 

522 

560 

600 



US 2002/0191548 Al 

SECURITY SYSTEM FOR A DATA 
COMMUNICATIONS NETWORK 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The invention relates to systems and methods for 
implementing secured IP (internet protocol) networks. Espe 
cially, the invention is related to such a method as speci?ed 
in the preamble of the independent method claim. 

[0003] 2. Description of Related Art 

[0004] At least the following acronyms are used within 
this speci?cation: 

BOOTP bootstrap protocol [BOOTP] 
DHCP dynamic host con?guration protocol [DHCP] 
FW Firewall 
GPRS general radio packet service 
GSM global service for mobile telecommunications 
IETF Internet Engineering Task Force 
IP Internet Protocol [IP] 
IPSec IP security protocol [IPSEC] 
LAN local area network 
NAT network address translation 
PKI public key infrastructure 
RARP reverse address resolution protocol [RARP] 
SIM subscriber identity module 
TCP transmission control protocol [TCP] 
TFTP trivial ?le transfer protocol [TFTP] 
URL uniform resource locator 

VPN Virtual Private Network 
VRRP Virtual Router Redundancy Protocol [VRRP] 
WLAN wireless local area network 

[0005] A ?rewall is a device, or more accurately a set of 
programs protecting resources of a private network or a 
computing devices from outside users. Firewalls are typi 
cally located between a private network of an organization 
and a public network. A?rewall ?lters the traffic between the 
networks, allowing certain kinds of traf?c to pass and 
rejecting other types of traf?c. A set of rules known as 
?rewall rules determine which types of traf?c are allowed in 
which direction, and which types of traffic are rejected. For 
maXimum security, a ?rewall is typically installed in a 
dedicated computer whose only duty is to act as the ?rewall. 
Also so called personal ?rewalls are known, which typically 
are programs or sets of programs installed on a user”s 

workstation, for protecting the data and programs in that 
particular workstation against snooping or sabotage. Various 
eXamples of ?rewalls are given for eXample in the patent 
U.S. Pat. No. 5,826,014. 

[0006] A virtual private network (VPN) is a network, 
which is formed on top of another, typically an untrusted 
public network by using secured connections between VPN 
nodes. Virtual private networks are gaining popularity, since 
a VPN allows the LAN s of remote of?ce s of an organization 
to be connected without requiring a dedicted cable connec 
tion between the of?ces. The LAN of each site is connected 
to a public network such as the Internet via a VPN node, and 
the VPN nodes manage the transmission of traf?c between 
the LANs, taking care of encryption and authentication. 
Typically, a VPN node connecting a LAN to a public 
network also comprises ?rewall functionality. Various 
eXamples of VPNs are given for eXample in the document 
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RFC 2764 [Gleeson]. Connections between the VPN nodes 
are typically encrypted and authenticated according to the IP 
security protocol. 
[0007] The IP security protocol [IPSEC] is being stan 
dardized by the IETF (Internet Engineering Task Force) for 
adding security to the well-known and widely used IP 
protocol. It provides cryptographic authentication and con 
?dentiality of traf?c between two communicating network 
nodes. It can be used in both end-to-end mode, i.e. directly 
between the communicating nodes or hosts, or in tunnel 
mode between ?rewalls or VPN devices. Asymmetric con 
nections, where one end is a host and the other end is a 
?rewall or VPN are also possible. 

[0008] Conventionally, the construction of a virtual pri 
vate network (VPN) is a large project for an organization, 
requiring large efforts in planning and implementation of the 
VPN. Construction of a VPN according to solutions pre 
sented in the prior art require sophisticated professional 
skill, whereby most organizations need to employ eXpensive 
consultants for the project. In a typical case, VP N and 
?rewall functionality is added to eXisting LANs, for 
eXample for connecting local networks of two offices of the 
organization via the Internet. Typical phases of such a 
project are the following: 

[0009] collecting information of the present structure 
of the affected LANs, 

[0010] specifying the needed functionality of the 
VPN and ?rewall, 

[0011] planning the structure of the VPN and de?ning 
the ?rewall traf?c control rules, 

[0012] obtaining the necessary equipment and soft 
ware, 

[0013] installing and con?guring the software, 

[0014] setting up the equipment in a test environ 
ment, 

[0015] testing the setup and correcting of possible 
errors, 

[0016] moving the equipment to production loca 
tions, 

[0017] connecting the equipment to the LAN s and the 
internet, 

[0018] performing the ?nal test, 

[0019] 
[0020] As can be seen, such a project is complicated, and 
requires a relatively long time to implement. However, if the 
organization has several remote of?ces connecting to a 
central of?ce, the setup needed at each remote of?ce can be 
replicated relatively easy after the VPN equipment at the 
?rst remote of?ce has been con?gured and tested_unless 
the LAN con?gurations and/or needed functionalities vary a 
great amount. 

[0021] Maintenance of the VPN/?rewall system is also a 
signi?cant source of costs. Con?guration of the system must 
be updated, if a new LAN is to be connected to an eXisting 
VPN, or for eXample if the selection of protocols passed 
through the ?rewall to the Internet and back is to be changed. 
Typically, such con?guration changes require an on-site visit 

taking the VPN into full use. 
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of a maintenance engineer. In order to maintain the security 
of the systems, the software in the VPN/?reWall devices 
need to be periodically updated to cover any faults and 
holes, Which could be abused by malicious or spying third 
parties. A softWare update typically requires a visit by a 
maintenance engineer to update the softWare on site. 

[0022] The maintenance is typically a large eXpense in the 
long run, and When combined With the eXpenses related to 
setting up of the systems in the beginning, these Work related 
costs typically far eXceed the costs of the needed equipment. 
More easily deployable and manageable systems are clearly 
needed. 

[0023] Explosive groWth of the Internet has strongly 
increased the importance of making netWorking equipment 
easier to install and manage. This is particularly true When 
implementing security services, such as virtual private net 
Works, on the netWorks. VPNs involve routing, data encryp 
tion, public key infrastructure (PKI), data encryption, net 
Work address translation, ?reWalls, and many other 
complicated data communications and security technolo 
gies. It has become eXtremely dif?cult to ?nd enough 
technical eXpert skilled in all these areas to con?gure and 
build such netWorks. 

[0024] Traditionally, single netWorking devices have been 
con?gured using a command-line con?guration method 
from a console port (for eXample, Cisco routers). Often, the 
command-line method is used to enable a netWorking port, 
and rest of the con?guration is then performed by connect 
ing to the netWorking device from a remotely located 
management center. 

[0025] Some knoWn devices permit con?guration using a 
Web broWser. In this case, the user connects to the device 
through the netWork using the Transmission Control Protcol/ 
Intern et Protocol (TCP/IP). Prior art includes devices that 
are factory-con?gured to use a pre-de?ned IP address, as 
Well as devices that Will respond to any IP address in the 
factory con?guration. Some Wireless LAN access devices 
Will respond to any Web-based requests even if the user has 
not already been authenticated. 

[0026] There are also devices Which are managed through 
a local area netWork using protocols that operate in a single 
ethernet netWork. For eXample, HP Color Laserjet printers 
can be con?gured using HP”s management softWare from 
any WindoWs-based Workstation connected to the local 
netWork. 

[0027] Trivial File Transfer Protocol (TFTP), together 
With Reverse Address Resolution Protocol (RARP), 
BOOTP, and/or Dynamic Host Con?guration Protocol 
(DHCP) are also used to con?gure devices. In these systems, 
the device ?rst obtains an IP address from the netWork, and 
then obtains its oWn con?guration information using e.g. 
DHCP or TFTP. EXamples of this kind of devices include 
diskless Sun Workstations in 1980”s, diskless PC Worksta 
tions, WindoWs Workstations that obtain their IP address and 
other con?guration information from DHCP. Cisco routers 
can also fetch their con?guration ?le using TFTP from a 
con?gured server. 

[0028] There is some prior art on con?guring devices 
using smartcards. For eXample, the GSM SIM card contains 
the subscribers identity number and a cryptographic key for 
authentication. The SIM card also contains computational 
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logic for eXecuting an authentication an key generation 
algorithm on the SIM card, avoiding the need to transfer the 
secret key out from the card. The SIM card is used to 
authenticate the phone into the GSM netWork to alloW 
communication. In GPRS, the GSM Packet Radio Systems, 
each phone can have an IP address. The GSM terminal 
(cellular phone) uses the SIM card to authenticate itself to 
the netWork, and obtains an IP address from the netWork. 

[0029] Mobile IP de?nes a frameWork for an IP-based 
registration mechanism, Whereby a mobile node can obtain 
information about foreign agents, can register to a foreign 
agent, and can obtain limited con?guration information, 
such as a care-of-address from the foreign agent. There is 
also an authentication mechanism for Mobile IP proposed by 
Nokia that is based on using GSM SIM cards for authenti 
cation. 

[0030] Security-aWare devices for the Internet usually 
implement IPSEC and PKI functionality. These devices need 
to be con?gured With sensitive key material. The addition of 
security greatly complicates the installation of the netWork. 
Security-aWare devices usually also need reasonably accu 
rate time information in order to verify timeliness of security 
credentials such as certi?cates or digital signatures presented 
by other netWork nodes. Furthermore, the Whole installation 
process must be secured, so that an attacker cannot com 
promise the netWork at any time. For eXample poWer out 
ages are relatively easy to cause maliciously, and a method 
that can be compromised by causing a short poWer outage is 
not acceptable. 

[0031] VPN devices are usually con?gured like routers. 
Typically, a serial port (console port) is used to perform the 
initial con?guration. Some devices can be con?gured 
through a Web interface. 

[0032] Usually, after initial con?guration netWorking 
devices are connected to a management system. The man 
agement system can then modify the con?guration of the 
devices, and may in some cases even be able to upgrade the 
softWare of the netWorking device. 

[0033] The prior art methods suffer from several prob 
lems: 

[0034] they typically do not Work if the netWorking 
device is separated from the management system by 
a NAT (NetWork Address Translation) device or by 
a ?reWall, 

[0035] they usually require that initial con?guration 
is performed manually, and 

[0036] the communication betWeen the netWork 
device and the management system is typically not 
properly secured. 

SUMMARY OF THE INVENTION 

[0037] An object of the invention is to realiZe a system for 
providing security services in a data communications net 
Work, Which is easy to install and maintain. A further object 
of the invention is to provide methods, Which alloW easy and 
simple management of security netWorks. 

[0038] The objects are reached by arranging a netWork 
security device to obtain con?guration information from a 
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con?guration information distribution entity and to con?g 
ure itself according to obtained con?guration information. 

[0039] The invention provides methods for con?guring 
virtual private netWork devices With minimal requirements 
for manual interaction. According to the invention, at least 
basic IP address information or an indication to use a 

dynamic address assignment protocol as Well as an indica 
tion of hoW to obtain full con?guration information are 
stored in a hardWare token. Avirtual private netWork device 
is con?gured by alloWing the virtual private netWork device 
to read the information stored in the hardWare token, obtain 
full con?guration information for the device based on the 
information in the hardWare token, and to con?gure itself 
according to obtained con?guration information. 

BRIEF DESCRIPTION OF THE DRAWING 

[0040] Various embodiments of the invention Will be 
described in detail beloW, by Way of eXample only, With 
reference to the accompanying draWings, of Which 

[0041] FIG. 1 illustrates a system according to an aspect 
of the invention, 

[0042] FIGS. 2a and 2b illustrate various methods accord 
ing to different embodiments of the invention, 

[0043] FIGS. 3a, 3b, and 3c illustrate further methods 
according to different embodiments of the invention, 

[0044] FIGS. 4a and 4b illustrate still further methods 
according to different embodiments of the invention, 

[0045] FIG. 5 illustrates a further system according to an 
advantageous embodiment of the invention, and 

[0046] FIG. 6 illustrates a security device according to an 
advantageous embodiment of the invention. 

[0047] Same reference numerals are used for similar enti 
ties in the ?gures. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0048] The eXemplary embodiments of the invention pre 
sented in this description are not to be interpreted to pose 
limitations to the applicability of the appended claims. The 
verb “to comprise” is used as an open limitation that does 
not eXclude the eXistence of also unrecited features. The 
features recited in depending claims are mutually freely 
combinable unless otherWise eXplicitly stated. 

A NetWork Device According to an Aspect of the 
Invention 

[0049] In this section, an eXample of a netWork device 
according to an aspect of the invention is described. The 
purpose of the netWork device is to provide at least IPSec 
services for certain other netWork devices. 

[0050] The netWork device comprises a processor, non 
volatile memory such as ?ash memory, read-Write memory 
(RAM), at least tWo netWork interfaces, and a hardWare 
token reader such as a smartcard reader. Advantageously, the 
device has three netWork interfaces, Which Would alloW the 
device to connect to a LAN and an eXternal netWork as Well 
as to other netWork devices sharing the traf?c load at the 
installation location. Advantageously, the device also com 
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prises special hardWare for accelerating cryptographic 
operations such as a FPGA or a special cryptographic chip. 
The device comprises operating system softWare and appli 
cation softWare for providing the desired services in the 
non-volatile memory. Before installation at a speci?c site for 
providing speci?c services at that site, the netWork device 
does not comprise a speci?c con?guration for the site. For 
con?guration purposes, the netWork device comprises soft 
Ware for obtaining con?guration data on the basis of infor 
mation in a hardWare token connectable to the device and for 
con?guring the device according to obtained con?guration 
data. Therefore, such a netWork device can be manufactured 
in large numbers, and any such device can be taken to a 
particular site for installation. After insertion of a smartcard 
or other hardWare token the device adapts to the topology of 
the installation site and the functional requirements by 
obtaining con?guration data and con?guring itself. Further, 
the device advantageously checks periodically if its con 
?guration should be updated, and updates its con?guration 
automatically if a con?guration change is needed. Such an 
approach alloWs a very easy installation of the device 
Without eXpert personnel at the installation site, and a very 
easy maintaining and updating of the netWork con?guration 
at the installation site Without any eXpert personnel at that 
site. 

[0051] Preferably, a hardWare token such as a smart card 
removably attachable to the netWork device using the hard 
Ware token reader of the netWork device contains at least the 
folloWing information: 

[0052] a private key for the netWork device for 
authentication purposes, 

[0053] a certi?cate or a public key corresponding to 
the private key, 

[0054] certi?cate of a management system alloWed to 
control the netWork device in order to alloW the 
netWork device to authenticate any messages from 
the management system, 

[0055] netWork address of a distribution node of the 
management system, and 

[0056] netWork interface parameters for the device 
such as IP address, netmask and default gateWay 
address, or alternatively an indication to obtain them 
dynamically from the local netWork services by 
using for eXample the DHCP protocol. 

[0057] The distribution node can advantageously be a 
HTTP server, Which alloWs the netWork device to commu 
nicate With the distribution node using the HTTP protocol. 
Other protocols can also be used. For eXample, the commu 
nication can also be effected connectionlessly using a pro 
tocol on top of the UDP protocol. 

[0058] The hardWare token can be any smartcard, for 
eXample a smartcard according to the ISO 7816 standard. 
The data may be stored on the smartcard using e.g. PKCS-15 
formats. As a man skilled in the art knoWs, many other data 
storage formats and eXact contents are possible, and the 
smartcard may also contain other data. 

[0059] When poWered on, the device reads the initial 
con?guration information from the smartcard. If the con 
?guration information on the smartcard includes the IP 
address, netmask, and default gateWay, the device con?gures 
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one of its network interfaces With that information. Other 
Wises it uses e.g. the DHCP protocol to obtain similar 
information for the interface from the local netWork. 

[0060] The device then connects to the netWork address of 
the distribution node of the management system and 
retrieves its con?guration information. Preferably, the net 
Work device performs this using the GET method of the 
HTTP protocol [HTTP]. Other Ways are also possible as a 
man skilled in the art, such as the use of the FTP protocol 
[FTP]. The netWork device can also use other protocols as 
Well, such as the SOCKS protocol [SOCKS] to get through 
?reWalls. 

[0061] For con?rming the authenticity of the con?guration 
information stored on the distribution node, the con?gura 
tion information is digitally signed. Therefore, in an advan 
tageous embodiment of the invention, the con?guration 
information comprises at least the actual con?guration data 
and a digital signature of the data created With the private 
key of the management system Which produced the con 
?guration data. The con?guration data may also include a 
certi?cate chain for the key. The device then veri?es the 
signature using the certi?cate of the management system 
that Was stored on the hardWare token. 

[0062] The con?guration information may also comprise 
any IPSec con?guration information, as W ell as other type 
of con?guration information, such as for example con?gu 
ration information regarding QoS (quality of service) func 
tionality, routing, ?reWall functionality, or anti-virus func 
tionality. 
[0063] In a further advantageous embodiment of the 
invention, the con?guration data stored at the distribution 
node is also encrypted by the management system using the 
public key of the netWork device. This alloWs only the 
netWork node itself to access the data, even if third parties 
could gain access to the encrypted ?le on the distribution 
point. 

[0064] Instead of certi?cates and digital signatures, shared 
secrets and hash functions could equally Well be used for 
authentication, as could any other knoWn method for ensur 
ing the integrity of data retrieved from a server (e.g., by 
using the SSL protocol). 

[0065] Once the signature has been veri?ed, the netWork 
device con?gures itself fully using the obtained con?gura 
tion data. The full con?guration can comprise many different 
phases and method steps depending on the particular 
requirements at the installation site. As eXamples, possible 
con?guration steps are presented here: 

[0066] Depending on the con?guration data, it may 
designate one of the interfaces for communicating 
With other netWork devices in a group of netWork 
devices. This alloWs the installation of a plurality of 
netWork devices to share the load in order to provide 
higher capacity and/or higher availability than What 
is possible With a single netWork device. 

[0067] The device advantageously also checks 
Whether it has been con?gured to automatically 
initiate a secure tunnel to some other hosts. If that is 
the case, it initiates a key negotiation (e.g., IPSEC 
IKE negotiation) With those hosts to open such 
tunnels. Advantageously, if a secure tunnel Which 
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has been con?gured to be kept open becomes inre 
sponsive at some point in time, the device automati 
cally attempts to re-establish the tunnel periodically. 

[0068] In a further advantageous embodiment of the 
invention, the netWork device polls periodically the netWork 
ad dress of the distribution node of the management system 
to see if its con?guration data has changed. If it has, it 
retrieves neW con?guration data, and repeats the con?gura 
tion process. The neW con?guration data may also be 
processed in an incremental fashion, so that only those parts 
of the device con?guration are updated that have actually 
changed. 

[0069] In a still further advantageous embodiment of the 
invention, the netWork device is arranged to send informa 
tion to the management system, for eXample to the distri 
bution point or some other netWork address speci?ed in the 
full con?guration information. This can be performed using 
the the POST method of the HTTP protocol. EXamples of 
such information are for eXample status information about 
the netWork device and its activities as Well as statistical data 
for eXample about the traf?c passed through the netWork 
device. 

[0070] In an even further advantageous embodiment of the 
invention, the netWork device is arranged to respond to 
SNMP protocol [SNMP] requests for alloWing conventional 
netWork management and monitoring functions to access the 
netWork device. Advantageously, the netWork device alloWs 
only read requests, so that only the netWork management 
system dedicated to control the inventive netWork devices 
can affect the con?guration of the netWork devices, and 
other tools based on SNMP could only monitor the con?gu 
ration and/or collect information about traf?c such as sta 
tistics information. Further, the netWork device may also be 
con?gured to send SNM P traps to a designated address 
periodically to report its status to another management 
system such as HP OpenVieW. 

[0071] In a further advantageous embodiment of the 
invention the device is arranged to report status and/or 
statistics data to a distribution node or another device, using 
a protocol that Works over NAT, such as HTTP or TCP/IP. 
The protocol can also be a UDP-based protocol With proper 
keepalive mechanisms to avoid UDP mappings from eXpir 
ing from NAT devices. 

[0072] In a further advantageous embodiment of the 
invention the device is arranged to report information about 
discovered NAT devices to the distribution node or another 
device. 

[0073] In a further advantageous embodiment of the 
invention the device is arranged to obtain the current date 
and time from the distribution node or another device. 

[0074] In a further advantageous embodiment of the 
invention the netWork device is arranged to request and 
receive a digital certi?cate for the netWork device. The 
netWork device may also be arranged to request and receive 
a digital certi?cate for reneWing a certi?cate of the netWork 
device. 

[0075] In a further advantageous embodiment of the 
invention the device is arranged to obtain a dynamic IP 
address at the installation site for eXample using the DHCP 
or PPP protocol. In such a case, the con?guration informa 
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tion advantageously comprises information about Which 
nodes the network device should automatically open an 
IPSEC tunnel With, so that those nodes can communicate 
securely With nodes behind the netWork device even tho ugh 
the netWork device does not have a static IP address. 
Advantageously, the netWork device is arranged to report its 
obtained IP address to the distribution node or another part 
of the management system. 

[0076] In certain advantageous embodiments, the netWork 
device comprises functionality for cooperating With other 
netWork devices in a group of netWork devices for providing 
high availability and/or high capacity and/or device repli 
cation. In such embodiments, the con?guration data advan 
tageously includes information about Whether the device is 
to support these functions or not. Advantageously, the device 
comprises means for sending a probe message to some or all 
of its communication interfaces and means for determining 
Whether other netWork devices are connected to those inter 
faces in order to support high capacity, high availability 
and/or replication. Advantageously, con?guration informa 
tion in the hardWare token or obtained from the distribution 
node comprises a secret key used by members of a netWork 
device group to establish secure communication among 
themselves. Advantageously, the netWork device comprises 
means for periodically reporting to the distribution node or 
another device about the status of other netWork devices in 
the group of netWork devices. Advantageously, the netWork 
device comprises means for monitoring the status of other 
members in the same group of network devices, and auto 
matically recon?guring the tasks of the remaining netWork 
devices if one of the netWork devices becomes inoperative. 

[0077] In a further advantageous embodiment of the 
invention, the netWork device is arranged to repeatedly 
receive further con?guration information. Advantageously, 
the netWork device comprises means to request further 
con?guration information and/or means for checking if 
further con?guration information is available. Advanta 
geously, the netWork devices comprises functionality to 
receive noti?cations of con?guration changes and means for 
retrieving neW con?guration information as a response to a 
received noti?cation of a con?guration change. Noti?cations 
can be carried from the management system to the netWork 
device for eXample using SNMP, IP multicast, HTTP, or any 
other communication mechanism that can be used to trans 
mit information from the management system to the netWork 
device. 

[0078] In a further advantageous embodiment of the 
invention, the netWork device is arranged to receive oper 
ating system updates from a distribution node. 

[0079] In a further advantageous embodiment of the 
invention, the netWork device is arranged to receive anti 
virus database updates from a distribution node. 

[0080] In some circumstances such as When the number of 
possible variations of con?guration data is small enough to 
alloW all possible variations of con?guration data to be 
stored on the netWork devices, transmission of full con?gu 
ration data from the distribution node to the netWork device 
can be effected by transmitting a hash of the data, and then 
selecting the correct set of con?guration data on the basis of 
the hash. 
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A Method According to an Aspect of the Invention 

[0081] In this section, a method according to an aspect of 
the invention is discussed. The method comprises the fol 
loWing basic steps performed by a netWork device being 
installed at an installation location: 

[0082] Accessing initial con?guration information 
from a secure storage device Where the con?guration 
information comprises, at least the netWork address 
of an entity from Which further con?guration infor 
mation can be obtained. The entity is advantageously 
the net Work location of a part of a management 
system such as a con?guration distribution node. The 
secure storage device can be for eXample a smartcard 
or some other hardWare token. The secure storage 
device is advantageously separably attached to the 
netWork devices, but can also be ?Xedly attached to 
the netWork device. The netWork address can be for 
eXample an IP address or an URL. 

[0083] connecting to said entity using a connection 
method, for eXample the HTTP protocol, that alloWs 
operation through NAT and/or ?reWalls. 

[0084] using initial con?guration information to 
obtain further con?guration information from said 
entity. 

[0085] ensuring the authenticity of further con?gu 
ration information using key material stored in the 
secure storage device. 

[0086] using said further con?guration information to 
con?gure packet ?ltering functionality in the net 
Working device. 

[0087] using said further con?guration information to 
con?gure the processing of IP packets according to 
the IPSEC protocol in the netWorking device. 

[0088] repeatedly receiving updated con?guration 
information from said entity or another entity indi 
cated by said further and/or later updated con?gu 
ration information, ensuring the authenticity of 
received updated con?guration information using 
key material stored in the secure storage device. The 
netWork device can also initiate the transmission of 
con?guration information by sending a request, such 
as a HTTP GET message to said entity. The netWork 
device can also merely Wait for such transmissions 
Without sending of eXplicit requests. 

[0089] Advantageously, the netWork device performing 
the method is an IP VPN device that uses the IPSEC and IKE 
protocols and X.509 certi?cates. 

[0090] Advantageously, the secure storage device is a 
smartcard. The secure storage device preferably also com 
prises an encryption and/or authentication key for the net 
Work device, authentication information (such as encryp 
tion/authentication key or certi?cate) for the management 
system alloWed to change the con?guration of the netWork 
device, and the netWork address of the management system. 

[0091] In an advantageous embodiment of the invention, 
the netWork device comprises means for receiving initial 
con?guration information into the secure storage device via 
a radio link. The radio link can be for eXample a Bluetooth 
radio link or a WLAN link. In a further advantageous 
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embodiment of the invention, the network device comprises 
means for receiving initial con?guration information into the 
secure storage device via a netWork interface. In a further 
advantageous embodiment of the invention, the netWork 
device comprises means for receiving initial con?guration 
information into the secure storage device via a serial port 
interface. 

[0092] In an advantageous embodiment of the invention, 
the method used as a connection method to connect the 
netWork device to said entity is IPSec With support for 
traversing a NAT function. In a still further advantageous 
embodiment of the invention, the method used as a connec 
tion method to connect the netWork device to said entity is 
the COPS protocol used on top of a TCP/IP connection. In 
an even further advantageous embodiment of the invention, 
the method used as a connection method to connect the 
netWork device to said entity is TCP/IP, With IETF speci?ed 
policy information format data transmitted over the connec 
tion. 

[0093] In an advantageous embodiment of the invention, 
said further con?guration information comprises at least one 
or more of the folloWing: 

[0094] PKI con?guration information, 

[0095] identities and/or netWork addresses of certi? 
cate authorities, 

[0096] netWork addresses of OCSP (Online Certi? 
cate Status Protocol) servers, 

[0097] netWork addresses of LDAP servers 

[0098] netWork addresses of Certi?cate Revocation 
List (CRL) distribution points, 

[0099] 
[0100] required certi?cate eXtensions, and other PKI 

con?guration information. 

alloWed subjectnames, 

[0101] Advantageously, the integrity and/or con?dential 
ity of the con?guration information transmitted betWeen said 
entity and the netWork device are protected. This can be 
accomplished by digitally signing and/or encrypting the 
con?guration data, Whereby the method comprises the step 
of verifying the signature, and/or the step of decrypting the 
con?guration data. In a further advantageous embodiment of 
the invention, the connection method used betWeen said 
entity and the netWork device is cryptographically protected, 
i.e. authenticated and/or encrypted. Such functionality can 
be obtained for eXample by using IPSec as the connection 
method. 

[0102] In a further advantageous embodiment of the 
invention, s aid further con?guration information comprises 
a list of devices With Whom the netWork device should 
actively open an IPSec connection Without Waiting for 
traf?c. This functionality alloWs those devices to send 
encrypted traf?c to the netWork device even if the netWork 
device is hidden behind a NAT device. 

[0103] The further con?guration information can also 
comprise information about Which secure connections go 
through a NAT device. In a further advantageous embodi 
ments of the invention, the netWork device has means for 
automatically discovering Which secure connections go 
through a NAT device. 
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[0104] The further con?guration information may also 
comprise a netWork address to Which the device should send 
SNMP traps to report its status. Such functionality alloWs 
SNMP based netWork monitoring systems to receive infor 
mation from the netWork device. 

A System According to an Aspect of the Invention 

[0105] In this section, an eXample of a system according 
to an aspect of the invention is described With reference to 
FIG. 1. The system provides security services for certain 
parts of a data communication netWork. The system com 
prises at least a con?guration manager entity 100, a distri 
bution entity 200, and at least one netWork security device 
300. The netWork security device is used to connect parts of 
the data connection netWork 10, 20 to each other, and to 
provide IPSec, ?reWall, and/or other functionality as needed. 
NetWorks 20 illustrate local area netWorks for eXample at 
certain of?ce locations of a business, and netWork 10 illus 
trates a public data communications netWork such as the 
Internet. The con?guration manager entity is used to de?ne 
and change con?gurations for one or more netWork devices, 
and the distribution entity is used to store de?ned con?gu 
rations of netWork devices and distribute these to the net 
Work security devices. 

[0106] The con?guration manager entity can also be used 
to produce information for inclusion in hardWare tokens for 
netWork security devices. Advantageously, the con?guration 
manager entity either comprises or is connected to a hard 
Ware token Writer, Whereby the netWork administrator con 
trolling the netWork can create the hardWare tokens for the 
netWork devices. After a netWork con?guration is ?rst 
created using the con?guration manager entity, one hard 
Ware token is created for each netWork security device. 
Consequently, the netWork security devices are installed in 
the data communication netWork, each hardWare token is 
attached to a corresponding netWork security device, and the 
netWork security device is poWered on, Whereafter the 
netWork security device con?gures itself as described else 
Where in this speci?cation and begins serving the data 
communications netWork. 

[0107] When a netWork security device is ?rst installed 
and poWered on, it attempts to obtain full con?guration 
information from the distribution entity based on initial 
con?guration information present in the hardWare token 
associated With the netWork security device. If the distribu 
tion entity has the con?guration information, it sends the 
information to the netWork security device. If the distribu 
tion entity does not have the con?guration information, it 
obtains the con?guration information from the con?guration 
manager entity. If the transmission of the con?guration 
information to the netWork security device fails, the distri 
bution entity sends a con?guration update noti?cation to the 
netWork security device, Which responds by rerequesting the 
con?guration information. After obtaining the con?guration 
information, the netWork security device con?gures itself as 
described elseWhere in this speci?cation and begins serving 
the data communications netWork. 

[0108] In the folloWing, the procedures in the case of a 
con?guration update are brie?y described. Let us assume 
that a netWork administrator has completed an con?guration 
update. The con?guration manager entity noti?es the distri 
bution entity, Which receives or fetches at least the changed 
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con?guration information from the con?guration manager. 
Then the con?guration manager sends a con?guration 
update noti?cation to those netWork security devices Whose 
con?guration has changed, Which respond by rerequesting 
the con?guration information. After obtaining the con?gu 
ration information, the netWork security devices con?gure 
themselves as described elseWhere in this speci?cation and 
continue serving the data communications netWork. 

[0109] Advantageously, the distribution entity stores the 
con?guration information units in encrypted form, so that 
each con?guration information unit can only be read by the 
netWork security device, for Which that particular con?gu 
ration information unit is intended. Advantageously, the 
con?guration manager entity performs the encryption, so 
that the distribution entity has no access to unencrypted 
con?guration information. Advantageously, only the distri 
bution entity can be accessed by nodes requesting con?gu 
ration information. This con?guration alloWs the placement 
of the distribution entity in a netWork Zone having a rela 
tively loW security level, and the con?guration manager can 
be retained in a netWork Zone having a very high security 
level. 

[0110] The inventive con?guration alloWs many options in 
placement and control of the con?guration manager entity 
and the distribution entity. For example, the con?guration 
manager entity can be located in the headquarters of the 
company, Whose of?ce netWorks 20 are connected by the 
system, Whereby the technical administration personnel of 
the company take care of maintaining the system. The 
con?guration manager entity can also be controlled by a 
netWork provider, Which is selling the security services as a 
service to the business. Further, the con?guration manager 
entity can also be controlled by a consultant third party. The 
latter tWo eXamples illustrate situations, Where the company 
itself does not need to have eXpert netWork security techni 
cians of its oWn to install and maintain the security system. 
This is a large advantage, since netWork security eXperts are 
scarce and eXpensive. In comparison, the prior art solutions 
require considerable on-site Work time by a netWork security 
eXpert for installation and maintenance. 

[0111] We note that although many of the previous 
eXamples of various embodiments of the invention have 
described a distribution entity to be located in a different 
computer node as a management entity, the invention is not 
limited to such an arrangement. As a man skilled in the art 
knoWs, functionalities implemented in softWare can be 
located in many different Ways in a netWork of computer 
nodes. For eXample, a distribution entity can be located in 
the same computer node as a management entity. As a 
further eXample, a management entity can also serve as a 
distribution entity, if there is no speci?c need to have the 
distribution entity in a separate computer node. For large 
netWorks, it may very Well be advantageous to have the 
distribution in another node as the management entity. For 
small netWorks the desire for simplicity may dictate other 
W1se. 

Further Advantageous Embodiments of the 
Invention 

[0112] In a further advantageous embodiment of the 
invention, the con?guration management entity is imple 
mented in the same device as a VPN gateWay entity. In this 
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particular embodiment, the device has a VPN gateWay 
operating mode and a con?guration management mode. In 
the con?guration management mode, the device can be used 
to de?ne the structure of a VPN netWork, create key pairs for 
other security devices, create information for storing in 
hardWare tokens for use by other security devices, and 
Writing created information in hardWare tokens. In this 
embodiment, a separate dedicated management Workstation 
is not needed for managing and con?guration of the VPN 
netWork, as all tasks performed by a management node can 
be handled With one of the security devices themselves. 
Advantageously, the operating mode of such a device is 
controlled by an arrangement requiring local physical access 
to the device by the operating person, such as by using a 
sWitch or for eXample by Whether or not a hardWare token 
is inserted in a hardWare token reader of the device When the 
device is poWered on. 

[0113] In addition to not requiring a dedicated manage 
ment Workstation, a key advantage in such an arrangement 
is that it is eXtremely easy to deploy even by persons Who are 
not fully quali?ed eXperts in netWorking technology. Such 
an arrangement alloWs the controls of the device to be 
eXtremely simple. For eXample, the physical controls of the 
device can be so simple as an on/off sWitch, tWo or more 

netWork connections, and a hardWare token reader. If the 
device is sWitched on With a con?gured token in the hard 
Ware token reader, the device assumes the duties of a 
security device as dictated by con?guration information on 
the hardware token. If the device is sWitched on Without a 
con?gured token in the hardWare token reader, the device 
assumes the duties of a con?guration management node, 
Which can then be used to de?ne properties of a VPN, create 
keys for all security nodes, and to input key and con?gu 
ration information into hardWare tokens. In the con?guration 
management mode, the device advantageously provides a 
control interface via one of its netWork ports accessible With 
commonly available tools such as a Web broWser. Conse 
quently, in order to con?gure the netWork, a user simply 
connects a computer to a netWork port of the device, 
sWitches the device on Without a hardWare token in the 
hardWare token reader, and accesses the con?guration inter 
face of the device using for eXample a Web broWser. In such 
an eXample, the con?guration interface in the device could 
be implemented by softWare modules able to receive queries 
and to present Web pages to the user”s broWser softWare. 

[0114] In a further advantageous embodiment of the 
invention, a security device is arranged to function also as a 
con?guration distribution node While in gateWay operating 
mode. In this embodiment, the security device provides full 
con?guration information data sets to other security devices. 
During con?guration of a secured netWork, the security 
device (i.e. one of the security devices chosen to be used as 
a con?guration management node) is used in con?guration 
management mode. As described previously, the con?gura 
tion results in con?guration information for all security 
nodes. This con?guration information is stored in a memory 
module in the security device, for eXample in a ?ash 
memory bank, on a hard disk, or in some other type of 
memory module. When the security node is used in gateWay 
mode, the security node ansWers to requests for con?gura 
tion information from other security devices by sending 
con?guration information stored in the memory module 
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corresponding to the requesting security device. In an 
advantageous embodiment of the invention, such a security 
device comprises at least 

[0115] computer softWare code means for generating 
con?guration information for security devices, 

[0116] computer softWare code means for Writing 
con?guration information in a hardWare token, 

[0117] computer softWare code means for encrypting 
a set of con?guration information using a public key, 

[0118] computer softWare code means for digitally 
signing a set of con?guration information, 

[0119] computer softWare code means for storing a 
set of con?guration information in the memory mod 
ule, and 

[0120] computer softWare code means for receiving a 
request for con?guration information and for send 
ing a stored set of con?guration information as a 
response to receiving said request. 

[0121] In a further advantageous embodiment of the infor 
mation, con?guration information comprises information 
about permitted communication peers. This information 
about permitted communication peers can be effected for 
eXample by using any of the folloWing: 

[0122] a list of alloWed peers, identi?ed by identi?ers 
recogniZed by an IPSEC key management protocol, 
such as IKE, 

[0123] a list of public keys of nodes that are alloWed 
to connect to or via the netWork device, 

[0124] a list of certi?cate authority certi?cates or 
public keys of certi?cate authorities, Whereby nodes 
having a valid certi?cate from any of these certi?cate 
authoritities are alloWed to connect to or via the 

netWork device, and for example 

[0125] all nodes may be alloWed to connect using a 
default policy. 

[0126] In a further advantageous embodiment of the 
invention a method for repairing failed VPN devices is 
provided. The method comprises at least the folloWing steps: 

[0127] 
[0128] connecting netWork and poWer cables to the 
neW device, 

taking of a neW device from storage, 

[0129] moving the hardWare token from failed device 
to the neW device, 

[0130] poWering the neW device on, 

[0131] performing a con?guration method according 
to an embodiment of the invention by the device. 

[0132] In a further advantageous embodiment of the 
invention a method for repairing a failed VPN device in 
cases Where the failure lies in a hardWare token attached to 
the device is provided. The method comprises at least the 
folloWing steps: 

[0133] 
[0134] taking of a neW hardWare token from a secure 

storage location, 

removing of failed hardWare token, 
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[0135] attachment of the hardWare token to the 
device, 

[0136] poWering the device on, 

[0137] performing a con?guration method according 
to an embodiment of the invention by the device. 

Further Aspects of the Invention 

[0138] FIG. 2a illustrates a further advantageous embodi 
ment of the invention. The embodiment provides a method 
for setting up communication parameters in a virtual private 
netWork node, for enabling the node to connect to at least 
one other node in the virtual private netWork. The method 
comprises at least the steps of 

[0139] reading 200 information from a hardWare 
token for determining hoW to connect to a packet 
data netWork, 

[0140] reading 210 information from the hardWare 
token for determining hoW to obtain con?guration 
information for the virtual private netWork node, 

[0141] connecting 220 to a packet data netWork on 
the basis of information read from the hardWare 
token, 

[0142] obtaining 230 con?guration information for 
the virtual private netWork node on the basis of 
information read from the hardWare token, and 

[0143] using 240 obtained con?guration information 
for setting up the communication parameters. 

[0144] The information for determining hoW to connect to 
a packet data netWork can for eXample comprise IP address, 
netWork mask, and default gateWay information for the 
virtual private netWork node in order to alloW the node to 
communicate With a packet data netWork. The information 
can also comprise an indication that the virtual private 
netWork node shall obtain an IP address and basic routing 
information dynamically, for eXample using the DHCP 
protocol. 

[0145] The con?guration information can be obtained in a 
variety of Ways. For eXample, the information in the hard 
Ware token can indicate directly a netWork address from 
Which to obtain the con?guration information. The netWork 
address can be an IP address, or in the form of an URL 
(Uniform Resource Locator). The information can also 
specify an identi?er With Which to indicate to the computer 
node ansWering requests sent to the speci?ed netWork 
address, Which con?guration data set to send back as a 
response to the request. 

[0146] In a further advantageous embodiment of the 
invention, the information in the hardWare token can indi 
cate an indirect Way of obtaining the con?guration informa 
tion. For eXample, the information in the hardWare token can 
comprise an indication of a service from Where to request fur 
ther netWork address and/or URL information for obtaining 
the con?guration information, such as a netWork address 
and/or URL of such a service. Further, the information in the 
hardWare token can comprise an identi?er With Which to 
obtain further netWork address and/or URL information for 
obtaining the con?guration information. 
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[0147] FIG. 2b illustrates a further advantageous embodi 
ment of the invention. The steps 200, 210, 220, 230, and 240 
are the same as in FIG. 2a, Whereby their description is not 
repeated here. The embodiment of FIG. 2b further com 
prises the steps of 

[0148] making 232 a connection to a netWork address 
by said certain security node, 

[0149] obtaining 234 a set of information from the 
computer node responding to said connection to said 
netWork address, 

[0150] reading 235 a ?rst security item from said 
hardWare token, 

[0151] verifying 236 the authenticity of said set of 
information on the basis of said security item, and 

[0152] decrypting 237 said obtained set of informa 
tion on the basis of a second security item stored in 
the hardWare token. 

[0153] The steps of verifying 236 and decrypting 237 can 
also be performed in the reverse order, depending on hoW 
the set of information Was prepared by the entity that 
prepared the set of information. 

[0154] The ?rst security item can be for example a pre 
shared key, a shared secret, or or for example a certi?cate. 
The second security item can for example be a secret key, a 
preshared key, or a shared secret. The ?rst and second 
security items may in some applications be the same, Which 
is feasible for example if the security item is a preshared key. 

[0155] For security reasons, it is advantageous also to 
have a security item such as a key pair or a shared secret key 
in the hardWare token. HoWever, in certain embodiments of 
the invention, no security keys are stored in the hardWare 
token. This means that the ?rst contact from a remote 
security device to the entity Which provides the full con 
?guration information proceeds Without authentication, 
Which is a vulnerability in the security sense. Also the ?rst 
message sent Will be unencrypted due to lack of any encryp 
tion keys. HoWever, an encrypted connection can be set up 
for example using the secure shell protocol, the TLS pro 
tocol, or some other encryption protocol Which does not 
require a prior exchange of encryption keys i.e. Which 
provides for negotiating an encryption key in the beginning 
of the connection. After startup of encryption, it Will not be 
possible for malicious third parties to intercept and alter the 
messages any more. While such a vulnerability is not 
acceptable for high security applications, it may very Well be 
acceptable in some situations and for some organiZations. 

[0156] FIG. 3 illustrates a method according to a further 
aspect of the invention. This aspect of the invention provides 
a method for setting up a secured communications netWork, 
Which netWork comprises at least tWo security nodes con 
nected to a packet data netWork. The method comprises at 
least the steps of 

[0157] producing 300 con?guration information for 
the security nodes, 

[0158] storing 310 said produced con?guration infor 
mation, 

[0159] inserting 320 a part of con?guration informa 
tion corresponding to a certain security node into a 
certain hardWare token, 
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[0160] reading 330 of con?guration information from 
said certain hardWare token by said certain security 
node, 

[0161] obtaining 340 the rest of produced con?gura 
tion information for said certain security node by 
said certain security node on the basis of data read 
from said certain hardWare token, and 

[0162] setting 350 of communication parameters 
Within said certain security node on the basis of said 
obtained con?guration information. 

[0163] In a further advantageous embodiment of the 
invention, at least a part of con?guration information per 
taining to a node is encrypted 302 using public key cryp 
tography With the public key of the node. In particular, in 
this embodiment the method also comprises the step of 
encrypting at least a part of con?guration information cor 
responding to said certain security node on the basis of a 
public key corresponding to a secret key caused to be stored 
in said certain hardWare token corresponding to said certain 
security node. 

[0164] In a further advantageous embodiment of the 
invention, the encryption 302 is performed using a shared 
secret, such as a preshared key. In particular, in this embodi 
ment the method further comprises the step of encrypting at 
least a part of con?guration information corresponding to 
said certain security node on the basis of a shared secret 
stored in said certain hardWare token corresponding to said 
certain security node. 

[0165] In a still further embodiment of the invention, 
produced con?guration information is signed 304 digitally. 
The digital signing can be effected as Well before as after the 
encryption step. 

[0166] Depending on the desired security level of a par 
ticular application of the inventive method, the con?guration 
information can be left unencrypted and unsigned, or the 
con?guration information can be only signed or only 
encrypted. 
[0167] In an advantageous embodiment, the con?guration 
information is obtained using an authenticated connection. 
This embodiment is illustrated in FIG. 3b. In this embodi 
ment of the invention, the method further comprises the 
steps of 

[0168] reading 332 a netWork address from said 
certain hardWare token by said certain security node, 

[0169] reading 334 a ?rst security item from said 
certain hardWare token by said certain security node, 
and 

[0170] in said step of obtaining 340 the rest of 
produced con?guration information, the steps of 
[0171] making 342 a connection to said netWork 

address by said certain security node, 

[0172] verifying 344 the identity of the computer 
node responding to said connection to said net 
Work address on the basis of said ?rst security 
item, and 

[0173] con?rming 346 the identity of said certain 
security node to said computer node on the basis 
of a second security item stored in said certain 
hardWare token. 
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[0174] The other method steps illustrated in FIG. 3b are 
the same as in FIG. 3a, Whereby their description is not 
repeated here. 

[0175] The ?rst security item can be for example a cer 
ti?cate, pre-shared key, or a shared secret. The second 
security item can be for example a secret key or a shared 
secret. If the ?rst security item and the second security item 
are shared secrets, they can even be the same. The netWork 
address can be for example an IP address or an URL. The 
invention is not limited to the netWork address specifying a 
location from Where to obtain con?guration information. As 
described previously in this speci?cation, the information 
read from the hardWare token can comprise an indirect 
indication of the source of con?guration information. 

[0176] In a further advantageous embodiment of the 
invention, the connection Which is used to obtain the con 
?guration information is not authenticated, but t he retrieved 
con?guration information is checked for authenticity before 
applying the con?guration information. Such an embodi 
ment is illustrated in FIG. 3c. In particular, in this embodi 
ment the method further comprises the steps of 

[0177] reading 332 a netWork address from said 
certain hardWare token by said certain security node, 

[0178] reading 334 a security item from said certain 
hardWare token by said certain security node, and 

0179 in said ste of obtainin 340 the rest of P g 
produced con?guration information, the steps of 

[0180] making 342 a connection to said netWork 
address by said certain security node, 

[0181] obtaining 347 a set of information from a 
computer node responding to said connection to 
said netWork address, and 

[0182] verifying 348 the authenticity of said set of 
information on the basis of said security item. 

[0183] The other method steps illustrated in FIG. 3c are 
the same as in FIG. 3a, Whereby their description is not 
repeated here. 

[0184] The security item can be for example a certi?cate, 
a pre-shared key or a shared secret. 

[0185] In a further advantageous embodiment of the 
invention the method further comprises the step of decrypt 
ing said obtained set of information by said certain security 
node on the basis of a security item stored in the hardWare 
token for obtaining the rest of con?guration information for 
said certain security node. This security item can be for 
example a secret key or a pre-shared key or a shared secret. 
In such an embodiment of the invention Where the hardWare 
token comprises a public and sec ret key pair, the set of 
information is advantageously encrypted using the public 
key, Whereby the security node can decrypt the information 
using the secret key. HoWever, the decryption key can be 
different from the key or key pair used to authenticate the 
node. 

[0186] According to a further aspect of the invention, a 
method for producing and distributing con?guration data for 
a virtual private netWork is provided. Such an embodiment 
of the invention is illustrated in FIG. 4a. The virtual private 
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netWork comprises at least tWo security nodes connected to 
a packet data netWork. The method comprises at least the 
steps of 

[0187] producing 400 con?guration information for 
the security nodes; and for each security node for 
Which con?guration information Was produced, 

[0188] storing 410 a part of said produced con?gu 
ration information of the security node in a hardWare 
token corresponding to the security node, 

[0189] encrypting 420 at least a part of con?guration 
information corresponding to the security node, 

[0190] digitally signing 430 said at least a part of 
con?guration information, and 

[0191] storing 440 said encrypted and digitally 
signed con?guration information in a memory means 
accessible to a distribution entity. 

[0192] In various further embodiments of the invention, 
the signing step 430 is performed before the encrypting step 
420. 

[0193] The distribution entity can be the same entity as the 
con?guration management entity. It is possible that the 
virtual private netWork comprises also such security nodes 
for Which con?guration information is not generated in a 
management node, for example if con?guration information 
is speci?ed and entered manually into a computer node 
Without help of the inventive con?guration system. There 
fore, the use of the invention does not block the use of 
security nodes Which do not participate in the inventive 
activity. 
[0194] In a further advantageous embodiment of the 
invention, the method comprises also steps, in Which hard 
Ware tokens are prepared for security nodes. Such an 
embodiment is illustrated in FIG. 4b. According to the 
embodiment, the method further comprises steps in Which 

[0195] a public and secret key pair is caused 402 to 
be stored in the hardWare token for use in authenti 
cating the security node and for decryption of con 
?guration information, and 

[0196] a certi?cate is stored 404 in the hardWare 
token for authenticating the management entity and 
checking of the digital signature of the con?guration 
data. 

[0197] Other steps shoWn in FIG. 4b are the same as in 
FIG. 4a, Whereby their description is not repeated here. 

[0198] According to a further aspect of the invention, a 
system 500 for managing con?guration information of a 
secure communications netWork is provided, said secure 
communications netWork having a plurality of security 
nodes connected to a packet data netWork. Such a system is 
illustrated in FIG. 5. The system comprises at least 

[0199] 
[0200] a con?guration management entity 512 in said 

?rst computer node, 

[0201] 
[0202] a distribution entity 522 in said second com 

puter node, 

a ?rst computer node 510, 

a second computer node 520, 
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[0203] a memory means 530 accessible by said dis 
tribution entity, 

[0204] connected to said ?rst computer node, means 
540 for inserting information in a hardWare token, 

[0205] computer softWare code means 552 for gen 
erating con?guration information, 

[0206] computer softWare code means 554 for 
encrypting a set of con?guration information, 

[0207] computer softWare code means 556 for digi 
tally signing a set of con?guration information, 

[0208] computer softWare code means 558 for caus 
ing a set of con?guration information to be stored in 
said memory means, 

[0209] computer softWare code means 560 in said 
distribution entity for receiving a request for con 
?guration information from a security node and for 
transmitting a set of con?guration information as a 
response to receiving a request for con?guration 
information. 

[0210] The means 540 for inserting information in a 
hardWare token can be a device for Writing information into 
smart cards or other types of hardWare tokens. 

[0211] Although in FIG. 5 the distribution entity is illus 
trated to reside in a different computer node as the manage 
ment entity, in other embodiments of the invention both 
entities can be located in the same computer device. 

[0212] According to a further aspect of the invention, a 
security device 600 for a secured communications netWork 
Which is provided. Such a security device is illustrated in 
FIG. 6. The security device has at least tWo netWork 
interfaces, a memory module and a processor. The security 
device further comprises at least 

[0213] a hardWare token reader 610 for connecting to 
a hardWare token and for reading information from a 
hardWare token, 

[0214] computer softWare code means 620for reading 
information from a hardWare token, 

[0215] computer softWare code means 625 for trans 
mitting a request of con?guration information to a 
netWork address, 

[0216] computer softWare code means 630 for receiv 
ing a set of con?guration information, 

[0217] computer softWare code means 635 for 
decrypting a received set of con?guration informa 
tion, 

[0218] computer softWare code means 640 for veri 
fying authenticity of a received set of con?guration 
information on the basis of a security item obtained 
from a hardWare token, and 

[0219] computer softWare code means 645 for setting 
of communication parameters on the basis of a 
received set of con?guration information. The secu 
rity item can be for eXample a certi?cate or a shared 
secret key. 
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Further Considerations 

[0220] A secret key can be introduced into a hardWare 
token in tWo basic Ways: either by inputting a prede?ned 
secret key to the hardWare token, or by causing the hardWare 
token itself to compute a public and secret key pair and to 
store the computed keys Within the hardWare token. Both 
Ways are knoWn Ways to insert a secret key into a hardWare 
token. The latter Way of having the hardWare token itself 
compute the key pair has the advantage that the secret key 
never eXists outside the hardWare token, not even in the 
computer system used to otherWise initialise the hardWare 
token and input information in it. Either of these Ways can 
be used in various embodiments of the invention. 

[0221] The type of the hardWare token reader in a security 
device is naturally dependent on the type of hardWare tokens 
intended to be used With the device. Many different types of 
hardWare tokens eXist at the time of Writing of this patent 
application, and many different types of tokens can be 
eXpected to be developed in the future. The invention is not 
limited to use any speci?c type of hardWare tokens. For 
eXample, the hardWare token can be a smart card or for 
eXample a small device comprising a memory means and a 
USB connector. Preferably, for security reasons, the hard 
Ware token comprises a processor capable of performing 
public and secret key operations so that the hardWare token 
can perform all operations Where the secret key is needed so 
that the secret key does not need to eXist outside the 
hardWare token. 

[0222] The invention is not limited to any particular type 
of netWork. For eXample, the invention can be implemented 
in IPv4 as Well as IPv6 netWorks. 

[0223] The invention has been described using some par 
ticular advantageous embodiments as eXamples. HoWever, 
various implementations of the invention are not limited to 
the described eXamples, and the invention can be realiZed in 
many different Ways Within the scope of the attached patent 
claims. 
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1. Method for setting up communication parameters in a 
virtual private netWork node for connecting to at least one 
other node in the virtual private netWork comprising at least 
the steps of 

reading information from a hardWare token for determin 
ing hoW to connect to a packet data netWork, 

reading information from the hardWare token for deter 
mining hoW to obtain con?guration information for the 
virtual private netWork node, 

connecting to a packet data netWork on the basis of 
information read from the hardWare token, 

obtaining con?guration information for the virtual private 
netWork node on the basis of information read from the 
hardWare token, and 

using obtained con?guration information for setting up 
the communication parameters. 

2. Method according to claim 1 Wherein said information 
for determining hoW to connect to a packet data netWork 
comprises IP address, netWork mask, and default gateWay 
information for the virtual private netWork node. 

3. Method according to claim 1 Wherein said information 
for determining hoW to connect to a packet data netWork 
comprises an indication that the virtual private netWork node 
shall obtain an IP address and basic routing information 
dynamically. 

4. Method according to claim 1 Wherein said information 
for determining hoW to obtain con?guration information for 
the virtual private netWork node comprises a netWork 
address from Which to obtain the con?guration information. 

5. Method according to claim 1 Wherein said information 
for determining hoW to obtain con?guration information for 
the virtual private netWork node comprises an URL from 
Which to obtain the con?guration information. 

6. Method according to claim 1 Wherein said information 
for determining hoW to obtain con?guration information for 
the virtual private netWork node comprises a an indication of 
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a service from Where to request further netWork address 
and/or URL information for obtaining the con?guration 
information. 

7. Method according to claim 1 Wherein said information 
for determining hoW to obtain con?guration information for 
the virtual private netWork node comprises an identi?er With 
Which to obtain further netWork address and/or URL infor 
mation for obtaining the con?guration information. 

8. Method according to claim 1 further comprising at least 
the steps of 

making a connection to a netWork address by said certain 
security node, 

obtaining a set of information from the computer node 
responding to said connection to said netWork address, 

reading a ?rst security item from said hardWare token, 

verifying the authenticity of said set of information on the 
basis of said security item, and 

decrypting said obtained set of information on the basis of 
a second security item stored in the hardWare token. 

9. Method for setting up a secured communications net 
Work, Which net Work comprises at least tWo security nodes 
connected to a packet data netWork, comprising at least the 
steps of 

producing con?guration information for the security 
nodes, 

storing said produced con?guration information, 

inserting a part of con?guration information correspond 
ing to a certain security node into a certain hardWare 
token, 

reading of con?guration information from said certain 
hardWare token by said certain security node, 

obtaining the rest of produced con?guration information 
for said certain security node by said certain security 
node on the basis of data read from said certain 
hardWare token, and 

setting of communication parameters Within said certain 
security node on the basis of said obtained con?gura 
tion information. 

10. A method according to claim 9 further comprising the 
steps of 

reading a netWork address from said certain hardWare 
token by said certain security node, 

reading a ?rst security item from said certain hardWare 
token by said certain security node, and 

in said step of obtaining the rest of produced con?guration 
information, the steps of 

making a connection to said netWork address by said 
certain security node, 

verifying the identity of the computer node responding 
to said connection to said netWork address on the 
basis of said ?rst security item, and 

con?rming the identity of said certain security node to 
said computer node on the basis of a second security 
item stored in said certain hardWare token. 
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11. Amethod according to c1aim 9 further comprising the 
steps of 

reading a network address from said certain hardWare 
token by said certain security node, 

reading a security item from said certain hardWare token 
by said certain security node, and 

in said step of obtaining the rest of produced con?guration 
information, the steps of 

making a connection to said netWork address by said 
certain security node, 

obtaining a set of information from a computer node 
responding to said connection to said netWork 
address, and 

verifying the authenticity of said set of information on 
the basis of said security item. 

12. A method according to c1aim 11 further comprising 
the step of decrypting said obtained set of information by 
said certain security node on the basis of a security item 
stored in the hardWare token for obtaining the rest of 
con?guration information for said certain security node. 

13. Amethod according to c1aim 9 further comprising the 
step of encrypting at 1east a part of con?guration information 
corresponding to said certain security node on the basis of a 
pub1ic key corresponding to a secret key caused to be stored 
in said certain hardWare token corresponding to said certain 
security node. 

14. Amethod according to c1aim 9 further comprising the 
step of encrypting at 1east a part of con?guration information 
corresponding to said certain security node on the basis of a 
shared secret stored in said certain hardWare token corre 
sponding to said certain security node. 

15. Amethod according to c1aim 9 further comprising t he 
step of digita11y signing said at 1east part of con?guration 
information. 

16. Method for producing and distributing con?guration 
data for a virtua1 private netWork, Which netWork comprises 
at 1east tWo security nodes connected to a packet data 
netWork, comprising at 1east the steps of 

producing con?guration information for the security 
nodes; 
and for each security node for Which con?guration 

information Was produced, 

storing a part of said produced con?guration information 
of the security node in a hardWare token corresponding 
to the security node, 

encrypting at 1east a part of con?guration information 
corresponding to the security node, 

digita11y signing said at 1east a part of con?guration 
information, and 

storing said encrypted and digita11y signed con?guration 
information in a memory means accessib1e to a distri 
bution entity. 

17. A method according to c1aim 16 further comprising 
steps, in Which 

a pub1ic and secret key pair is caused to be stored in the 
hardWare token for use in authenticating the security 
node and for decryption of con?guration information, 
and 
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a certi?cate is stored in the hardWare token for authenti 
cating the management entity and checking of the 
digita1 signature of the con?guration data. 

18. Asystem for managing con?guration information of a 
secure communications netWork, said secure communica 
tions netWork having a p1ura1ity of security nodes connected 
to a packet data netWork, comprising at 1east 

a ?rst computer node, 

a con?guration management entity in said ?rst computer 
node, 

a second computer node, 

a distribution entity in said second computer node, 

a memory means accessib1e by said distribution entity, 

connected to said ?rst computer node, means for inserting 
information in a hardWare token, 

computer softWare code means for generating con?gura 
tion information, 

computer softWare code means for encrypting a set of 
con?guration information, 

computer softWare code means for digita11y signing a set 
of con?guration information, 

computer softWare code means for causing a set of 
con?guration information to be stored in said memory 
means, 

computer softWare code means in said distribution entity 
for receiving a request for con?guration information 
from a security node a nd for transmitting a set of 
con?guration information as a response to receiving a 
request for con?guration information. 

19. A security device for a secured communications 
netWork Which security device has at 1east tWo netWork 
interfaces, a memory modu1e and a processor, comprising at 
1east 

a hardWare token reader for connecting to a hardWare 
token and for reading information from a hardWare 
token, 

computer softWare code means for reading information 
from a hardWare token, 

computer softWare code means for transmitting a request 
of con?guration information to a netWork address, 

computer softWare code means for receiving a set of 
con?guration information, 

computer softWare code means for decrypting a received 
set of con?guration information, 

computer softWare code means for verifying authenticity 
of a received set of con?guration information on the 
basis of a security item obtained from a hardWare 
token, and 

computer softWare code means for setting of communi 
cation parameters on the basis of a received set of 
con?guration information. 


