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(57) ABSTRACT 

A method and apparatus are disclosed for detecting the 
removal of a device connected to a network. The present 
invention generates an alarm on a protected device when an 
unauthorized user disconnects the device from a network 
connection. The network connection is monitored and an 
alarm is generated if the protected device is disconnected 
from the network connection without proper noti?cation to 
the theft protection utility. A number of fail-safe features can 
optionally be employed to ensure that the theft protection 
aspects of the present invention are not bypassed. For 
example, the theft protection utility process can employ 
speaker, volume and/or power control features to ensure that 
the alarms generated by the present invention, or the theft 
protection feature itself, cannot be bypassed. 
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METHOD AND APPARATUS FOR PROTECTING A 
DEVICE CONNECTED TO A NEWTWORK 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to computer 
security techniques, and more particularly, to methods and 
apparatus for preventing the removal of a portable computer 
connected to a netWork. 

BACKGROUND OF THE INVENTION 

[0002] It is an unfortunate fact of modern life that laptop 
computers and other portable devices are often stolen. The 
?nancial loss to the oWner of the device must be measured 
in terms of the fair market value of the stolen item, as Well 
as the value of any data or other information that Was stored 
on the stolen device. Thus, the actual costs of such a loss can 
often be signi?cant, especially When the data or information 
stored on the stolen device includes proprietary or non 
recoverable information. Signi?cantly, the trend in the con 
sumer marketplace is toWards ever smaller and lighter 
electronic devices, thereby making such devices even easier 
to conceal and steal. 

[0003] A number of mechanical techniques have been 
proposed to prevent the theft of such devices. For example, 
a number of physical locks are commercially available that 
alloW a user to secure a laptop or another device. Such 

hardWare solutions, hoWever, require the user to carry 
around additional hardWare and increase the siZe and Weight 
of the portable device. A need therefore exists for a mecha 
nism to prevent the theft of a portable device that does not 
require the user to carry around additional hardWare. A 
further need exists for a softWare-based mechanism to 
prevent theft of a portable device. Yet another need exists for 
a method and apparatus for preventing theft of a portable 
device that does not increase the siZe or Weight of the 
portable device. 

SUMMARY OF THE INVENTION 

[0004] Generally, a method and apparatus are disclosed 
for detecting the removal of a device connected to a net 
Work. The present invention generates an alarm on a pro 
tected device When an unauthoriZed user disconnects the 
device from a netWork connection. A theft protection utility 
process monitors the netWork connection and generates an 
alarm if the protected device is disconnected from the 
netWork connection Without proper noti?cation to the theft 
protection utility process. 

[0005] The present invention optionally incorporates a 
number of fail-safe features that ensure that the theft pro 
tection aspects of the present invention cannot be bypassed. 
For example, the theft protection utility process of the 
present invention can employ speaker, volume and/or poWer 
control features to ensure that the alarms generated by the 
present invention, or the theft protection feature itself, 
cannot be bypassed. 

[0006] A more complete understanding of the present 
invention, as Well as further features and advantages of the 
present invention, Will be obtained by reference to the 
folloWing detailed description and draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] FIG. 1 illustrates an exemplary netWork environ 
ment in Which the present invention can operate; 
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[0008] FIG. 2 is a sample table from the authoriZed user 
database maintained by the central theft protection server of 
FIG. 1; and 

[0009] FIG. 3 is a How chart describing an exemplary 
theft protection utility process incorporating features of the 
present invention and implemented by the user computer 
device of FIG. 1. 

DETAILED DESCRIPTION 

[0010] FIG. 1 illustrates a netWork environment 100 in 
Which the present invention can operate. As shoWn in FIG. 
1, a user computing device 110 is connected over a netWork 
100 to one or more servers 120. According to one aspect of 
the present invention, an alarm on the user computing device 
110 is automatically triggered When the device is discon 
nected from a netWork connection by an unauthoriZed user. 
It is noted that the user computing device 110 is only one 
example of a device that may be protected using the present 
invention. The present invention may be employed to pre 
vent the unauthoriZed removal of any device having a 
connection to a netWork, as Would be apparent to a person 
of ordinary skill in the art based on the disclosure herein. 

[0011] Thus, the user computing device 110 may be 
embodied, for example, as any device that can be connected 
to a netWork 100, such as a portable computer, Workstation 
or personal digital assistant (PDA). The netWork 100 may be 
embodied as any Wired or Wireless local or Wide area 

netWork (LAN or WAN, respectively), including the Public 
SWitched Telephone NetWork (PSTN), a corporate intranet 
or the Internet (World Wide Web), or any combination of the 
foregoing. In another variation, the netWork 100 may be 
embodied as a cable netWork, an optical netWork or a digital 
satellite service (DSS) netWork for distributing media con 
tent. In such as media distribution netWork environment, the 
user computing device 110 may be embodied, for example, 
as a set-top terminal, cable-enabled media player (e.g., a 
television) or another decryption device. In the exemplary 
embodiment of the present invention, the user computing 
device 110 communicates With a special-purpose central 
theft protection server 120 over the netWork 100. HoWever, 
the functions performed by the central theft protection server 
120 in accordance With the present invention can be per 
formed by any server or computer connected to a netWork, 
as Would be apparent to a person of ordinary skill in the art 
based on the disclosure herein. 

[0012] As shoWn in FIG. 1, the memory of the central 
theft protection server 120 includes an authoriZed user 
database 200, discussed beloW in conjunction With FIG. 2. 
Generally, the authoriZed user database 200 identi?es each 
authoriZed user of the netWork 100 and provides a corre 
sponding passWord that may be utiliZed in various embodi 
ments of the present invention to prevent theft of the user 
computing device 110. In addition, the memory of the user 
computing device 110 includes a theft protection utility 
process 300, discussed beloW in conjunction With FIG. 3. In 
the exemplary embodiment, the user computing device 110 
employs the theft protection utility process 300 to monitor 
the netWork connection and generate an alarm if the user 
computing device 110 is disconnected from the netWork 
connection Without proper noti?cation to the theft protection 
utility process 300. 

[0013] FIG. 2 is a sample table from the authoriZed user 
database 200 maintained by the central theft protection 
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server 120 of FIG. 1. Generally, the authorized user data 
base 200 identi?es each authorized user of the network 100 
and provides a corresponding passWord that may be utilized 
in various embodiments of the present invention to prevent 
theft of the user computing device 110. Thus, as shoWn in 
FIG. 2, the authorized user database 200 includes a plurality 
of records 205-220, each associated With a different autho 
rized user. For each user identi?ed in ?eld 240, the autho 
rized user database 200 indicates the user’s passWord in ?eld 
255. In this manner, When the user attempts to remove the 
user computing device 110 from the netWork connection, the 
user can optionally be prompted by the central theft protec 
tion server 120 to enter a passWord. 

[0014] FIG. 3 is a How chart describing an exemplary 
theft protection utility process 300 incorporating features of 
the present invention. Generally, the user computing device 
110 employs the theft protection utility process 300 to 
monitor the netWork connection and generate an alarm if the 
user computing device 110 is disconnected from the netWork 
connection Without proper noti?cation to the theft protection 
utility process 300. 

[0015] As shoWn in FIG. 3, the theft protection utility 
process 300 initially performs a test during step 310 to 
determine if a command is received to activate the theft 
monitoring protection feature provided by the utility process 
300. For eXample, a command to activate the theft protection 
utility process 300 may be automatically generated When 
poWer is applied to the user computing device 110 or 
Whenever a netWork connection is present. In addition, the 
activation may be passive or active, as Would be apparent to 
a person of ordinary skill in the art, and may optionally be 
combined With passWord protection to activate and deacti 
vate the theft protection utility process 300. In an active 
embodiment, the user can manually invoke the utility before 
leaving the device 110. In a passive embodiment, the theft 
protection utility process 300 can be automatically activated, 
for eXample, if the user computing device 110 is inactive for 
a period of time, such as When a screensaver is activated. 

[0016] If it is determined during step 310 that such a 
command is not received to activate the theft monitoring 
protection feature, then program control returns to step 310, 
Which Will be periodically reeXecuted to determine if the 
process is activated. If, hoWever, it is determined during step 
310 that a command is received to activate the theft moni 
toring protection feature, then fail-safe features of the 
present invention are optionally activated during step 320. 
The theft protection utility process 300 optionally incorpo 
rates a number of fail-safe features that ensure that the theft 
protection aspects of the present invention cannot be 
bypassed. For eXample, the theft protection utility process 
300 can employ: 

[0017] a speaker control feature that ensures that 
a speaker associated With the user computing device 
110 cannot be disconnected, to thereby prevent an 
alarm from being heard; 

[0018] (ii) a volume control feature that ensures that 
the volume of the speaker cannot be turned doWn or 
muted; 

[0019] (iii) a poWer control feature that ensures that 
an unauthorized user cannot turn off the poWer of the 
device and bypass the theft protection utility (e.g., 
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disable the poWer/reset sWitch automatically While 
the theft protection utility process 300 is active); or 

[0020] (iv) a combination of the foregoing. 

[0021] Thereafter, the theft protection utility process 300 
Will send a message to the central theft protection server 120 
during step 330 that Will initiate a response. In this manner, 
the theft protection utility process 300 polls the server 120 
to ensure that a netWork connection is present. In further 
variations, the theft protection utility process 300 can poll 
one or more netWork ports on the user computing device 110 
to see if they are connected or listen for a “heartbeat” 

message from a remote device, such as a server. 

[0022] A test is performed during step 350 to determine if 
a response Was received from the central theft protection 
server 120. If it is determined during step 350 that a response 
Was received from the central theft protection server 120, 
then the netWork connection is still present (and the user 
computing device 110 is still connected to the netWork 100). 
The polling process should be performed at periodic or 
intermittent time intervals, so a Wait command is performed 
during step 355 before program control returns to step 330. 

[0023] If, hoWever, it is determined during step 350 that a 
response Was not received from the central theft protection 
server 120, then the netWork connection is no longer present 
(and the user computing device 110 is no longer connected 
to the netWork 100). Thus, an audible alarm on the user 
computing device 110 is activated during step 370 or a 
noti?cation is sent to the user or a monitor, for eXample, 
using a cellular connection. Program control then termi 
nates. 

[0024] As is knoWn in the art, the methods and apparatus 
discussed herein may be distributed as an article of manu 
facture that itself comprises a computer readable medium 
having computer readable code means embodied thereon. 
The computer readable program code means is operable, in 
conjunction With a computer system, to carry out all or some 
of the steps to perform the methods or create the apparatuses 
discussed herein. The computer readable medium may be a 
recordable medium (e.g., ?oppy disks, hard drives, compact 
disks, or memory cards) or may be a transmission medium 
(e.g., a netWork comprising ?ber-optics, the World-Wide 
Web, cables, or a Wireless channel using time-division 
multiple access, code-division multiple access, or other 
radio-frequency channel). Any medium knoWn or developed 
that can store information suitable for use With a computer 
system may be used. The computer-readable code means is 
any mechanism for alloWing a computer to read instructions 
and data, such as magnetic variations on a magnetic media 
or height variations on the surface of a compact disk. 

[0025] The memories shoWn in FIG. 1 Will con?gure the 
processors to implement the methods, steps, and functions 
disclosed herein. The memory could be distributed or local 
and the processor could be distributed or singular. The 
memory could be implemented as an electrical, magnetic or 
optical memory, or any combination of these or other types 
of storage devices. Moreover, the term “memory” should be 
construed broadly enough to encompass any information 
able to be read from or Written to an address in the 
addressable space accessed by processor. In an alternate 
implementation, the present invention can be implemented 
using an application speci?c integrated circuit (ASIC), as 
Would be apparent to a person of ordinary skill in the art. 
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[0026] It is to be understood that the embodiments and 
variations shoWn and described herein are merely illustrative 
of the principles of this invention and that various modi? 
cations may be implemented by those skilled in the art 
Without departing from the scope and spirit of the invention. 

What is claimed is: 
1. A method for detecting removal of a device connected 

to a netWork by a netWork connection, comprising: 

monitoring said netWork connection; and 

generating an alarm if said netWork connection is discon 
nected. 

2. The method of claim 1, further comprising the step of 
preventing a volume of said device from being reduced 
beloW a prede?ned minimum level. 

3. The method of claim 1, further comprising the step of 
preventing said device from being turned off. 

4. The method of claim 1, Wherein said monitoring step is 
automatically activated in a passive manner. 

5. The method of claim 1, Wherein said monitoring step is 
manually activated by a user. 

6. The method of claim 1, Wherein said generating step 
can be prevented by entering a passWord. 

7. The method of claim 1, Wherein said monitoring step 
further comprises the step of sending a message to a remote 
device and aWaiting a response. 

8. The method of claim 1, Wherein said monitoring step 
further comprises the step of receiving a message from a 
remote device. 

9. The method of claim 1, Wherein said monitoring step 
further comprises the step of receiving a signal from a 
remote device. 

10. The method of claim 1, Wherein said monitoring step 
further comprises the step of polling one or more local 
netWork ports on said device. 

11. The method of claim 1, Wherein said generating step 
is performed only if said netWork connection is disconnected 
by an unauthoriZed user. 

12. A method for detecting removal of a device connected 
to a netWork by a netWork connection, comprising: 

sending a message to a second device connected to said 
netWork that Will initiate a response; and 

generating an alarm if said response is not received Within 
a prede?ned time interval. 

13. The method of claim 12, further comprising the step 
of preventing a volume of said device from being reduced 
beloW a prede?ned minimum level. 

14. The method of claim 12, further comprising the step 
of preventing said device from being turned off. 

15. The method of claim 12, Wherein said generating step 
can be prevented by entering a passWord. 

16. The method of claim 12, Wherein said generating step 
is performed only if said netWork connection is disconnected 
by an unauthoriZed user. 

17. A method for detecting removal of a device connected 
to a netWork by a netWork connection, comprising: 

monitoring a signal received on said netWork connection 
from a remote device over said netWork connection; 
and 

generating an alarm if said signal is no longer received. 
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18. The method of claim 17, further comprising the step 
of preventing a volume of said device from being reduced 
beloW a prede?ned minimum level. 

19. The method of claim 17, further comprising the step 
of preventing said device from being turned off. 

20. The method of claim 17, Wherein said generating step 
can be prevented by entering a passWord. 

21. The method of claim 17, Wherein said generating step 
is performed only if said netWork connection is disconnected 
by an unauthoriZed user. 

22. Asystem for detecting removal of a device connected 
to a netWork by a netWork connection, comprising: 

a memory that stores computer-readable code; and 

a processor operatively coupled to said memory, said 
processor con?gured to implement said computer-read 
able code, said computer-readable code con?gured to: 

monitor said netWork connection; and 

generate an alarm if said netWork connection is discon 
nected. 

23. The system of claim 22, Wherein said processor is 
further con?gured to prevent a volume of said device from 
being reduced beloW a prede?ned minimum level. 

24. The system of claim 22, Wherein said processor is 
further con?gured to prevent said device from being turned 
off. 

25. The system of claim 22, Wherein said processor is 
further con?gured to prevent said alarm by entering a 
passWord. 

26. The system of claim 22, Wherein said processor is 
further con?gured to send a message to a remote device and 
aWait a response. 

27. The system of claim 22, Wherein said processor is 
further con?gured to receive a message from a remote 
device. 

28. The system of claim 22, Wherein said processor is 
further con?gured to receive a signal from a remote device. 

29. The system of claim 22, Wherein said processor is 
further con?gured to poll one or more local netWork ports on 
said device. 

30. The system of claim 22, Wherein said processor is 
further con?gured to generate said alarm only if said net 
Work connection is disconnected by an unauthoriZed user. 

31. An article of manufacture for detecting removal of a 
device connected to a netWork by a netWork connection, 
comprising: 

a computer readable medium having computer readable 
code means embodied thereon, said computer readable 
program code means comprising: 

a step to monitor said netWork connection; and 

a step to generate an alarm if said netWork connection is 
disconnected. 

32. Asystem for detecting removal of a device connected 
to a netWork by a netWork connection, comprising: 

means for monitoring said netWork connection; and 

means for generating an alarm if said netWork connection 
is disconnected. 


