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(57) ABSTRACT 
The present invention provides a system and method for 
transmitting and receiving data that can transmit data over a 
plurality of data paths simultaneously and that provides a 
plurality of transmission queues Which enable data trans 
missions to be continuously prioritized and Which do not 
cause bottlenecking of data. In the preferred embodiments, 
the present invention comprises a data transmission facility, 
at least one forWard data path, at least one data reception 
facility, and at least one reverse data path. Data is transmit 
ted in response to a request to transmit data Which may be 
locally generated at the data transmission facility, or may be 
remotely generated at any of the data reception facilities and 
transmitted to the data transmission facility through the 
reverse data path. The requested data is then transmitted 
from the data transmission facility through at least one 
forWard data path to at least one data reception facility. Data 
is transmitted in the form of at least one header packet and 
at least one data packet for each data ?le. In the event that 
errors are detected in this transmission of data, retransmis 
sions of the corrupted data may then be requested by any of 
the data reception facilities through the reverse data path. 
The transmitted data is ?nally received by at least one data 
reception facility, Where a copy of the requested data ?le is 
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SYSTEM AND METHOD FOR TRANSMITTING 
AND RECEIVING DATA 

[0001] This is a continuation of US. patent application 
Ser. No. 09/340,547, ?led Jun. 28, 1999, Which is a con 
tinuation of US. patent application Ser. No. 08/905,452, 
?led Aug. 1, 1997, now US. Pat. No. 6,085,253, both of 
Which are hereby incorporated by reference herein in their 
entireties. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates generally to systems 
and methods for transmitting and receiving data. More 
particularly, the present invention relates to systems and 
methods for transmitting and receiving data that alloW data 
transmissions to be prioritiZed, that alloW dynamic grouping 
of data recipients, that alloW the siZe of data packets to be 
varied from ?le to ?le, and that provide a manifest process 
to insure the presence, identity, and integrity of transmitted 
data ?les. 

[0003] Some systems and methods for transmitting and 
receiving data permit the transmission of data to be priori 
tiZed. In many of these systems and methods, hoWever, the 
data transmissions must all be prioritiZed before any data 
transmission can begin in order to insure that transmission 
priorities are maintained. For eXample, under these systems 
and methods, once a data transmission has begun for a loW 
priority data ?le, a data transmission for a high priority data 
?le must Wait for the loW priority transmission to complete 
before the high priority transmission can begin. In many 
cases this approach to prioritiZation results in bottlenecking 
of data Where very large, loW priority data ?les that are being 
transmitted prevent the transmission of many small, high 
priority data ?les. Similarly, bottlenecking can also occur in 
instances Where many large, high priority data ?les prevent 
a small, loW priority ?le from being transmitted in a timely 
fashion. 

[0004] Frequently it is desirable to send a single data 
transmission from a transmitter to multiple recipients. Some 
systems and methods for transmitting data alloW such trans 
missions to be performed to predetermined groups of indi 
viduals. Some of these and other systems and methods for 
transmitting data alloW recipients to receive data for groups 
in Which the recipients are interested. None of these systems 
and methods, hoWever, alloWs a transmitter to dynamically 
specify the recipients for a single transmission at the time of 
the transmission. 

[0005] Many systems and methods for transmitting data 
use packet based transmission to transmit data from one 
place to another. These forms of packet based transmission, 
hoWever, are rigid in that they ?X the siZe of every packet 
regardless of the data ?le type, the data ?le siZe, or the 
characteristics of the path over Which the data is to be 
transmitted. Thus, in many of these systems and methods, 
the same packet siZe may be used to transmit a 100 byte ?le 
as is used to transmit a 100 Mega-byte ?le, for eXample. 
Using the same siZe packet regardless of the siZe of the ?le 
to be transmitted is inef?cient because the percentage of the 
?le in each packet shrinks rapidly as the siZe of the trans 
mitted ?le groWs. 

[0006] Finally, in many systems and methods for trans 
mitting data, groups of data ?les are transmitted from one 
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place to another as bundles of data ?les. Unfortunately, 
hoWever, once these ?les arrive at their destination, the batch 
of ?les must be presumed to include all of the intended ?les 
because no additional indicator is provided as to What ?les 
should be present. Additionally, each of the transmitted ?les 
is usually only identi?able by the name, date, and time 
associated With the ?le. Lastly, in order to process the 
received ?les properly, the receiving system must knoW 
What to do With the ?les after they have arrived. 

[0007] In vieW of the foregoing, it Would be desirable to 
provide a system and method for transmitting and receiving 
data in Which data being transmitted can be prioritiZed While 
not causing bottlenecking of the data. 

[0008] It Would also be desirable to provide a system and 
method for transmitting and receiving data in Which multiple 
recipients of data can be dynamically speci?ed just prior to 
a group data transmission. 

[0009] It Would be further desirable to provide a system 
and method for transmitting and receiving data in Which the 
siZe of packets used in the transmission of data can be varied 
from ?le to ?le. 

[0010] It Would be even further desirable to provide a 
system and method for transmitting and receiving data 
Which can verify the presence, identity, and integrity of each 
data ?le in a bundle of transmitted data ?les. 

SUMMARY OF THE INVENTION 

[0011] It is therefore an object of this invention to provide 
a system and method for transmitting and receiving data in 
Which data being transmitted can be prioritiZed While not 
causing bottlenecking of the data. 

[0012] It is another object of this invention to provide a 
system and method for transmitting and receiving data in 
Which multiple recipients of data can be dynamically speci 
?ed just prior to a group data transmission. 

[0013] It is a further object of this invention to provide a 
system and method for transmitting and receiving data in 
Which the siZe of packets used in the transmission of data 
can be varied from ?le to ?le. 

[0014] It is a further object of this invention to provide a 
system and method for transmitting and receiving data 
Which can verify the presence, identity, and integrity of each 
data ?le in a bundle of transmitted data ?les. 

[0015] These and other objects of the present invention are 
achieved by providing a system and method for transmitting 
and receiving data that alloW data transmissions to be 
prioritiZed, that alloW dynamic grouping of data recipients, 
that alloW the siZe of data packets to be varied from ?le to 
?le, and that provide a manifest process to insure the 
presence, identity, and integrity of transmitted data ?les. 

[0016] In illustrative embodiments of the present inven 
tion, the data transmission and reception capabilities of the 
system and method are provided by a data transmission 
facility, at least one forWard data path, at least one data 
reception facility, and at least one reverse data path. Gen 
erally speaking, data is transmitted in this system and 
method in response to a request to transmit data. This request 
may be locally generated at the data transmission facility, or 
may be remotely generated at any of the data reception 
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facilities and transmitted to the data transmission facility 
through the reverse data path. Once a request has been 
received, the requested data is then prepared and transmitted 
from the data transmission facility through at least one 
forWard data path to at least one data reception facility. In the 
event that errors are detected in this transmission of data, 
retransrnissions of the corrupted data may then be requested 
by any of the data reception facilities through the reverse 
data path. The transmitted data is ?nally received by at least 
one data reception facility, Where a copy of the requested 
data ?le is recovered and the data is used as desired. 

[0017] Data may be transmitted in the form of at least one 
header packet and at least one data packet for each data ?le. 
The one or more header packets each include information to 
identify the associated data ?le, to identify the one or more 
target data reception facilities, to identify and describe the 
associated data packets, to indicate the data ?le transrnission 
priority, and to indicate the integrity of each header packet 
and data ?le. Each data packet transmitted in association 
With a data ?le includes an associated header packet iden 
ti?er, a unique data packet identi?er, a data packet siZe 
indicator, at least a portion of the data from the data ?le, and 
a code to check the integrity of the data in the data packet. 

[0018] Prior to transmission, each of these header and data 
packets is constructed and queued at the data transmission 
facility. In response to a remote procedure call (RPC) 
request that is received at the data transmission facility, an 
RPC server constructs a neW ?le header packet for new 
transmission requests or retrieves an eXisting ?le header 
packet from storage for retransrnission requests. This ?le 
header packet is then transferred to one of a number of data 
transmission queues based upon the siZe of the requested ?le 
and the priority indicated in the RPC request. Once the 
header packet has been transferred to a data transmission 
queue, the RPC server Waits for and processes other RPC 
requests. After receiving this ?le header packet, each data 
transmission queue noti?es a scheduler that the queue has a 
data ?le that is Waiting to be transmitted. 

[0019] Whenever any of the queues contains data Waiting 
to be transmitted, the scheduler continuously selects the neXt 
queue from which a packet is to be transmitted and the 
forWard data path on Which that queue is to do so. In 
selecting this neXt queue, the scheduler preferably attempts 
to maintain, based upon the priority of each queue, a ?Xed 
ratio of the number of packet transrnissions for each queue 
as compared to the total number of packets transmitted in all 
of the queues. For example, in a data transmission facility 
With ?ve queues that have priorities of “1,”“2,”“3,”“4,” and 
“5,” Wherein priority “1” is the highest priority and priority 
“5” is the loWest priority, the scheduler may attempt to 
maintain the number of packet transrnissions at sixteen, 
eight, four, tWo, and one for each of the ?ve queues, 
respectively, for every thirty one total packets transmitted 
from all of the queues cornbined. In selecting the forWard 
data path on Which each queue is to transmit a header or data 
packet, the scheduler preferably attempts to direct each 
queue to the fastest available forWard data path that is not 
being used When each queue is given permission to transmit. 

[0020] Once permission and a forWard data path selection 
have been received from the scheduler at a data transmission 
queue, the data transmission queue retrieves and transmits 
on the selected forWard data path, the neXt header or data 
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packet that is to be transmitted. After transmitting a header 
or data packet, the data transmission queue once again Waits 
for a neW perrnission indication and a forWard data path 
selection until all of the data packets for a data ?le have been 
transmitted. Upon all of the data packets being transmitted, 
the data transmission queue then noti?es the scheduler that 
no ?le is Waiting to be transmitted so that the scheduler Will 
not attempt to give the queue permission to transmit data. 
The queue then copies, if necessary, the ?le header packet to 
storage so that the queue Will be able to satisfy any future 
retransrnission requests and then removes the ?le header 
packet from the queue. Once the ?le header packet has been 
removed from the queue, the queue Waits for other ?le 
header packets to be received from the RPC server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] The above and other objects and advantages of the 
present invention Will be apparent upon consideration of the 
folloWing detailed description, taken in conjunction With the 
accompanying draWings, in Which like reference numerals 
refer to like parts throughout, and in Which: 

[0022] FIG. 1 is a block diagram of an illustrative data 
transmission and reception system in accordance With the 
present invention; 

[0023] FIG. 2 is a data How diagram representing the How 
of data in a transmission system computer in accordance 
With the present invention; 

[0024] FIG. 3 is a How diagram representing the RPC 
handler processing function of a transmission system corn 
puter in accordance With the present invention; 

[0025] FIG. 4 is a How diagram representing the queue 
processing function of a transmission system computer in 
accordance With the present invention; 

[0026] FIG. 5 is a How diagram representing the scheduler 
processing function of a transmission system computer in 
accordance With the present invention; 

[0027] FIG. 6 is a How diagram representing the reception 
processing function of a reception computer in accordance 
With the present invention; 

[0028] FIG. 7 is a block diagram of an illustrative cable 
television data distribution system in accordance With the 
present invention; and 

[0029] FIG. 8 is a block diagram of an illustrative direct 
broadcast data distribution system in accordance With the 
present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0030] A system 10 for transmitting and receiving data in 
accordance With the present invention is shoWn 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0031] A system 10 for transmitting and receiving data in 
accordance With the present invention is shoWn in FIG. 1. 
System 10 has a data transmission facility 20, at least one 
forWard data path 22, at least one data reception facility 24, 
and at least one reverse data path 26. Data transmission in 
system 10 is initiated by the generation of a remote proce 
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dure call (RPC) request at data transmission facility 20, at 
one or more data reception facilities 24, or at another facility 
connected to data transmission facility 20. Any RPC 
requests generated at a data reception facility 24 are trans 
mitted to data transmission facility 20 through one of the 
reverse data paths 26. Data transmission facility 20 responds 
to the RPC request by retrieving the requested data, gener 
ating at least one header packet, generating at least one data 
packet, queuing the header and data packets, and transmit 
ting the packets When appropriate. Prior to generating or 
transmitting the header and data packets, data transmission 
facility 20 may perform compression, forWard error correc 
tion, encryption, and/or any other suitable data processing 
on the data of the header and data packets. 

[0032] The packets are transmitted from data transmission 
facility 20 to at least one data reception facility 24 through 
at least one forWard data path 22. All of the packets 
transmitted from data transmission facility 20 are monitored 
by the data reception facilities 24 and only those packets that 
are addressed to an individual data reception facility 24 are 
then received by that individual data reception facility 24. 
One the transmitted packets have been received by a data 
reception facility 24, the packets are then checked for 
transmission errors, and reconstructed into a copy of the 
requested data ?le. Prior to or after either checking for errors 
or reconstructing the data ?le, data reception facility 24 may 
also perform decompression, error detection and correction, 
and decryption on the data in the received header and data 
packets. 

[0033] In the event that any data reception facility 24 
detects an error in a transmitted packet, a retransmission 
request may be generated at that data reception facility 24 
for any or all of the transmitted packets and conveyed to data 
transmission facility 20 through a reverse data path 26. 
Preferably, retransmission requests are delayed at each data 
reception facility 24 by a random period of time in order to 
cause requests for the same packet from different data 
reception facilities 24 to be skeWed in time. By delaying the 
retransmission requests in this Way, the ?rst retransmission 
of a replacement packet Will cause subsequent, pending 
retransmission requests to be canceled at the data reception 
facilities 24 that have not yet issued the associated retrans 
mission request. Alternatively, to coordinate and prioritiZe 
retransmission requests, all such requests may be synchro 
niZed to be transmitted at the same time from all of the data 
reception facilities 24. For example, a retransmission request 
for a priority “3” data packet may be purposefully delayed 
until a predetermined time of day (e.g., 3:00 am) or delayed 
for a ?Xed period of time (e.g., 6 hours). This alloWs 
retransmission requests from multiple data reception facili 
ties 24 to be received substantially simultaneously, thereby 
preventing duplicative retransmissions of header or data 
packets. 

[0034] Data transmission facility 20 preferably includes a 
transmission system 28, a system server 30, and a data 
netWork 32. Transmission system 28 controls the transmis 
sion of data from data transmission facility 20. Functions 
performed by transmission system 28 may included storage 
of data transmitted in system 10, generation of RPC 
requests, processing of RPC requests, generation of header 
and data packets for the requested data, queuing of the 
header and data packets, scheduling of packet transmissions, 
and transmission of header and data packets. Although these 

Dec. 12, 2002 

functions may be effectively implemented on a single, 
multi-tasking computer running an operating system such as 
WindoWs NT or Unix, these functions may also be distrib 
uted across more than one platform and coordinated using 
communication protocols betWeen the individual functions. 
For example, rather than storing data in transmission system 
28, data may be stored in a dedicated data server that 
receives instructions from transmission system 28 and pro 
vides the requested data on demand. 

[0035] Transmission system 28 includes a primary com 
puter 34, a backup computer 36, and a sWitch 38. Primary 
computer 34 and backup computer 36 are preferably iden 
tical machines running similar softWare, so that if primary 
computer 34 fails, backup computer 36 can seamlessly 
maintain the functions of transmission system 28. Accord 
ingly, both primary computer 34 and backup computer 36 
preferably have hardWare and/or softWare that enables each 
to perform the above-mentioned functions of transmission 
system 28. To most effectively provide its backup function, 
backup computer 36 preferably receives and processes all of 
the data and RPC requests that are transmitted to primary 
computer 34. To enable backup computer 36 to connect to 
each forWard data path 22, sWitch 38 is provided betWeen 
primary computer 34, backup computer 36, and each for 
Ward data path 22. Preferably sWitch 38 is an intelligent 
sWitch that is capable of automatically detecting a failure in 
primary computer 34 and sWitching the connection betWeen 
each forWard data path 22 and primary computer 34 to a 
connection betWeen each forWard data path 22 and backup 
computer 36, although a manual, operator-actuated sWitch, 
or any other suitable sWitch may also be used. 

[0036] System server 30 provides a data request mecha 
nism through Which at least one data reception facility 24 
can request original transmissions of data or retransmissions 
of corrupted, previously transmitted header and data pack 
ets. These requests may be generated at data reception 
facility 24 and conveyed to system server 30 through reverse 
data path 26. System server 30 preferably comprises hard 
Ware and/or softWare that enables it to maintain bidirectional 
data communications With a plurality of data reception 
facilities 24 simultaneously. 

[0037] To communicate transmission and retransmission 
requests received at system server 30 to transmission system 
28, system server 30 is connected to primary computer 34 
and backup computer 36 through data netWork 32. Although 
data netWork 32 is illustrated in FIG. 1 as being connected 
to only primary computer 34, backup computer 36, and 
system server 30, it should be understood that data netWork 
32 may be connected to other computers, servers, netWork 
equipment, netWorks, and any other suitable devices. This 
arrangement alloWs additional sources of data and RPC 
requests for transmission system 28 to be connected to data 
netWork 32. Data netWork 32 is preferably an Ethernet 
netWork. If desired, data netWork 32 may be implemented 
using satellite, telephone, computer netWork, Internet, radio 
frequency, and optical based communication systems, or any 
other suitable communication system, or any suitable com 
bination of these communication systems. 

[0038] As stated above, data is transmitted in system 10 
from data transmission facility 20 to data reception facility 
24 through at least one forWard data path 22. As illustrated, 
each forWard data path 22 uses at least a portion of one 
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satellite transmitter 40, at least a portion of one satellite 
transponder 42, and at least a portion of one satellite receiver 
44. System 10 preferably has multiple parallel forWard data 
paths 22. In such an implementation, the multiple forWard 
data paths 22 may use one or more satellite transmitters 40, 
one or more satellite transponders 42, and one or more 
satellite receivers 44. To maXimiZe the effective data rate 
available in the sum of all of the parallel forWard data paths 
22, each forWard data path 22 is preferably operated at the 
highest data rate available. Although a forWard data path 22 
is illustrated in FIG. 1 as being implemented using satellite 
based communications, any forWard data path 22 could 
similarly be implemented using telephone, computer net 
Work, Internet, radio frequency, and optical based commu 
nication systems, or any other suitable communication sys 
tem, or any suitable combination of these communication 
systems. 

[0039] Data reception facility 24 can be any device 
capable of receiving data transmissions from data transmis 
sion facility 20 in the form of a header packet folloWed by 
at least one data packet. Once these packets are received, 
data reception facility 24 must be capable of storing these 
packets and reconstructing a copy the original data ?le. 
Preferably, data reception facility Will also be capable of 
requesting transmissions of neW data and detecting errors in 
previously transmitted header and data packets and request 
ing retransmissions of those packets. Data reception facility 
24 may also perform decompression, error detection and 
correction, and decryption on the data in the header and data 
packets received from data transmission facility 20. As 
illustrated, data reception facility 24 may be a computer such 
as a personal computer, or may also be a television set-top 
boX, a television, video cassette recorder or any other device 
capable of receiving, manipulating, and storing data. 

[0040] Reverse data path 26 as illustrated comprises at 
least one modem 46 (Which is preferably located near the 
data reception facility 24), at least one telephone netWork 
49, and at least one modem bank 48 (Which is preferably 
located near the data transmission facility 20). Reverse data 
path 26 provides a path through Which RPC requests for 
transmissions of neW data and retransmissions of corrupted, 
previously transmitted data can be conveyed from data 
reception facility 24 to data transmission facility 20. Reverse 
data path 26 could also be used to send diagnostic, con?gu 
ration, reboot, and emergency data betWeen data transmis 
sion facility 20 and data reception facility 24. Additionally, 
reverse data path 26 can be used to transmit data from data 
transmission facility 20 to data reception facility 24. For 
eXample, a data reception facility 24 may request a retrans 
mission of a header packet from data transmission facility 
20. Because header packets are relatively small and may be 
easily transmitted over reverse data path 26, this path is 
preferably used to satisfy retransmission of header packet 
requests rather than using a forWard data path 22. Likewise, 
as another eXample, data requests for very time sensitive 
data may be satis?ed using reverse data path 26 in addition 
to or rather than queuing the data through any forWard data 
path 22. 

[0041] Although reverse data path 26 is illustrated in FIG. 
1 as being implemented using telephone based communica 
tions, reverse data path 26 could similarly be implemented 
using satellite, computer netWork, Internet, radio frequency, 
and optical based data communication systems, or any other 
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suitable data communication system, or any suitable com 
bination of data communication systems. In addition, for 
Ward data paths 22 and reverse data paths 26 could be 
combined into at least one bidirectional data path. 

[0042] Reverse data paths 26 are optional Whenever the 
inability to generate RPC requests for neW data transmis 
sions and replacement data transmissions from an associated 
data reception facility 24 can be tolerated. In a system 10 
With no reverse data paths 26, system server 30 is not 
required. 
[0043] An illustrative data How arrangement for the data 
in primary computer 34 of transmission system 28 (FIG. 1) 
is shoWn in FIG. 2. RPC requests 87 for neW data trans 
missions and replacement data transmissions are processed 
by RPC server 88. These RPC requests 87 may be generated 
Within primary computer 34 or transmitted to primary com 
puter 34 through RPC request input 107. For neW data 
transmission requests, RPC server 88 ?rst determines if a 
copy ?ag is set in RPC request 87. If the copy ?ag is set, the 
requested data ?le is copied from an external storage device 
86 into an archive storage device 90. Archive storage device 
90 typically stores a data ?le for a ?Xed period of time such 
as a Week, month, or other suitable duration of time, 
although other mechanisms for determining hoW long a data 
?le should be archived in archive storage device 90 may 
similarly be implemented With the present invention. 

[0044] Once the data ?le has been copied, a ?le header 
packet 94 for the data ?le is constructed (or is retrieved from 
a ?le header description collection area 92 if previously 
constructed). File header packet 94 preferably includes a 
synchroniZation pattern, a packet type identi?er, data ?ags, 
a data reception facility machine address, a data reception 
facility group address, an indication of the number of data 
packets for the associated data ?le, an indication of the siZe 
of each data packet, a data ?le identi?cation number, a 
priority identi?er, a name of the source of the data ?le, ?le 
attributes, a ?le date and time, a ?le name, and tWo 32 bit 
cyclic redundancy check (CRC) codes. These pieces of 
information are included in ?le header packet 94 to assist 
data reception facility 24 (FIG. 1) in receiving and recon 
structing the transmitted data ?le. 

[0045] More particularly, the synchroniZation pattern is 
used to identify the beginning of the header packet and to 
verify that all of the data bits in the used forWard transmis 
sion path 22 (FIG. 1) are operating properly. In an illustra 
tive embodiment of the present invention, the synchroniZa 
tion pattern is the hexadecimal number 55AA. The packet 
type identi?er may be used to indicate to the data reception 
facility 24 (FIG. 1) the type, version, and other character 
istics of the received packet. For eXample, a packet type 
identi?er of “1” may indicate a ?rst version of a header 
packet 94, a packet type identi?er of “2” may indicated a 
?rst version of a data packet 95, a packet type identi?er of 
“3” may indicate a second version of a header packet 94, and 
a packet type identi?er of “4” may indicate a second version 
of a data packet 95. The data ?ags are used in header packet 
94 to indicate Whether the associated data ?le can be resent 
(if necessary) and Whether the data ?le is to be archived in 
transmission system 28 (FIG. 1). 

[0046] The data reception facility machine address and the 
data reception facility group address are used to identify 
Which data reception facilities 24 (FIG. 1) are supposed to 



US 2002/0188748 A1 

receive the data being transmitted. Each data reception 
facility 24 (FIG. 1) has a unique data facility machine 
address. If the data reception facility machine address in 
header packet 94 has a non-Zero value, this address indicates 
Which data reception facility 24 (FIG. 1) is to receive header 
packet 94 and the associated data packets 95. In order to 
transmit data to more than one data reception facility 24 
(FIG. 1), group addresses may be used to designate a 
predetermined group of data reception facilities 24 (FIG. 1). 
For example, a data reception facility group address of “1” 
may be used for all data reception facilities 24 (FIG. 1) in 
a central region of the United States. When a group address 
is designated in a header packet, the machine address is 
preferably Zero to avoid any ambiguity that the header 
packet 94 and the associated data packets 95 are destined for 
data reception facilities 24 (FIG. 1) corresponding to that 
group address. 

[0047] To alloW groups of data reception facilities 24 
(FIG. 1) to be grouped dynamically, the present invention 
alloWs multiple copies of a header packet 94 to be generated 
for each data ?le. Each copy of header packet 94 is identical 
except for the data reception facility machine address. This 
machine address in each copy of header packet 94 is used to 
identify one member of the dynamic group. By then trans 
mitting one header packet 94 to each member of the dynamic 
group, each member Will then recogniZe that the associated 
data packets 95 as being targeted for that particular data 
reception facility 24 (FIG. 1). 
[0048] In order to convey to each data reception facility 24 
(FIG. 1) receiving data packets 95 hoW large the ?nal data 
?le is going to be, header packet 94 indicates the number of 
data packets 95 for the associated data ?le and the siZe of 
each data packet 95. For example, for a 1024 byte data ?le, 
header packet 94 may indicate that eleven data packets 95 
having one hundred bytes of ?le data each are going to be 
sent to a data reception facility 24 (FIG. 1). In this example, 
a packet siZe indicator in the last data packet 95 Would 
indicate that the data packet contains only tWenty four bytes 
of ?le data (and seventy six bytes of ?ller data) rather than 
the one hundred bytes of ?le data as contained in the 
previous ten data packets 95. Because the maximum siZe of 
each data packet 95 is indicated through header packet 94, 
data reception facilities 24 (FIG. 1) can set up data buffers 
into Which the received data packets 95 can be ef?ciently 
stored. The siZe of data packets 95 may be based on factors 
such as the optimal transmission buffer siZe for a forWard 
data path 22 (FIG. 1), the siZe of the data ?le, Whether 
compression or forWard error correction is being applied to 
the data packets, and any other suitable factors. For example, 
a forWard data path 22 (FIG. 1) may achieve optimal 
transmission speeds When transmitting eight kilo-byte buff 
ers of data. In such a case, the data packets Would preferably 
be eight kilo-bytes each to take advantage of this charac 
teristic of the forWard data path 22 (FIG. 1). Although the 
siZe of the data packets is ?xed for each data packet 
corresponding to a data ?le by the siZe designated in the 
associated header packet, the siZe of the data packets may be 
varied from data ?le to data ?le by simply changing the data 
packet siZe designated in each header packet. 

[0049] The data ?le identi?cation number is a 32-bit 
number that is sequentially assigned by data transmission 
facility 20 (FIG. 1) to each data ?le transmitted in system 10 
(FIG. 1). This number is then included in each data packet 
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95 transmitted in association With a header packet 94. 
Because 4,294,967,296 data ?les must be transmitted from 
data transmission facility 20 (FIG. 1) before the data ?le 
identi?cation number Will roll over, a particular data ?le 
identi?cation number is essentially an unambiguous identi 
?er that data packets 95 being transmitted With that number 
are associated With the corresponding header packet 94. 

[0050] The priority identi?er included in the header packet 
94 indicates What priority is associated With a data ?le for 
Which a header packet 94 Was generated. This priority may 
indicate hoW urgently the data ?le should be transmitted to 
a data reception facility 24 (FIG. 1) and roughly hoW large 
the data ?le is. For example, in preferred embodiments of the 
present invention, data ?les With a priority of “1” have the 
highest priority. These ?les should be transmitted before 
and/or at a higher data rate than a ?le With priorities of “2” 
or loWer. To prevent system 10 (FIG. 1) from becoming 
bottlenecked by extremely large ?les With high priorities, 
limits may be placed on the maximum siZe of each ?le With 
a given priority. For example, priority “1” may be limited to 
data ?les under 1 kilo-byte in siZe, Whereas priority “1” may 
only be limited to ?les not exceeding 100 kilo-bytes. 

[0051] The tWo 32-bit CRC codes included in header 
packet 94 are used to verify the integrity of header packet 94 
and the data ?le reconstructed from data packets 95 asso 
ciated With header packet 94. Using a cyclic redundancy 
check process, data corruption that may have occurred 
during the construction of header packet 94, parsing of the 
original data ?le, during header packet 94 or data packet 95 
transmission, or during data ?le reconstruction, can be 
detected. In the event that an error is detected based on either 
of these 32-bit CRC codes, the target data reception facility 
24 (FIG. 1) can request that a neW header packet 94, a neW 
data packet 95, or a Whole neW data ?le be transmitted. 

[0052] Once header packet 94 has been constructed by 
RPC server 88, header packet 94 is placed in an appropriate 
queue 96, 98, 100, 102, or 104 by RPC server 88. Preferably, 
each queue 96, 98, 100, 102, and 104 is a ?rst-in-?rst-out 
(FIFO) queue and therefore each packet entered into the 
queue is placed at the last position in the queue output order. 
Alternatively, hoWever, queues 96, 98, 100, 102, and 104 
could permit RPC server 88 to select the position in the 
queue in Which a header packet 94 or a data packet 95 is 
placed in order to achieve another level of priority Within 
each queue. 

[0053] As illustrated, primary computer 34 comprises ?ve 
queues 96, 98, 100, 102, and 104 Which have priorities, as 
described above, of “1,”“2,”“3,”“4,” and “5,” respectively. 
For queues 96, 98, 100, 102, and 104, the data output rates 
are preferably sixteen, eight, four, tWo, and one header 
packets 94 and/or data packets 95 for each thirty one header 
packets 94 and/or data packets 95 output from all of the 
queues 96, 98, 100, 102, and 104 combined. These rates only 
apply in cases in Which all ?ve queues 96, 98, 100, 102, and 
104 have data Waiting to be output. For example, if all of 
queues 96, 98, 100, and 102 With priority levels of “1,”“2, 
”“3,” and “4,” respectively, are empty, data in queue 104 
With a priority level of “5,” Would be output Without 
interruption. 

[0054] Although in the illustrative embodiment of the 
invention, primary computer 34 is implemented With ?ve 
queues 96, 98, 100, 102, and 104, each having a unique 
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priority value and each priority value corresponding to a 
?xed output data rate, other numbers of queues could be 
implemented With some, none, or all having the same 
priority value and some, none, or all of the priority values 
corresponding to a ?xed output data rate. For example, the 
present invention could be implemented using three queues, 
one of Which has a “high” priority value and the others of 
Which have a “loW” priority value. In this example, the data 
could be output from the queues so that all of the data in the 
“high” priority queue is output before any data from either 
of the “loW” priority queues is output. 

[0055] After header packet 94 is loaded into the appropri 
ate queue 96, 98, 100, 102, or 104, the queue noti?es a 
scheduler 106 that the queue has a data ?le that is Waiting to 
be transmitted. Scheduler 106 controls the transmission of 
header packets 94 and data packets 95 from queues 96, 98, 
100, 102, and 104. Scheduler 106 preferably ensures that the 
packet output rate for each of queues 96, 98, 100, 102, and 
104 corresponds to the priority assigned to each. Scheduler 
106 also assigns the output of each queue 96, 98, 100, 102, 
and 104 to an available forWard data path 22 and makes sure 
that no tWo queues 96, 98, 100, 102, or 104 attempt to 
transmit through the same forWard data path 22 simulta 
neously. This is achieved by requiring that queues 96, 98, 
100, 102, and 104 all receive permission from scheduler 106 
before any of queues 96, 98, 100, 102, or 104 can transmit. 
Once permission has been given to a queue by scheduler 
106, the scheduler checks to see Which queues still have data 
to be transmitted and then selects the next queue to transmit. 

[0056] When a queue 96, 98, 100, 102, or 104 receives 
permission to transmit from scheduler 106, the queue 
retrieves the next packet to be transmitted and then transmits 
the packet on the selected forWard data path 22 (FIG. 1). The 
?rst packet transmitted for each data ?le is alWays a header 
packet 94. Additional header packets 94 may also be trans 
mitted immediately folloWing the ?rst packet Whenever 
dynamic groups of data reception facilities 24 (FIG. 1) are 
used. Furthermore, in implementations of system 10 (FIG. 
1) in Which any queue 96, 98, 100, 102, or 104 is going to 
simultaneously transmit data packets 95 for the same data 
?le over tWo or more forWard data paths 22 (FIG. 1), a copy 
of each header packet 94 for that data ?le is preferably 
transmitted over each of the forWard data paths 22 (FIG. 1) 
to be used. By transmitting each header packet 94 over each 
of the forWard data paths 22 (FIG. 1) to be used, backup 
copies of header packets 95 are provided to each target data 
reception facility 24 (FIG. 1) and the possibility that a data 
packet 95 Will be received at a data reception facility 24 
(FIG. 1) prior to the associated header packet 94 is elimi 
nated. 

[0057] Once each header packet 94 for a data ?le has been 
transmitted, the associated queue 96, 98, 100, 102, or 104 
then processes the data packets 95 for the data ?le. In doing 
so, the queue 96, 98, 100, 102, or 104 ?rst retrieves the data 
for each data packet 95 from archive storage collection 90 or 
external storage 86, as necessary, and constructs a data 
packet 95. 

[0058] By providing queues 96, 98, 100, 102, and 104 
With different transmission priorities, and by scheduling 
transmissions from these queues so as to maintain a ?xed 
output ratio betWeen the queues, the problem of bottleneck 
ing is solved. For example, large, loW priority transmissions 
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Will not block small high priority transmissions because the 
high priority transmissions Will be transmitted through a 
different queue than the loW priority transmissions. As 
another example, large, high priority transmissions Will not 
completely block small, loW priority transmissions because 
maintaining a ?xed output ratio betWeen the queues insures 
that data is continuously being output from all of the queues. 

[0059] Each data packet 95 preferably includes a synchro 
niZation pattern, a packet type identi?er, a data ?le identi 
?cation number, a data packet number, an indication of the 
number of bytes of data in the packet, the packet’s data, and 
a 32-bit CRC code. Similarly to that in header packet 94, the 
synchroniZation packet in each data packet 95 is used to 
synchroniZe the reception of the data packet 95 and verify 
that all of the bits in the used forWard data path 22 are 
functioning. The packet type identi?er may be used to 
indicate to the data reception facility 24 (FIG. 1) the type, 
version, and other characteristics of the received packet. For 
example, a packet type identi?er of “1” may indicate a ?rst 
version of a header packet 94, a packet type identi?er of “2” 
may indicated a ?rst version of a data packet 95, a packet 
type identi?er of “3” may indicate a second version of a 
header packet 94, and a packet type identi?er of “4” may 
indicate a second version of a data packet 95. 

[0060] As described in connection With the description of 
header packet 94, the data ?le identi?cation number is used 
to associate all data packets 95 for a data ?le With the 
corresponding one or more header packets 94. The data 
packet number is used to indicate What number each data 
packet 95 is in a series of many data packets 95 for a given 
data ?le. For example, the ?rst data packet 95 of a series of 
one hundred data packets 95 for a data ?le may have a data 
packet number of one and the last data packet 95 of the series 
may have a data packet number of one hundred. By moni 
toring the sequence of data packet numbers, a data reception 
facility 24 (FIG. 1) can determine if a data packet 95 has 
been lost during transmission from a jump in the data packet 
numbers of tWo consecutively received data packets 95. 

[0061] As described above, the number of bytes of data in 
each data packet 95 is indicated so that data packets 95 that 
are not full can be identi?ed by each target data reception 
facility 24 (FIG. 1). The packet’s data comprises at least a 
portion of the data from the original data ?le that Will be 
used to reconstruct the data ?le at each target data reception 
facility 24 (FIG. 1). 
[0062] The 32-bit CRC code is provided to detect errors in 
each data packet 95. By providing a CRC code for each data 
packet 95, a targeted data reception facility 24 (FIG. 1) can 
identify individual corrupted data packets 95 from a data ?le 
and request retransmission of only the corrupted data pack 
ets 95 rather than having to request retransmission of the 
Whole data ?le. 

[0063] After a data packet 95 has been constructed, the 
queue, once again, Waits for permission to transmit and 
direction as to on Which forWard data path 22 (FIG. 1) to do 
so, to be received from scheduler 106. After permission has 
been received, queue 96, 98, 100, 102, or 104 then transmits 
the data packet 95 on the selected forWard data path 22 
(FIG. 1). This data packet 95 processing repeats in the queue 
96, 98, 100, 102, or 104 until all data packets 95 for a data 
?le have been transmitted. Once all of the data packets 95 
have been transmitted, the queue 96, 98, 100, 102, and 104 
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noti?es scheduler 106 that no more data is Waiting to be 
transmitted in the queue. Finally, each header packet 94 is 
removed from queue 96, 98, 100, 102 or 104 from Which the 
packet Was transmitted. Whenever a header packet 94 has a 
resend ?ag set in the data ?ags of header packet 94, header 
packet 94 is copied to a ?le header description collection 
area 92 prior to removal from queue 96, 98, 100, 102 or 104. 

[0064] Preferably, each queue 96, 98, 100, 102, and 104 
processes only one data ?le at a time and therefore does not 
accept neW header packets 94 from RPC server 88 prior to 
transmitting the last data packet 95 for a data ?le. Alterna 
tively, hoWever, each queue 96, 98, 100, 102, and 104 could 
receive other header packets 94 in betWeen retrieving and 
constructing data packets, and thereby interlace multiple 
data ?le header packets 94 and data packets 95 in the same 
queue 96, 98, 100, 102, and 104. 

[0065] An RPC server process 108, a queue process 128, 
and a scheduler process 154 that could be performed in RPC 
server 88 (FIG. 2), queues 96, 98, 100, 102, and 104 (FIG. 
2), and scheduler 106 (FIG. 2), respectively, and that are in 
accordance With the present invention, are illustrated in 
FIGS. 3, 4, and 5, respectively. 

[0066] As shoWn in FIG. 3, after RPC server process 108 
has begun at step 110, RPC server 88 (FIG. 2) Waits for and 
receives an RPC request 87 (FIG. 2) to transmit a data ?le 
at step 114. Once an RPC request 87 (FIG. 2) has been 
received at step 114, RPC server 88 (FIG. 2) determines 
Whether RPC request 87 (FIG. 2) is a retransmission request 
at step 116. If RPC request 87 (FIG. 2) is determined to be 
a retransmission request at step 116, then the corresponding 
?le header packet 94 (FIG. 2) is retrieved from ?le header 
description collection area 92 (FIG. 2) at step 118 and then 
transferred to the appropriate queue process 128 (FIG. 3) 
running in queue 96, 98, 100, 102, or 104 (FIG. 2) at step 
126 based upon the priority indicated in ?le header packet 94 
(FIG. 2) and the siZe of the data ?le. After ?le header packet 
94 (FIG. 2) has been transferred, RPC server process 108 
loops back to step 114 to Wait for another RPC request 94 

(FIG. 2). 
[0067] If RPC request 87 (FIG. 2) is determined not to be 
a retransmission request at step 116, then RPC server 
process 108 determines at step 120 Whether a copy ?ag is set 
in RPC request 87 (FIG. 2) for the associated data ?le. If a 
copy ?ag is determined to be set at step 120, then the data 
?le is copied into archive storage device 90 (FIG. 2) at step 
122. If a copy ?ag is determined not to be set at step 120 or 
once the data ?le has been copied at step 122, a ?le header 
packet 94 (FIG. 2) for the data ?le is constructed at step 124. 
Once ?le header packet 94 (FIG. 2) has been constructed at 
step 124, ?le header packet 94 (FIG. 2) is transferred to the 
appropriate queue process 128 (FIG. 3) running in queue 96, 
98, 100, 102, or 104 (FIG. 2) at step 126 preferably based 
upon the priority indicated in ?le header packet 94 (FIG. 2) 
and the siZe of the data ?le. After ?le header packet 94 (FIG. 
2) has been transferred, RPC server process 108 loops back 
to step 114 to Wait for another RPC request 94 (FIG. 2). 

[0068] As shoWn in FIG. 4, after queue process 128 has 
begun at step 130, queue process 128 Waits for and receives 
a ?le header packet 94 (FIG. 2) from step 126 of RPC server 
process 108 (FIG. 3). If RPC server process 108 (FIG. 3) is 
transmitting ?le header packets 94 (FIG. 2) faster than 
queue processes 128 can process the received header packets 

Dec. 12, 2002 

94 (FIG. 2), there may be a backlog of ?le header packets 
94 (FIG. 2) that queue process 128 does not have to Wait for 
at step 132. Once ?le header packet 94 (FIG. 2) has been 
received, queue process 128 noti?es step 158 of scheduler 
process 154 (FIG. 5) that a data ?le is Waiting to be 
transmitted at step 136. Queue process 128 then Waits for 
and receives transmission permission from step 162 of 
scheduler process 154 (FIG. 5). In granting permission to 
queue process 128, scheduler process 154 (FIG. 5) also 
indicates Which forWard data path 22 (FIG. 1) the queue 96, 
98, 100, 102, or 104 may transmit on. Once transmission 
permission has been received, a ?le header packet 94 or a ?le 
data packet 95 (FIG. 2) is retrieved or constructed (if 
necessary) at step 139. This packet is then transmitted at step 
140. 

[0069] After each packet has been transmitted, queue 
process 128 determines Whether there are any more data 
packets 95 (FIG. 2) to be transmitted for the data ?le being 
transmitted at step 144. If there are more data packets 95 
(FIG. 2) to be transmitted, queue process 128 loops back to 
step 138 to Wait for permission to transmit again. OtherWise, 
if there are no more data packets 95 (FIG. 2) to be 
transmitted for the data ?le, queue process 128 then noti?es 
step 158 of scheduler process 154 (FIG. 5) that no more data 
is Waiting to be transmitted from the queue at step 147. 
Queue process 128 then determines at step 148 Whether a 
resend ?ag is set in the ?le header packet 94 (FIG. 2) 
associated With the data ?le being transmitted. If a reset ?ag 
is determined to be set at step 148, then ?le header packet 
94 (FIG. 2) is copied to ?le header description collection 
area 92 (FIG. 2) at step 150. If a reset ?ag is determined not 
to be set at step 148 or once ?le header packet 94 (FIG. 2) 
has been copied at step 150, then ?le header packet 94 (FIG. 
2) is removed from the queue 96, 98, 100, 102, or 104 from 
Which ?le header packet 94 (FIG. 2) is being transmitted. 
Once ?le header packet 94 (FIG. 2) has been removed, 
queue process 128 loops back to step 132 to Wait for another 
?le header packet 94 (FIG. 2) to be received from step 126 
of RPC server process 108 (FIG. 3). 

[0070] As shoWn in FIG. 5, once scheduler process 154 
has begun at step 156, scheduler process 154 receives 
noti?cations at step 158 that ?les are Waiting to be trans 
mitted from step 136 of queue process 128 (FIG. 4). Once 
scheduler process 154 receives a noti?cation that a ?le is 
Waiting to be transmitted at step 158, scheduler process 154 
selects the neXt queue 96, 98, 100, 102, or 104 (FIG. 2) at 
step 160 from Which a header packet 94 or a data packet 95 
(FIG. 2) is to be transmitted. Scheduler process 154 also 
selects a forWard data path 22 (FIG. 1) at step 160 on Which 
the selected queue 96, 98, 100, 102, or 104 (FIG. 2) Will 
transmit its header packet 94 or data packet 95 (FIG. 2). 
Preferably, When possible, scheduler process 154 selects the 
forWard data path 22 (FIG. 1) on Which the selected queue 
96, 98, 100, 102, or 104 is to transmit data in order to ensure 
that multiple forWard data paths 22 (FIG. 1) are used to 
transmit header packets 94 and data packets 95 (FIG. 2) 
from each of queues 96, 98, 100, 102, and 104. Scheduler 
process 154 then sends at step 162 permission to transmit 
and the forWard data path 22 (FIG. 1) selection to step 138 
of queue process 128 (FIG. 4). Once permission has been 
given, scheduler process 154 loops back to step 158 to 
receive noti?cations indicating Which queues 96, 98, 100, 
102, and 104 (FIG. 2) have data ?les that are Waiting to be 
transmitted. 
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[0071] A reception process 174 for receiving data ?les at 
data reception facility 24 is shoWn in FIG. 6. It should be 
noted that multiple instances of this process could be run 
ning in each data reception facility 24 at any given time to 
receive multiple data ?le transmissions. Once reception 
process 174 has begun at step 176, reception process 174 
Waits for and receives a ?le packet at step 178. At step 180, 
process 174 then determines Whether this packet is a data 
packet 95 (FIG. 2) at step 180. If the packet is determined 
not to be a data packet 95 (FIG. 2) at step 180, then process 
174 determines Whether the packet is a header packet 94 
(FIG. 2) at step 182. If the packet is determined to be a 
header packet 94 (FIG. 2) at step 182, then the packet is 
stored at step 184, otherWise process 174 returns to step 178 
to Wait for and receive another ?le packet. 

[0072] If at step 180, hoWever, the received packet is 
determined to be a data packet 95 (FIG. 2), then process 174 
determines Whether a header packet 94 (FIG. 2) that is 
associated With this data packet 95 (FIG. 2) has been stored 
at step 186. If a header packet 94 (FIG. 2) has not been 
stored, process 174 generates an RPC request 87 (FIG. 2) 
for retransmission of the missing header packet 94 (FIG. 2) 
at step 188 and loops back to step 178 to Wait for and receive 
another packet. If a header packet 94 (FIG. 2) has been 
determined to be stored at step 186, then process 174 
determines, at step 190, Whether the stored header packet 94 
(FIG. 2) is addressed to the data reception facility 24 (FIG. 
1) in Which this reception process 174 is being eXecuted. If 
the stored header packet is not addressed to this facility 24 
(FIG. 1), then process 174 loops back to step 178 to Wait for 
and receive another packet. 

[0073] If at step 190, hoWever, the stored header packet 94 
(FIG. 2) is determined to be addressed to this facility 24 
(FIG. 1), then process 174 stores the data packet 95 (FIG. 
2) at step 192. Once the data packet 95 (FIG. 2) has been 
stored, process 174 determines Whether this data packet 95 
(FIG. 2) should have been the last data packet 95 (FIG. 2) 
at step 194. If other data packets 95 (FIG. 2) are eXpected, 
then process 174 loops back to step 178 to Wait for and 
receive another packet. If no other data packets 95 (FIG. 2) 
are eXpected, then process 174 determines Whether the data 
?le is complete from the received data packets 95 (FIG. 2) 
at step 196. If the data ?le is not complete from the received 
data packets 95 (FIG. 2), process 174 generates an RPC 
request 87 (FIG. 2) for retransmission of any missing data 
packets 95 (FIG. 2) at step 197. If the data ?le is determined 
to be complete at step 196, then the data ?le is checked for 
errors at step 198. If the data ?le is determined to contain 
errors at step 198, then process 174 requests retransmission 
of the Whole data ?le at step 199 and loops back to step 178 
to Wait for and receive another packet. If, hoWever, the ?le 
is found to be error free at step 198, then process 174 stores 
the data ?le as a valid ?le. Once a valid data ?le has been 
stored, process 174 returns to step 178 to receive other 
packets. 

[0074] An illustrative cable data distribution system 11 in 
accordance With the present invention is shoWn in FIG. 7. 
Cable data distribution system 11 may be used to transmit 
data from a central facility to cable subscribers’ homes. The 
data may include: softWare for eXecution on a set-top boX, 
video cassette recorder, television, home computer, video 
game or other suitable device; interactive program guide 
data such as television program titles, schedules, detailed 
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information, etc.; continuously updated sports information 
such as game scores, statistics, etc.; Weather information 
such as storm alerts and national and local forecasts; neWs 
information such as neWs Wire feeds, stock quotes, etc.; 
video and audio clips; graphic ?les for advertisements, etc.; 
diagnostic, con?guration, reboot, and emergency data; or 
any other suitable data. As shoWn, system 11 has a data 
transmission facility 20, a satellite transmitter 40, a satellite 
transponder 42, a plurality of satellite receivers 44, a plu 
rality of cable headend data reception facilities 24, a plu 
rality of cable netWorks 168, a plurality of set-top boXes 166, 
and a plurality of televisions 170. 

[0075] Similarly to its description above in connection 
With FIG. 1, data transmission facility 20 is used in system 
11 to control the distribution of data to each of data reception 
facilities 24. Data transmission facility 20 may contain 
storage for all of the data distributed throughout system 11, 
or some or all of the data may be provided to data trans 
mission facility 20 through a data input 167 connected to 
data netWork 32 (FIG. 1) of data transmission facility 20. 

[0076] Once data has been prepared for transmission by 
data transmission facility 20 as described above in connec 
tion With FIGS. 1-5, the data is transmitted from satellite 
transmitter 40 through satellite transponder 42 to satellite 
receivers 44. The data received at satellite receivers 44 is 
then transferred to each cable headend data reception facility 
24. Each cable headend data reception facility 24 then 
reconstructs the data ?le, requesting, through telephone lines 
49, retransmission of any header packets 94 or data packets 
95 (FIG. 2) corrupted during transmission. 
[0077] After the data ?le has been reconstructed, the data 
is transferred through cable netWorks 168 from each cable 
headend data reception facility 24 to set-top boXes 166 in the 
cable subscribers’ homes. Set-top boXes 166 then receive the 
data ?le, store the data ?le, and use the data in a desired 
fashion. For example, in an implementation Wherein system 
11 is used to transmit interactive program guide data to 
subscribers’ homes, set-top boXes 166 may receive and store 
the interactive program guide data, generate a presentation 
of the data, and cause the presentation to be displayed on 
televisions 170. 

[0078] As illustrated in FIG. 8, the present invention may 
also be implemented in a system 12 that utiliZes a direct 
broadcast of data from a satellite to subscribers’ homes. In 
such a system 12, data, such as those types listed above in 
connection With FIG. 7, may be transmitted from a data 
transmission facility 20 through a satellite transponder 42 to 
a plurality of satellite receivers 44. As also described above, 
this data may be stored locally in data transmission facility 
20 or may be provided to data transmission facility 20 
through a data input 167 connected to data netWork 32 (FIG. 
1) of data transmission facility 20. The header packets 94 
and data packets 95 (FIG. 2) received at satellite receivers 
44 may then be transferred to the data reception facilities in 
set-top boXes 172. The data reception facilities in set-top 
boXes 172 may then reconstruct the data ?les from packets 
94 and 95 (FIG. 2), requesting retransmission of any cor 
rupted packets 94 or 95 (FIG. 2) through telephone lines 49. 
Once the data ?le has been reconstructed, the set-top boXes 
172 may store the data ?le and use the data in a desired 
fashion. For example, an interactive program guide, as 
described in connection With FIG. 7, may be presented on 
televisions 170. 
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[0079] To further integrate and automate the Way in Which 
data ?les are veri?ed and used once received at a data 

reception facility 24 (FIG. 1), a manifest process 202 is 
provided as illustrated in FIG. 9. This manifest process 202 
executes at both the data transmission facility 20 (FIG. 1), 
particularly in primary computer 34 or backup computer 36 
(FIG. 1), and the data reception facilities 24 (FIG. 1). Once 
manifest process 202 has begun at step 204, step 206 of 
manifest process 202 constructs, at data transmission facility 
20 (FIG. 1), a manifest that lists information regarding data 
?les for Which RPC requests 87 (FIG. 2) have been 
received. This manifest may include information such as the 
?le name, a ?le date and time, a 32-bit CRC code, one or 
more command to be executed, etc., for each requested data 
?le. The manifest is then transmitted at step 208 from data 
transmission facility 20 (FIG. 1) and received at step 210 at 
data reception facility 24 (FIG. 1). After being received, the 
information in the manifest is used at step 212 to verify the 
presence, identity, and integrity of all of the ?les for Which 
information is included in the manifest. For eXample, in 
addition to verifying the name, date, and time of each ?le in 
the manifest, the manifest process may use the CRC code to 
verify that the contents of the data ?le received match that 
of the data ?le that Was supposed to be transmitted. At step 
214, manifest process 202 then determines Whether any ?les 
in the manifest are missing or corrupt. If it is determined that 
one or more ?les are missing or corrupt at step 214, manifest 
process 202 generates at step 216 one or more RPC requests 
87 (FIG. 2) that are sent from data reception facility 24 
(FIG. 1) to data transmission facility 20 (FIG. 1) to request 
retransmission of the one or more missing or corrupt data 
?les. Manifest process 202 then Waits at step 218 for 
replacement ?les to be received for the one or more missing 
or corrupt data ?les. After the replacement ?les have been 
received, manifest process 202 returns to step 212 to verify 
the presence, identity, and integrity of the data ?les on the 
manifest. If it is determined, hoWever, at step 214 that no 
?les are missing or corrupt, then manifest process 202 
performs the one or more commands for each data ?le. 
These commands could include basic ?le command such as 
move, copy, delete, rename, and eXecute, as Well as process 
speci?c or signaling commands. For eXample, a signaling 
command could be used in a system 12 as illustrated in FIG. 
7 to signal a Weather process running in set-top boX 172 that 
neW data has been received, and that this data should be read 
and displayed to on television 170. When all of the process 
ing of the commands has been completed, manifest process 
202 completes at step 222. 

[0080] It Will be understood that the foregoing is only 
illustrative of the principles of the invention and that various 
modi?cations can be made by those skilled in the art Without 
departing from the scope and spirit of the invention, Which 
is limited only by the claims that folloW. 

What is claimed is: 

1. A method for transmitting data to a group of data 
reception facilities, each of Which is to receive at least one 
packet, the method comprising: 

generating a plurality of packets, each of Which contains 
a group address associated With the group of data 
reception facilities; and 
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transmitting each of said plurality of packets to at least 
one data reception facility in the group of data recep 
tion facilities that is identi?ed in each packet of said 
plurality of packets. 

2. The method de?ned in claim 1 Wherein at least one of 
said plurality of packets is a data packet. 

3. The method de?ned in claim 2 Wherein at least one of 
said plurality of packets is a header packet. 

4. The method de?ned in claim 3 Wherein the at least one 
header packet indicates the number of the at least one data 
packets. 

5. The method de?ned in claim 3 Wherein the at least one 
header packet indicates the siZe of each of the at least one 
data packets. 

6. The method de?ned in claim 5 Wherein the siZe of the 
at least one data packet is based on Whether compression is 
being applied to the at least one data packet. 

7. The method de?ned in claim 5 Wherein the siZe of the 
at least one data packet is based on Whether forWard error 
correction is being applied to the at least one data packet. 

8. The method de?ned in claim 3 Wherein the at least one 
data packet and the at least one header packet are generated 
and queued at a data transmission facility. 

9. The method de?ned in claim 1 Wherein each of the 
plurality of packets is transmitted in response to a request for 
data from the at least one data reception facility in the group 
of data reception facilities. 

10. The method de?ned in claim 9 Wherein the request for 
data is a request for retransmission of data upon detection of 
an error condition. 

11. The method de?ned in claim 9 Wherein the request for 
data is transmitted over at least one ?rst directional data 
path. 

12. The method de?ned in claim 11 Wherein the requested 
data is transmitted to the group of data reception facilities 
over at least one second directional data path. 

13. The method de?ned in claim 12 Wherein the at least 
one second directional data path is selected prior to trans 
mitting each of the plurality of data packets to the group of 
data reception facilities. 

14. The method de?ned in claim 12 Wherein the request 
for data and the requested data are transmitted over at least 
one bidirectional data path. 

15. A method for interactive communication betWeen a 
group of data reception facilities and a data transmission 
facility, the method comprising: 

receiving at the data transmission facility a request for 
data from each data reception facility in the group of 
data reception facilities over at least one ?rst data path; 

generating at least one data packet having at least a 
portion of the requested data; 

generating at least one header packet having a group 
address associated With the group of data reception 
facilities, Wherein each of the at least one header 
packets is associated With a corresponding one of each 
of the at least one data packets; and 

transmitting each of the at least one data packets and each 
of the at least one header packets to at least one data 
reception facility in the group of data reception facili 
ties over at least one second data path. 
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16. The method de?ned in claim 15 Wherein the second 
data path is selected prior to transmitting each of the at least 
one data packets and each of the at least one header packets. 

17. The method de?ned in claim 15 Wherein the requested 
data is reconstructed from each of the at least one data 
packets having at least a portion of the requested data at the 
at least one data reception facility in the group of data 
reception facilities. 

18. The method de?ned in claim 15 Wherein the data 
reception facility is a cable headend. 

19. The method de?ned in claim 18 Wherein the data 
received by the cable headend is transmitted to a set-top boX 
over a cable netWork. 

20. The method de?ned in claim 19 Wherein the request 
for data is transmitted by the set-top boX. 

21. The method de?ned in claim 15 Wherein each data 
reception facility in the group of data reception facilities is 
located in at least one cable subscribers, home. 
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22. The method de?ned in claim 21 Wherein the request 
for data from each data reception facility is transmitted from 
the at least one cable subscribers’ home. 

23. The method de?ned in claim 22 Wherein a direct 
broadcast transmits the requested data from the data trans 
mission facility to the at least one cable subscribers’ home. 

24. The method de?ned in claim 15 Wherein the request 
for data occurs When data is needed by the at least one data 
reception facility in the group of data reception facilities. 

25. The method de?ned in claim 15 Wherein the at least 
one data reception facility in the group of data reception 
facilities veri?es the presence, identity, and integrity of the 
requested data transmitted by the data transmission facility. 

26. The method de?ned in claim 15 Wherein the request 
for data is a request for retransmission of data upon detection 
of an error condition. 

27. The method de?ned in claim 15 Wherein the data 
requested is for program guide data. 

* * * * * 


