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(57) ABSTRACT 

A secure accounting and operational method, Whereby pro 
cess elements are provided to a process, selected process 
elements are manipulated, a scheduled condition of the 
process is sampled at a predetermined point in the process, 
and the process sample is encrypted to provide an encrypted 
output. As a result, an authorized recipient has a high level 
of con?dence in the reliability of the scheduled condition 
samples due to the integrity provided by the encryption 
process. 
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SECURE ACCOUNTING AND OPERATIONAL 
CONTROL REPORTING SYSTEM 

CROSS-REFERENCE TO RELATED 
DOCUMENTS 

[0001] This is a continuation of US. patent application 
Ser. No. 09/421,293, Which Was a continuation-in-part of 
US. patent application Ser. No. 09/0741649, ?led on May 8, 
1998, noW abandoned, Which in turn claimed priority under 
35 U.S.C. §119 of US. provisional patent application ser. 
No. 09/045,935, ?led on May 8, 1997. 

FIELD OF THE INVENTION 

[0002] Generally, cryptographic systems are used to pre 
vent unauthorized disclosure of information during trans 
mission and/or storage of data. The process of encryption 
involves the manipulation of data so that it is unreadable, in 
effect making the content inaccessible, to an unauthoriZed 
entity. The process of decryption involves the manipulation 
of encrypted data so as to recreate the original scheduled 
condition of the data, or to transform the encrypted data into 
readable data that corresponds to the original unencrypted 
data. Secrecy is not the only advantage provided by encryp 
tion. The process of encryption ensures data integrity, as 
encrypted data that has been modi?ed does not decrypt 
properly unless the proper, that is, authoriZed, procedures 
are folloWed. It is the integrity property provided by encryp 
tion that is used by the present invention, as Well as its 
security properties. 

BACKGROUND OF THE INVENTION 

[0003] The corporate World used to depend solely on 
paper to operate. Hard copy documents Were used to provide 
corporate governance, settle disputes at laW, and formed the 
basis for audits by taX and regulatory authorities, internal 
authoriZed recipients, and independent accountants. In many 
instances, this is no longer the case. As business moves to 
electronic operational and accounting systems, hard copy 
documents in many cases either do not eXist or are merely 
incidental to electronic records. This lack of hard copy 
affects the ability of management and other interested parties 
to manage and audit corporate systems. 

[0004] An original paper document carries a degree of 
presumption of authenticity that cannot currently be attrib 
uted to an electronic ?le. Changes can be virtually impos 
sible to detect in the electronic World. With electronic data 
interchange, a company uses computers, computer pro 
grams, and transmission links to automatically transact 
business With customers and suppliers. With image process 
ing systems, documents are scanned and converted to digital 
images. The original documents may not be retained. Some 
electronic information may eXist for only a short time and 
may not be retrievable if ?les are updated and backup ?les 
do not eXist. 

[0005] A company may have many information and con 
trol systems. In this conteXt, a system is the entire combi 
nation, or a logical sub-part, of tangible and intangible 
elements that, acting together, protect assets and provide 
reliable data, or the assurance thereof. The tangible part of 
the system includes, but is not limited to, paper documents 
and the markings and signatures made thereon, as Well as the 
physical processes and procedures used to safeguard assets. 
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System intangibles include policies and procedures provid 
ing instructions and structure to the business process. 

[0006] Management and other interested parties must 
determine that policies, procedures, and instructions are 
carried out to a sufficient degree in a timely fashion. Infor 
mation and control systems provide this assurance. Autho 
riZed recipients revieW information and control systems to 
determine if the design of each meets stated objectives. They 
also revieW the synergistic effect of all relevant systems to 
determine their overall effectiveness. If the sum of all system 
designs are deemed to be effective in producing stated 
objectives, authoriZed recipients then must perform tests of 
these systems in order to prove the systems actually eXist 
and are functioning as represented by management. 

[0007] Based on the volume of information involved, 
authoriZed recipients and others revieWing corporate activi 
ties cannot directly eXamine all activities and data produced 
by a company. They must devise tests for evaluating the 
activities and data that they can directly eXamine, in order to 
provide a reliable indication of the overall Well-being of the 
corporation. The nature, timing, and eXtent of these tests are 
based on professional judgment. Tests include those steps 
necessary to verify that stated control elements eXist and are 
functioning as intended. Tests also include the examination 
of particular transactions to provide operational assurance 
on a statistical basis. 

[0008] The tests of both controls and transactions may 
include the examination of documents produced both Within 
the company and by outside entities. For some audit objec 
tives, such as con?rmation of balances, activities, agree 
ments, etc., evidence Will be obtained from parties indepen 
dent of the company. The authoriZed recipient’s goal is to 
reduce to an acceptable level the risk of not discovering a 
material misstatement or system control de?ciency. If an 
authoriZed recipient cannot reduce detection risk to an 
acceptable level, it may be impossible to render an unquali 
?ed opinion. 

[0009] As more businesses adopt electronic systems and 
interact electronically With vendors, and customers, the 
ability to reliably audit both controls and transactions is 
greatly diminished, perhaps, in some cases, to the point that 
serious adverse control and audit consequences Will become 
common. 

SUMMARY OF THE INVENTION 

[0010] An objective of the present invention is to use 
encryption and encrypted objects to record and authenticate 
inputs, processes, scheduled conditions, and virtual environ 
ments of electronic accounting and operational systems, and 
to provide a means to distribute these encrypted objects to 
designated locations for access by designated individuals or 
entities. 

[0011] Inputs in this conteXt can be any individual action 
or sum of actions having any effect on a control or account 
ing system. Outputs in this conteXt can be the result of any 
process or action of a control or accounting system. These 
actions may be transactional in nature, directly entered by a 
human being as the ?rst electronically recorded action, or 
may be a result of computations Within the system, or may 
be passed to the system by another system. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a How diagram of a system using encryp 
tion as a tool for checking the integrity of a process; 

[0013] FIG. 2 is a How diagram shoWing encryption used 
in an output context; 

[0014] FIG. 3 shoWs a process by Which selected process 
elements provided as inputs to the process are manipulated; 

[0015] FIG. 4 shoWs hoW scheduled conditions may be 
sampled in a system; 

[0016] FIG. 5 shoWs virtual environmental data collected 
and embedded Within an encrypted object; 

[0017] FIG. 6 is a How diagram shoWing use of XML to 
identify, copy, and encrypt input objects in a SAOCRS; 

[0018] FIG. 7 is a How diagram shoWing use of XML to 
identify, copy, and encrypt copied output objects in a 
SAOCRS; and 

[0019] FIG. 8 is a How diagram shoWing use of XML to 
identify, copy and encrypt copied objects in a SAOCRS that 
in their entirety present a scheduled condition check. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0020] FIG. 1 is a How diagram of a system using encryp 
tion as a tool for checking the integrity of a process. An input 
2 is provided to a system, Which is intended to be manipu 
lated by a process 4. HoWever, this input 2 ?rst undergoes a 
copy process 6 to provide identical inputs 8 and 10. The 
input 8 is passed on to be processed 4, While the input 10 is 
encrypted by an encryption process 12. The result of the 
encryption process 12 is an encrypted copy input 14. An 
authoriZed recipient Will consider this encrypted copy input 
14 to be reliable, due to the integrity provided by the 
encryption process 12. 

[0021] Similarly, FIG. 2 shoWs encryption used in an 
output context. A process 16 of the system produces an 
output 18. This output undergoes a copy process to produce 
tWo identical outputs 22 and 24. The output 22 continues to 
its normal destination as determined by the functionality of 
the system. The output 24 is provided to an encryption 
process 26, Which manipulates the output 24 to generate an 
encrypted copy output 28. An authoriZed recipient Will 
consider this encrypted copy output 28 to be reliable, due to 
the integrity provided by the encryption process 26. 

[0022] Processes in this context are the manipulation of 
data according to a set of de?ned procedures in order to 
produce a desired result. The result of a process may be used 
as an input to another process, either Within or outside the 
subsystem, or may be for use outside of the electronic 
system, such as for display on a screen or other presentation 
device for direct human use. 

[0023] For example, FIG. 3 shoWs a process 32 by Which 
selected process elements 30, provided as inputs to the 
process 32, are manipulated. At a predetermined point 34 in 
the process 32, the process 32 may be sampled and 
encrypted by the encryption module 36 to provide an 
encrypted output 38. Thus, an authoriZed recipient examin 
ing a decrypted version of the encrypted output 38 Would 
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have a high level of con?dence in the reliability of the 
process sample due to the integrity provided by the encryp 
tion module 36. 

[0024] Scheduled conditions in this context are the status 
of all or designated processes, registers, and other conditions 
Within a system at speci?c times. A revieW of chronological 
records of this status information provides evidence of hoW 
the system functioned during a speci?c time period. 

[0025] For example, FIG. 4 shoWs hoW scheduled condi 
tions may be sampled in a system, so that they may be 
encrypted to provide a secure, reliable “snapshot” of the 
system at particular points in time. As the system operates, 
selected balances, status, and other processes are sampled at 
different points in time 42, 44, 46. As shoWn, at a ?rst point 
in time 42, the processes 40 Were sampled to provide a 
reading of the scheduled condition of the system at that point 
in time 42. This scheduled condition sample Was then 
encrypted to provide a characteristic encrypted output 43 at 
the ?rst selected point in time 42. LikeWise, at a second point 
in time 44, the processes 40 Were sampled to provide a 
reading of the scheduled condition of the system at that point 
in time 44. This scheduled condition sample Was then 
encrypted to provide a second characteristic encrypted out 
put 46 at the second selected point in time 44. Finally, at the 
present time 46, the processes 40 are sampled to provide a 
reading of the present scheduled condition of the system. 
This scheduled condition sample is then encrypted to pro 
vide a characteristic encrypted output 47 of the present 
scheduled condition of the system. Future samples may be 
taken and encrypted outputs generated. Thus, an authoriZed 
recipient examining a decrypted version of the encrypted 
outputs 43, 45,47 Would have a high level of con?dence in 
the reliability of the scheduled condition samples due to the 
integrity provided by the encryption process. 

[0026] Virtual environments in this context are the condi 
tions and in?uences that Were present in the system at the 
time of encryption. By including virtual environmental 
information in the scope of encryption, the nature and effect 
of all in?uences on encrypted objects can be recorded and 
analyZed. Virtual environmental information Would include, 
but not be limited to, such things as the order of processing 
as compared to similar or other items; preprocessing of data, 
such as data. conversion and reformatting; status of other 
active processes or threads; operating system control infor 
mation; identity of users logged on; netWork monitoring 
information; and other active control processes. 

[0027] By bonding virtual environmental information to 
selected data objects With encryption, not only is the integ 
rity of the data object assured, but also the nature and extent 
of the environment that produced the object can be veri?ed. 
Further, encrypted objects may be embedded Within other 
objects, encrypted or otherWise, to provide an access hier 
archy for users of a system, as described in US. Pat. No. 
5,369,702 to Shanton. Encrypted objects Within the context 
of the present invention provide veri?cation of the electronic 
control hierarchy for management and other parties. 

[0028] FIG. 5 shoWs hoW virtual environmental data 50 
may be collected and embedded Within an encrypted object 
52. Other related unencrypted objects 54 may also be 
embedded Within the same encrypted object 52, as may be 
another encrypted object 56. Of course, the collected virtual 
environment data 50 may be encrypted prior to being 
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embedded Within the encrypted object 52, and the inner 
encrypted object 56 may contain other encrypted and/or 
unencrypted objects. An authorized recipient examining an 
extracted virtual environment data object Would have a high 
level of con?dence in the reliability of the corresponding 
data due to the integrity provided by the encryption process 
used to create the container for the object. 

[0029] Management, taxing jurisdictions, regulatory 
authorities, internal authoriZed recipients, independent 
accountants, and other parties, can use these features to 
monitor and audit control systems, as Well as the interaction 
of control systems—a signi?cant bene?t as business moves 
to an electronic World. With this technology, control systems 
that alloW for substantive procedures can provide evidence 
that other control systems are operating as designed. 

[0030] Thus, the system can be vieWed as an encryption 
process used to protect and control related objects, or it can 
be vieWed as an audit and control tool to ensure the integrity 
of the process. A process, such as XML, extends manage 
ment ?oW control ability over objects Within or retrieved 
from databases. 

[0031] The invention Will noW be described in terms of a 
particular process, that is, the Extensible Markup Language 
(XML), for ease of explanation. It is important to note, 
hoWever, that the invention is not limited to use of this 
exemplary process, and is intended to be used as broadly as 
described elseWhere herein. XML is a method that is used to 
structure and describe data so that it can be understood by 
different softWare applications, including database and elec 
tronic commerce applications. XML uses tags to label data 
objects as to meaning, preferably using a speci?c common 
industry-Wide convention, so that softWare applications With 
different purposes and created by different vendors can pass 
data objects betWeen and among them Without the need to 
restructure the data. XML alloWs applications to use tagged 
data objects for input. 

[0032] XML can be used for information that is transferred 
from one application to another. Applications include, but 
are not limited to, business transactions, ?nancial state 
ments, purchase orders, product catalogs, medical histories, 
database retrieval, etc. 

[0033] In this example, XML tags are used by application, 
and perhaps operating system, softWare to identify account 
ing and operational control system objects. Secure account 
ing and operational control and reporting system (SAOCRS) 
application softWare examines selected tagged data objects 
and, if appropriate, encrypts a copy of the tagged object or 
groups of objects. Further, encrypted objects may be embed 
ded Within other objects, encrypted or otherWise, to provide 
an access hierarchy for users of a system, as described in 
US. Pat. No. 5,369,702 to Shanton. XML labels may be 
directly related to or may be grouped or converted in order 
to relate to referenced process. 

[0034] The encrypted objects are then either passed 
directly on a real-time basis to authoriZed recipients for 
immediate decryption and further processing, or they are 
stored and forWarded at a later time. 

[0035] FIG. 6 is a How diagram shoWing use of XML to 
identify, copy, and encrypt input objects in a SAOCRS. 
Initially, input objects 600 may or may not be related to 
XML tags; if so, the XML-tagged input objects 601 are 
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provided directly to the selection and copy process 603. If 
required, an XML object-tagging application 602 applies 
appropriate XML tags to the input objects 600. The 
SAOCRS 604, using XML tags to identify object attributes, 
selects certain objects 605 according to control requirements 
and causes identical copies to be made. Original tagged 
input objects 606 are alloWed to pass to their intended 
processes 607. 

[0036] Within the SAOCRS 604, the XML tags of each 
copy of selected input objects 605 are related 608 to labels 
Within the encrypted access hierarchy 609 to determine the 
appropriate role-based access label or labels to be used to 
encrypt each object. Role-based labels are descriptors of a 
type or category of access, rather than the identity of a 
particular person or device alloWed access. Each input object 
copy is encrypted 610 and passed to or stored 611 for 
appropriate persons, devices, or other systems, including 
other SAOCRSs. 

[0037] FIG. 7 is a How diagram shoWing use of XML to 
identify, copy, and encrypt copied output objects in a 
SAOCRS. Initially, output objects 704 of a process 700, 701 
may or may not be related to XML tags; if so, the XML 
tagged output objects 702 are provided directly to the 
selection and copy process 703. If required, an XML object 
tagging application 705 applies appropriate XML tags to 
output objects 704. The SAOCRS 706, using XML tags to 
identify object attributes, selects certain objects 707 accord 
ing to control requirements and causes identical copies to be 
made. Original tagged output objects 708 are alloWed to pass 
to their intended processes 709. 

[0038] Within the SAOCRS 706, the XML tags of each 
copy of selected output objects 707 are related 711 to labels 
Within the encrypted access hierarchy 710 to determine the 
appropriate role-based label or labels to be used to encrypt 
712 each object. Each output object copy is encrypted 713 
and passed to or stored 714 for appropriate persons, devices, 
or other systems, including other SAOCRSs. 

[0039] FIG. 8 is a How diagram shoWing use of XML to 
identify, copy, and encrypt copied objects in a SAOCRS that 
in their entirety present a scheduled condition check. The 
SAOCRS, from time to time as required, selects input and 
output objects 800-805 that, When considered in their 
entirety, fairly represent the condition of a system and in turn 
assist in af?rming the veracity of objects that form the basis 
for operational or audit activity. 

[0040] Selected objects 800-805 may or may not have 
related XML tags that assist in object selection. They each 
may be either an input or an output of one of multiple 
separate processes. They may be encrypted input and output 
objects from other SAOCRSs. 

[0041] The SAOCRS 806, Where possible using XML tags 
to identify objects attributes, selects certain objects accord 
ing to control requirements and causes identical copies to be 
made 807. Original objects 808 are alloWed to pass to their 
intended processes 809. 

[0042] Within the SAOCRS 806, the XML tags of each 
copy 810 of a selected object are related to labels 811 Within 
the encrypted access hierarchy to determine the appropriate 
role-based label or labels to be used to encrypt 812 each 
object 810. Each selected object 810 Without XML tags is 
related to labels 811 Within the encrypted access hierarchy to 
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determine the appropriate role-based label or labels to be 
used to encrypt 812 each object. Based on the labels 811 
used to encrypt 812 each set of objects 810, the SAOCRS 
806 determines the appropriate label or labels 811 to be used 
to encrypt 814 all objects Within one overall object 813. This 
inclusive encrypted object 814, containing encrypted objects 
verifying the system condition, is then passed to or stored 
815 for appropriate persons, devices, or other systems, 
including other SAOCRSs. 

What is claimed is: 
1. A method, comprising: 

providing at least one process element relating to a 
process; 

at a ?rst predetermined point in the process, sampling a 
?rst scheduled condition of the process to provide a 
process sample; 

encrypting the process sample; 

storing the encrypted process sample; and 

subsequently validating reliability of the process, said 
validating comprising 
sampling a current scheduled condition of the process 

at one of the ?rst predetermined point in the process 
and a second predetermined point in the process, 

decrypting the stored encrypted process sample, 

comparing the current process sample to the decrypted 
stored process sample, and 

making a validation determination consistent With a 
result of the comparison. 

2. The method of claim 1, Wherein the at least one process 
element is a process input. 

3. The method of claim 1, Wherein the at least one process 
element is a process output. 

4. The method of claim 1, further comprising collecting 
environmental data related to the process sample. 

5. The method of claim 4, Wherein encrypting the process 
sample includes encrypting the environmental data related to 
the process sample. 

6. The method of claim 5, Wherein encrypting the process 
sample includes encrypting the environmental data and 
embedding the encrypted environmental data Within the 
encrypted related process sample. 

7. The method of claim 6, further comprising decrypting 
the encrypted environmental data, and verifying the envi 
ronmental data, after decrypting the stored encrypted pro 
cess sample. 

8. The method of claim 4, Wherein encrypting the process 
sample includes encrypting the environmental data With the 
related process sample. 

9. The method of claim 8, further comprising decrypting 
the encrypted environmental data, and verifying the envi 
ronmental data, after decrypting the stored encrypted pro 
cess sample. 

10. The method of claim 4, Wherein encrypting the 
process sample includes embedding the environmental data 
Within the encrypted related process sample. 

11. The method of claim 10, further comprising verifying 
the environmental data, before decrypting the stored 
encrypted process sample. 
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12. The method of claim 1, further comprising manipu 
lating at least one of the at least one process element. 

13. The method of claim 1, further comprising tagging at 
least one of the at least one process element. 

14. The method of claim 1, Wherein the process interacts 
With formatted data comprising at least one object having an 
associated tag. 

15. The method of claim 1, Wherein at least tWo process 
elements are provided to the process. 

16. The method of claim 1, Wherein the current scheduled 
condition of the process is sampled at the ?rst predetermined 
point in the process. 

17. The method of claim 1, Wherein the current scheduled 
condition of the process is sampled at the second predeter 
mined point in the process. 

18. The method of claim 1, Wherein sampling the ?rst 
scheduled condition comprises sampling a selected process 
element. 

19. The method of claim 1, Wherein the ?rst predeter 
mined point occurs before execution of the process is 
initiated. 

20. The method of claim 1, Wherein the ?rst predeter 
mined point occurs after execution of the process is initiated. 

21. The method of claim 1, Wherein the ?rst predeter 
mined point occurs as execution of the process is initiated. 

22. A method, comprising: 

providing at least one process element relating to a 
process; 

at a ?rst predetermined point in the process, sampling a 
?rst scheduled condition of the process to provide a 
process sample, Wherein the ?rst scheduled condition 
involves a selected process element; 

relating an element tag associated With the selected pro 
cess element to at least one cryptographic label; 

encrypting the process sample consistent With the at least 
one cryptographic label; 

storing the encrypted process sample and the element tag; 
and 

subsequently validating reliability of the process, said 
validating comprising 
sampling a current scheduled condition of the process 

at one of the ?rst predetermined point in the process 
and a second predetermined point in the process, 

decrypting the stored encrypted process sample con 
sistent With the at least one cryptographic label, 

comparing the current process sample to the decrypted 
stored process sample, and 

making a validation determination consistent With a 
result of the comparison. 

23. The method of claim 22, Wherein the at least one 
process element is a process input. 

24. The method of claim 22, Wherein the at least one 
process element is a process output. 

25. The method of claim 22, further comprising collecting 
environmental data related to the process sample. 

26. The method of claim 25, Wherein encrypting the 
process sample includes encrypting the environmental data. 

27. The method of claim 26, Wherein encrypting the 
process sample includes encrypting the environmental data 



US 2002/018451 1 A1 

and embedding the encrypted environmental data Within the 
encrypted related process sample. 

28. The method of claim 27, further comprising decrypt 
ing the encrypted environmental data, and verifying the 
environmental data, after decrypting the stored encrypted 
process sample. 

29. The method of claim 25, Wherein encrypting the 
process sample includes encrypting the environmental data 
With the related process sample. 

30. The method of claim 29, further comprising decrypt 
ing the encrypted environmental data, and verifying the 
environmental data, after decrypting the stored encrypted 
process sample. 

31. The method of claim 25, Wherein encrypting the 
process sample includes embedding the environmental data 
Within the encrypted related process sample. 

32. The method of claim 31, further comprising verifying 
the environmental data, before decrypting the stored 
encrypted process sample. 

33. The method of claim 25, further comprising manipu 
lating at least one of the at least one process element. 

34. The method of claim 22, further comprising tagging at 
least one of the at least one process element. 

35. The method of claim 22, Wherein the process interacts 
With formatted data comprising at least one object having an 
associated object tag. 

36. The method of claim 22, Wherein at least tWo process 
elements are provided to the process. 

37. The method of claim 22, Wherein the current sched 
uled condition of the process is sampled at the ?rst prede 
termined point in the process. 

38. The method of claim 22, Wherein the current sched 
uled condition of the process is sampled at the second 
predetermined point in the process. 

39. The method of claim 22, Wherein the element tag 
includes an attribute. 

40. The method of claim 22, Wherein the ?rst predeter 
mined point occurs before execution of the process is 
initiated. 

41. The method of claim 22, Wherein the ?rst predeter 
mined point occurs after execution of the process is initiated. 

42. The method of claim 22, Wherein the ?rst predeter 
mined point occurs as execution of the process is initiated. 

43. The method of claim 22, Wherein the at least one 
cryptographic label is a role-based cryptographic label. 

44. A method, comprising: 

providing, consistent With a data format, at least one 
object relating to a process; 

selecting, from the at least one object, a ?rst object, 
consistent With an object tag associated thereWith; 

referencing at least one cryptographic label consistent 
With the object tag; 

encrypting at least a portion of the ?rst object consistent 
With the at least one cryptographic label; and 

storing the encrypted at least a portion of the ?rst object 
and the object tag for subsequent use by an intended 
recipient. 

45. The method of claim 44, Wherein the at least one 
cryptographic label is a role-based cryptographic label. 

46. The method of claim 44, Wherein the object tag 
includes an attribute. 
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47. An article of manufacture comprising a program 
storage medium tangibly embodying one or more programs 
of instructions executable by a computer to perform a 
method, the method comprising: 

providing at least one process element relating to a 
process; 

at a ?rst predetermined point in the process, sampling a 
?rst scheduled condition of the process to provide a 
process sample; 

encrypting the process sample; 

storing the encrypted process sample; and 

subsequently validating functionality of the process, said 
validating comprising 

sampling a current scheduled condition of the process 
at one of the ?rst predetermined point in the process 
and a second predetermined point in the process; 

decrypting the stored encrypted process sample; 

comparing the current process sample to the decrypted 
stored process sample; and 

making a validation determination consistent With a 
result of the comparison. 

48. The article of manufacture of claim 47, Wherein the at 
least one process element is a process input. 

49. The article of manufacture of claim 47, Wherein the at 
least one process element is a process output. 

50. The article of manufacture of claim 47, Wherein the 
method further comprises collecting environmental data 
related to the process sample. 

51. The article of manufacture of claim 50, Wherein 
encrypting the process sample includes encrypting the envi 
ronmental data related to the process sample. 

52. The article of manufacture of claim 51, Wherein 
encrypting the process sample includes encrypting the envi 
ronmental data and embedding the encrypted environmental 
data Within the encrypted related process sample. 

53. The article of manufacture of claim 52, Wherein the 
method further comprises decrypting the encrypted environ 
mental data, and verifying the environmental data, after 
decrypting the stored encrypted process sample. 

54. The article of manufacture of claim 50, Wherein 
encrypting the process sample includes encrypting the envi 
ronmental data With the related process sample. 

55. The article of manufacture of claim 54, Wherein the 
method further comprises decrypting the encrypted environ 
mental data, and verifying the environmental data, after 
decrypting the stored encrypted process sample. 

56. The article of manufacture of claim 50, Wherein 
encrypting the process sample includes embedding the envi 
ronmental data Within the encrypted related process sample. 

57. The article of manufacture of claim 56, Wherein the 
method further comprises verifying the environmental data, 
before decrypting the stored encrypted process sample. 

58. The article of manufacture of claim 47, Wherein the 
method further comprises manipulating at least one of the at 
least one process element. 

59. The article of manufacture of claim 47, Wherein the 
method further comprises tagging at least one of the at least 
one process element. 
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60. The article of manufacture of claim 47, wherein the 
process interacts With formatted data comprising at least one 
object having an associated object tag. 

61. The article of manufacture of claim 47, Wherein at 
least tWo process elements are provided to the process. 

62. The article of manufacture of claim 47, Wherein the 
current scheduled condition of the process is sampled at the 
?rst predetermined point in the process. 

63. The article of manufacture of claim 47, Wherein the 
current scheduled condition of the process is sampled at the 
second predetermined point in the process. 

64. The article of manufacture of claim 47, Wherein 
sampling the ?rst scheduled condition comprises sampling a 
selecting process element. 

65. The article of manufacture of claim 47, Wherein the 
?rst predetermined point occurs before execution of the 
process is initiated. 

66. The article of manufacture of claim 47, Wherein the 
?rst predetermined point occurs after execution of the pro 
cess is initiated. 

67. The article of manufacture of claim 47, Wherein the 
?rst predetermined point occurs as execution of the process 
is initiated. 

68. An article of manufacture comprising a program 
storage medium tangibly embodying one or more programs 
of instructions executable by a computer to perform a 
method, the method comprising: 

providing at least one process element relating to a 
process; 

at a ?rst predetermined point in the process, sampling a 
?rst scheduled condition of the process to provide a 
process sample, Wherein the ?rst scheduled condition 
involves a selected process element; 

relating an element tag associated With the selected pro 
cess element to at least one cryptographic label; 

encrypting the process sample consistent With the at least 
one cryptographic label; 

storing the encrypted process sample and the element tag; 
and 

subsequently validating reliability of the process, said 
validating comprising 

sampling a current scheduled condition of the process 
at one of the ?rst predetermined point in the process 
and a second predetermined point in the process; 

decrypting the stored encrypted process sample con 
sistent With the at least one cryptographic label; 

comparing the current process sample to the decrypted 
stored process sample; and 

making a validation determination consistent With a 
result of the comparison. 

69. The article of manufacture of claim 68, Wherein the at 
least one process element is a process input. 

70. The article of manufacture of claim 68, Wherein the at 
least one process element is a process output. 

71. The article of manufacture of claim 68, Wherein the 
method further comprises collecting environmental data 
related to the process sample. 
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72. The article of manufacture of claim 71, Wherein 
encrypting the process sample includes encrypting the envi 
ronmental data. 

73. The article of manufacture of claim 72, Wherein 
encrypting the process sample includes encrypting the envi 
ronmental data and embedding the encrypted environmental 
data Within the encrypted related process sample. 

74. The article of manufacture of claim 73, Wherein the 
method further comprises decrypting the encrypted environ 
mental data, and verifying the environmental data, after 
decrypting the stored encrypted process sample. 

75. The article of manufacture of claim 74, Wherein 
encrypting the process sample includes encrypting the envi 
ronmental data With the related process sample. 

76. The article of manufacture of claim 75, Wherein the 
method further comprises decrypting the encrypted environ 
mental data, and verifying the environmental data, after 
decrypting the stored encrypted process sample. 

77. The article of manufacture of claim 71, Wherein 
encrypting the process sample includes embedding the envi 
ronmental data Within the encrypted related process sample. 

78. The article of manufacture of claim 77, Wherein the 
method further comprises verifying the environmental data, 
before decrypting the stored encrypted process sample. 

79. The article of manufacture of claim 68, Wherein the 
method further comprises manipulating at least one of the at 
least one process element. 

80. The article of manufacture of claim 68, further com 
prising tagging at least one of the at least one process 
element. 

81. The article of manufacture of claim 68, Wherein the 
process interacts With formatted data comprising at least one 
object having an associated object tag. 

82. The article of manufacture of claim 68, Wherein at 
least tWo process elements are provided to the process. 

83. The article of manufacture of claim 68, Wherein the 
current scheduled condition of the process is sampled at the 
?rst predetermined point in the process. 

84. The article of manufacture of claim 68, Wherein the 
current scheduled condition of the process is sampled at the 
second predetermined point in the process. 

85. The article of manufacture of claim 68, Wherein the 
element tag includes an attribute. 

86. The article of manufacture of claim 68, Wherein the 
?rst predetermined point occurs before execution of the 
process is initiated. 

87. The article of manufacture of claim 68, Wherein the 
?rst predetermined point occurs after execution of the pro 
cess is initiated. 

88. The article of manufacture of claim 68, Wherein the 
?rst predetermined point occurs as execution of the process 
is initiated. 

89. The article of manufacture of claim 123, Wherein at 
least one of the at least one encryption label is a role-based 
cryptographic label. 

90. An article of manufacture comprising a program 
storage medium tangibly embodying one or more programs 
of instructions executable by a computer to perform a 
method, the method comprising: 

providing, consistent With a data format, at least one 
object relating to a process; 
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selecting, from the at least one object, a ?rst object, 
consistent With an object tag associated With the ?rst 
object; 

referencing at least one cryptographic label consistent 
With the object tag; 

encrypting at least a portion of the ?rst object consistent 
With the at least one cryptographic label; and 

storing the at least a portion of the ?rst object and the 
object tag for subsequent use by an intended recipient. 

91. The article of manufacture of claim 90, Wherein the at 
least one encryption label is a role-based cryptographic 
label. 

92. The article of manufacture of claim 90, Wherein the 
object tag comprises an attribute. 

93. A method, comprising: 

providing a ?rst computer readable medium having stored 
thereon a ?rst data set comprising at least one object 
and a respective tag associated thereWith; 

relating the respective tag to at least one cryptographic 
label; 

encrypting the at least one object consistent With the at 
least one cryptographic label; 
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creating a second data set comprising the encrypted at 
least one object and the respective tag; and 

storing said second data set on one of the ?rst computer 
readable medium and a second computer readable 
medium. 

94. A method, comprising: 

providing a ?rst computer readable medium having stored 
thereon a ?rst data set comprising a plurality of objects 
and a tag for, and associated With, each of the plurality 
of objects; and 

creating a second data set on one of said ?rst computer 
readable medium and a second computer readable 
medium, said creating comprising 
for each of the plurality of objects, 

relating the respective tag associated With the respec 
tive object to at least one cryptographic label, 

encrypting the respective object consistent With the 
at least one cryptographic label, and 

storing the encrypted respective object and the 
respective tag in said second data set. 

* * * * * 


