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METHODS AND APPARATUS FOR MANAGING 
DEVICES WITHOUT NETWORK ATTACHMENTS 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application is being ?led concurrently With 
related US. patent applications: LSI Logic Docket Number 
98-054, entitled “Methods and Apparatus for Issuing 
Updates to Multiple Management Entities”; LSI Logic 
Docket Number 98-049, entitled “Methods and Apparatus 
for Performing Mass Operations on a Plurality of Managed 
Devices on a NetWor ”; LSI Logic Docket Number 98-068, 
entitled “Methods and Apparatus for Managing Heteroge 
neous Storage Devices”; LSI Logic Docket Number 98-110, 
entitled “Methods and Apparatus for Committing Con?gu 
ration Changes to Managed Devices Prior to Completion of 
the Con?guration Change”; LSI Logic Docket Number 
98-112, entitled “Platform Neutral Data Storage Manage 
ment Method and Apparatus”; and LSI Logic Docket Num 
ber 98-111, entitled “Apparatus and Method for a Computer 
Management Storage System”, all of Which are incorporated 
herein by reference. 

BACKGROUND OF THE INVENON 

[0002] The present invention relates generally to methods 
and apparatus for managing devices on a netWork, and more 
particularly to a netWork based system and softWare for 
monitoring and managing devices that are not attached 
directly to the netWork, but are proxy attached to the 
netWork via another device. 

[0003] NetWork computing systems typically require a 
variety of devices to construct and maintain a Working 
storage system. In addition, companies With large netWorks 
typically have a number of different storage systems, many 
of Which can be manufactured by different companies and/or 
run on different versions of operating softWare. Storage 
system devices may include, but are not limited to, host 
adapters, I/O chips, disk enclosures, and bridge controllers, 
to name a feW. 

[0004] Each of these components traditionally are man 
aged by proprietary softWare that is supplied by its manu 
facturer. In addition, there are a number of third parties 
Which have developed netWork management frameWorks, 
such as HeWlett-Packard’s Open VieW, IBM’s NetFinity, 
and Computer Associates’ Unicenter. Unfortunately, hoW 
ever, While these third party frameWorks provide great 
bene?t to the management of applications, servers, and 
netWork equipment, they have little success in managing 
storage devices because no single standard exists for con 
?guring and monitoring storage devices produced by differ 
ent manufacturers, as Well as different versions of storage 
devices produced by the same manufacturer. Standards such 
as desk top management interface (DMI) and simple net 
Work management protocol (SNMP) are able to manage 
simple devices such as host adapters and the like, but they 
fall short When applied to complex devices such as disk 
array controllers. As one skilled in the art Will appreciate, it 
is not likely that a standard for managing disk array con 
trollers Will be created in the future, because unlike host 
adapters and disk subsystems, each disk array vendor is 
constantly releasing proprietary features to distinguish itself 
in the marketplace. It is Well knoWn in the art that devices, 
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such as storage systems, can connect directly to the netWork 
using, for example, an ethernet or other suitable netWork 
adapter. Each device connected directly to the netWork has 
an IP address identifying itself on the netWork. Thus, devices 
communicating With these direct attached devices easily can 
locate them because of their unique IP addresses. 

[0005] As one skilled in the art Will appreciate, many 
devices, such as loW end storage systems, or the like, do not 
connect directly to the netWork, but are connect to a server 
or other Workstation via PCI, SCSI, ?bre channel, USB, 
?reWire, or the like. Thus, the only attachment to the 
netWork that these devices have may be through the proxy 
server device. Accordingly, it is difficult for other devices on 
the netWork to locate these devices, because they don’t have 
netWork IP addresses. Only the proxy server attached to the 
netWork has an IP address. It is particularly dif?cult to 
manage these proxy attached devices With online manage 
ment frameWorks, because the management stations cannot 
send suitable management commands to the proxy attached 
devices. Thus, What is needed is a management frameWork 
Which can locate these proxy attached devices, and a system 
Which can communicate management commands betWeen a 
management station the proxy attached devices. 

SUMMARY OF THE INVENTION 

[0006] According to the invention, a system and method 
for monitoring and managing devices on a netWork. The 
system and method preferably comprises a proxy server 
connected to the netWork and a managed device connected 
to the proxy server. The system further comprises storage 
means for storing a device management application program 
associated With the managed device, and a management 
station in communication With the managed device via the 
proxy server and in communication With the storage means. 
The management station preferably is con?gured to retrieve 
the device management application program from the stor 
age means and process the device management application 
program. As the management station processes the device 
management application program, the management station 
is able to monitor and manage the managed device. 

[0007] In accordance With one preferred embodiment of 
the present invention, the managed device preferably is 
connected to the proxy server by a suitable communication 
connection. The communication connection may comprise 
peripheral component interconnect (PCI), small computer 
system interface (SCSI), universal serial bus (USB), ?ber 
channel, ?reWire and the like. 

[0008] In accordance With yet another embodiment of the 
present invention, the managed device preferably includes a 
controller for controlling the managed device. In accordance 
With this particular aspect of the present invention, When the 
management station processes the device management 
application program, the management station is able to send 
management commands to the controller via the proxy 
server. Preferably, the managed device is a storage system. 

[0009] In accordance With yet another embodiment of the 
present invention, the proxy server preferably includes a 
device mapper Which locates devices connected to the proxy 
server and assigns a TCP/IP port to each of the devices. 
Thus, When the device management application program of 
the management station sends management commands to 
the controller of the managed device, the device manage 
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ment application program ?rst sends the management com 
mands to the proxy server, and the device mapper in the 
proxy server routes the management commands to the 
managed device. 

[0010] In accordance With yet another embodiment of the 
present invention, the device management application pro 
gram preferably communicates With the proxy server using 
a ?rst communication protocol, and the proxy server com 
municates With the managed device using a second com 
munication protocol. Thus, the proxy server includes a 
protocol converter for converting communication messages 
directed from the device management application program 
to the managed device from the ?rst communication proto 
col to the second communication protocol, and for convert 
ing communication messages directed from the managed 
device to the device management application program from 
the second communication protocol to the ?rst communica 
tion protocol. Preferably, the ?rst communication protocol is 
remote procedure call (RPC) and the second communication 
protocol is universal trasport mechanism (UTM), and the 
protocol converter comprises an RPC-to-UTM conversion 
application. 

[0011] A more complete understanding of the present 
invention may be derived by referring to the Detailed 
Description of Preferred Embodiments and claims When 
considered in connection With the ?gures, Wherein like 
referenced numbers refer to similar items throughout the 
?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a schematic diagram of a netWork having 
various storage systems and storage management stations; 

[0013] FIG. 2 is a schematic diagram of a netWork having 
a management station, Which accesses management appli 
cation programs stored in an application repository storage 
area connected to the management station; 

[0014] FIG. 3 is a schematic diagram of a netWork having 
a management station, Which accesses management appli 
cation programs stored in an application repository storage 
area connected to a netWork; 

[0015] FIG. 4 is a schematic diagram of a netWork having 
a management station, Which accesses management appli 
cation programs stored on the storage system or device 
being managed by the management station; 

[0016] FIG. 5 is a block diagram illustrating various 
devices residing on a netWork and their associated softWare 
components; 

[0017] FIG. 6 is a draWing of a sample user interface 
screen of a discover-monitor application program; 

[0018] FIG. 7 is a draWing of a sample user interface 
screen of a storage system management application pro 
gram; 

[0019] FIG. 8 is a How diagram illustrating start-up pro 
cesses of a discover-monitor application program and a 
storage system management application program; 

[0020] FIG. 9 is a How diagram illustrating a process of 
creating a volume on a storage system; 
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[0021] FIG. 10 is a How diagram illustrating a process of 
replicating the con?guration of one storage system to 
another storage system; 

[0022] FIG. 11 is a How diagram illustrating a process of 
performing a mass operation on multiple storage systems on 
a netWork; 

[0023] FIG. 12 is a How diagram illustrating a validity 
checking scheme performed by the process of FIG. 10; 

[0024] FIG. 13 is a How diagram illustrating a process of 
reporting events from a storage system to a management 
station; 
[0025] FIG. 14 is a How diagram illustrating a process of 
a managed entity broadcasting con?guration updates to a 
plurality of management devices; 

[0026] FIG. 15 is a How diagram illustrating hoW a 
management device issues management commands to man 
aged entities and receives con?guration update information 
from managed entities; and 

[0027] FIG. 16 is a How diagram illustrating a process of 
committing con?guration changes prior to the completion of 
a long term event. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

Introduction 

[0028] The present invention relates generally to methods 
and apparatus for managing devices on a netWork. More 
particularly, the present invention relates to a system and 
softWare for monitoring, con?guring and managing hetero 
geneous storage systems on a netWork using a single man 
agement application residing on one or more management 
stations. 

[0029] While the present invention disclosed herein refers 
particularly to storage systems, it should be appreciated that 
the management systems and applications of the present 
invention can be used to manage a Wide variety of devices 
on a netWork, including Workstations, servers, and other 
suitable I/O devices. Thus, the present invention relates to a 
management system and applications Which have a single 
user interface for managing netWork devices, and Which can 
interact With currently existing management frameworks, 
such as HeWlett-Packard’s OpenVieW, IBM’s NetFinity and 
Computer Associates’ Unicenter, to name a feW. Finally, the 
present invention preferably utiliZes platform-independent 
technologies, such as Java and Java run-time environments, 
so that the particular netWork architecture, and Workstation 
and server platforms on the netWork are irrelevant. 

System OvervieW 

[0030] The present invention comprises a device-indepen 
dent management frameWork Which supports device-spe 
ci?c management applications. The frameWork preferably 
comprises an application that implements a common graphi 
cal user interface that is used to manage all I/O devices in an 
enterprise or on a netWork. Preferably, at the start of a day, 
the management frameWork discovers all I/O devices in the 
enterprise and displays them, either by physical connectiv 
ity, or by logical association. The discovery process can be 
conducted manually by a user, or it can occur automatically. 
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For each distinct device type being managed or con?gured, 
a unique management application preferably is loaded, thus 
giving the framework the ability to understand device 
speci?c management tasks. Finally, because the architecture 
gives the management framework the ability to communi 
cate With all I/O devices on the enterprise, operations such 
as “?rmWare upgrades” may be performed en mass to 
common device types. 

[0031] Referring noW to FIG. 1, a system 100 is shoWn 
embodying the present invention. In particular, system 100 
preferably comprises a local area netWork 102, a plurality of 
storage systems 104-110, an I/O management station 112, a 
desktop management interface (DMI) management station 
114, and a simple netWork management protocol (SNMP) 
management station 116. In addition, netWork 102 may be 
connected to other enterprise or company netWorks located 
in remote areas either via direct telephone links or, as 
illustrated in FIG. 1, through a larger netWork, such as the 
Internet 118, or the like. For simplicity, FIG. 1 merely shoWs 
netWork 102 being connected to a storage management 
station 120 through Internet 118, but as one skilled in the art 
Will appreciate, storage management station 120 may be a 
single device connected to Internet 118, or storage manage 
ment station 120 may be a device on a netWork in a remote 
location connected to netWork 102 via the Internet. In any 
event, the purpose of FIG. 1 is to illustrate that the man 
agement frameWork of the present invention may be used on 
local area netWorks, as Well as on Wide area netWorks and 
With remote access devices. 

[0032] Storage systems 104-110 may comprise any suit 
able storage system, such as ?le servers, disk farms, RAID 
systems, and the like. In addition, the storage systems may 
comprise controllers Which connect directly to netWork 102 
or the storage systems may be connected to netWork 102 
through a computer server. FIG. 1 illustrates a number of 
different types of storage system con?gurations Which may 
reside on a netWork. HoWever, the con?gurations illustrated 
in FIG. 1 do not illustrate all the storage system con?gu 
rations, and thus, the present invention is not limited to the 
illustrated embodiments. 

[0033] Still referring to FIG. 1, the various embodiments 
of storage systems 104-110 illustrated in FIG. 1 Will noW be 
discussed. In particular, storage system 104 preferably com 
prises a RAID storage system Which includes a server 122 
and a plurality of disk drives 124 connected to server 122. 
In accordance With this particular embodiment, the proces 
sor of server 122 preferably acts as the RAID control device 
for storage system 104. In this manner, the RAID control 
softWare preferably is stored, either on disks 124 or Within 
internal storage of server 122 and is processed by server 122 
during operation of the storage system Disks 124 may be 
connected to server 122 by any number of connection means 
126, such as ?ber channel, SCSI, PCL USB, FireWire, or the 
like. Server 122 preferably is connected to netWork 102 via 
Well-knoWn netWork connection means. 

[0034] Like storage system 104, storage systems 106 and 
108 also preferably comprise RAID storage devices. HoW 
ever, instead of the server acting as the controller for the 
RAID storage system, the storage systems preferably 
include their oWn controllers 128 and 130, Which preferably 
are connected to servers 132 and 134 via PCI bus connec 

tions 136 and 138, respectively. Thus, the storage system 
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control functions for storage systems 106 and 108 preferably 
are performed by controllers 128 and 130, respectively. 
While controllers 128 and 130 are illustrated as being 
separate from the RAID disk farm or disk array 140, one 
skilled in the art Will appreciate that controllers 128 and 130 
may reside Within the enclosure of disk farm 140. Alterna 
tively, controllers 128 and 130 may be con?gured as co 
processors Within servers 132 and 134, respectively. 

[0035] As illustrated in FIG. 1, controller 128 of storage 
system 106 and controller 130 of storage system 108 are not 
connected directly to netWork 102, but are connected to the 
netWork via servers 132 and 134, respectively. With this 
particular con?guration, it is dif?cult for a management 
device to locate the storage system controllers 128, 130 
connected to servers 132, 134, and thus, it is difficult to send 
management commands to the storage system controllers. 
HoWever, as discussed in more detail beloW, servers 132 and 
134 preferably include a layer of softWare Which converts 
requests from the I/O management stations 112, 120 into 
command packets Which are delivered to controllers 128 and 
130 and Which can be understood and processed by the 
controllers. 

[0036] Storage system 110 also preferably comprises a 
RAID storage system having an independent RAID storage 
controller 142. HoWever, in this particular embodiment, 
storage controller 142 preferably includes a netWork attach 
ment means 144, so that it can attach directly to netWork 
102. In addition, as illustrated in FIG. 1, controller 142 may 
be connected to a server 146 via a proxy I/O bus 148, such 
as a SCSI or Fibre Channel bus. In this manner, storage 
management stations 112, 120 can issue management com 
mands directly to storage controller 142 via netWork 102, or 
they can issue management commands through server 146 
and across proxy I/O bus 148. As With the PCI attached 
controllers in storage systems 106 and 108, if access to 
controller 142 is through server 146 and across proXy I/O 
bus 148, server 146 preferably includes a layer of softWare 
con?gured to convert requests from storage management 
stations 112, 120 to command packets Which can be received 
and processed by controller 142. While controller 142 
appears to be separate from the RAID storage device 150, 
one skilled in the art Will appreciate that controller 142 may 
be con?gured Within the disk enclosure of device 150. 

[0037] As illustrated in FIG. 1, in addition to storage 
management stations 112, 120, system 100 also may include 
other netWork management devices, such as a desktop 
management interface (DMI) management station 114 and a 
simple netWork management protocol (SNMP) management 
station 116. In addition, other third party management 
stations, such as HeWlett-Packard’s OpenVieW, Computer 
Associates’ Unicenter, IBM’s NetFinity, and/or Microsoft’s 
Microsoft Management Console, may be attached to net 
Work 102. Thus, the present invention is not limited to the 
illustrated embodiment. 

[0038] In accordance With a preferred embodiment of the 
present invention, I/O management stations 112, 120 may 
comprise any suitable computer Workstation running on any 
operating system platform. For eXample, I/O management 
stations 112, 120 may run on Microsoft’s WindoWs or NT 
platforms, Apple’s Macintosh platform, a Unix platform, or 
the like. Thus, in order for I/O management stations 112, 120 
to process the management applications associated With 
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each of the storage systems regardless of the I/O manage 
ment station platform, it is preferable that I/O management 
stations 112, 120 are equipped With a Java-compliant Web 
broWser or other suitable Java run-time environment. Thus, 
as one skilled in the art Will appreciate, if the management 
application programs for each of the storage systems are 
Written in Java, the operating system environment of I/O 
management stations 112, 120 is irrelevant. That is, the Java 
applications can run in any environment, as long as it is a 
J ava-compliant environment. 

[0039] Referring noW to FIG. 2, a more simpli?ed version 
of a management system frameWork 200 is illustrated. 
System 200 preferably comprises a netWork 202 With a 
plurality of managed devices 204-1 to 204-N connected 
thereto. In accordance With this particular embodiment of 
the present invention, managed devices 204 may comprise 
storage systems or other suitable I/O devices. In addition, an 
I/O management station 206 preferably is connected to 
netWork 202 and con?gured to monitor, con?gure, and 
manage devices 204 on the netWork. 

[0040] As illustrated in FIG. 2, device 204-1 preferably 
includes control softWare Which uses a management appli 
cation interface program labeled “A.” Similarly, devices 
204-2 and 204-3 run control softWare Which use a manage 
ment interface application program labeled “B.” Finally, 
device 204-N preferably runs control softWare Which uses a 
management interface application program labeled “X.” In 
addition, system 200 preferably includes a storage system 
210 Which comprises a management applet repository 212 
for holding a plurality of management interface application 
programs 214. As discussed brie?y above, management 
interface application programs 214 preferably are Java 
applets Which can be run in any suitable Java run-time 
environment. 

[0041] In accordance With one aspect of the present inven 
tion, applet repository 212 may reside in internal storage of 
management station 206, or storage system 210 may be an 
external storage system connected directly to management 
station 206 via communication link 216. Communication 
link 216 may comprise any suitable communication link 
betWeen a Work station and a storage system such as PCI, 
SCSI, Fiber channel, USB, FireWire, or the like. Moreover, 
in accordance With an alternative embodiment of the present 
invention and as illustrated in FIG. 3, storage system 210 
may be connected to netWork 202 via a suitable netWork 
connection 218. In accordance With this aspect of the 
invention, management station 206 preferably communi 
cates With storage system 210 through netWork 202; for 
eXample, along communication path 220. 

[0042] In accordance With one embodiment of the present 
invention, a user can direct management station 206 to 
discover all the devices on the netWork Which are to be 
managed by the management station and displays the 
devices on the management station display; i.e., a someWhat 
manual discovery process. In accordance With another 
embodiment of the present invention, during the start-up of 
management station 206, management station preferably 
runs an application 208 Which automatically locates all 
devices 204 residing on netWork 202, and displays the list of 
devices on management station 206. Thus, When manage 
ment station 206 is directed to manage, monitor or con?gure 
a device 204 on netWork 202, management station 206 
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preferably uses information obtained during the locate pro 
cess to match a particular device 204 With the appropriate 
management application 214 residing in repository 212. 
Once a match is made, management station 206 preferably 
retrieves the appropriate management application 214 and 
processes it on the station. As discussed in more detail 
beloW, the retrieved management application 214 then per 
forms the necessary functionality to manage, monitor, and/ 
or con?gure the particular device. Each management inter 
face application program 214 preferably is con?gured to 
communicate With and direct the controller, and in particular 
the control softWare, of the associated device 204. For 
eXample, management interface application program 214-A 
is speci?cally designed to monitor and communicate man 
agement and/or con?guration commands to device 204-1. 
Similarly, management interface application program 214-B 
is con?gured to monitor and communicate management 
and/or con?guration commands to devices 204-2 and 204-3, 
and management interface application program 214-X is 
con?gured to monitor and communicate management and/or 
con?guration commands to device 204-N. With this particu 
lar con?guration, if at some later time a managed device 204 
is updated to a neW level of softWare that requires a different 
management interface program 214 to manage that device, 
or if a neW managed device 204 of a different device type is 
added to the system, the softWare residing in the updated 
managed device or the neW managed device Will indicate the 
particular management interface application program 214 
With Which it is compatible. Thus, management station 206 
Will be able to determine Which management information 
application program 214 residing in repository 212 should 
launch for a given managed device 204 on netWork 202. 

[0043] In accordance With a preferred embodiment of the 
present invention, When the control softWare of a managed 
device 204 is updated, for eXample to a neW version, 
preferably a neW management interface application program 
is added to the management interface application program 
repository to go along With the updated control softWare. 

[0044] In accordance With an alternative embodiment of 
the present invention, it may be preferable to only update 
small portions of the control softWare at any one time. For 
eXample, aspects of an array device that may be updated 
include individual object revision de?nitions for drive 
groups, drives, volumes, redundant controllers, storage sys 
tems, and the like. Thus, if only small revisions are made to 
the control softWare of a device 204, only small modi?ca 
tions need to be made to the management interface appli 
cation program 214. Alternatively, instead of changing the 
management interface application program 214, a neW man 
agement interface application program 214 may be added to 
repository 212 and may be run With the original interface 
application program, so that When the tWo management 
interface application programs are run together, they Will be 
compatible With the updated control softWare of the device. 

[0045] In accordance With another embodiment of the 
present invention, instead of the management interface 
application programs residing in a separate repository as 
illustrated in FIG. 2, the I/O device itself may act as the 
repository for the management interface program for that 
device. Referring noW to FIG. 4, system 400 is illustrated in 
Which the management interface application programs for a 
particular device actually reside on that device. In accor 
dance With this embodiment of the present invention, system 
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400 preferably comprises a network 402, an I/O device 404, 
such as a storage system, and a management station 406. 

[0046] While device 404 may be any suitable I/O device, 
for the purposes of this example, device 404 preferably is a 
RAID storage system. Accordingly, RAID storage system 
404 comprises a RAID controller 406 and a plurality of 
storage drives 408. Preferably, a management interface 
application program for RAID device 414 is stored in an 
area 410 on one or more of drives 408. Thus, When man 

agement station 406 discovers RAID device 404 on netWork 
402, RAID device 404 and in particular RAID controller 
406, preferably passes the management interface application 
program from area 410 on drives 408 to management station 
406 across netWork 402. To facilitate this transfer, RAID 
controller 406 preferably includes an application 412 Which 
alloWs it to act as an embedded Web server, giving it the 
ability to pass the management interface application pro 
gram to management station 406 using a Web server proto 
col, such as HTTP or the like. In this manner, RAID 
controller 406 Will act like any other Web server on a 
netWork or on the Internet, passing HTML or Java byte code 
programs to a Work station having a Web broWser or other 
suitable Java run-time environment. 

System SoftWare Components 

[0047] Referring noW to FIG. 5, softWare components of 
a management system 500 noW Will be discussed. In accor 
dance With the embodiment of the present invention illus 
trated in FIG. 5, system 500 preferably comprises a netWork 
502, a netWork attached I/O device 504, a proxy attached I/O 
device 506 attached to netWork 502 via server 508, an I/O 
management station 510, and one or more third party 
management frameworks 512. While I/O devices 504 and 
506 may comprise any suitable I/O device on a netWork, for 
the purpose of this example, I/O devices 504 and 506 
preferably comprise RAID storage systems. In addition, as 
illustrated in FIG. 5, other manageable devices 514 may be 
connected to server 508. The other manageable devices 514 
may comprise any suitable peripheral device, such as a host 
bus adapter, just a bunch of disks (JBOD), a SCSI device, or 
the like. 

[0048] The folloWing discussion sets forth softWare ele 
ments Which preferably reside Within each of the devices on 
system 500. While system 500 is described herein as having 
a netWork attached RAID device 504, a proxy attached 
RAID device 506, and a server 508, one skilled in the art Will 
appreciate that other I/O device connections to netWork 502 
may be used; for example, the other netWork attachment 
con?gurations illustrated in FIG. 1 and disclosed above. 
Thus, the present invention is not limited to the con?gura 
tion of FIG. 5. 

[0049] Management Station SoftWare Components 

[0050] Discover-Monitor Applet 

[0051] As mentioned brie?y above, management station 
510 preferably comprises a Java compliant Web broWser, or 
alternatively, another suitable Java run-time compliant envi 
ronment for running Java applet programs. Preferably one of 
the application programs Which management station 510 
processes is a discover-monitor application or applet 516. 
Discover-monitor applet 516 preferably is a Java applet 
Which is stored in nonvolatile memory in management 
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station 510, or in an applet repository residing on netWork 
502. Preferably, discover-monitor applet 516 can run under 
either a Java compliant Web broWser or under an operating 
system’s Java run-time environment. 

[0052] Discover-monitor applet 516 performs, inter alia, 
the folloWing functions: 

[0053] (1) Discovering managed devices on netWork 
502 and presenting them on the management station 
display; 

[0054] (2) Understanding and maintaining an asso 
ciation betWeen the discovered managed devices and 
the speci?c management interface application pro 
gram it requires; 

[0055] (3) Providing a user interface for invoking the 
management interface application program for a 
particular managed device, Which in turn, presents a 
more detailed interface for managing the device; and 

[0056] (4) Listening for events from discovered 
devices and providing noti?cations, both on-screen 
visual, as Well as via remote e-mail, of device state 
changes (e.g., “optimal,”“needs attention,” or “unre 
sponsive”). 

[0057] More detailed device noti?cations may be provided 
by the management interface application programs them 
selves. 

[0058] In accordance With the present invention, discover 
monitor applet 518 preferably is designed to alloW coexist 
ence of different management interface application pro 
grams for different types of devices, and Within a device 
type, to permit coexistence of interface application programs 
at different versions of a device’s management interface 
softWare. Thus, neW hardWare can be introduced and old 
hardWare can be phased out at a user’s convenience Without 
the risk of introducing management incompatibilities. 

[0059] Management Interface Application Programs 

[0060] Management interface application programs 518 
preferably are Java applets Which are device type and 
version speci?c program components. A particular manage 
ment interface application program 518 knoWs hoW to 
manage an individual device of its associated type, and is 
responsible for presenting the detailed, device-speci?c man 
agement operations to a user. In accordance With a preferred 
embodiment of the present invention, discover-monitor 
applet 516 preferably locates and loads the correct manage 
ment interface application program 518 from storage, based 
on its knoWledge of the managed device’s management 
interface version. Generally, management interface applica 
tion programs 518 display the current state, status and 
con?guration of a device With Which it is associated. In 
addition, management interface application programs 518 
preferably include logic Which alloWs a user to submit 
management and con?guration commands to the managed 
device. A more detailed discussion of hoW management 
interface application programs 518 operate is discussed 
beloW. 

[0061] Server Based SoftWare Components 

[0062] In accordance With the present invention, the tWo 
main purposes of the server based softWare components are 
to: (1) Interface proxy attached controllers to the netWork so 
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they can be managed by management station 510; and (2) 
Interface the managed devices to other industry standard 
management protocols and products. Preferably, the server 
based softWare components comprise a conversion applica 
tion for converting RPC commands to a standard 1/0 read/ 
Write mechanism, and a DMI and/or SNMP interface appli 
cation. 

[0063] RPC Conversion Agent 

[0064] RPC conversion agent 522 preferably comprises a 
thin piece of server 508 resident softWare preferably Written 
in Java and executing under an operating system’s Java 
run-time environment. The purpose of RFC conversion 
agent 522 is to support remote procedure call (RPC) traf?c 
betWeen the management interface application program 518 
running on management station 510 and a proxy attached 
storage controller 506 (i.e., a storage controller that does not 
have its oWn netWork connection). As one skilled in the art 
Will appreciate, a storage system connected to a server, for 
example via a PCI connection, does not communicate With 
the server using RPC, but using a standard I/O read/Write 
mechanism, such as a SCSI command interface. Thus, for 
the management application program 518 to communicate 
With controller 506, RPC conversion agent 522 preferably is 
con?gured to receive RPC commands from a management 
interface application program 518 and convert the RFC 
command to a protocol Which storage controller 506 Will 
understand. In this particular example, the RFC conversion 
agent 522 encapsulates RPC messages within 1/0 Write 
commands to send them to the direct-attached controller 506 
via I/O path 524. Similarly, the RFC conversion agent 522 
receives RPC responses from controller 506 via 1/0 read 
commands, extracts the RFC responses from the 1/0 read 
commands and forWards the RFC responses to management 
application program 518. In accordance With a preferred 
embodiment of the present invention, the protocol for encap 
sulating RPC messages Within read/Write commands is a 
Universal Transport Mechanism (UTM), a protocol devel 
oped by LSI Logic Corporation, located in Milpitas, Calif. 
RPC conversion agent 522 alloWs all management interface 
programs 518 to be Written the same, regardless of Whether 
the storage controller-has a direct netWork connection or not. 
If the storage controller is not directly attached to the 
netWork, RPC conversion agent 522 performs the proper 
protocol conversion. 

[0065] Other Management Framework Agent 
[0066] Server 508 also preferably includes softWare to 
interface server 508 and other connected devices With other 
third party management frameWorks or protocols, such as 
desktop management interface (DMI), simple netWork man 
agement protocol (SNMP) and/or common information 
model (CIM). In accordance With this aspect of the present 
invention, server 508 preferably includes a management 
frameWork agent 526, Which comprises one or more appli 
cations Which facilitate communication betWeen manage 
ment stations like DMI, SNMP and/or CIM stations and 
devices connected to server 508. For example, in the case 
Where DMI is used, agent 526 preferably comprises one or 
more DMI applications Which enables devices to be man 
aged Within a DMI conformant management frameWork. 
The DMI architecture alloWs a device to deliver events to, 
respond to management information requests from, and even 
to be controlled by a DMI conformant management appli 
cation. 
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[0067] Server 508 also preferably supports the SNMP and 
CIM architectures. In accordance With this aspect of the 
present invention, agent 526 on server 508 preferably 
includes an SNMP frameWork application and/or a CIM 
frameWork application. In this manner, an SNMP or CIM 
management station can send requests to and receive event 
noti?cations from a device connected to server 508. DMI, 
SNMP and CIM interface agents are knoWn in the art, and 
thus, Will not be described further herein. 

[0068] Controller-Based SoftWare Components 

[0069] Device controllers 504 and 506 both preferably 
include a management protocol 528 and a RAID engine 530. 
In addition, netWork attached controller 504 preferably 
includes an RPC-to-internal-messaging component 532 and 
a controller embedded DMI, SNMP and/or CIM service 
provider 534. In addition, proxy attached controller 506 
preferably includes a UTM-to-internal messaging compo 
nent 536. 

[0070] Management Protocol 

[0071] The architecture of the present invention is cen 
tered around an object model of the managed devices, Which 
is the basis for communication betWeen management station 
510, and in particular management interface application 
program 528, and the devices (504, 506). The object model 
preferably is the actual physical and logical con?guration of 
the device. In the storage array case, the object model of the 
storage array is handled by the controller via a management 
protocol 528. An example of a suitable management proto 
col is LSI Logic’s SYMbol (symbios browser-oriented lan 
guage) protocol. Management protocol 528 preferably 
receives high-level requests from management interface 
application (or applet) program 518 expressed in terms of 
the device object model, interprets the requests, carries out 
the requests by interacting With RAID engine 530 and then 
responds back to the management interface applet 518 in 
terms of the object model. The object model also de?nes 
events that originate With the managed device and How to 
the management station 510; this event propagation is also 
the responsibility of management protocol 528. 

[0072] RAID Engine 
[0073] RAID engine 530 is the part of the storage con 
troller ?rmWare that is responsible for the core RAID 
implementation, independent of the host and drive interfaces 
With Which it interacts. RAID engine 530 preferably com 
prises a performance critical RAID read/Write/caching com 
ponent and a less-performance-critical con?guration and 
management component The con?guration and management 
component, Which is the focus and the content of the 
management architecture of the present invention, prefer 
ably exhibits three main types of behavior: (1) carrying out 
management related tasks When directed to do so by the 
management station 510 and more speci?cally, management 
interface application program 518; (2) performing certain 
tasks automatically, either When necessary, or on a regular 
schedule (e. g., error and event logging and parity assurance); 
and (3) initiating noti?cations of important events, Which are 
then propagated outside of the controller over netWork 502, 
either directly or via UTM in the proxy attached case. 

[0074] UTM-to-Internal-Messaging 
[0075] As discussed brie?y above, proxy attached control 
ler 506 preferably includes a UTM-to-internal-messaging 






















