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METHOD OF IMPROVING THE RELIABILITY OF 
PEER-TO-PEER NETWORK DOWNLOADS 

FIELD OF THE INVENTION 

[0001] The present invention relates to peer-to-peer net 
Works and more particularly to a method of improving the 
reliability of peer-to-peer network downloads. 

BACKGROUND OF THE INVENTION 

[0002] In a peer-to-peer netWork a computer connected to 
the netWork acts as both a server and a client. In one example 

a person may store JPEG (Joint Photographic Experts 
Group) photograph ?les on his computer. Other computers 
on the netWork can see the JPEG photograph ?les on his 
computer and request that they be doWnloaded to their 
computer. On the other hand this person can see the JPEG 
photograph on other netWork user’s computers and may 
request that one of the ?les be doWnloaded to his computer. 
This makes peer-to-peer netWorks very versatile. One prob 
lem that occurs With peer-to-peer netWorks is that errors can 
occur during a doWnload. The user then has to start the 
doWnloading process over. Since the “server” is not a 
dedicated server, this problem is even more likely to occur. 
Some of the sources of errors (failures) are: poWer doWn by 
a user during a doWnload; server IP (Internet Protocol) 
address is dynamically re-assigned by the ISP (Internet 
Service Provider); and the server is not able to handle the 
load of requests. Note that this list is not meant to be 
exclusive, just representative. 
[0003] Thus there exists a need for a method of doWn 
loading ?les on a peer-to-peer netWork that increases the 
reliability and ef?ciency of the doWnloading process. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] FIG. 1 is a block diagram of peer-to-peer netWork 
in accordance With one embodiment of the invention; 

[0005] FIG. 2 is a How chart of the steps used in a method 
of improving the reliability of peer-to-peer netWork doWn 
loads in accordance With one embodiment of the invention; 

[0006] FIG. 3 is a schematic diagram of a doWnloading 
system in accordance With one embodiment of the invention; 

[0007] FIG. 4 is a schematic diagram of a doWnloading 
system in accordance With one embodiment of the invention; 

[0008] FIG. 5 is a schematic diagram of a doWnloading 
system in accordance With one embodiment of the invention; 

[0009] FIG. 6 is an example of a list of servers that satisfy 
a search query in accordance With one embodiment of the 

invention; 
[0010] FIG. 7 is an example of a list of servers that satisfy 
a search query in accordance With one embodiment of the 

invention; 
[0011] FIG. 8 is a How chart of the steps used in a method 
of improving the reliability of peer-to-peer netWork doWn 
loads in accordance With one embodiment of the invention; 

[0012] FIG. 9 is a How chart of the steps used in a method 
of improving the reliability of peer-to-peer netWork doWn 
loads in accordance With one embodiment of the invention; 
and 
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[0013] FIGS. 10a-c are a How chart of the steps used in a 
method of improving the reliability of peer-to -peer netWork 
doWnloads in accordance With one embodiment of the 
invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0014] A method of improving the reliability of peer-to 
peer netWork doWnloads includes the steps of initiating a 
search from a client on a peer-to-peer netWork. Next, a list 
of servers is doWnloaded that satis?es the search. At least 
one of the servers is selected from the list of servers. Next, 
one of a plurality of doWnloading systems is selected based 
on a predetermined criteria. A ?le is doWnloaded using one 
of the plurality of doWnloading systems. One of the doWn 
loading systems is a multiple concurrent doWnload system. 
Using this system the client doWnloads tWo or more iden 
tical versions of the ?le simultaneously. As a result, a failure 
on one of the servers does not result in the ?le not being 
doWnloaded. Generally this doWnload system is only used if 
the bandWidth connection of the client is at least tWo times 
the potential doWnload speed of the server. 

[0015] FIG. 1 is a block diagram of peer-to-peer netWork 
20 in accordance With one embodiment of the invention. The 
peer-to-peer netWork 20 has a plurality of peers (computers) 
22, 24, 26, 28 connected together by a netWork 30. Note that 
tWo peers 26, 28 may be directly connected to each other. In 
one embodiment, the peer-to-peer netWork may contain a 
central index server 32. If the netWork 20 contains a central 
index server, the server 32 indexes the ?les (programs) that 
are available to members of the netWork 20 and handles 
queries for those ?les. In one embodiment, the queries may 
be text queries. In another embodiment, the queries are a 
unique key. In the unique key embodiment, a hashing code 
is used to determine the unique key for each ?le. The 
indexing method is separate from Whether the peer-to-peer 
netWork has a central index server or uses a broadcast query 

method. 

[0016] FIG. 2 is a How chart of the steps used in a method 
of improving the reliability of peer-to-peer netWork doWn 
loads in accordance With one embodiment of the invention. 
The process starts, step 40, by originating a search from a 
client on a peer-to-peer netWork at step 42. A search query 
is broadcast over the peer-to-peer netWork at step 44. A list 
of servers and a list of associated document names that 
satisfy the search query is received at the client at step 46. 
At least one of the servers is selected from the list of servers 
at step 48. At step 50, a doWnloading system is determined 
based on a predetermined criteria. At step 52, a ?le is 
doWnloaded Which ends the process at step 54. Note that 
once a user selects the correct ?le for doWnloading, the 
system may select exact copies of that ?le for doWnloading. 
In another embodiment, the doWnloading system may select 
?les having the same content but a different compression 
level for doWnloading. 

[0017] In one embodiment, a unique key that identi?es the 
?le is entered as the search query. In another embodiment, 
the user may also receive the ?le siZe, a source node and 
unique key With the list of servers. 

[0018] In one embodiment, the system measures a con 
nection speed to the plurality of servers. The connection 
speed of the plurality of server is compared to an available 
bandWidth at the client. This information is used to deter 
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mine Which download system is used. Next it is determined 
if an available bandWidth is less than a connection speed to 
tWo of the servers. When the available bandWidth is less than 
the connection speed to tWo of the servers, a serial concat 
enated doWnload system is selected. A serial concatenated 
doWnload system selects a ?rst server (one of the list of 
servers) to start a doWnload. If there is a failure at the ?rst 
server, a second server is selected. The doWnload is 
requested to start at a next byte after a last byte received. 
When the available bandWidth is not less than the connec 
tion speed to tWo of the servers, a multiple concurrent 
doWnload system is selected. This system starts doWnload 
ing from multiple servers (at least tWo servers) at the same 
time. In another embodiment a multiple concatenated doWn 
load system is selected When the available bandWidth is not 
less than the connection speed to tWo of the servers. The 
multiple concatenated doWnload system starts a ?rst doWn 
load at a ?rst byte of the ?le for one of the at least tWo 
servers. Then a second doWnload is started at a second byte 
of the ?le for a second of the at least tWo servers. The ?les 
are combined to create a complete ?le. As Will be apparent 
to those skilled in the art the system can be expanded to 
n-servers. 

[0019] FIG. 3 is a schematic diagram of a downloading 
system in accordance With one embodiment of the invention. 
This ?gure shoWs an example of a serial concatenated 
doWnload system. A?rst server 60 starts doWnloading a ?le 
62 to the client from the beginning of the ?le (BOF). When 
an error 64 occurs, a second server 66 begins doWnloading 
the exact same ?le to the client at the point the error 
occurred. This reduces the time to doWnload the ?le since 
only the parts of the ?le not received are doWnloaded. The 
tWo (or more) parts of the ?le are then concatenated to form 
the complete ?le 68. Note that the system may be expanded 
to include n-servers, as Will be apparent to those skilled in 
the art. 

[0020] FIG. 4 is a schematic diagram of a doWnloading 
system in accordance With one embodiment of the invention. 
This ?gure shoWs a multiple concurrent doWnload system. A 
?rst server 70 and a second server 72 concurrently start to 
doWnload the ?le 74, 76 to the client. If an error occurs With 
one of the servers the other server continues to doWnload the 
?le to the client. This increases the reliability of the doWn 
load. If one servers completes the doWnload ?rst the other 
doWnload is canceled. This can be accomplished by having 
tWo processes running on the client machine that send a 
message to each other When one of them has ?nished 
doWnloading the ?le or this can be done With tWo threads of 
the same process. Note that this system can be expanded to 
n-servers as Will be apparent to those skilled in the art. 

[0021] FIG. 5 is a schematic diagram of a doWnloading 
system in accordance With one embodiment of the invention. 
This ?gure shoWs a multiple concatenated doWnload system. 
A ?rst server 80 starts doWnloading a ?le 82 at a ?rst start 
byte 84 to the client. Note that the start of ?le 84 need not 
be the beginning of the ?le 86. A second server 88 starts 
doWnloading the ?le 82 at a second start byte 90 to the client. 
When a various portions of the ?le can be combined to from 
a complete copy of the ?le, the doWnload is terminated and 
the portions are concatenated to form the complete ?le 92. 
This can be accomplished by having tWo processes running 
on the client machine that send a message to each other 
When an overlapping byte is doWnloaded or this can be doWn 

Nov. 28, 2002 

With tWo threads of the same process. Note that this tech 
nique can also be expanded to n-servers. 

[0022] FIG. 6 is an example of a list of servers 100 that 
satisfy a search query in accordance With one embodiment 
of the invention. The ?gure shoWs an example of the 
information a user might receive in response to a text query. 
The user Would receive a list of servers 102, an associated 
?le name (?le path) 104, a ?le siZe 106 for each of the ?les. 
Note that the ?le siZes 106 vary by the encoding scheme 
used 108. A source node 110 may also be provided for the 
?le. A source node 110 is the server (?le) from Which the ?le 
Was copied. Finally a bandWidth (doWnload speed) 112 is 
included that shoWs hoW fast a ?le can be doWnloaded from 
the server. 

[0023] FIG. 7 is an example of a list of servers that satisfy 
a search query in accordance With one embodiment of the 
invention. FIG. 7 is similar to FIG. 6 except that the search 
Was based on a unique key (hashing code). In this case the 
?le siZes 106 and encoding schemes 108 are exactly the 
same for all the servers. This is because the hashing code 
that determines the unique key is derived from the complete 
?le. As a result a ?le encoded With tWo different encoding 
systems Will have tWo different unique keys. 

[0024] FIG. 8 is a How chart of the steps used in a method 
of improving the reliability of peer-to-peer netWork doWn 
loads in accordance With one embodiment of the invention. 
The process starts, step 150, by initiating a search from a 
client on a peer-to-peer netWork at step 152. A list of servers 
that satisfy the search is received at the client at step 154. At 
least one of the servers from the list of servers is selected at 
step 156. In one embodiment, a user selects the server. In 
another embodiment, the client selects one of the ?les based 
on a ?le siZe, encoding scheme, doWnload speed or other 
criteria. One of the plurality of doWnloading systems is 
selected based on a predetermined criteria at step 158. At 
step 160 a ?le is doWnloaded using one of the plurality of 
doWnloading system Which ends the process at step 162. 

[0025] In one embodiment the step of selecting a doWn 
load system includes the choice of: a multiple concurrent 
doWnload system; a multiple concatenated doWnload sys 
tem; or a serial concatenated doWnload system. One of the 
predetermined criteria for selecting betWeen the doWnload 
ing systems is a connection speed to one of the servers. In 
one embodiment, the connection speed is compared to an 
available bandWidth at the client. 

[0026] In one embodiment, initiating the search includes 
entering a text string. In another embodiment, initiating the 
search includes entering a unique key. The search may be 
broadcast to the peer-to-peer netWork. In another embodi 
ment, the search query is transmitted to a central server. The 
response to the query may include a document name, a ?le 
siZe, an available bandWidth at a server and a source node for 
the ?le. 

[0027] FIG. 9 is a How chart of the steps used in a method 
of improving the reliability of peer-to-peer netWork doWn 
loads in accordance With one embodiment of the invention. 
The process starts, step 170, by initiating a search from a 
?rst peer to the peer-to-peer netWork at step 172. A list of 
peer servers that meet a search query is received at step 174. 
One of the plurality of doWnloading systems is selected 
based on a predetermined criteria at step 176. At step 178 a 
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?le is downloaded using the one of the plurality of doWn 
loading system Which ends the process at step 180. In one 
embodiment, the predetermined criteria includes determin 
ing a connection speed to each of the peer server on the list 
of peer servers. A subset of the list of peer servers is selected 
based on the connection speed. One method of determining 
the connection speed is to receive a test ?le from each of the 
peer servers. Another method of determining the connection 
speed is to determine an order of response from each of the 
servers. Yet another method of determining connection 
speed is to ping each of the servers. 

[0028] When an available bandWidth at the client is less 
than tWo times a connection speed, a server is selected With 
the fastest connection speed. The doWnload is started from 
the server With the fastest connection speed. If the server 
With the fastest connection speed has an error before the ?le 
is doWnloaded, a second server is selected. A last byte 
received is determined. AdoWnload starting from a neXt byte 
command is transmitted to a second server. 

[0029] When an available bandWidth at the client is not 
less than tWo times a connection speed, a plurality of servers 
is selected from the list of servers. A plurality of simulta 
neous doWnloads is started from the plurality of servers. If 
the client has received a complete version of the ?le from 
one of the plurality of servers, the rest of the doWnloads are 
terminated. In another embodiment, a plurality of simulta 
neous offset doWnloads is started from the plurality of 
servers. When a complete ?le can be formed from the 
plurality of simultaneous offset doWnloads, the complete ?le 
is constructed. 

[0030] FIGS. 10a-c are a How chart of the steps used in a 
method of improving the reliability of peer-to-peer netWork 
doWnloads in accordance With one embodiment of the 
invention. The process starts, step 190, by initiation a search 
form a ?rst peer to the peer-to-peer netWork at step 192. A 
list of peer servers, a plurality of associated ?le names, a 
plurality of ?le siZes, a plurality of bandWidths and a 
plurality of source nodes that meet a search query are 
received at step 194. Aconnection speed to each of the peer 
servers on the list of peer servers is determined at step 196. 
A subset of the list of peer servers is selected based on the 
connection speed at step 198. When an available bandWidth 
is less than tWo times the connection speed, a server With a 
fastest connection speed is selected at step 200. A doWnload 
is started from the server With the fastest connection speed 
at step 202. Next it is determined if the server With the fastest 
connection speed had an error before the ?le Was doWnload 
at step 204. When the server With the fastest connection 
speed had an error before the ?le Was doWnloaded, a second 
server is selected at step 206. A last byte that Was received 
is determined at step 208. A doWnload starting from a neXt 
byte command is transmitted to a second server at step 210. 
When an available bandWidth is not less than tWo times a 
connection speed, a plurality of servers are selected from the 
list of servers at step 212. A plurality of simultaneous 
doWnloads is started from the plurality of servers at step 214. 
Next it is determined if one of the plurality of servers has 
received a complete version of the ?le at step 216. When one 
of the plurality of servers has received a complete version of 
the ?le at step 218, the rest of the doWnloads are terminate 
Which ends the process at step 220. 

[0031] Thus there has been described a technique that 
increases the reliability, ease and ef?ciency of doWnloading 
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?les over a peer-to-peer netWork. The method is ?eXible and 
adapts for the best solution depending on available band 
Width, connection speeds, etc. 

[0032] The methods described herein can be implemented 
as computer-readable instructions stored on a computer 
readable storage medium that When eXecuted by a computer 
Will perform the methods described herein. 

[0033] While the invention has been described in conjunc 
tion With speci?c embodiments thereof, it is evident that 
many alterations, modi?cations, and variations Will be 
apparent to those skilled in the art in light of the foregoing 
description. Accordingly, it is intended to embrace all such 
alterations, modi?cations, and variations in the appended 
claims. 

What is claimed is: 
1. A method of improving the reliability of peer-to-peer 

netWork doWnloads, comprising: 

a) initiating a search from a client on a peer-to-peer 
netWork; 

b) receiving a list of servers that satisfy the search; 

c) selecting at least one of the servers from the list of 
servers; 

d) selecting one of a plurality of doWnloading systems 
based on a predetermined criteria; and 

e) doWnloading a ?le using one of the plurality of doWn 
loading systems. 

2. The method of claim 1, Wherein step (d) further 
includes the step of: 

d1) selecting a multiple concurrent doWnload system. 
3. The method of claim 1, Wherein step (d) further 

includes the step of: 

d1) selecting a multiple concatenated doWnload system. 
4. The method of claim 1, Wherein step (d) further 

includes the step of: 

d1) selecting a serial concatenated doWnload system. 
5. The method of claim 1, Wherein step (d) further 

includes the step of: 

d1) determining a connection speed to the at least one of 
the servers. 

6. The method of claim 1, Wherein step (d) further 
includes the step of: 

d1) comparing a connection speed to the at least one of the 
servers to an available bandWidth. 

7. The method of claim 1, Wherein step (a) further 
includes the steps of: 

a1) entering a teXt string. 
8. The method of claim 1, Wherein step (a) further 

includes the step of: 

a1) entering a unique key. 
9. The method of claim 1, Wherein step (a) further 

includes the step of: 

a1) broadcasting a search query to the peer-to-peer net 
Work. 

10. The method of claim 1, Wherein step (a) further 
includes the step of: 

a1) transmitting a search query to a central server. 
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11. The method of claim 1, wherein step (b) further 
includes the step of: 

b1) receiving a document name. 
12. The method of claim 1, Wherein step (b) further 

includes the step of: 

b1) receiving a ?le siZe. 
13. The method of claim 1, Wherein step (b) further 

includes the step of: 

b1) receiving a source node for a ?le. 
14. The method of claim 1, Wherein step (b) further 

includes the step of: 

b1) receiving an available bandWidth at a server. 
15. A method of improving the reliability of peer-to-peer 

netWork doWnloads, comprising the steps of: 

a) originating a search from a client on a peer-to-peer 
netWork; 

b) broadcasting a search query over the peer-to-peer 
netWork; 

c) receiving a list of servers and a list of associated 
document names that satisfy the search query; 

d) selecting at least one of the servers from the list of 
servers; 

e) determining one of a plurality of doWnloading systems 
based on a predetermined criteria; and 

f) doWnloading a ?le. 
16. The method of claim 15, Wherein step (a) further 

including the step of: 

a1) entering a unique key that identi?es the ?le. 
17. The method of claim 15, Wherein step (c) further 

includes the step of: 

c1) receiving a ?le siZe, a source node and a unique key. 
18. The method of claim 15, Wherein step (d) further 

includes the step of: 

d1) measuring a connection speed to a plurality of servers; 

d2) comparing the connection speed of the plurality of 
servers to an available bandWidth to the client. 

19. The method of claim 15, Wherein step (e) further 
includes the steps of: 

e1) determining if an available bandWidth is less than a 
connection speed to tWo of the servers; 

e2) When the available bandWidth is less than the con 
nection speed to tWo of the servers, selecting a serial 
concatenated doWnload system. 

20. The method of claim 19, further including the steps of: 

e3) When the available bandWidth is not less than the 
connection speed to tWo of the servers, selecting a 
multiple concurrent doWnload system. 

21. The method of claim 19, further including the steps of: 

e3) When the available bandWidth is not less than the 
connection speed to tWo of the servers, selecting a 
multiple concatenated doWnload system. 

22. The method of claim 19 Wherein step (e2) further 
includes the steps of: 
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i) starting a doWnload from one of the list of servers; 

ii) if the one of the list of servers is interrupted during the 
doWnload, selecting a second of the list of server to 
start a doWnload; 

iii) requesting the doWnload to start at a neXt byte after a 
last received byte. 

23. The method of claim 20, Wherein step (e3) further 
includes the steps of: 

i) starting a doWnload from at least tWo of the servers; 

ii) if any of the at least tWo of the servers ?nishes the 
doWnload, terminating the doWnload for any other 
servers. 

24. The method of claim 21, Wherein step (e3) further 
includes the steps of: 

i) starting a ?rst doWnload at a ?rst byte of the ?le for one 
of the at least tWo servers; 

ii) starting a second doWnload at a second byte of the ?le 
for a second of the at least tWo servers; 

iii) determining When a complete ?le has been doWn 
loaded by combining the ?rst doWnload and the second 
doWnload. 

25. A method of operating a peer-to-peer netWork com 
prising the steps of: 

a) initiating a search from a ?rst peer to the peer-to-peer 
netWork; 

b) receiving a list of peer servers that meet a search query; 

c) selecting one of a plurality of doWnloading systems 
based on a predetermined criteria; and 

d) doWnloading a ?le using the one of the plurality of 
doWnloading systems. 

26. The method of claim 25, Wherein step (c) further 
includes the steps of: 

c1) determining a connection speed to each of the peer 
servers on the list of peer servers; 

c2) selecting a subset of the list of peer servers based on 
the connection speed. 

27. The method of claim 26, Wherein step (c1) further 
includes the step of: 

i) receiving a test ?le from each of the servers on the list 
of servers. 

28. The method of claim 26, Wherein step (c1) further 
includes the step of: 

i) determining an order of response receipt from each of 
the servers on the list of servers. 

29. The method of claim 26, Wherein step (cl) further 
includes the step of: 

i) pinging each of the servers on the list of servers. 
30. The method of claim 25, Wherein the step (d) further 

includes the steps of: 

d1) When an available bandWidth is less than a tWo times 
a connection speed, selecting a server With a fastest 
connection speed; 

d2) starting a doWnload from the server With the fastest 
connection speed. 
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31. The method of claim 29, further including the steps of: 

d3) determining if the server With the fastest connection 
speed had an error before the ?le Was downloaded; 

d4) When the server With the fastest connection speed had 
an error before the ?le Was doWnloaded, selecting a 
second server; 

d5) determining a last byte received; 

d6) transmitting a doWnload starting from a neXt byte 
command to a second server. 

32. The method of claim 25, Wherein the step (d) further 
includes the steps of: 

d1) When an available bandWidth is not less than a tWo 
times a connection speed, selecting a plurality of serv 
ers from the list of servers; 

d2) starting a plurality of simultaneous doWnloads from 
the plurality of servers. 

33. The method of claim 32, further including the steps of: 

d3) determining if the client has received a complete 
version of the ?le from one of the plurality of servers; 

d4) When the client has received a complete version of the 
?le from one of the plurality of servers, terminating a 
rest of the doWnloads. 

34. The method of claim 25, Wherein the step (d) further 
includes the steps of: 

d1) When an available bandWidth is not less than a tWo 
times a connection speed, selecting a plurality of serv 
ers from the list of servers; 

d2) starting a plurality of simultaneous offset doWnloads 
from the plurality of servers. 

35. The method of claim 34, further including the step of: 

d3) When a complete ?le can be formed from the plurality 
of simultaneous offset doWnloads, constructing a com 
plete ?le. 

36. A method of operating a peer-to-peer netWork com 
prising the steps of: 

a) initiating a search from a ?rst peer to the peer-to-peer 
netWork; 
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b) receiving a list of peer servers, a plurality of associated 
?le names, a plurality of ?le siZes, a plurality of 
bandWidths and a plurality of source nodes that meet a 

search query; 

c) determining a connection speed to each of the peer 
servers on the list of peer servers; 

d) selecting a subset of the list of peer servers based on the 
connection speed; 

e) When an available bandWidth is less than a tWo times 
the connection speed, selecting a server With a fastest 
connection speed; 

f) starting a doWnload from the server With the fastest 
connection speed; 

g) determining if the server With the fastest connection 
speed had an error before the ?le Was doWnloaded; 

h) When the server With the fastest connection speed had 
an error before the ?le Was doWnloaded, selecting a 
second server; 

i) determining a last byte received; 

transmitting a doWnload starting from a neXt byte 
command to a second server; 

k) When an available bandWidth is not less than a tWo 
times a connection speed, selecting a plurality of serv 
ers from the list of servers; 

1) starting a plurality of simultaneous doWnloads from the 
plurality of servers; 

m) determining if the client has received a complete 
version of the ?le from one of the plurality of servers; 
and 

n) When the client has received a complete version of the 
?le from one of the plurality of servers, terminating a 
rest of the doWnloads. 


