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MODULAR ARITHMETIC COPROCESSOR 
COMPRISING TWO MULTIPLICATION CIRCUITS 

WORKING IN PARALLEL 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of application 
Ser. No. 09/428,607, ?led Oct. 27, 1999, Which in turn is a 
continuation of application Ser. No. 09/004,375, ?led Jan. 8, 
1998, entitled MODULAR ARITHMETIC COPROCES 
SOR COMPRISING TWO MULTIPLICATION CIRCUITS 
WORKING IN PARALLEL, Which prior applications are 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The invention relates to a modular arithmetic 
coprocessor comprising tWo multiplication circuits Working 
in parallel. More speci?cally, the invention relates to the 
improvement of a knoWn arithmetic coprocessor enabling 
the performance of modular operations according to the 
Montgomery method in order to extend the applications of 
this coprocessor. The Montgomery method performs modu 
lar computations in a ?nite ?eld denoted GF(2“) Without the 
performance of divisions. 

[0004] 2. Description of the Prior Art 

[0005] Conventionally, modular operations on GF(2“) are 
used in cryptography for applications such as authentication 
of messages, identi?cation of a user and exchange of keys. 
Such exemplary applications are described for example in 
French patent application published under N0. 2 679 054. 

[0006] There are commercially available integrated cir 
cuits dedicated to such applications. 

[0007] These include, for example the device manufac 
tured by SGS-THOMSON MICROELECTRONICS S.A. as 
model number ST16CF54, built around an association of the 
type including a central processing unit and an arithmetic 
coprocessor and dedicated to performing modular compu 
tations. The coprocessor used enables processing of the 
modular operations by the use of the Montgomery method. 
It is the object of European patent application No. 0 601 907 
A2, hereinafter called the document D2 Which in incorpo 
rated herein by reference. This coprocessor is illustrated in 
FIG. 1 (this ?gure corresponds to FIG. 2 of the document 
D2). 
[0008] The basic operation (called a P?eld operation) 
implemented by this processor consists of producing, on the 
basis of three pieces of binary data A (multiplicand), B 
(multiplier) and N (modulo) encoded on an integer of n bits, 
of a piece of binary data denoted P?e1d(A, B)N encoded on n 
bits, such that P?e1d(A, B)N=A*B*I mod N. I is a piece of 
binary data called an error and encoded on n bits such that 
I=2_n mod N (more speci?cally, the value of I depends on 
the number of k-bit blocks, With k as an integer, considered 
for the encoding of A). To carry out the operation A*B*I 
mod N, it is assumed that the pieces of data are encoded on 
m Words of k bits (m and k being integers), With m*k =n. 
The Words of the pieces of data A and B are given to a 
multiplication circuit 19 having a series input to receive B, 
a parallel input to receive the k-bit blocks of A, and a series 
output. 
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[0009] In the coprocessor described in the document D2, 
k=32 and m=8 or 16. This device may be used to produce the 
result of the modular multiplication A*B mod N. The 
modular multiplication can be broken doWn into tWo suc 
cessive P?eld elementary operations. P?e1d(P?e1d(A,B)N, 
H)N, is computed With H as a piece of data encoded on n bits, 
called an error correction parameter, and equal to 22n mod N. 
For further details on the implementation of the modular 
multiplication, reference may be made to the document D2. 
Several possibilities of computation are already knoWn. 
They consist in using either a softWare method or a special 
iZed circuit such as the one illustrated in the document D2. 

[0010] The coprocessor 4a illustrated in FIG. 1 com 
prises: 

[0011] three shift registers 10, 11 and 12 With series 
input and output, these registers having a number n 
of cells, With n=m*k. 

[0012] multiplexers 13, 14 and 15 placed respectively 
before the registers 10, 11 and 12. 

[0013] three registers 16, 17 and 18 With series input 
and parallel output, and comprising k cells; 

[0014] tWo multiplication circuits 19 and 20, com 
prising one series input, one parallel input and one 
series output; 

[0015] tWo registers 21 and 22 With k cells; 

[0016] multiplexers 24, 25, 26, 36, 37 and 38; 

[0017] a demultiplexer 39; 

[0018] series subtraction circuits 27, 28 and 29; 

[0019] series addition circuits 30 and 31; 

[0020] delay cells 32, 33 and 34 to delay the propa 
gation of pieces of binary data by k cycle periods; 

[0021] a comparison circuit 35. 

[0022] For further details on the arrangement of the dif 
ferent elements of the circuit With respect to one another, 
reference may be made to the document D2 and especially 
to FIGS. 2 and 3, and to the extracts from the description 
pertaining thereto: page 15, line 54 to page 16, line 13, and 
page 17, line 50 to page 18, line 55. 

[0023] The use of the coprocessor 4a illustrated in FIG. 2 
to carry out a P?e1d(A,B)N operation Where A, B, and N are 
encoded on n bits in m Words of k bits, N is an odd number 
and A is subdivided into m Words Ai-1 (With i as an integer 
index varying from 1 to m), includes the folloWing steps: 

[0024] 1—The InitialiZation of the Circuit 

[0025] the softWare computation of a parameter JO 
de?ned by the relationship[(N*J0)+1]mod 2k=0 and 
the serial loading of the parameter JO into the register 
17 , 

[0026] the serial loading of B into the register 10, the 
serial loading of N into the register 12, the serial 
loading of AO into the register 16 and the serial 
loading of n consecutive logic Zeros into the register 
11, 
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[0027] the initialization of the tWo multiplication 
circuits 19 and 20, the three subtraction circuits 27, 
28 and 29, and the tWo addition circuits 30 and 31. 

[0028] 2—The Setting up of a Loop Indexed by i With i 
Varying from 1 to m 

[0029] the parallel loading into the register 21 of the 
contents of the register 16, 

[0030] the performance of the different elementary 
operations in order to perform the folloWing com 
putations: 

[0031] S(i)=Z/2k, /being the integer division, 

[0032] the subtraction, during the folloWing iteration, 
of N or 0 from S depending on Whether S is greater 
than N or not. 

[0033] 3—The Output of the Result S(k) by Means of an 
Output Terminal 

[0034] For farther details on the running of a method of 
this kind, reference may be made to the document D2 and 
more particularly to the folloWing extracts: page 4-line 41 to 
page 6-line 17 and page 19-lines 7 to 49. 

[0035] Up till noW, the use of the device shoWn in FIG. 1 
could be used to optimiZe processing operations (in terms of 
computation time, memory siZe, etc.) for modular operations 
using a ?xed data siZe, in this case 256 or 512 bits (depend 
ing on Whether m is equal to 8 or 16). NoW, cryptography 
requires increasingly efficient machines Working at ever 
higher speeds and using ever-more complex keys. The trend 
is thus toWards the handling of pieces of data encoded on 
768 or even 1024 bits. To process pieces of data of this kind, 
it is possible to envisage the use of larger-siZed circuits by 
adapting the elements of the circuit to the siZes of the pieces 
of data. This approach may raise problems in applications 
such as smart card applications for Which the siZe of the 
circuits is physically limited because of the differences in 
?exibility betWeen the cards and the silicon substrates. 
Furthermore, there is a demand for the integration of 
increasing numbers of different functional elements on a 
card of this kind, and the place available for an encryption 
circuit is accordingly further reduced. It is therefore neces 
sary to ?nd solutions With Which to limit the increase in the 
siZe of this circuit While at the same time enabling optimum 
operation for pieces of data Whose siZe is greater than the 
siZe of the originally planned registers. This problem is not 
limited to modular arithmetic coprocessors that process 
pieces of data With a ?xed siZe of 256 or 512 bits. It can also 
be transposed more generally to data-handling coprocessors 
that need to be used for operations on data Whose siZe 
exceeds their processing capacity. 

[0036] If it is desired to carry out modular operations 
using operands With a siZe greater than What is managed by 
the coprocessor (namely in practice greater than the siZe of 
the registers), it is possible to use a standard processor (With 
8, 16 or 32 bits), a memory and the coprocessor of FIG. 1, 
the coprocessor being used to perform standard (that is to 
say non-modular) operations of multiplication. 
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[0037] It is possible, With the processor described in D2, 
to carry out standard operations of multiplication A*B on 
siZes of up to n bits by means of the folloWing procedure. 

[0038] 1—InitialiZation 

[0039] the loading of k logic Zeros into the register 
17, the loading of B into the register 10, the loading 
of n logic Zeros into the registers 11 and 12, the 
loading of the Word A0 of k bits of A into the register 
16, 

[0040] the initialiZation of the multiplication circuit 
19, the initialiZation of the addition and subtraction 
circuits 28, 30 and 31. 

[0041] 2—The Setting up of a Computation Loop With i as 
an Index Varying from 1 to m 

[0042] the loading of the contents of the register 16 
into the register 21, 

[0043] the performance, by a simultaneous rightWard 
shift of the registers 10 and 11, of the multiplication 
of Ai_ 1 by B and of the addition of the contents of the 
register 11 With the result of the product, 

[0044] the storage of the k least signi?cant bits into 
the register 12 by a k-bit rightWard shift, and the 
storage of the n most signi?cant bits of the result in 
the register 11, 

t e oa in o t eWor ,1ntot ere 1ster 0045 hl d'gfh dA~ h g' 16 
(preferably during the running of one or more of the 
preceding steps). 

[0046] At the end of a procedure such as this, there is 
therefore the least signi?cant bit of the result in the register 
12 and the most signi?cant bit of the result in the register 11. 
All that needs to be done is to add an output terminal 
connected to the output of the registers 11 and 12 to be able 
to recover the result at output of the coprocessor. 

[0047] It is possible to perform the multiplication of a 
piece of data B encoded on n bits by means of a piece of data 
A encoded on m‘ Words With m‘ as an integer greater than m. 
For this purpose, the loop is done With i varying from 1 to 
m‘. At every m iterations, the contents of the register 12 are 
output by an output terminal. 

[0048] Since the coprocessor can be used to carry out 
standard operations of multiplication, it is possible to per 
form modular operations on operands encoded on a number 
m‘*k bits With m‘>m. For this purpose, the operands A, B 
and N are manipulated by being divided into q (q as an 
integer) sub-operands of n bits: A[q—l], A[q—2] . . . A[0], 
B[q—1], B[q—2] . . . B[0], N[q—l], N[q—2]. . . N[0]. The 

coprocessor is used to perform standard operations of mul 
tiplication on the sub-operands. 

[0049] The folloWing method is used: 

[0050] 1.1—The Multiplication of B by the First Sub 
operand of the Piece of Data A 

[0051] 1—A[0]*B[0] is computed. The result has the form 
R[1]O R[1]O With R[1]O and R[0]O being pieces of binary data 
encoded on n bits. R[1]O and R[0]O are output from the 
registers 11 and 12 and they are stored in a memory. 

[0052] 2—A[0]*B[1] is computed. The result has the form 
R[1]1 R[0]1 With R[1]1 and R[0]1 being pieces of binary data 
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encoded on n bits. R[1]1 and R[0]1 are output from the 
registers 11 and 12 and they are stored in a memory. 

[0053] 

[0054] 

[0055] Q—A[0]*B[q—1] is computed. The result has the 
form R[1]q_1 R[0]q_1 With R[1]q_1 and R[0]q_1 being pieces 
of binary data encoded on n bits. R[1]q_1 and R[0]q_1 are 
output from the registers 11 and 12 and they are stored in a 
memory. 

[0056] 1.2—Computation of the Result of the Multiplica 
tion of B by the First Sub-operand of A 

[0057] computation of R[1]O+R[0]1 and storage of 
the result referenced X[1], 

[0058] computation of c1+R[1]1+R[0]2 (c1 being the 
carry value of the previous calculation) and storage 
of the result referenced X[2], 

[0059] 

[0060] 

[0061] computation of cq_2+R[1]q_2+R[0]q_1 and 
storage of the result referenced X[q-l], 

[0062] computation of cq_1+R[1]q_1 and storage of 
the result referenced 

[0063] If it is assumed that R[0]0=X[0], then the result of 
the multiplication is the piece of data X[q] X[q-l] . . . X[1] 

X[0]. 
[0064] It is of course possible to perform the addition 
operations as and When the results are output. This makes it 
possible to minimiZe the siZe of the memory in Which the 
results are stored. 

[0065] 1.3—Computation of the Result of a Multiplication 

[0066] X[0]*J[0]=Y, With Y having the form Y[1] Y[0], 
Y[1] and Y[0] being encoded on n Words, output and storage 
of Y[0]. 

[0067] 1.4—Computation of the Result of the Multiplica 
tion of the First Sub-operand of Y by the Piece of Data N 

[0068] 1—Y[0]*N[0] is computed. The result has the form 
T[1]O T[0]O With T[1]O and T[0]O being binary pieces of data 
encoded on n bits. T[1]O and T[0]O are output from the 
registers 11 and 12 and they are stored in a memory. 

[0069] 2—Y[0]*N[1] is computed. The result has the form 
T[1]1 T[0]1 With T[1]1 and T[0]1 encoded on n bits. T[1]1 and 
T[0]1 are output from the registers 11 and 12 and they are 
stored in a memory. 

[0070] 

[0071] 
[0072] Q—Y[0]*N[q—1] is computed. The result has the 
form T[1]q_1 T[0]q_1 With T[1]q_1 and T[0]q_1 being pieces 
of binary data encoded on m Words of k bits. T[1]q_1 and 
T[0]qi1 are output from the registers 11 and 12 and they are 
stored in a memory. 

Nov. 28, 2002 

[0073] 1.5—Computation of the Result of the Multiplica 
tion of N by the First Sub-operand of the Piece of Data Y 

[0074] computation of T[1]O+T[0]1 and storage of the 
result referenced U[1], 

[0075] computation of c1+T[1]1+T[0]2 (c1 being the 
carry value of the previous computation) and storage 
of the result referenced U[2], 

[0076] 
[0077] 
[0078] computation cq_2+T[1]q_2+T[0]q_1 and stor 

age of the result referenced U[q-l], 

[0079] computation of cq_1+T[1]q_1 and storage of 
the result referenced U[q]. 

[0080] If it is assumed that T[0]0=U[0], then the result of 
the multiplication is the piece of data U[q] U[q-l] . . . U[1] 

U[0]. 
[0081] It is of course possible to perform the addition 
operations as and When the results are output. This makes it 
possible to minimiZe the siZe of the memory in Which the 
results are stored. 

[0082] 1.6—Computation of the Result of the Modular 
Multiplication of B by the First Sub-operand of the Piece of 
Data A 

[0083] Computation of U+X and storage of the result, 
referenced Z. 

[0084] The result Z of the addition has the form (c) Z[q] 
Z[q-l] . . . Z[1] Z[0]. 

[0085] storage of S(1)=Z/2k—(N or 0). 
[0086] 2—Resumption of the Steps 1.1 to 1.6 in Consid 
ering the Second Sub-operand of the Piece of Data A and in 
Modifying the Step 1.2 as Here BeloW 

[0087] computation of R[1]O+R[0]1 and storage of 
the result referenced W[1], 

[0088] computation of c1+R[1]1+R[0]2 (c1 being the 
carry value of the previous calculation) and storage 
of the result referenced W[2], 

[0089] 
[0090] 
[0091] computation of cq_2+R[1]q_2+R[0]q_1 and 

storage of the result referenced W[q-l], 

[0092] computation of cq_1+R[1]q_1 and storage of 
the result referenced 

[0093] Then: 
[0094] computation of W+S(1) Which then gives the 

result of the multiplication X With X having the form 
X[q] X[q-l] . . . X[1] X[0] and W=W[q]W[q-1] . 

. . W[1] W[0] With W[0]=R[0]O. 

[0095] Q—Resumption of the Above Step 2 in Taking into 
Consideration the qth Sub-operand of A. 

[0096] The ?nal result of the computation is S(q)-N or 0). 

[0097] As can be seen, the method requires a certain 
number of exchanges of data With the exterior. These 
exchanges entail penalties in terms of computation time and 
memory space to store the results extracted from the copro 
cessor. Generally, the value of the coprocessors is that they 
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use a faster clock frequency than that of the other elements 
that are connected to them. Hence, the value of using a 
coprocessor is minimized if the processing operations for 
Which it is designed involve exchanges With circuits (stan 
dard processors, memories, etc.) that Work more sloWly, 
namely circuits to Whose speeds they have to adapt during 
the exchanges. 

[0098] The inventor has sought to modify the coprocessor 
illustrated in FIG. 1 so as to improve the processing of the 
above operations, and more particularly so as to reduce the 
processing time. To do this, the inventor proposes to modify 
the existing device so that it makes parallel use of the 
multiplication circuits 19 and 20, making it possible to 
perform operations, both modular and non-modular, at 
higher speed. The device according to the invention makes 
it possible to implement neW methods of computation Which 
are faster than the methods that can be implemented by the 
device of FIG. 1. 

SUMMARY OF THE INVENTION 

[0099] Thus, the invention relates to a device comprising: 

[0100] a ?rst register, a second register, a third reg 
ister, a fourth register and a ?fth register, 

[0101] at least one input terminal to receive binary 
pieces of data to be stored in these registers, 

[0102] a ?rst multiplication circuit that performs a 
multiplication operation betWeen tWo pieces of data 
stored in the ?rst and third registers, 

[0103] a second multiplication circuit that performs a 
multiplication operation betWeen tWo pieces of data 
stored in the ?rst and fourth registers, 

[0104] a ?rst addition circuit that performs operations 
of addition betWeen a piece of data stored in the 
second register and a piece of data produced by the 
?rst multiplication circuit, 

[0105] a second addition circuit that performs an 
operation of addition betWeen a piece of data pro 
duced by the ?rst addition circuit and a piece of data 
given to the second addition circuit by the second 
multiplication circuit, 

[0106] a delay cell to delay the supply to the second 
addition circuit of the piece of data given by the 
second multiplication circuit, 

[0107] multiplexing means that selectively supplies, 
to inputs of the ?rst addition circuit, the contents of 
the second register or a permanent logic state, the 
connection of an input of the second multiplication 
circuit to an output of the ?rst register, the connec 
tion of the output of the ?rst multiplication circuit to 
one of the registers and the supply to the second 
addition circuit of a piece of data produced by the 
?rst addition circuit or a permanent logic state. 

[0108] According to one embodiment, the multiplexing 
means include a ?rst multiplexer comprising tWo series 
inputs and one series output, a ?rst input of said multiplexer 
being connected to an output of the second register, a second 
input of the multiplexer receiving a permanent logic state 
and the output of the multiplexer being connected to an input 
of the ?rst addition circuit. 
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[0109] According to one embodiment, the device further 
comprises a subtraction circuit, placed betWeen the second 
register and the ?rst addition circuit, that performs a sub 
traction operation betWeen a piece of data stored in the 
second register and a piece of data stored in the ?fth register, 
the ?rst multiplexer comprises a third series input, said 
multiplexer being placed betWeen the subtraction circuit and 
the ?rst addition circuit and the third input of said multi 
plexer being connected to an output of the subtraction 
circuit. 

[0110] According to one embodiment, the device further 
more comprises a third addition circuit, series-connected 
With the ?rst addition circuit, that performs addition opera 
tions betWeen pieces of data stored in the second and ?fth 
registers and a piece of data produced by the ?rst multipli 
cation circuit and multiplexing means that selectively sup 
plies, to an input of the third addition circuit, the contents of 
the ?fth register or a permanent logic state. 

[0111] According to one embodiment, the multiplexing 
means comprise a second multiplexer having a ?rst input, 
this ?rst input enabling the connection of the output of the 
?rst or third addition circuit to one of the registers to store 
all or a part of the pieces of data produced by addition 
betWeen the pieces of data stored in the second and ?fth 
registers and a piece of data produced by the ?rst multipli 
cation circuit. 

[0112] According to one embodiment, the second multi 
plexer comprises a second input connected to the output of 
the second addition circuit for the storage, in one or more of 
the registers, of the data produced by this second multipli 
cation circuit. 

[0113] According to one embodiment, the third and fourth 
registers being used to provide pieces of data to the ?rst and 
second multiplication circuits, the device comprises means 
to connect the output of either one of the second or ?fth 
registers to inputs of these third and fourth registers. 

[0114] According to one embodiment, the device com 
prises a sixth register With series input and series output and 
multiplexing means to connect the output of this sixth 
register to inputs of the third and fourth registers. 

[0115] According to one embodiment, the device com 
prises a multiplexer to selectively connect the input of the 
third register to the output of the sixth register or to an input 
terminal. 

[0116] According to one embodiment, the device com 
prises a multiplexer having tWo inputs and one output, a ?rst 
input of the multiplexer being connected to an input terminal 
to receive pieces of data from outside the device, a second 
input of the multiplexer being connected to the output of the 
sixth register for reintroducing, into said register, the pieces 
of data given at its output. 

[0117] According to one embodiment, the device further 
comprises a delay cell, placed betWeen an output of the ?rst 
addition circuit and an input of the second addition circuit, 
comprising multiplexing means to directly connect said ?rst 
and second addition circuits, thus preventing the introduc 
tion of a delay betWeen said circuits. 

[0118] The invention also relates to a device comprising a 
processor, a memory, a communications bus and a device as 
de?ned here above. 
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[0119] The invention also relates to a method for the 
implementation of a non-modular multiplication A*B, A and 
B being pieces of binary data encoded in n bits, n being an 
integer, these pieces of data being subdivided into m Words 
ofkbits A=Am_1 . . .A0 and B=Bm_1 . . . BO, m being an even 

number, the method comprising the folloWing steps: 

[0120] 1—InitialiZation: 

[0121] loading the pieces of data A and B into ?rst 
and second n-bit registers With series input and 
output, and loading the Words A0 and A1 into third 
and fourth k-bit registers With series input and par 
allel output, 

[0122] initialiZing ?rst and second addition circuits 
and of ?rst and second multiplication circuits, 

[0123] selecting a ?rst input of a ?rst multiplexer so 
that it permanently supplies logic Zeros to a ?rst 
series input of the ?rst addition circuit, 

[0124] selecting an input of a second multiplexer so 
that the pieces of data produced by the second 
multiplication circuit are given With a delay of k 
clock strokes to a series input of the second addition 
circuit, 

[0125] selecting inputs of a third and fourth multi 
plexers so as to connect an output of the ?rst register 
to series inputs of the ?rst and second multiplication 
circuits. 

[0126] 2—Implementation of a Computation Loop With i 
as an Index Varying from 1 to m/2 

[0127] 2.1—Iteration 1: 

[0128] loading the contents of the third and fourth 
registers into ?fth and sixth k-bit registers With 
parallel input and output, these outputs being con 
nected to parallel inputs of the ?rst and second 
multiplication circuits, 

[0129] performing, by simultaneous rightWard shift 
ing of the contents of the ?rst register and of a 
seventh n-bit register With series input and output, 
multiplication operations of the Words A1 and A0 by 
the piece of data B, the pieces of data produced by 
the ?rst and second multiplication circuits being 
encoded on n+k bits, 

[0130] adding, in the ?rst addition circuit, the bits 
produced by the ?rst multiplication circuit With the 
bits given by the ?rst multiplexer, 

[0131] storing the k ?rst bits produced by the ?rst 
multiplication circuit in an eighth n-bit register With 
series input and output, 

[0132] adding, in the second addition circuit, the n+k 
bits produced by the second multiplication circuit 
With the n most signi?cant bits produced by the ?rst 
multiplication circuit, these bits being comple 
mented by k Zeros, 

[0133] storing, in the eighth register, of the k ?rst bits 
produced by the second addition circuit and the 
storage, in the seventh register, of the folloWing n 
bits, 
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[0134] during the above operations, transferring the 
Words A3 and A2 into the third and fourth registers, 

[0135] selecting a second input of the ?rst multi 
plexer in order to connect the output of the seventh 
register to the ?rst input of the ?rst addition circuit. 

[0136] 2j—Iteration j, j Varying from 2 to m/2-1: 

[0137] loading the contents of the third and fourth 
registers into the ?fth and sixth registers, 

[0138] performing, by simultaneous rightWard shift 
ing of the contents of the ?rst and seventh registers, 
multiplication operations of the Words A2]-_1 and 
A2];2 by the piece of data B, 

[0139] adding, in the ?rst addition circuit, the bits 
produced by the ?rst multiplication circuit With the 
contents of the seventh register, 

[0140] storing the k ?rst bits produced by the ?rst 
addition circuit in the eighth register, 

[0141] adding, in the second addition circuit, of the 
n+k bits produced by the second multiplication cir 
cuit With the n most signi?cant bits produced by the 
?rst addition circuit complemented by k Zeros to 
obtain an identical siZe for the pieces of data that are 
added up, 

[0142] storing, in the eighth register, of the k ?rst bits 
produced by the second addition circuit and the 
storage, in the seventh register, of the n folloWing 
bits, 

[0143] during the above operations, the transfer of 
the Words A2j+1 and A2]- into the third and fourth 
registers. 

[0144] 2.m/2—Iteration m/2 

[0145] Resuming the step 2.j, apart from the transfer of 
Words from the second register into the third and fourth 
registers, the n least signi?cant bits of the result being in the 
eighth register and the n most signi?cant bits of the result 
being in the seventh register at the end of this iteration. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0146] The invention Will be understood more clearly and 
other particular features and advantages shall appear from 
the folloWing description, made With reference to the 
appended draWings, of Which: 

[0147] FIG. 1 shoWs a coprocessor 4a according to the 
prior art, 

[0148] FIG. 2 shoWs an example of a structure of a circuit 
comprising a coprocessor, 

[0149] FIG. 3 shoWs an exemplary embodiment of a 
coprocessor 4b according to the invention. 

DETAILED DESCRIPTION 

[0150] FIG. 2 shoWs an encryption circuit 1 comprising a 
processor 2 (for example an 8-bit, 16-bit or 32-bit proces 
sor), a memory 3, a coprocessor 4 and a communications bus 
5. The bus 5 is used to connect the elements 2, 3 and 4 
together and/or to the exterior of the circuit 1 in order to 
exchange pieces of data and/or control signals. The memory 
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is used to store pieces of binary data having different 
formats. The processor 2 is used to manage the information 
exchanges betWeen the memory 3, the coprocessor 4 and the 
exterior. The coprocessor is a modi?ed version of the 
coprocessor 4a shoWn in FIG. 1, as illustrated in FIG. 3. 

[0151] FIG. 3 shoWs an exemplary coprocessor 4b 
according to the invention. 

[0152] The circuit shoWn in FIG. 3 comprises: 

[0153] four shift registers 10, 11, 12 and 40 With 
series input and series output. These registers have a 
number n (With n as an integer) of cells, With n=m*k 
(m and k as integers), 

[0154] a multiplexer 41 comprising tWo series inputs 
and one series output. The series output of the 
multiplexer 41 is connected to the input of the 
register 40. A ?rst input of the multiplexer 41 is 
connected to a ?rst input terminal 42 and a second 
input of the multiplexer 41 is connected to the output 
of the register 40. 

[0155] a multiplexer 13 comprising three series 
inputs and one series output. The series output of the 
multiplexer 13 is connected to the input of the 
register 10. A ?rst input of the multiplexer 13 is 
connected to a second input terminal 43 and a second 
input of the multiplexer 13 is connected to the output 
of the register 10. 

[0156] a multiplexer 14 comprising tWo series inputs 
and one series output. The series output of the 
multiplexer 14 is connected to the input of the 
register 11 and a ?rst input of the multiplexer 14 is 
connected to a third input terminal 44, 

[0157] a multiplexer 15 comprising three series 
inputs and one series output. The series output of the 
multiplexer 15 is connected to the input of the 
register 12. A ?rst input of the multiplexer 15 is 
connected to a fourth input terminal 45 and a second 
input of the multiplexer, 15 is connected to the output 
of the register 12, 

[0158] three k-cell registers 16, 17 and 18 comprising 
a series input and a parallel output, 

[0159] a multiplexer 46 comprising tWo series inputs 
and one series output. The series output of the 
multiplexer 46 is connected to the input of the 
register 17. A ?rst input of the multiplexer 46 is 
connected to a ?fth input terminal 47, and a second 
input of the multiplexer 46 is connected to the output 
of the register 40. 

[0160] tWo multiplication circuits 19 and 20 compris 
ing a series input, a parallel input to receive k bits 
and a series output, 

[0161] tWo k-bit storage registers 21 and 22 compris 
ing a parallel input and output. The input of the 
register 21 is connected to the output of the register 
16. The output of the register 21 is connected to the 
parallel input of the multiplication circuit 19 and the 
output of the register 22 is connected to the parallel 
input of the multiplication circuit 20, 
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[0162] a multiplexer 23 comprising tWo parallel 
inputs and one parallel output. The ?rst input of the 
multiplexer 23 is connected to the output of the 
register 17 and a second input of the multiplexer 23 
is connected to the output of the register 18. The 
output of the multiplexer 23 is connected to the input 
of the register 22. 

[0163] tWo multiplexers 24 and 25, each having tWo 
series inputs and one series output. The output of the 
multiplexer 24 is connected to the input of the 
register 16. A ?rst input of the multiplexer 24 is 
connected to the output of the register 40. The output 
of the multiplexer 25 is connected to the series input 
of the multiplication circuit 19. A ?rst input of the 
multiplexer 25 receives a logic Zero. 

[0164] a multiplexer 48 comprising four series inputs 
and one series output. The output of the multiplexer 
48 is connected to the series input of the multipli 
cation circuit 20 and a ?rst input of this multiplexer 
receives a logic Zero, 

[0165] subtraction circuits 27, 28 and 29 each com 
prising tWo series inputs and one series output. A?rst 
input of the circuit 27 is connected to the output of 
the register 10. The output of the circuit 27 is 
connected to each of the second inputs of the mul 
tiplexers 24 and 25, to an output terminal 49 and to 
a fourth input of the multiplexer 48. 

[0166] a multiplexer 50 comprising tWo series inputs 
and one series output. The output of the multiplexer 
50 is connected to a ?rst input of the circuit 28. A?rst 
input of the multiplexer 50 is connected to the output 
of the register 11 and a second input of this multi 
plexer receives a logic Zero. 

[0167] three addition circuits 30, 31 and 51 each 
comprising tWo series inputs and one series output. 
A ?rst input of this circuit 30 is connected to the 
output of the multiplication circuit 19 and a second 
input of this circuit is connected to the output of the 
subtraction circuit 28. The output of the circuit 30 is 
connected ?rstly to a second input of the multiplexer 
48 and, secondly, to a ?rst input of the circuit 51. The 
output of the circuit 31 is connected to a ?rst input 
of the circuit 29. 

[0168] a multiplexer 52 comprising tWo series inputs 
and one series output. The output of the multiplexer 
52 is connected to a second input of the addition 
circuit 51. A ?rst input of the multiplexer 52 is 
connected to the output of the register 12 and a 
second input of this multiplexer receives a logic 
Zero. 

[0169] a multiplexer 53 comprising three series 
inputs and one series output. The series output of the 
multiplexer 53 is connected to a ?rst input of the 
addition circuit 31 and a ?rst input of this multi 
plexer is connected to the output of the addition 
circuit 51. The third input of the multiplexer receives 
a logic Zero. 

[0170] delay cells 32, 33 and 34 for the delaying, by 
k cycle periods, of the propagation of pieces of 
binary data (these cells being typically k-bit shift 
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registers, namely registers having the siZe of the 
registers 16, 17 and 18), these cells comprising one 
series input and one series output. The output of the 
cell 32 is connected ?rstly to the third input of the 
multiplexer 48 and secondly to the input of the cell 
33. The output of the cell 33 is connected to a second 
input of the circuit 29. The input of the cell 34 is 
connected to the output of the addition circuit 51 and 
the output of the cell 34 is connected to the second 
input of the multiplexer 53, 

[0171] a comparison circuit 35 comprising tWo series 
inputs and tWo outputs. A ?rst input of the circuit 35 
is connected to the output of the circuit 31 and a 
second input of the circuit 35 is connected to the 
output of the circuit 29. 

[0172] tWo multiplexers 36 and 37, each comprising 
tWo series inputs, one selection input and one series 
output. Each of the ?rst series inputs of the multi 
plexers 36 and 37 receives a logic Zero. Each of the 
selection inputs is connected to one of the outputs of 
the circuit 35. The output of the multiplexer 36 is 
connected to a second input of the circuit 27 and the 
output of the multiplexer 37 is connected to a second 
input of the circuit 28, 

[0173] a multiplexer 38 comprising tWo series inputs 
and one series output. A ?rst input of the multiplexer 
38 receives a logic “one”. A second input of the 
multiplexer 38 is connected to the output of the 
register 12. The output of the multiplexer 38 is 
connected, ?rstly, to the input of the cell 32 and, 
secondly, to second inputs of the multiplexers 36 and 
37, 

[0174] a demultiplexer 39 comprising a series input 
and tWo series outputs. The input of the demulti 
plexer 39 is connected to the output of the circuit 20 
and a ?rst output of the demultiplexer 39 is con 
nected to the input of the register 18, 

[0175] a delay cell 54 for the delaying, by k cycle 
periods, the propagation of pieces of binary data 
(these cells being typically k-bit shift registers), this 
cell comprising one series input and one series 
output. The input of the cell 54 is connected to a 
second output of the demultiplexer 39. 

[0176] a multiplexer 55 comprising tWo series inputs 
and one series output. A ?rst input of the multiplexer 
55 is connected to the second output of the demul 
tiplexer 39. A second input of the multiplexer 55 is 
connected to the output of the cell 54 and the output 
of the multiplexer 55 is connected to a second input 
of the addition circuit 31, 

[0177] a multiplexer 56 comprising tWo series inputs 
and one series output. A ?rst input of the multiplexer 
56 is connected to the output of the addition circuit 
51, namely to the output of the second of the tWo 
series-connected addition circuits 30 and 51. A sec 
ond input of the multiplexer 56 is connected to the 
output of the addition circuit 31. The output of this 
multiplexer is connected to third inputs of the mul 
tiplexers 13 and 15 and to a second input of the 
multiplexer 14, 
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[0178] tWo output terminals 56 and 57 respectively 
connected to the outputs of the registers 11 and 12. 

[0179] As shall be seen further beloW, this exemplary 
coprocessor, made according to the invention could undergo 
modi?cations Without departing from the framework of the 
invention. 

[0180] With regard to the output and input terminals, it 
could be chosen to use distinct terminals but these could also 
be one or more input/output terminals common to several 
elements of the coprocessor. One advantage in using distinct 
terminals is that it is possible to receive and/or give pieces 
of data from and/or to elements external to the coprocessor 
(such as the processor 2 for example) in parallel, thus 
reducing the period of the exchanges betWeen the circuit and 
the external elements. 

[0181] Furthermore, With regard to the elements of the 
circuit 4b, the above description must also be understood as 
being a description that is functional rather than structural. 
In other Words, it is important to be able to make the 
connections as indicated betWeen elements ful?lling the 
functions listed (multiplexing, addition, subtraction, etc.). In 
particular, the multiplexers could be combined With one 
another and then have a greater number of inputs, outputs 
and selection inputs. With regard to the multiplexers 25, 36, 
37, 40, 50, 52 and 53 Which have an input receiving a ?xed 
signal (a logic Zero or logic one), it is possible to incorporate 
them functionally into the circuits 19, 27, 28, 30 and 51 if 
these circuits include a control input enabling a logic state to 
be imposed on one of their inputs. 

[0182] As compared With the device of FIG. 1, the device 
of FIG. 3 includes the same elements, some added elements 
and modi?cations in the connections of the elements With 
one another. In particular, the device of FIG. 3 has a 
supplementary register 40, a supplementary addition circuit 
51, a supplementary delay cell 54 and multiplexers 41, 46, 
50, 52, 53, 55 and 56. The multiplexer 14 has its ?rst input 
connected to an input terminal 44. Finally, the multiplexer 
48 has a supplementary input so that the pieces of data stored 
in the register 10 can be given at the series input of the 
multiplication circuit 20. 

[0183] The register 40 enables the storage in the copro 
cessor of an n-bit operand A, enabling the exchanges 
betWeen the coprocessor and the exterior to be limited and 
therefore providing for a gain in time. The multiplexer 46 
enables the loading of the register 17 With bits given by the 
register 40. This enables the parallel use of the addition 
circuits 19 and 20 Without requiring successive operations 
for the loading of the registers 16 and 17 With Words given 
to the coprocessor. 

[0184] It is possible, if necessary, to do Without the register 
40 and the multiplexer 46 and carry out the parallel loading 
from the exterior of the k-bit Words in order to implement 
parallel operation of the multiplication circuits 19 and 20. It 
is also possible, as shall be seen hereinafter, to use one of the 
registers 11 or 12 to store the pieces of data to be given to 
the registers 16 and 17. In this case, the output of this register 
11 or 12 is connected to the ?rst and second inputs of the 
multiplexers 24 and 46. 

[0185] The multiplexer 41 makes it possible, by looping 
the output of the register 40 to its input, to keep the contents 
of this register permanently intact When Words are given, by 
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shifting, at the output of this register. Thus, if the Working of 
the coprocessor is interrupted, it is possible to resume the 
course of operations at an already performed step Without 
having to reload the register from the exterior of the copro 
cessor. Care Will be taken simply to carry out the shifts that 
are necessary in the register to return to the state corre 
sponding to the step to be performed (if the Words contained 
in the register 40 are alWays identical, their organiZation 
develops as a function of the shifts made). 

[0186] The multiplexer 50 enables the setting at Zero of 
the second input of the addition circuit 30 independently of 
the contents of the register 11. This makes it possible to 
make the addition circuit 30 transparent to the How of bits 
produced at the output of the multiplication circuit 19. 
Indeed, in this case, the bits at the output of the addition 
circuit 30 are identical to those received at the ?rst input of 
this circuit. 

[0187] It Will be noted that the multiplexer 50 can be 
placed directly betWeen the output of the subtraction circuit 
28 and the ?rst input of the addition circuit 30. The multi 
plexer used then Will be a three-input multiplexer having a 
?rst input connected to the output of the register 11, a second 
input connected to the output of the subtraction circuit 28 
and a third input receiving a logic Zero. By thus getting rid 
of the subtraction circuit 28, it is possible to reduce the total 
consumption of the coprocessor 4b by planning to cut off the 
circuit 28 and if necessary other circuits (such as the 
multiplexer 37) that are functionally attached to it When the 
circuit 28 is not used. Another approach includes using a 
tWo-input multiplexer 50 as shoWn in FIG. 3 and in select 
ing the ?rst input of the multiplexer 37 so that the subtrac 
tion circuit 28 does not modify the bits given to the addition 
circuit 30 by the register 11. 

[0188] The fourth input of the multiplexer 48 could be 
connected directly to the output of the register 10 (Which is 
equivalent, from a functional point of vieW, to connecting it 
to the output of the subtraction circuit 27 if the latter receives 
a logic Zero constantly at its second input). 

[0189] The addition circuit 51 enables the implementation 
of operations of the type A*B+C+D, the pieces of data C and 
D being given by the registers 11 and 12. 

[0190] The multiplexer 52 makes it possible ?rstly to give 
the contents of the register 12 to the addition circuit 51 to 
implement said operation or secondly to permanently give it 
a logic Zero. This latter feature makes it possible to make the 
addition circuit 51 transparent to the bits produced by the 
multiplication circuit 19 and addition circuit 30. This makes 
it possible ?rstly to carry out the operation A*B+C in a 
simple Way (there is then no need to load the register 12 With 
n logic Zeros) and, secondly, to carry out, Without excessive 
complication, the usual operations for Which the device of 
FIG. 1 is planned (it is necessary only to provide for an 
additional selection control signal for the multiplexer 52). 

[0191] It Will be noted that it Would be possible to place 
the addition circuit 51 betWeen the output of the multipli 
cation circuit 19 and the ?rst input of the addition circuit 30 
and connect the ?rst input of the multiplexer 56 to the output 
of the addition circuit 30. 

[0192] It Would also be possible to place the addition 
circuit 51 betWeen the output of the register 11 and the 
second input of the addition circuit 30. Just as here above, 
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the ?rst input of the multiplexer 56 is then connected to the 
output of the addition circuit 30. 

[0193] It is also possible to place the addition circuit 51 
betWeen the output of the multiplexer 53 and the ?rst input 
of the addition circuit 31. 

[0194] It is again possible to place the addition circuit 51 
doWnline from the addition circuit 31. This makes the 
management of the A*B+C+D type operations more com 
plicated inasmuch as it may then become necessary, doWn 
line from the addition circuit 31, to add pieces of data Whose 
signi?cance is loWer than that of the pieces of data given at 
output of the addition circuit 31. It is then necessary to 
provide for a means to set up a delay, doWnline from the 
addition circuit 31, of the pieces of data produced by this 
circuit 31 or, upline, for the providing of pieces of data to 
this circuit 31. It Will be noted that this positioning of the 
addition circuit 51 doWnline from the addition circuit 31 is 
not an encumbrance as regards the performance of simple 
multiplication on pieces of n-bit data since, in this case, the 
circuit 51 is not used (as shall be seen further beloW). 

[0195] As shall be seen further beloW, the addition circuit 
51 is used to carry out operations on pieces of data With a 
siZe greater than n, these operations requiring handling 
operations of the A*B+C+D type. It is possible to do Without 
these operations if it is desired simply to obtain a gain in 
time With regard to operations relating to pieces of data 
Whose siZe is smaller than or equal to n, the invention 
relating above all to the simultaneous use of the tWo mul 
tiplication circuits 19 and 20. 

[0196] The multiplexer 53 enables the output of the addi 
tion circuit 51 to be connected directly to the ?rst input of 
the addition circuit 31 Without delaying the transfer of data 
betWeen these circuits through the delay cell 34. It also 
makes it possible to provide logic Zeros to the addition 
circuit 31. This makes it possible, as shall be seen further 
beloW, if necessary to complement the pieces of n-bit data 
given by the addition circuits 30 and 51 to the addition 
circuit 31 With k logic Zeros so that the siZe of these pieces 
of data corresponds to (n+k) bits of the pieces of data 
produced by the multiplication circuit 20. 

[0197] It is possible if necessary to use a tWo-input mul 
tiplexer and not circumvent the delay cell 34 but this Will be 
done to the detriment of the computation time oWing to the 
systematic crossing of this delay cell 34. It is also possible 
functionally, during the operations, to replace the third input 
of the multiplexer 53 by a selection of the ?rst inputs of the 
multiplexers 25 and 37 and the second inputs of the multi 
plexers 50 and 52 so that the ?rst input of the multiplexer 53 
then receives logic Zeros. 

[0198] The delay cell 54 enables the How of the bits 
produced by the multiplication circuit 20 to be delayed by k 
cycle periods. 
[0199] It is thus possible to add up the bits produced by the 
multiplication circuits 19 and 20 Without taking account of 
the k ?rst bits given by the multiplication circuit 19 during 
an operation. The multiplexer 55 enables said operation to 
be implemented While at the same time enabling the use of 
the improved coprocessor of FIG. 3 to carry out the opera 
tions implemented by the coprocessor of FIG. 1 (it is 
enough, for this purpose, to connect the second output of the 
demultiplexer 39 directly to the second input of the addition 
circuit 31). 
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[0200] If the delay cell 34 is not short-circuited by means 
of the multiplexer 53, the cell 54 Will be modi?ed so as to 
obtain a delay of 2*k cycle periods. 

[0201] The multiplexer 56 enables the storage, in one of 
the registers 10 to 12, of the bits produced by the addition 
circuits 30 (if the second input of the addition circuit 51 
receives a logic Zero, in Which case the circuit 51 is 
transparent to the bits produced by the circuit 30) or 51. 

[0202] It is also possible to directly store the bits produced 
by the multiplication circuit 19 by selecting the multiplexers 
50, 37 and 52 so that they give a logic Zero at their output. 
On this assumption, the pieces of data received at the ?rst 
input of the multiplexer coincide With the pieces of data 
produced at output of the multiplication circuit 19. 

[0203] It is possible, by means of the invention, to carry 
out a non-modular multiplication Without taking account of 
the elements of the device 4a used in the context of a P?eld 
operation. It is therefore possible, in such a case, to consider 
limiting the consumption of the circuit 4 by inhibiting the 
Working of the elements that are used solely in the context 
of a P?eld operation but are not used in the computation 
methods described here beloW. 

[0204] Furthermore, the invention enables operations to be 
performed by the parallel use of the tWo multiplication 
circuits 19 and 20. The computation time is halved by the 
parallel processing of tWo k-bit Words of the multiplicand A 
as shall be described here beloW. With the device shoWn in 
FIG. 3, When tWo Words of the multiplicand are given 
simultaneously to the multiplication circuits 19 and 20, the 
least signi?cant Word is given to the circuit 19 and the most 
signi?cant Word is given to the circuit 20. 

[0205] 1. Non-modular Multiplication on Pieces of Data 
With a SiZe Smaller than or Equal to n Bits 

[0206] Let us assume that it is sought to carry out a 
standard multiplication A*B, the pieces of binary data A and 
B being encoded on n bits. We shall consider the subdivision 
of the pieces of data A and B into m Words of k bits. Let 

A=Ami1 . . .A0 and B=Bm_1 . . . B0. 

[0207] It is assumed that m is a multiple of tWo. If this is 
not so, registers of (m+1)*k bits Will be used. It is also 
possible to control the multiplexer 48 so as to give logic 
Zeros at the series input of the multiplication circuit 20 When 
the mth Word of k bits of the piece of data A is given at the 
parallel input of the multiplication circuit 19 (the multipli 
cation circuit 20 then produces n+k logic Zeros). 

[0208] Similarly, the pieces of data A and B could have a 
siZe smaller than n. If necessary, the most signi?cant bits of 
these pieces of data Will be complemented by Zeros to obtain 
pieces of data of a siZe equal to n bits, if it is desired to have 
only one control program for the processor. It is also 
possible to provide for a sequencing of the conmmands of 
the device comprising a variable number of computation 
loops, enabling the processing time to be reduced if the 
pieces of data are encoded on a number of bits smaller than 
n. It is also possible to use operands of different siZes, by 
complementing the smaller-siZed operand With logic Zeros 
or by adapting the control program of the coprocessor. 
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[0209] The folloWing procedure is used: 

[0210] 1—InitialiZation: 
[0211] the loading in the registers 10 and 40 of the 

pieces of data B and A, and loading of A0 and A1 in 
the registers 16 and 17, 

[0212] the initialiZation of the addition circuits 30, 31 
and 51 and of the multiplication circuits 19 and 20 
(and possibly of the subtraction circuits if they enter 
the data processing paths; in this case the multiplex 
ers 36 and 37 Will be selected so that their output 
permanently gives a logic Zero, Which is equivalent 
to making the subtraction circuits 27 and 28 trans 
parent to the How of bits received at their ?rst 
inputs), 

[0213] the selection of the second inputs of the mul 
tiplexers 50 and 52 so that they permanently give 
logic Zeros at the second inputs of the addition 
circuits 30 and 51, 

[0214] the selection of the second input of the mul 
tiplexer 55 so that the pieces of data produced by the 
multiplexer circuit 20 are given With a delay of k 
clock strokes to the addition circuit 31, 

[0215] the selection of the second and fourth inputs 
of the multiplexers 25 and 48. 

[0216] 2—Implementation of a Computation Loop With i 
as an Index Varying from 1 to m/2 2.1—Iteration 1: 

[0217] the loading of the contents of the registers 16 
and 17 into the registers 21 and 22, 

[0218] the performance, by simultaneous rightWard 
shifting of the contents of the registers 10 and 11, of 
the operation of multiplication of A1 and A0 by B. 
The pieces of data produced by the multiplication 
circuits 19 and 20 are encoded on n+k bits, 

[0219] the addition, in the addition circuit 30, of the 
bits produced by the multiplication circuit 19 With 
the bits given by the multiplexer 50 (in other Words 
With a piece of data equal to Zero) and addition With 
a piece of data equal to Zero in the addition circuit 51, 

[0220] the storage of the k ?rst bits produced by the 
multiplication circuit 19 in the register 12, the ?rst 
input of the multiplexer 56 being selected, 

[0221] the addition, in the addition circuit 31, of the 
n+k bits produced by the multiplication circuit 20 
With the n most signi?cant bits produced by the 
multiplication circuit 19, these bits being comple 
mented by k Zeros, and the selection of the second 
input of the multiplexer 56, 

[0222] the storage in the register 12 of the k ?rst bits 
produced by the addition circuit 31 and the storage in 
the register 11 of the n folloWing bits, 

[0223] during the above operations, the transfer of 
the Words A3 and A2 into the registers 16 and 17, 

[0224] the selection of the ?rst input of the multi 
plexer 50 so as to connect the output of the register 
11 to the second input of the addition circuit 30. 

]— terat1on ], J ary1ng rom to m — : 0225 2'I "'V'f 2 /21 

[0226] the loading of the contents of the registers 16 
and 17 into the registers 21 and 22, 
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[0227] the performance, by simultaneous rightward 
shifting of the registers 10 and 11, of the operations 
for the multiplication of A2]-_1 and A2]-_2 by B; the 
pieces of data produced by the multiplication circuits 
19 and 20 are encoded on n+k bits, 

[0228] the addition, in the addition circuit 30, of the 
bits produced by the multiplication circuit 19 With 
the contents of the register 11, 

[0229] the storage of the k ?rst bits produced by the 
addition circuit 30 in the register 12, the second input 
of the multiplexer 56 being selected and the addition 
circuit 51 being transparent to the bits given by the 
addition circuit 30, 

[0230] the addition, in the addition circuit 31, of the 
n+k bits produced by the multiplication circuit 20 
With the n most signi?cant bits produced by the 
addition circuit 30 (complemented by k Zeros to 
ensure an identical siZe of the added data) and the 
selection of the ?rst input of the multiplexer 56, 

[0231] the storage in the register 12 of the k ?rst bits 
produced by the addition circuit 31 and the storage in 
the register 11 of the n folloWing bits, 

[0232] during the above operations, the transfer of 
the Words A2j+1 and A2]- into the registers 16 and 17. 

[0233] 2.m/2—Iteration m/2 

[0234] The resumption of the step 2j, apart from the 
transfer of Words from the register 40 into the registers 16 
and 16 (this transfer is unnecessary). 

[0235] At the end of this iteration, the n least signi?cant 
bits of the result are in the register 12 and the n most 
signi?cant bits are in the register 11. 

[0236] The gain in time to perform the operation is equal 
to 50% With respect to the device shoWn in FIG. 1 (taking 
account of the computation steps proper, the initialiZation 
step having an identical duration for the devices of FIGS. 1 
and 3). 

[0237] It Will be noted that the addition circuit 51 is not 
used in the implementation of the method. It is therefore 
possible hoWever in a ?rst stage to improve the prior art 
device by implementing the device of FIG. 3, except for the 
addition circuit 51 and the multiplexer 52. It is also possible, 
as mentioned already here above, to place the addition 
circuit 51 betWeen the output of the multiplication circuit 19 
and the ?rst input of the addition circuit 30. It Will then be 
appropriate to connect the ?rst input of the multiplexer 56 to 
the output of the circuit 30 if it is desired to carry out 
operations of the A*B+C+D type as illustrated here beloW. 

[0238] It is also possible, Without modifying the device of 
FIG. 3, to exchange the roles of the addition circuit 51 and 
30 on the one hand and of the registers 11 and 12 on the other 
hand. 

[0239] It is also possible, as the case may be, to place the 
addition circuit 51 betWeen the output of the register 11 and 
the addition circuit 30. This introduces no difference in the 
running of the method described here above but it Will be 
appropriate then to connect the ?rst input of the multiplexer 
56 to the output of the addition circuit 30. 
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[0240] Furthermore, if it is desired simply to improve the 
prior art device in the performance of multiplication on 
pieces of data With a siZe n, it Will also be possible to 
eliminate the register 40 and use the register 12 to store the 
piece of data A. The illustrated circuit Will then be modi?ed 
by connecting the output of the register 12 to the ?rst and 
second inputs of the multiplexers 24 and 46. Indeed, at each 
iteration, tWo k-bit Words are given to the registers 16 and 
17 and tWo k-bit Words are stored in the register 12. It is 
therefore possible to limit the operation to using the register 
12, the Words of the piece of data Abeing gradually replaced 
by the least signi?cant Words of the ?nal result of the 
operation. 
[0241] It Will be noted that, in the parallel performance of 
multiplication operations as described, the multiplication 
circuit 19 placed upline With respect to the multiplication 
circuit 20 produces the least signi?cant bits. 

[0242] It is possible if necessary to operate in reverse. In 
this case, the data elements produced by the multiplication 
circuit 19 are delayed in the cell 34 (Which then functionally 
replaces the cell 54) and the k ?rst and k last logic Zeros are 
respectively given to the ?rst and second inputs of the 
addition circuit 31 to obtain a correspondence betWeen the 
place values of the pieces of data received by this addition 
circuit 31. Since the multiplexer 56 has no reason to exist, 
it can be removed. 

[0243] Aproblem arises for the addition of the contents of 
the register 11 to the pieces of data produced by the 
multiplication circuits 19 and 20. One approach is to delay 
the pieces of data produced by the multiplication circuit 19 
betWeen the output of this circuit and the ?rst input of the 
addition circuit 30. In this case, it is necessary to short 
circuit the cell 34 (or else to use the cell 54 to delay the 
pieces of data at output of the multiplication circuit 20) so 
that the bits having identical place values are added up at the 
appropriate time in the addition circuit 31. Another approach 
is to position the addition circuit 51 doWnline With respect 
to the addition circuit 31 and to provide the pieces of data of 
the register 11 to the circuit 51 by means of appropriate 
multiplexing means. In this case, the addition circuit 51 
replaces the addition circuit 30 for the addition of pieces of 
data produced by the multiplication circuits and the contents 
of the register 11. It is then necessary to add this addition 
circuit 51 to the knoWn circuit Whereas, in the example 
described in detail, this circuit 51 is not used and may be 
eliminated if it is not desired to process pieces of data of a 
siZe greater than n. We shall not go into detail into the 
reversal of the role of the multiplication circuit. The imple 
menting of this reversal entails no difficulty to those skilled 
in the art, given the indications given here above and the 
description of the device illustrated With reference to FIG. 
3. 

[0244] Finally it Will be noted that, to make the cell 54, it 
is possible, inasmuch as the cell 34 has not been used 
elseWhere, to use this cell 34. In this case, it is enough ?rstly 
to have available a multiplexer at input of the cell 34 (to 
enable the connection of this input to the second output of 
the demultiplexer 39 or to the output of one of the addition 
circuits 30 or 51 depending on their arrangement) and 
secondly to have available a demultiplexer at output of the 
cell 34 (to enable this output to be connected to the second 
input of the multiplexer 55 or to the second input of the 
multiplexer 53). 
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[0245] 2. Multiplication on Pieces of Data With a Size 
Greater than n 

[0246] Let it be assumed that it is sought to make a 
standard multiplication A*B=C, the binary pieces of data A 
and B being encoded on a siZe greater than n. As an example, 
We shall assume pieces of data encoded on 2*n bits, the 
result C being encoded on 4*n bits. A, B and C have the form 
A[1] A[0], B[1] B[0] and C[3] C[2] C[1] C[0], the operands 
A[1] to C[0] being encoded on n bits. 

[0247] As above, the method described shall be extended 
Without dif?culty to operands of different siZes. 

[0248] By using the device of FIG. 1, the folloWing 
procedure is used: 

[0249] 1—the loading of the piece of data B[0] into the 
register 10. 

[0250] 2—the computation of A[0]*B[0]=R[1] C[0], R[1] 
and C[0] being encoded in n bits and stored outside the 
coprocessor at the end of the computation. 

[0251] 3—the computation of A[1]*B[0]=R‘[1] R‘[0], 
R‘[1] and R‘[0] being encoded in n bits and stored outside the 
coprocessor at the end of the computation. 

[0252] 4—the loading of the piece of data B[1] in the 
register 10. 

[0253] 5—the computation of A[0]*B[1]=R“[1] 
R“[0], R“[1] and R“[0] being encoded in n bits and 
stored outside the coprocessor at the end of the 
computation. 

[0254] 6—the computation of A[1]*B[1]=R‘"[1] R‘" 
[0], R‘"[1] and R‘"[0] being encoded in n bits and 
stored outside the coprocessor at the end of the 
computation. 

[0255] The subsequent steps are performed outside the 
coprocessor, for example by means of a processor or a 
dedicated Wired circuit. 

[0256] 7—the computation of R[1] R‘[0]+R[1]=T[1]T[0], 
T[1] and T[0] being encoded in n bits. 

[0257] 8—the computation of T[1] T[0]+R“[1] R“[0]=T‘ 
[1] C[1], T‘[1] and C[1] being encoded in n bits. 

[0258] 9—the computation of R‘"[1] R‘"[0]+T‘[1]=C[3] 
C[2], C[3] C[2] being encoded in n bits. 

[0259] By using the device of FIG. 3, the same operation 
can be done as folloWs: 

[0260] 1—the loading of the pieces of data A[0] and B[0] 
in the registers 40 and 10. 

[0261] 2—the computation of A[0]*B[0]+0+0=R[1] C[0] 
(according to the method described here above) and output 
of the pieces of data C[0] from the register 12, the piece of 
data R[1] being stored in the register 11. 

[0262] 3—the loading of the piece of data A[1] in the 
register 40 (this can be done during the shifting of A[0] to 
the registers 16 and 17). 

[0263] 4—the computation of A[1]=B[0]*R[1]+0=R‘[1] 
R‘[0], the selection of the multiplexer 50 having been 
modi?ed so as to connect the output of the register 11 to the 
second input of the addition circuit 30 during the ?rst 
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iteration of the loop, and the output of the piece of data R[1] 
from the register 11, the piece of data R‘[0] being stored in 
the register 12. 

[0264] 5—the loading of the pieces of data A[0] and B[1] 
in the registers 40 and 10 (these may be done during the last 
iteration of the computation of the step 4). 

[0265] 6—the computation of A[0]*B[1]+0+R‘[0]=R“[1] 
C[1], the selection of the multiplexer 52 having been modi 
?ed so as to connect the output of the register 12 to the 
second input of the addition circuit 51 during the ?rst 
iteration of the loop, and the output of the piece of data C[1] 
from the register 12, the piece of data R“[1] being stored in 
the register 11. 

[0266] 7—the loading of the pieces of data A[1] and R[1] 
in the registers 40 and 12. 

[0267] 8—the computation of A[1]*B[1]+R“[1]+R‘[1]=C 
[3] C[2]. 
[0268] The gain in computation time is 50% for the steps 
2, 3, 5 and 6 of the prior art to Which it is necessary to add 
the absence of the steps corresponding to external additions 
of 2*n bits. Furthermore, With the device of FIG. 1, it is 
necessary to take account of the routine outputs of data 
toWards the exterior of the coprocessor, once the multipli 
cation operations have been done (Which is detrimental from 
the vieWpoint of time and the vieWpoint of memory space 
needed for storage). 

[0269] With the device according to the invention, the 
only piece of data that is output, apart from the sub-operands 
of the result, is the intermediate result R[1]. It is possible, 
if necessary, to output R‘[1] directly at the output of the 
multiplexer 56 by connecting this output to an output 
terminal. This enables this transfer to be done during the 
computation of the step 4. 

[0270] The method described is given by Way of an 
example. It is possible to implement other methods While 
continuing to bene?t from the advantages obtained through 
the simultaneous use of tWo multiplication circuits 19 and 
20. 

[0271] Thus, it is possible for example to use the method 
of Karatsuba described here beloW: 

[0272] 1—the comparison ?rstly of the n bits of A[0] and 
A[1] and secondly of the n bits of B[0] and B[1] (it Will be 
assumed that A[1] and B[1] encoded on n bits are greater 
than A[0] and B[0]). 

[0273] 2—the computation of A[0]*B[0] in the coproces 
sor and the output of the result referenced C[0] and encoded 
on 2*n bits. 

[0274] 3—the computation of A[1]*B[1] in the coproces 
sor and the output of the result referenced C[1] encoded on 
2*n bits. 

[0275] 4—the computation of (B[1]-B[0]) and (A[1]-A 
[0]) on n bits. 

[0276] 5—the computation of (B[1]—B[0])*(A[1]—A[0]) 
in the coprocessor and the output of the result C[3] encoded 
on 2*n bits. 

[0277] 6—the computation of 2*C[0]+2*C[1]+C[3]. 
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[0278] Only three operations of multiplication are done 
instead of four (the multiplication by tWo is obtained directly 
in binary logic by the shifting of the pieces of data) and the 
operation can be faster (depending on the difference of the 
clock frequencies used by the coprocessor and the proces 
sor). This, hoWever, calls for exchanges betWeen the copro 
cessor and the exterior, and memory space to store the 
intermediate results. It Will be noted that the additions could 
possibly be obtained by using the resources of the copro 
cessor (registers and addition circuits). 

[0279] For the implementation of the multiplication of 
pieces of data of a siZe greater than 2*n, the method requires 
exchanges betWeen the coprocessor and the exterior since it 
is then necessary to be able to add at least three pieces of 
data of the same place value. The fact nevertheless is that the 
coprocessor according to the invention remains advanta 
geous in the implementation of multiplication operations. 
Furthermore, if We assume that n=512, the possibility of 
performing computations on 1024 bits appears to date to be 
generally suf?cient given the goals of security in civilian 
applications of encryption. 

[0280] 3. Modular Operations on Pieces of Data With a 
SiZe of n: Example 1 

[0281] The coprocessor illustrated in FIG. 3 makes it 
possible to perform modular operations on operands 
encoded on a number m‘*k bits With m‘ greater than or equal 
to m more quickly than is the case With the device of FIG. 
1. 

[0282] For this purpose, the operands A, B and N are 
manipulated by being divided into q (q as an integer) 
sub-operands of n bits: A[q-1] A[q2] . . . A[0], B[q—1] 
B[q—2] . . . B[0], N[q—1] N[q—2] . . . N[0]. It Will be noted 

that A and B could in practice have different siZes. It is 
assumed here, for the sake of simplicity, that A and B have 
the same siZe. It Will also be assumed that the piece of data 
A comprises an even number of sub-operands (if this is not 
so, it may be complemented by bits of higher place value 
that are set at Zero so as to obtain an even number). The 

step-by-step operation of the elements of the coprocessor 
shall not be described in detail as it does not raise any 
problem to those skilled in the art Who knoW the document 
D2. 

[0283] It Will be noted that in the above method the 
addition circuit 51 is not used. 

[0284] The operation A*B+C is therefore performed With 
the utmost efficiency by means of the resources of the 
coprocessors. 

[0285] The folloWing is the method: 

[0286] 1.1—The Multiplication of B by the First Sub 
operand of A 

[0287] 1—A[0]*B[0]+0 is computed. The result has the 
form R[1]O R[0]O With R[1]O and R[0]O being pieces of binary 
data encoded on n bits. R[0]0=X[0] is output from the 
register 12 and it is stored in a memory (for example the 
memory 3 of the circuit 1) 

[0288] 2—A[0]*B[1]+R[1]O is computed. The result has 
the form R[1]1 R[0]1 With R[1]1 and R[0]1 being pieces of 
binary data encoded on n bits. R[0]1=X[1] is output from the 
register 12 and it is stored in a memory. 
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[0289] 

[0290] 
[0291] Q—A[0]*B[q—1]+R[1]q_2 is computed. The result 
has the form R[1]q_1 R[0]q_1 With R[1]q_1 and R[0]q_1 being 
pieces of binary data encoded on n bits. R[1]q_1=X[q] and 
R[0]q_1=X[q—1] are output from the registers 11 and 12 and 
they are stored in a memory. 

[0292] The result of the multiplication is the piece of data 
X[q] X[q-l] . . . X[1] X[0]. 

[0293] 1.2—The Computation of the Result of a Multipli 
cation 

[0294] X[0]*J[0]=Y With Y having the form Y[1] Y[0], Y 
being a piece of binary data encoded on 2*n bits, output and 
storage of Y[0]. 

[0295] 1.3—The Computation of the Result of the Multi 
plication of the First Sub-operand of Y by the Piece of Data 
N 

[0296] 1—Y[0]*N[0]+X[0] is computed. The result has 
the form T[1]O T[0]O With T[1]O and T[0]O being pieces of 
binary data encoded on n bits. T[0]O=U[0] is output from the 
register 12 and it is stored in a memory. 

[0297] 2—Y[0]*N[1]+T[1]O is computed. The result has 
the form T[1]1 T[0]1 With T[1]1 and T[0]1 being pieces of 
binary data encoded on n bits. T[0]1=U[1] is output from the 
register 12 and it is stored in a memory. 

[0298] 

[0299] 
[0300] Q—Y[0]*N[q—1]+T[1]q_2 is computed. The result 
has the form T[1]q_1 T[0]q—1 With T[1]q_1 and T[0]q_1 being 
pieces of binary data encoded on n bits. T[1]q_1=U[q] and 
T[1]q_1=U[q—1] are output from the registers 11 and 12 and 
are stored in a memory. 

[0301] The result of the multiplication is the piece of data 
U[q] U[q-1] . . . U[1] U[0]. 

[0302] 1.4—The Computation of the Result of the Modu 
lar Multiplication of B by the First Sub-operand of A 

[0303] U+X is computed and the result referenced Z is 
stored. 

[0304] The result Z of the addition has the form (c) Z[q] 
Z[q-l] . . . Z[1] Z[0]. 

[0305] S(1)=Z/2k—(N or 0) is stored. 

[0306] 2—Resumption of the Steps 1.1 to 1.4 in Consid 
ering the Second Sub-operand of A by Modifying the Step 
1.1 as here BeloW 

[0307] 1—A[0]*B[0] is computed. The result has the form 
R[1]O R[0]O With R[1]O and R[0]O being pieces of binary data 
encoded on n bits. R[0]O=W[0] is output from the register 12 
and it is stored in a memory (for example the memory 3 of 
the circuit 1) 

[0308] 2—A[1]*B[1]+R[1]O is computed. The result has 
the form R[1]1 R[0]1 With R[1]1 and R[0]1 being pieces of 
binary data encoded on n bits. R[0]1=W[1] is output from 
the register 12 and it is stored in a memory. 
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[0309] 
[0310] 
[0311] Q—A[1]*B[q—1]+R[1]q_2 is computed. The result 
has the form R[1]q_1 R[0]q_1 With R[1]q_1 and R[0]q_1 being 
pieces of binary data encoded on n bits. R[1]q_1=W[q] and 
R[0]q_1=W[q—1] are output from the registers 11 and 12 and 
they are stored in a memory. 

[0312] W+S(1) is computed, giving the result of the mul 
tiplication X With X having the form X[q] X[q-1] . . . X[1] 

X[0]. 
[0313] Q—Resumption of the Above Step 2 in Taking into 
Consideration the Qth Sub-operand of A 

[0314] The ?nal result of the computation is S(q)—(N or 0). 

[0315] Gain in Computation Time 

[0316] The computation time is measured in terms of 
number of clock cycles of the coprocessor. 

[0317] The multiplication of the contents of the register 10 
by the contents of the registers 16 and 17 requires (n+2.k) 
cycles (in not taking account of the loading of the registers 
and the initialiZing of the device). It is furthermore assumed 
that the additions are performed by means of a series adder 
for Which the rate of the operation is set by the clock of the 
coprocessor. One addition then requires n cycles. 

[0318] Method According to the Prior Art 

[0319] Computation of the values Ai*B: q~[q~m (n+2.k)]= 
n~q2-(m+2) 
[0320] Computation of the values W: q~q~n=n~q2 

[0321] Computation of the values X: (q—1)~(q+1)~n=n ~(q2 
_1) 
[0322] Computation of the values Y: q~m~(n+2~k)=n~q~(m+ 
2) 
[0323] Computation of the values T: q~[q~m~(n+2.k)]= 
n~q2-(m+2) 
[0324] Computation of the values U: q~q~n=n~q2 

[0325] Computation of the values Z: q~(q+1)~n=n~(q2+q) 

[0326] The number of cycles needed to perform the com 
putations is given by the folloWing formula: 2~n~(m+4)~q2+ 
n~(m+3)~q—n. 
[0327] Method Using the Invention 

[0329] Computation of the values X: (q—1)~(q+1)~n= 
n-q2—n 
[0330] Computation of the values Y: q-m/2~(n+k)=n/2~(m+ 
1)'q 
[0331] Computation of the values T: q-[q~m/2~(n+k)]=n/ 
2(In-D02 
[0332] Computation of the values Z: q~(q+1)~n=n~q2+n~q 

[0333] The number of cycles needed to perform the com 
putations is given by the folloWing formula: 
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[0335] Let it be assumed that q=3 and l<=32. 

[0336] For m=8 (n=256), the ?rst method requires 63,488 
cycles and the second method requires 27,136 cycles, giving 
a gain of 57.26%. 

[0337] For m=16 (n=512), the ?rst method requires 212, 
992 cycles and the second method requires 97,024 cycles, 
giving a gain of 54.45%. 

[0338] It Will be observed that these computations do not 
take account of the exchanges of data betWeen the copro 
cessor and the exterior, these exchanges being far more 
numerous in the implementation of the ?rst method. The 
time needed to perform these exchanges depends on the 
clock frequency used to set the rate of operation of the 
external elements (such as the processor 2, the memory 3 
and the communications bus 5 of the circuit 1), this fre 
quency being in practice generally loWer than the clock 
frequency of the coprocessor. 

[0339] The capacity of the coprocessor according to the 
invention to implement operations of the A*B+C type also 
has other advantages, for example in the implementation of 
the RSA encryption method. 

[0340] RSA Method 

[0341] The RSA encryption method makes it necessary to 
perform computations of the C=MD mod N type With M as 
a message to be encrypted or decrypted, N as a modulo value 
such that N=P*Q, With P and Q being prime integers and D 
such that D*E=mod ((P—1)*(Q—1)), With E as a knoWn 
quantity. 
[0342] An algorithm to perform this computation is the 
folloWing: 

[0350] The invention enables the computation of C Which 
has the form X*Q+B by loading B into the register 11. It Will 
be noted in this respect that it is particularly useful to 
provide for a multiplexer 14 having one input connected to 
an input terminal of the circuit. Indeed, in the method 
explained here above dealing With multiplication for pieces 
of data Whose siZe is greater than that of the registers, the 
contents of the register 11 are produced Within the circuit. 
An input terminal is therefore not used in this case to load 
the contents of the register 11. If it is desired to compute 
A*B+C, With C having any unspeci?ed value, it should be 
possible to enter the piece of data C into the register 11 by 
connecting one input of the multiplexer to an input terminal. 

[0351] 4. Modular Operations on Pieces of Data With a 
SiZe Greater than n: Example 2. 

[0352] 
[0353] The operation A*B+C+D is performed. 

In this example, the addition circuit 51 is used. 
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[0354] It is considered, in the same Way as earlier, that the 
operands A, B and N take the form of q n-bit sub-operands: 
A[q—1]A[q—2] - - -A[0],B[q—1]B[q—2] - - - B[0], N[q—1] 

N[q-2] . . . N[0]. 

[0355] The following is the method: 

[0356] 1.1—The Multiplication of B by the First Sub 
operand of A 

[0357] 1—A[0]*B[0]+0+0 is computed. The result has the 
form R[1]O R[0]O With R[1]O and R[0]O being pieces of binary 
data encoded on n bits. R[0]O=X[0] is output from the 
register 12 and it is stored in a memory (for eXample the 
memory 3 of the circuit 1) 

[0358] 2—A[0]*B[1]+R[1]O+0 is computed. The result 
has the form R[1]1 R[0]1 With R[1]1 and R[0]1 being pieces 
of binary data encoded on n bits. R[0]1=X[1] is output from 
the register 12 and it is stored in a memory. 

[0359] 
[0360] 
[0361] Q—A[0]*B[q—1]+R[1]q_2+0 is computed. The 
result has the form R[1]q_1 R[0]q_1 With R[1]q_1 and R[0]q_1 
being pieces of binary data encoded on n bits. R[1]q_1=X[q] 
and R[0]q_1=X[q—1] are output from the registers 11 and 12 
and stored in a memory. 

[0362] The result of the multiplication is the piece of data 
X[q] X[q-l] . . . X[1] X[0]. 

[0363] 1.2—The Computation of the Result of an Opera 
tion of Multiplication 

[0364] X[0]*J[0]=Y is computed With Y having the form 
Y[1] Y[0], Y being a piece of data encoded on 2*n bits, 
output and storage of Y[0]. 

[0365] 1.3—The Computation of the Result of the Multi 
plication of the First Sub-operand of Y by the Piece of Data 
N 

[0366] 1—Y[0]*N[0]+X[0]+0 is computed. The result has 
the form T[1]O T[0]O With T[1]O and T[0]O being pieces of 
binary data encoded on n bits. T[0]O=Z[0] is output from the 
register 12 and it is stored in a memory. 

[0367] 2—Y[0]*N[1]+X[1]+T[1]O is computed. The result 
has the form T[1]1 T[0]1 With T[1]1 and T[0]1 being pieces 
of binary data encoded on n bits. T[0]1=Z[1] is output from 
the register 12 and it is stored in a memory. 

[0368] 
[0369] 
[0370] 
[0371] Q—Y[0]*N[q—1]+X[q-1]+T[1]q_2 is computed. 
The result has the form T[1]q_1 T[0]q_1 With T[1]q_1 and 
T[0] ’ being pieces of binary data encoded on n bits. T[1]q_1 
and T[0]q_1=Z[q—1] is output from the registers 11 and 12 
and stored in a memory. 

[0373] The result Z of the multiplication is the piece of 
data Z[q] Z[q-l] . . . Z[1] Z[0]. 
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[0375] 2—Resumption of the Steps 1.1 to 1.3 in Consid 
ering the Second Sub-operand of A by Modifying the Step 
1.1 as Here BeloW 

[0376] 1—A[1]*B[0]+S1[0]+0 is computed. The result 
has the form R[1]O R[0]O With R[1]O and R[0]O being pieces 
of binary data encoded on n bits. R[0]O=X[0] is output from 
the register 12 and it is stored in a memory (for eXample the 
memory 3 of the circuit 1) 

[0377] 2—A[1]*B[1]+S1[1]+R[1]O is computed. The 
result has the form R[1]1 R[0]1 With R[1]1 and R[0]1 being 
pieces of binary data encoded on n bits. R[0]1=X[1] is output 
from the register 12 and it is stored in a memory. 

[0378] 
[0379] 
[0380] Q—A[1]*B[q—1]+S1[q—1]+R1q_2 is computed. 
The result has the form R[1]q_1 R[0]q—1 With R[1]q_1 and 
R[0] ’ being pieces of binary data encoded on n bits. R[1]q_1 
and l1{[0]q_1=X[q—1] is output from the registers 11 and 12 
and stored in a memory. 

[0381] X[q]=R[1]q_1+S1[q] is computed, giving the result 
of the multiplication X With X having the form X[q] X[q-l] 
. . . X[1] X[0]. 

[0382] 
[0383] 
[0384] 
[0385] Q—Resumption of the Above Steps in Taking into 
Consideration the gth Sub-operand of A 

[0386] The ?nal result of the computation is S(q)—(N or 0). 

[0387] Gain in computation time 

[0388] The computation time is measured in terms of 
number of clock cycles of the coprocessor. 

[0389] The multiplication of the contents of the register 10 
by the contents of the registers 16 and 17 calls for (n+2~k) 
cycles (in not taking account of the loading of the registers 
and the initialiZation of the circuit). Furthermore, the addi 
tions shall be considered to have been performed by means 
of a serial adder Whose rate of operation is set by the clock 
of the coprocessor. An addition then requires n cycles. 

[0391] Computation of the values Xi: (q—1)~n=n~q—n 

[0392] Computation of the values Y: q~m/2~(n+k)=n/ 
2~q~(m+1) 

[0394] Computation of the values Zq: q-n=n~q 

[0395] The number of cycles needed to perform the com 
putations is given by the folloWing formula: 

[0398] For m=8 (n=256), the method requires 25,472 
giving a gain of 59.88%. 
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[0399] For m=16 (n=512), the method requires 90,880 
cycles, giving a gain of 57,33%. 

[0400] It Will be observed that these computations do not 
take account of the exchanges of data betWeen the copro 
cessor and the exterior, these exchanges being far more 
numerous in the implementation of the ?rst method. The 
time needed to perform these exchanges depends on the 
clock frequency used to set the rate of operation of the 
external elements (such as the processor 2, the memory 3 
and the communications bus 5 of the circuit 1), this fre 
quency being in practice generally loWer than the clock 
frequency of the coprocessor. 

[0401] Having thus described at least one illustrative 
embodiment of the invention, various alterations, modi?ca 
tions, and improvements Will readily occur to those skilled 
in the art. Such alterations, modi?cations, and improvements 
are intended to be Within the spirit and scope of the inven 
tion. Accordingly, the foregoing description is by Way of 
example only and is not intended as limiting. The invention 
is limited only as de?ned in the folloWing claims and the 
equivalents thereto. 

What is claimed is: 
1. A device comprising: 

a ?rst register, a second register, a third register, a fourth 
register and a ?fth register, 

at least one input terminal to receive binary pieces of data 
to be stored in these registers, 

a ?rst multiplication circuit that performs a multiplication 
operation betWeen tWo pieces of data stored in the ?rst 
and third registers, 

a second multiplication circuit that performs a multipli 
cation operation betWeen tWo pieces of data stored in 
the ?rst and fourth registers, 

a ?rst addition circuit that performs operations of addition 
betWeen a piece of data stored in the second register 
and a piece of data produced by the ?rst multiplication 
circuit, 

a second addition circuit that performs an operation of 
addition betWeen a piece of data produced by the ?rst 
addition circuit and a piece of data given to the second 
addition circuit by the second multiplication circuit, 

a delay cell to delay the supply to the second addition 
circuit of the piece of data given by the second multi 
plication circuit, 

multiplexing means that selectively supplies, to inputs of 
the ?rst addition circuit, the contents of the second 
register or a permanent logic state, the connection of an 
input of the second multiplication circuit to an output of 
the ?rst register, the connection of the output of the ?rst 
multiplication circuit to one of the registers and the 
supply to the second addition circuit of a piece of data 
produced by the ?rst addition circuit or a permanent 
logic state. 

2. A device according to claim 1, Wherein the multiplex 
ing means comprise a ?rst multiplexer With tWo series inputs 
and one series output, a ?rst input of said multiplexer being 
connected to an output of the second register, a second input 
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of the multiplexer receiving a permanent logic state and the 
output of the multiplexer being connected to an input of the 
?rst addition circuit. 

3. A device according to claim 2, further comprising a 
subtraction circuit, placed betWeen the second register and 
the ?rst addition circuit, that performs a subtraction opera 
tion betWeen a piece of data stored in the second register and 
a piece of data stored in the ?fth register, Wherein the ?rst 
multiplexer comprises a third series input, said multiplexer 
being placed betWeen the subtraction circuit and the ?rst 
addition circuit and the third input of said multiplexer being 
connected to an output of the subtraction circuit. 

4. A device according to one of the claim 1, further 
comprising a third addition circuit, series-connected With the 
?rst addition circuit that performs addition operations 
betWeen the pieces of data stored in the second and ?fth 
registers and a piece of data produced by the ?rst multipli 
cation circuit and multiplexing means that selectively sup 
plies, to an input of the third addition circuit, of the contents 
of the ?fth register or a permanent logic state. 

5. A device according to claim 4, Wherein the multiplex 
ing means comprise a second multiplexer having a ?rst 
input, this ?rst input enabling the connection of the output 
of the ?rst or third addition circuit to one of the registers to 
store all or a part of the pieces of data produced by addition 
betWeen pieces of data stored in the second and ?fth 
registers and a piece of data produced by the ?rst multipli 
cation circuit. 

6. A device according to claim 5, Wherein the second 
multiplexer comprises a second input connected to the 
output of the second addition circuit for the storage, in one 
or more of the registers, of the data produced by this second 
multiplication circuit. 

7. A device according to claim 1, the third and fourth 
registers being used to provide pieces of data to the ?rst and 
second multiplication circuits, Wherein the device comprises 
means to connect the output of either one of the second or 
?fth registers to inputs of these third and fourth registers. 

8. A device according to claim 1, comprising a sixth 
register With series input and series output and multiplexing 
means to connect the output of this sixth register to inputs of 
the third and fourth registers. 

9. A device according to claim 8, comprising a multi 
plexer to selectively connect the input of the third register to 
the output of the sixth register or to an input terminal. 

10. A device according to claim 8, comprising a multi 
plexer having tWo inputs and one output, a ?rst input of the 
multiplexer being connected to an input terminal to receive 
pieces of data from outside the device, a second input of the 
multiplexer being connected to the output of the sixth 
register for reintroducing, into said register, of the pieces of 
data given at its output. 

11. A device according to claim 1, further comprising a 
delay cell placed betWeen an output of the ?rst addition 
circuit and an input of the second addition circuit, the device 
comprising multiplexing means to directly connect said ?rst 
and second addition circuits, thus preventing the introduc 
tion of a delay betWeen said circuits. 

12. A device comprising a processor, a memory, a com 
munications bus and a device de?ned according to claim 1. 

13. A method for the implementation of a non-modular 
multiplication A*B, A and B being pieces of binary data 
encoded in n bits, n being an integer, these pieces of data 
being subdivided into m Words of k bits A=Am_1 . . .A0 and 
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B=Bm_1 . . . BO, m being an even number, the method 

comprising the following steps: 

1—InitialiZation: 

loading the pieces of data A and B into ?rst and second 
n-bit registers With series input and output, and 
loading the Words A0 and A1 into third and fourth 
k-bit registers With series input and parallel output, 

initialiZing ?rst and second addition circuits and ?rst 
and second multiplication circuits, 

selecting a ?rst input of a ?rst multiplexer so that it 
permanently supplies logic Zeros to a ?rst series 
input of the ?rst addition circuit, 

selecting an input of a second multiplexer so that the 
pieces of data produced by the second multiplication 
circuit are given With a delay of k clock strokes to a 
series input of the second addition circuit, 

selecting inputs of a third and fourth multiplexers so as 
to connect an output of the ?rst register to series 
inputs of the ?rst and second multiplication circuits; 

2—Implementation of a computation loop With i as an 
index varying from 1 to m/2 

2.1—Iteration 1: 

loading the contents of the third and fourth registers 
into ?fth and siXth k-bit registers With parallel input 
and output, these outputs being connected to parallel 
inputs of the ?rst and second multiplication circuits, 

performing, by simultaneous rightWard shifting of the 
contents of the ?rst register and of a seventh n-bit 
register With series input and output, multiplication 
operations of the Words A1 and A0 by the piece of 
data B, the pieces of data produced by the ?rst and 
second multiplication circuits being encoded on n+k 
bits, 

adding, in the ?rst addition circuit, the bits produced by 
the ?rst multiplication circuit With the bits given by 
the ?rst multiplexer, 

storing of the k ?rst bits produced by the ?rst multi 
plication circuit in an eighth n-bit register With series 
input and output, 

adding, in the second addition circuit, the n+k bits 
produced by the second multiplication circuit With 
the n most signi?cant bits produced by the ?rst 
multiplication circuit, these bits being comple 
mented by k Zeros, 
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storaging, in the eighth register, of the k ?rst bits 
produced by the second addition circuit and the 
storage, in the seventh register, of the folloWing n 
bits, 

during the above operations, transferring the Words A3 
and A2 into the third and fourth registers, 

selecting of a second input of the ?rst multiplexer in 
order to connect the output of the seventh register to 
the ?rst input of the ?rst addition circuit; 

2.j—iteration j, j varying from 2 to m/2-1: 

loading the contents of the third and fourth registers 
into the ?fth and siXth registers, 

performing, by simultaneous rightWard shifting of the 
contents of the ?rst and seventh registers, multipli 
cation operations of the Words A2j_1 and A2]-_2 by the 
piece of data B, 

adding, in the ?rst addition circuit, the bits produced by 
the ?rst multiplication circuit With the contents of the 
seventh register, 

storing the k ?rst bits produced by the ?rst addition 
circuit in the eighth register, 

adding, in the second addition circuit, the n+k bits 
produced by the second multiplication circuit With 
the n most signi?cant bits produced by the ?rst 
addition circuit complemented by k Zeros to obtain 
an identical siZe for the pieces of data that are added 
up, 

storing, in the eighth register, the k ?rst bits produced 
by the second addition circuit and the storage, in the 
seventh register, of the n folloWing bits, 

during the above operations, the transfer of the Words 
A2j+1 and A2j into the third and fourth registers; and 

2.m/2—iteration m/2 

Resuming step 2.j, apart from the transfer of Words 
from the second register into the third and fourth 
registers, the n least signi?cant bits of the result 
being in the eighth register and the n most signi?cant 
bits of the result being in the seventh register at the 
end of this iteration. 


