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PLATFORM AND METHOD FOR PROVIDING 
WIRELESS DATA SERVICES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Applications No. 60/292,564 ?led 22 May 2001, 
“Method for Sponsored Packet SWitched Data Services on a 
Wireless Network,” and No. 60/293,756 ?led May 25, 2001, 
“Method for Transaction Based Packet SWitched Data Ser 
vices on a Wireless Network.” These applications are incor 
porated herein by reference. 

BACKGROUND 

[0002] This invention relates to providing data services in 
a data communication system. 

[0003] First generation Wireless telephone netWorks, such 
as AMPS (Analog Mobile Phone Service) netWorks, used 
analog radio transmission architectures to provide mobile 
communications that enabled users of mobile telephones to 
connect to providers of analog services, such as voice-based 
services. These systems did not directly support data com 
munication betWeen mobile telephones and other computers 
or devices through the Wireless reWork. 

[0004] Most Wireless systems today are digital and are 
based on a number of different radio transmission techniques 
and system architectures including GSM (Global System for 
Mobile communication), TDMA (Time Division Multiple 
Access) and CDMA (Code Division Multiple Access). 
These digital systems are generally referred to as second 
generation (2G) systems. In general, these 2G systems make 
use of digital circuit sWitched connections to provide mobile 
services in Which mobile terminals (e.g., mobile telephones) 
are connected With particular destinations. The most com 
mon services offered over such Wireless netWorks are voice 

based services such as land-to-mobile, mobile-to-land, 
mobile-to-mobile calls. The voice signals for the calls are 
digitally encoded during radio transmission betWeen the 
mobile terminals and the ?xed mobile netWork. In the ?xed 
mobile netWork, the encoded voice traf?c is handled and 
sWitched on an individual circuit basis, for example sWitch 
ing the traf?c to another mobile terminal on the same 
Wireless netWork, to the Public SWitched Telephone Net 
Work (PSTN), or to another Public Land Mobile NetWorks 

(PLMN). 
[0005] Support for data services in these second-genera 
tion Wireless netWorks is someWhat limited. One type of data 
service in these systems is a short message services (SMS), 
Which enables unidirectional transmission of short data 
grams of up to 256 bytes in length to the mobile telephone. 
Some 2G systems, such as GSM based systems, also alloWs 
bi-directional transmission of SMS messages. HoWever, 
SMS is designed for the transmission of independent mes 
sages, Which can tolerate a reasonable delivery delay across 
the netWork. 

[0006] Another type of data service in 2G systems is a 
circuit-sWitched data (CSD) service in Which a mobile 
terminal (e.g., a mobile telephone of a computer coupled 
through a mobile telephone) establishes a data circuit to a 
particular destination. While the mobile terminal is con 
nected, it makes dedicated use of one or more channels of 
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the type that are used to carry encoded voice traf?c. The 
entire capacity of these channels is allocated to the user, and 
the user is typically charged on the basis of the duration of 
the “call.” For example, the mobile terminal may connect to 
a gateWay to a data netWork, such as the Internet, and a 
?xed-rate data channel is established and reserved betWeen 
the mobile terminal and the gateWay. Thus CSD is not 
particularly ef?cient for communication over packet 
sWitched data netWorks in Which the traf?c is “bursty” (i.e., 
highly variable data rate) in nature because much of the 
capacity of the data channels goes unused. For example, 
“Web broWsing” from a mobile terminal to servers on the 
Internet typically results in bursty use of the data channel. 

[0007] To enable second-generation netWorks to more 
optimally provide a bearer service for packet sWitched data 
communication betWeen mobile terminals and ?xed net 
Works, upgrade technologies such as the General Packet 
Radio System (GPRS) have been developed. GPRS aug 
ments GSM systems to more efficiently handle packet 
sWitched data. GPRS is more ef?cient in part by not reserv 
ing entire channels for particular mobile terminals. In a 
GPRS-based system, several nodes are added into a standard 
mobile netWork architecture. Packet Control Units (PCUs) 
are used to provide a packet data sWitched interface to the 
radio interface of the netWork. One or more Serving GPRS 
Support Nodes (SGSNs) and a GateWay GPRS Support 
Node (GGSN) are also added to provide a data path from the 
PCUs to the external netWorks. Other GPRS related nodes 
may be added, hoWever these are typically the minimum 
requirement to implement GPRS on a second-generation 
netWork. A GPRS enabled netWork still handles voice-based 
services using circuit sWitched methods. HoWever, an 
important distinction of GPRS for data transmissions is that, 
unlike CSD, GPRS is speci?cally designed for the transport 
of packet sWitched data. Because of this feature, multiple 
users, even Within the same serving radio cell, can share the 
radio and ?xed bearer resources of the netWork. This sig 
ni?cantly increases the resource ef?ciency and improves 
netWork utiliZation. GPRS can theoretically provide user 
application data rates up to 115 kB/sec, although this is 
dependent upon the radio link conditions and requires spe 
ci?c compatibility for this mode by both the netWork radio 
interfaces and the mobile terminals. As the data bearer 
service is based on packet sWitched data from the mobile 
terminal throughout the netWork, multiplexing on the bearer 
service is readily possible such that multiple application data 
streams can be carried betWeen the mobile terminal and 
different points internal and external to the Wireless netWork. 
For example, a user could simultaneously Web broWse, 
check e-mail, run a videophone session and doWnload a ?le. 

SUMMARY 

[0008] Present GPRS systems provide limited options for 
provisioning, controlling, metering and billing of mobile 
users’ use of data services. For example, the SGSN and 
GGSN can create call detail records (CDRs) that relate to the 
entire duration of a data connection to a mobile terminal. 
Billing based on these CDRs is typically based on the 
duration of the connection, on the amounts of data passed to 
and from the mobile terminal, or on a ?xed-price. 

[0009] In a general aspect, the invention provides a 
mechanism for handling packet-based data communication 
sessions betWeen users and one or more data services. The 
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mechanism is applicable to creating, provisioning, and using 
the data services to monitor and control packet-based data 
sessions betWeen mobile terminals in a Wireless telephone 
netWork and content providers accessible to those mobile 
terminals over a data network, for example over the Internet. 
For any particular mobile terminal, multiple service inter 
actions, Which may overlap in time, can be handled during 
a period of time during Which the mobile terminal maintains 
data communication With the system. 

[0010] Handling of the data communication can feature 
one or more of monitoring for the purpose of accounting and 
billing, controlling access to services, and redirection of 
access to services. 

[0011] Monitoring the sessions for the purpose of account 
ing and billing provides support for a variety of different 
billing models, including billing one or more parties Who are 
determined by the nature of each of the communication 
sessions and accounting by time used, amount of data 
transferred, or number or type of transactions carried out. 

[0012] Controlling access to services can be based on a 
variety of service-speci?c criteria, for example based on 
user-speci?c information. One example of controlling 
access is a pre-paid data service in Which access is controlled 
to not alloW users to exceed their prepaid alloWance. 

[0013] Redirection of access to services includes direction 
of attempted access to a “virtual service” to an actual 
service. This type of redirection is similar to direction for 
calls to toll-free (“800”) telephone numbers, Which are 
directed by the telephone netWork to actual telephone num 
bers. 

[0014] Handling the data communication sessions can 
feature passing information about the sessions to external 
systems, and receiving commands from the external systems 
that are used to determine hoW to further handle the sessions. 
For instance, in the case of redirection of a “virtual service,” 
an external system may be requested to provide instruction 
regarding the user’s attempt to connect to the virtual service, 
and the external system then sends a response that identi?es 
the actual service to Which the user is to be directed. 

[0015] Handling a data communication sessions can fea 
ture monitoring the session using a state machine that 
de?nes a model for the session. Pre-con?gured or con?g 
urable states or state transitions in the model are associated 
With events in the session being monitored according to the 
state machine. Detection of these states or state transitions 
determines hoW the session is handled. 

[0016] In one aspect, in general, the invention is a method 
for processing data communication passing through a node 
in a data netWork. The method includes provisioning a 
service on the node, Which includes con?guring a detection 
point for the service. Communication passing through the 
node processed by the node. This processing includes moni 
toring the communication to identify matches to the con?g 
ured detection point. On identifying a match to the con?g 
ured detection point, service logic for the service is noti?ed 
of the detection point. 

[0017] Aspects of the invention can include one or more of 
the folloWing features: 

[0018] The processed data communication includes com 
munication from a Wireless netWork, such as a second 
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generation (2G) Wireless telephone netWork, or a third 
generation (3G) Wireless telephone netWork. 

[0019] The processed data communication includes com 
munication from a GPRS enabled Wireless netWork. 

[0020] The processed data communication includes com 
munication from a Wireless local area netWork 

[0021] Provisioning the service includes receiving a speci 
?cation for con?guring the detection point. 

[0022] Provisioning the service includes receiving con 
?guration information for the service from a server external 
to the node, for example for a provisioning application 
executing externally to the node. 

[0023] The data communication includes packet data com 
munication. For example, the packet data communication 
includes Internet Protocol (IP) data communication. 

[0024] Con?guring the detection point includes specifying 
characteristics at one or more protocol layers, such as a 
netWork layer, a transport layer or an application layer. 

[0025] Specifying characteristics at a transport layer 
includes specifying characteristics related to a Transport 
Control Protocol (TCP). 

[0026] Specifying characteristics at an application layer 
includes specifying characteristics of a Hyper Text Transport 
Protocol (HTTP), a RADIUS application protocol, or a 
Domain Name Service (DNS) protocol. 

[0027] Specifying characteristics at one or more protocol 
layers includes specifying characteristics at multiple proto 
col layers. 

[0028] Specifying characteristics at one or more protocol 
layers includes specifying a regular expression that identi?es 
?elds of data packets at one or more protocol layers. 

[0029] The method can further include, on identifying a 
match to the detection point, processing the communication 
according to the service logic. 

[0030] On identifying a match to the detection point, 
communication associated With the matched detection point 
is suspended. 

[0031] Further processing the communication includes 
receiving a speci?cation for an event detection point from 
the service logic, con?guring event detection points, and 
then monitoring the communication to identify matches to 
the con?gured event detection point. 

[0032] Further processing the communication includes 
redirecting the communication. 

[0033] Further processing the communication includes 
passing the communication through a communication tunnel 
to a destination associated With the service. 

[0034] Further processing the communication includes 
?ltering the communication. 

[0035] Filtering includes blocking data packets according 
to an address identi?ed in the packets. 

[0036] Further processing the communication includes 
applying a policy to the communication. 

[0037] Applying a policy to the communication includes 
applying a data rate policy. 
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[0038] Provisioning the service includes identifying 
metering characteristics of communication for service inter 
action. Processing communication passing through the node 
then further includes detecting service interactions in the 
data communication each associated With the service and 
recording metering information for the detected service 
interactions. 

[0039] Recording metering information for the detected 
service interactions includes recording an amount of data 
transferred in the service interaction. 

[0040] Recording an amount of data transferred includes 
recording a number of packets. 

[0041] Recording an amount of data transferred includes 
recording a number proportional to a number of bytes. 

[0042] Recording an amount of data transferred includes 
recording an amount of data passed in one direction through 
the node. 

[0043] Recording metering information for the detected 
service interactions includes recording a rate of data transfer 
during the service interaction. 

[0044] In another aspect, in general, the invention is a 
method for processing data communication passing through 
a node in a data netWork. The method includes processing 
communication sessions in the data communication passing 
through the node, including monitoring data packets for the 
communication sessions to identify matches to a con?gured 
detection point. On identifying a match to the con?gured 
detection point in one of the communication sessions, a 
request is passed to external service logic identifying the 
detection point. Further processing the communication ses 
sion is then according to information received from the 
service logic in response to the passed request. 

[0045] In another aspect, in general, the invention is a 
method for metering a service provided over data commu 
nication passing through a node in a data netWork. The 
method includes provisioning the service. This provisioning 
includes identifying characteristics of communication for 
service interaction. Service interactions are detected in the 
data communication each associated With a particular user of 
the service. Information related to the detected service 
interactions is then provided. 

[0046] In yet another aspect, in general, the invention is a 
method for processing packet data communication betWeen 
mobile stations on a Wireless telephone netWork and content 
providers on a ?xed netWork. The method includes provi 
sioning a service on a node coupling the Wireless netWork 
and the ?xed netWork, including con?guring service logic 
for the service. Packet data communication passing betWeen 
the Wireless telephone netWork and the ?xed netWork 
through the node is processed at the node. This processing 
includes monitoring the communication to identify commu 
nication sessions associated With the provisioned service. 
Detection points are matched in the identi?ed communica 
tion sessions and service logic is executed in response to 
matching of the detection points. 

[0047] Executing service logic can include communicat 
ing With an external service platform, and processing the 
packet data communication includes processing the com 
munication according to information received from the 
external service platform. 
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[0048] In another aspect, in general, the invention is a 
communication node. The node includes a service manager 
con?gured to accept provisioning information for services. 
The node also includes a database coupled to the service 
manager, Which includes storage for storing the accepted 
provisioning information. The node also includes circuitry 
for passing packet data communication through the node and 
for detecting con?gurable events in the data communication. 
A service execution engine is programmed to communicate 
With the service manager and to receive noti?cations of the 
detected events for the circuitry for passing data. 

[0049] The database can further include storage for detail 
records, and the service execution engine is further pro 
grammed to generate details records in response to the 
received noti?cations. 

[0050] The invention can provide one or more of the 
folloWing advantages. 

[0051] Detailed accounting and associated billing models 
can be implemented using this architecture. For example, in 
a period in Which a mobile telephone is in data communi 
cation With the Wireless netWork, some of the data commu 
nication may be billed to the user, some to a service provide 
of a “toll-free” data service, and some to a sponsor of the 
data service, such as to the user’s employer. Such detailed 
billing is not available to operators of Wireless data netWorks 
today due to the relatively coarse granularity provided by 
existing detail records. 

[0052] Separation of a function of event and trigger detec 
tion from potentially complex service logic alloWs modi? 
cation of the service logic Without any change to the 
hardWare architecture. This approach provides many of the 
advantages seen in Intelligent Network (IN) based telephone 
netWorks in Which the sWitching system is separated from 
the control logic that resides in a Service Control Point 
(SCP). In IN-based telephone netWorks, by enabling the 
appropriate detection points in call ?oWs, neW services can 
be implemented Without changing the sWitching system. 
Using the mechanism for data services, a similar separation 
is achieved by monitoring data packet communication 
according to ?nite state models, and enabling detection 
points in those models to support the external service logic. 

[0053] The approach is not necessary limited to handing 
data communication betWeen a Wireless telephone netWork 
and external ?xed netWorks. Fine-grained control and moni 
toring of packet data is applicable in other environments. For 
example, the approach is applicable to handling packet 
communication betWeen Wired netWorks, or on Wireless 
local area netWorks. 

[0054] Other features and advantages of the invention are 
apparent from the folloWing description, and from the 
claims. 

DESCRIPTION OF DRAWINGS 

[0055] FIG. 1 is a diagram of a Wireless communication 
system for providing data services to a number users of 
mobile stations; 

[0056] FIG. 2 is a system architecture diagram for the 
Wireless communication system of FIG. 1 in a GSM/GPRS 
environment; 



US 2002/0176378 A1 

[0057] FIG. 3 is a diagram of the logical architecture of a 
Mobile Switching Services Platform (MSSP); 

[0058] FIG. 4 is a diagram of the architecture of the 
Service Control Layer of the MSSP; 

[0059] FIG. 5 is a diagram illustrating use of detection 
points in a TCP ?oW; 

[0060] FIG. 6 is a diagram of the physical architecture of 
an MSSP; 

[0061] FIG. 7 is a block diagram of a U0 module and a 
service module of an MSSP; 

[0062] FIG. 8 is a ?oWchart for a sponsored data service; 
and 

[0063] 
service. 

FIG. 9 is a ?oWchart for a transaction based data 

DESCRIPTION 

[0064] Referring to FIG. 1, in a Wireless communication 
system 100 data communication betWeen a number of 
mobile stations (MSs) 132, such as Wireless cellular tele 
phones, and a number of content providers 150, such as Web 
servers, is handled by a mobile data-sWitching center 
(MDSC) 110. Mobile terminals 132 are operated by mobile 
users 130 and communicate over Wireless links to base 
transceiver stations (BTS) 122. The BTS 122 are coupled to 
MDSC 110 over a mobile netWork 120, Which provides a 
?xed netWork communication infrastructure for passing 
communication betWeen MDSC 110 and MSs 132. MDSC 
110 is also coupled to content providers 150 over a data 
netWork, here over public Internet 140. 

[0065] Wireless communication system 100 also supports 
voice communication betWeen MSs 132 and a telephone 
netWork, Public SWitched Telephone Network (PSTN/SS7) 
190, Which is controlled by a Signaling System 7 (SS7) 
infrastructure. A mobile sWitching center (MSC) 180 is 
coupled betWeen mobile netWork 180 and PSTN/SS7 190. 

[0066] Mobile data sWitching center (MDSC) 110 pro 
vides enhanced handling of mobile data communication 
sessions betWeen MSs 132 and content providers 150. One 
type of handling relates to monitoring of the sessions for 
billing purposes. 

[0067] One aspect of this monitoring relates to tracking 
and processing individual sessions that occur While a MS 
132 is in data communication over Internet 140. For 
instance, MS 132 may establish data communication 
through mobile netWork 120 for a period of time. MS 132 is 
assigned an Internet Protocol (IP) address to use for the 
duration of the period it is in data communication through 
mobile netWork 120, and can communicate With other 
devices over Internet 140 essentially in the same manner as 
?xed computers coupled to the Internet. Therefore, MS 132 
can establish a number of communication sessions With 
different content providers 150, and these sessions can 
overlap in time. Examples of content providers include 
content servers, such as today’s Web servers Which provide 
content using HTTP (Hyper Text Transport Protocol) or mail 
servers that provide mail messages using POP (Post Office 
Protocol). 
[0068] MDSC 110 implements a services model for data 
interactions betWeen MSs 132 and content providers 150. 

Nov. 28, 2002 

Taken abstractly, a “service” describes the delivery of con 
tent or functionality to a user 130, typically in such a Way as 
to provide value to the user. A particular service de?nes 
interactions With users each of Which have a beginning, 
middle, and an end and is typically associated With a 
particular content provider 150. 

[0069] Operator 135 provisions a number of services of 
various types on MDSC 110. The system can include an 
operator 135 of the physical Wireless netWork as Well as a 
number of Mobile Virtual NetWork Operators (MVNOs). 
For example, different services may be associated With 
different content providers 150. A service typically de?nes 
charging information to be captured to generate detail 
records related to use of the service by users 130. The 
de?nition of a service may also provide class of restriction 
information that may be applied against users or groups of 
users to inhibit a particular service or features associated 
With a given service. MDSC 110 optionally collects perfor 
mance and usage metering, Which it can provide to operator 
135. MDSC 110 creates service detail records (SDRs) to 
provide a partial or complete summary of a service interac 
tion, Which it also provides to operator 130. One use of the 
SDRs by operator 130 is for billing. Typically a single SDR 
Will be created to summariZe a service interaction With a 
particular user, although partial records can optionally be 
generated for resource intensive service interactions to 
ensure that at least partial billing records Will be available in 
the event of a complete system failure. Multiple SDRs can 
also be generated When the charges for a service interaction 
are split among several parties, for example, betWeen an 
advertiser, a subscriber, and a sponsor. 

[0070] As part of the de?nition of a service that operator 
130 provisions on MDSC 110, an initial detection point 
speci?es the start of an interaction With a user 130 of the 
service. MDSC 110 monitors and controls many different 
types of data packets, at a variety of protocol layers, accord 
ing to state machines each responsible for speci?c types of 
packets. Within each state machine there are certain strategic 
places Where important information becomes available or 
key control decisions can be made. These places are called 
detection points. A service de?nition identi?es a particular 
detection point as the initial detection point for the service. 
When MDSC 110 identi?es such an initial detection point in 
data ?oWing through it, service logic for the associated 
service is executed. The service logic typically de?nes the 
user interaction With the service for the duration of the 
interaction. During the service interaction, the service logic 
registers additional detection points in various of the state 
machines to gain real-time access to the packet data and to 
alloW it to in?uence the control decisions made by the state 
machine. 

[0071] MDSC 110 inspects all data packets passing 
betWeen the MS 132 and the Internet 110. BetWeen occur 
rences of detection points for an application, data passes 
through MDSC 110 Without the intervention of the service 
logic. Therefore, most packets are inspected and passed 
through MDSC 110 With little or no additional delay due to 
the inspection. Some packets, such as packets associated 
With starts or ends of communication sessions may require 
additional processing, and may be intercepted and delayed 
until acted upon by service logic that is implemented in the 
MDSC or in external service platforms coupled to the 
MDSC. 
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[0072] MDSC 110 processes data communication at vari 
ous layers of the protocol stack. For instance, MDSC 110 
processes IP, UDP, TCP or other protocols, as Well as 
sessions Within higher layer protocols such as HTTP. Fur 
thermore, MDSC 110 processes “sub” sessions of What a 
user 130 perceives as a “session.” For example, When a user 
accesses a HTML (Hyper Text Markup Language) document 
on a Web server, this may result in data being sent to the user 
from a number of different content providers. For example, 
a separate “sub” session is established betWeen MS 132 and 
an advertiser 160 to deliver advertising content from the 
advertiser While the content the user is seeking may come 
from the content provider. In general, MDSC 110 processes 
session data at any of layer 2 (data link layer) through layer 
7 (application layer) of the standard ISO protocol stack. 

[0073] Based on monitoring of the communication data 
passing through MDSC 110, MDSC 110 passes various 
types of detail records to an operator 130 of the Wireless 
system, typically in “real time” (i.e., With loW delay as 
opposed to periodic batch processing). Different billing 
policies are applied by the operator to the communication 
sessions according to the service being performed. The 
differences in the policies include the basis for the billing, 
such as a duration of the session, an amount of data 
transferred during the session, or a number or type of 
transactions With the content provider carried out during the 
session. Another difference in the policies includes the payer 
for the session, Which can include one or more of the user 
132, content provider 150, or advertiser 160 With Whom the 
user communicated. The payers can also include a sponsor 

170 for a session, Who may not have been directly involved 
in the communication With the user. An example of a 
sponsor is a user’s employer. 

[0074] In addition to monitoring communication data for 
billing purposes, MDSC 110 monitors the communication 
for control purposes. An example of control of communi 
cation sessions is access control involving determining 
Whether a user is authoriZed to establish a particular session. 
For example, access control may be based on the user having 
subscribed to the service to Which the user is attempting to 
be connected. Access control can also be based on a pre 
payment model in Which the user can access the service if 
they have a suf?cient balance in their account. Other types 
of access control can be based on the user providing cre 
dentials (e.g., a passWord) or agreeing to pay for the service 
being accessed. The MDSC may communicate With operator 
130 to determine Whether the user is authoriZed to establish 
the session. 

[0075] Another form of control of communication ses 
sions involves redirection. Auser may attempt to establish a 
communication session With a service, and based on moni 
toring of that attempt, MDSC 110 redirects the communi 
cation to a particular content provider 150. This redirection 
may involve redirecting a request to establish a communi 
cation session With one content provider 150 to another 
content provider 150. The redirection may also involve 
redirecting a request to communicate With a “virtual” service 
to an actual content provider 150. For example, a service 
may be identi?ed by a name, such as “Flowers” and MDSC 
110 redirects the request to a content provider that provides 
online ordering of ?oWers. The nature of the redirection is 
con?gurable. The redirection can depend on particular char 
acteristics of the user attempting to establish the session, for 
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example, depending on Whether they have subscribed to the 
“Bouquet” service. The redirection can also depend on the 
characteristics of the mobile station (MS) 132 being used by 
the user, for example, depending on the geographic location 
of the MS, or the capabilities of the MS device. 

[0076] These forms of redirection share many character 
istics of redirection of telephone calls in an Intelligent 
NetWork (IN) based telephone system. For example, if a user 
dials a toll-free telephone number, such as 1-800-FLOW 
ERS (1-800-356-9377), the call is detected by a telephone 
sWitch. An external platform, in particular a Service Control 
Point (SCP), receives noti?cation of the detected toll-free 
number and determines the actual telephone number to 
Which to direct the call. In the data service approach 
described above, the MSSP can request that an external 
platform determine Where to direct a virtual data service. 

[0077] Referring to FIG. 2, in one version of Wireless 
system 100, the functionality of the system shoWn in FIG. 
1 is implemented in a GSM-based system in Which data 
communication is provided according to the General Packet 
Radio Service (GPRS) approach. In this version, an addi 
tional netWork element, mobile service sWitching processor 
(MSSP) 260 is inserted into an essentially standard GSM/ 
GPRS architecture in the communication path betWeen 
mobile netWork 120 and Internet 140. In general, MSSP 260 
implements the session monitoring and control functions 
described in the overvieW above. 

[0078] In this version of the system, a GateWay GPRS 
Support Node (GGSN) 250 provides a gateWay for commu 
nication betWeen MSs 132 and external netWorks, such as 
Internet 140. Within mobile netWork 120, a Base Station 
Controller (BSC) 222, Which together With one or more 
BTSs 122 connected to it form a Base Station System (BSS) 
220, provides the ?xed end of radio communication With one 
or more MS 132. As a MS 132 travels, even While in voice 
or data communication With the system, the MS may com 
municate With a number of different BSS 222, and the 
system manages this mobility according to standard tech 
niques to maintain communication With the MS. 

[0079] Voice and data communication from MS 132 is 
split at a Packet Control Unit (PCU, no shoWn) of a BSC 
222. Voice communication is passed to Mobile SWitching 
Center (MSC) 180 While data communication is passed to a 
Serving GPRS Support Node (SGSN) 230. MSC 180 sets up 
voice circuits over PSTN 290 using control communication 
over SS7 netWork 292. Control of these voice circuits can 
include supporting pre-paid voice services in Which MSC 
180 accesses servers over the SS7 netWork to determine 
Whether the use has an adequate balance to make the call. 

[0080] MSC 180 communicates With a number of servers 
in providing voice communication service. These include a 
prepay server 212, a home location register (HLR) 214, a 
visitor location register (VLR) 216, and a location server 
218. 

[0081] Data communication passes betWeen BSC 222 and 
SGSN 230. In general an SGSN 230 supports multiple BSS 
220, and each BSS 220 connects to a single SGSN 230. Each 
SGSN 230 communicates With a GGSN 250 over GPRS 
Backbone NetWork (GBN) 240, Which is typically a private 
data netWork coupling the SGSN and GGSN nodes. 

[0082] When user 130 Wants to establish data communi 
cation from MS 132, the user initiates a request sent by MS 
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132 to attach itself to the data network. This request is 
received by BSS 220 and then passed to SGSN 230. SGSN 
230 receives the MS identi?cation, typically the Interna 
tional Mobile Subscriber Identity (IMSI) and authenticates 
the user. The MS requests that the SGSN create a PDP 
(Packet Data Protocol) Context, Which identi?es an Internet 
Protocol (IP) address or indicates that it needs a dynamically 
assigned address. The SGSN passes this request to the 
GGSN, Which essentially creates the data communication 
link and acts as a gateWay for communication betWeen the 
MS and an external netWork. The MS can request a con 
nection to a speci?ed netWork. In this example, We assume 
that the MS requests connection to the public Internet. After 
the PDP context is established, the MS essentially has a 
virtual link betWeen it and the GGSN, Which is providing the 
gateWay function to the external netWork. 

[0083] During establishment of the PDP context, GGSN 
250 communicates With an authentication server 275, such 
as a RADIUS server. MSSP 260 detects and monitors the 
interchange With the authentication server. Using the moni 
tored information, MSSP 260 determines the mapping 
betWeen the identity of MS 132 and the IP address used by 
the MS for communication over the Internet. In alternative 
embodiments, such as those in Which authentication is not 
performed using communication that passes through the 
MSSP, MSSP 260 obtains the mapping information exter 
nally such as over SS7 netWork 292. For example, MSSP 
260 can communicate over the SS7 netWork to obtain 
information from the servers 212-218 that are used by MSC 
180. 

[0084] Both SGSN 230 and GGSN 250 create call detail 
records (CDRs) related to an MS 130 PDP context, Which 
the pass to a charging gateWay 272 Which performs some 
processing and matching of the CDRs and forWards billing 
information to billing node 270. In general, SGSN 230 
collects information about the radio portion of the virtual 
data link betWeen MS 132 and GGSN 250. For instance, the 
SGSN collects the total duration of the connection and 
amounts of data sent to or from the MS. In general, GGSN 
250 collects information about the external netWork portion 
of the communication, including the netWork connected to 
(e.g., the Internet), the duration of the PDP context, and the 
amount of data sent back and forth the external netWork. 

[0085] After an MS 132 establishes the virtual data link to 
GGSN 250, MS 132 is able to initiate communication to 
Internet 140. For example, a MS 260 may ?rst attempt to 
contact a Domain Name Server (DNS), Which is a computer 
on Internet 140 that translates a text-based host name into a 
numeric address. MSSP 260 detects the initial translation 
request as Well as the response. 

[0086] MSSP 260 monitors all communication betWeen 
each MS 132 and hosts on Internet 140. MSSP 260 identi?es 
the source MS of each packet according to its source IP 
address. During the course of monitoring this communica 
tion, MSSP 260 generates a number of detail records, Which 
it forWards to billing node 270. By having translated the 
user’s IP address to their IMSI, these detail records directly 
identify the user’s IMSI, MSDN, or both, Without necessar 
ily requiring further translation. 

[0087] As MSSP 260 detects certain points in communi 
cation sessions betWeen the MS 132 and destinations on the 
Internet it generates detail records Which it forWard to billing 

Nov. 28, 2002 

node 270. Such points, or “detection points,” can include, 
for example the initiation or termination of IP ?oWs to 
particular content providers. Furthermore, as introduced 
above, MSSP 260 also controls the IP ?oWs and the asso 
ciated protocol state machines. MSSP 260 communicates 
With administration and service platforms 280, Which are 
separate computers coupled to the MSSP. These service 
platforms implement service logic that determines hoW 
events in the IP ?oWs that are detected by the MSSP should 
handled. One or more of these platforms can be co-located 
With the MSSP and operated as a system forming MDSC 
110, Which Was introduced in FIG. 1. MSSP 260 can also 
communicate With external service platform 282, for 
example, over a data netWork. For example, an external 
service platform 282 may be operated by a content provider 
150 or by a virtual operator. 

[0088] MSSP 260 is con?gurable to determine When to 
generate detail records, and When to block IP ?oWs pending 
instructions from a service platform 280. This con?guration 
can be statically provisioned. In addition, the con?guration 
can be dynamically created or updated, for example, during 
the course of processing a communication session, or in 
response to external events, for example, a user entering a 
geographic area by the MSSP. The MSSP can optionally 
obtain this information over a link to the location server. 

[0089] Referring to FIG. 3, MSSP 260 is architecturally 
divided into three distinct layers. A hardWare layer 310 
provides high-speed processing of packets passing betWeen 
mobile netWork 110 and Internet 140. Certain packets are 
identi?ed in hardware layer 310 as requiring further han 
dling, and these are handled by of a Service Transport Layer 
(STL) 320 and possibly by a Service Control Layer (SCL) 
330. When hardWare layer 310 does not process a packet 
itself, it buffers the packet and sends information about the 
packet (but generally not the packets themselves) to STL 
320, and Waits for a reply from the STL before further 
processing the packet. 
[0090] HardWare layer 310 implements physical data 
communication interfaces to the external netWorks, such as 
mobile netWork 110 and Internet 140 as Well as interfaces to 
STL 320. The hardWare layer also provides the capability to 
set triggers or event noti?cations based on IP ?oW charac 
teristics Which the hardWare layer detects Without the need 
for softWare assistance from higher layers in the architec 
ture. HardWare layer 310 is designed to support Quality of 
Service restrictions on a per user per application basis. The 
hardWare layer implements deep packet processing not only 
to enable trigger and event processing, but also to analyZe 
data on the ?y in real-time. Virtual output queuing system 
Within the hardWare layer alloWs for a ?ne degree of control 
that may be used for traf?c shaping or policing IP ?oWs. The 
hardWare layer also provides SS7 connectivity. 
[0091] STL 320 is responsible for managing hardWare 
resources used to route packet traf?c betWeen the I/O ports 
of the MSSP as Well as manipulate the various hardWare 
registers that control the How of data as Well as setting 
triggers and detecting events. STL 320 either processes the 
information it receives from the hardWare layer directly and 
informs the hardWare layer hoW to process the packet, or 
passes information about the packets to the third layer, 
Service Control Layer (SCL) layer 330. 
[0092] STL 320 is responsible for processing requests 
originated at SCL 330 related to subscriber sessions and 



US 2002/0176378 A1 

request and noti?cation detection points. STL 320 also 
implements an IP routing engine used to route packets onto 
the IP network. STL 320 detects session events and noti?es 
the SCL. The STL controls hardware layer 310 and thereby 
determines hoW packet ?oWs are handled. The STL is 
responsible for managing the hardWare registers used to arm 
both trigger and event detection points and register event 
noti?cations. 

[0093] SCL 330 provides an interface to administration 
and service platforms 280 and executes service logic asso 
ciated With provisioned services and interfaces With STL 
320 to control hardWare layer processing of data passing 
through MSSP 260. The SCL implements the interface logic 
and state machines necessary to implement each API. Appli 
cations register With an API to set detection points, monitor 
connection status, and route service requests. The SCL layer 
Will validate and translate API requests to STL requests as 
necessary to enable detection points and event monitoring. 

[0094] STL 320 manages user sessions (i.e., PDP con 
texts) and different communication IP conversations, such as 
TCP sessions, Within the overall user session. STL 330 also 
manages and inspects subscriber data packets and imple 
ment several types of ?oWs and detection points. STL 320 
supports address translation, packet ?lters, tunneled ?oWs, 
and supervised ?oWs. STL also counts packets as Well as 
bytes sent and received belonging to any given ?oW. STL 
implements detection points on ?oWs. Detection points can 
be based on individual ?oW type and can be based on 
patterns de?ned using protocol layers 2 through 7. STL Will 
also provide capability to set detection points based on 
thresholds on the counter values, for example, setting a 
detection point to occur every 10 kB of data is transferred. 

[0095] STL 320 provides a capability to limit IP address/ 
port numbers for a given set of session groups. This capa 
bility can be used by the SCL to build packet-?ltering 
service and netWork based ?reWalls. 

[0096] STL 320 also provides capability to send packets 
meeting criteria to a pre-con?gured tunnel. The criteria are 
based on IP header and transport layer header characteris 
tics. These ?oWs can be used by SCL to build VPN capa 
bilities. 

[0097] SCL 330 provides support for the various external 
MSSP interfaces, such as interfaces to service platforms 280. 
SCL 330 also implements interface logic and state machines 
that are used implement each API. The SCL can also 
communicate over the SS7 netWork, for example, to obtain 
information about subscribers. Applications executing on 
service platforms 280 register With an API to set detection 
points, monitor connection status, and route service 
requests. SCL 330 validates API requests from applications 
and translates them to STL requests, Which it passes to STL 
320 as necessary to enable request and noti?cation detection 
points and event monitoring. SCL 330 is also responsible for 
housing the MSSP con?guration database as Well as the IP 
Detail Record (IPDR) database. SCL 330 also provides an 
interface to external netWork management systems for pro 
visioning and fault management. The SCL collects data from 
STL 320, external applications executing on service plat 
forms 280, and API state machines on a per service request 
basis in order to generate IPDRs for billing or service 
request statistics, Which it forWards to the billing node. 

Nov. 28, 2002 

[0098] Referring to FIG. 4, SCL 330 includes modules 
related to management and monitoring of services as Well as 
modules related to execution of the provisioned service 
logic. 
[0099] The SCL is responsible for housing a con?guration 
database 432 as Well as the detail record database 434. The 
SCL also interfaces With external netWork management 
systems for provisioning and fault management. The SCL 
collects data from the STL, external applications, and the 
API state machines on a per service request basis in order to 
generate Detail Records (DR) for billing or service request 
statistics. 

[0100] Aservice manager 420 is responsible for managing 
a variety of service related functions as Well as interfacing 
to the core to perform management functions. OAM&P 
(Operations Administration Maintenance and Provisioning) 
servers 410, Which include a provisioning server, a netWork 
management server, a billing server, and a reporting server, 
provide interfaces betWeen the operator systems and service 
manager 420. The OAM&P servers 410 insulate the service 
manager from the external clients as Well as provide the 
frameWork necessary to prioritiZe access to management 
resources. 

[0101] One function of service manager 420 is to respond 
to requests from a provisioning application to create and 
provision particular services. Service manager 420 creates 
the service and stores information related to the service in a 
con?guration database 432. Service manager 420 commu 
nicates With an SCL core 450 to enable the service so that 
user sessions for that service are handled by the MSSP. 

[0102] As part of the provisioning process, an operator can 
also identify one or more subscriber groups associated With 
the service. A subscriber group may be used to group users 
by privileges or by rate plan. Subscriber groups are made up 
of one or more users Who share common properties for 

billing or netWork access purposes. A user constitutes an 
individual subscriber Who Will have a session With the 
packet sWitched netWork With one or more active ?oWs. The 
subsections that folloW Will examine each of these concepts 
in greater detail. Subscribers are not necessarily individually 
provisioned in the MSSP. 

[0103] Service manager 420 communicates With SCL core 
450, Which generally controls real-time aspects of monitor 
ing and control of service interactions. SCL core 450 is the 
central runtime component of the SCL softWare architecture. 
The SCL core provides an event-based execution environ 
ment in Which queues of pending message are service. The 
SCL core uses scripts to serve as the sequencer With respect 
to message processing. The scripts serve as linked lists of 
calls to compiled code resulting in desirable performance 
characteristics While maintaining a greater degree of ?ex 
ibility With respect to specifying system logic. Some mes 
sages that are processed by the SCL core are associated With 
detection points that have been detected in the data ?oWing 
through the MSSP. In processing a message, SCL core 450 
executes a script associated With the message. Typically 
script execution is suspended When a request to a remote 
server is made and a response or acknowledgement is 
required. A suspended script Will later resume execution 
When the remote server provides the reply or acknowledge 
ment that the originally blocked the script. While suspended 
other messages are processed by scripts. 
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[0104] SCL core 450 uses a STL server 460 as an interface 

to STL 320, and uses an API server 440 as an interface to 

applications executing on service platforms external to the 
MSSP. 

[0105] SCL Core 450 calculates statistics of system per 
formance as Well as support the generation of detail records. 
These statistics are updated under the control of scripts 
executing in the execution environment. Periodically, SCL 
core 450 exports these calculated statistics to service man 
ager 420, Which uses them to compute derived statistics. 
Service manager 420 calculates system performance statis 
tics based on information it receives from SCL core 450. 

[0106] A script that implements service logic for a par 
ticular provisioned service may control a number of separate 
data ?oWs. A How is an abstraction used to describe the 
movement of packet data through the MSSP. A user may 
have multiple active ?oWs under the context as a single 
session. FloWs are dynamic in nature and Will typically be 
set up and torn doWn as the user interacts With the netWork 
resources providing the various services. A single ?oW 
belongs to a single user under the context of a single service. 
A How may also be said to indirectly belong to a particular 
operator since a user belongs to a single operator subscriber 
base. Note that a user may have multiple ?oWs active 
simultaneously that belong to different services. For 
example, a user may have multiple WindoWs open on a 
Wireless device broWsing different Web sites each imple 
menting a particular service. 

[0107] SCL core 450 collects per ?oW meters that may be 
further aggregated into per session meters. FloW detail 
records can be conditionally Written When a How is termi 
nated. Detail records created to provide a partial or complete 
summary of a How are knoWn as How detail records 
(FDR’s). It is possible to create multiple detail records for a 
single ?oW. Each detail record contains a sequence number 
to alloW the records to be ordered relative to the order they 
Were Written Within the context of a given user session or 
particular ?oW. 

[0108] SCL core 450 provides a set of real-time statistics 
that are sent to service manager 420 for distribution to 
external processes con?gured to receive real-time monitor 
ing data. The real-time statistics sent by the core are sent 
periodically based on the con?guration of the MSSP. Real 
time statistics may be on a per operator, user group or 
service basis. 

[0109] SCL core 450 periodically sends operator real-time 
records to service manager 420 to provide real-time perfor 
mance metrics on a per operator basis. The real-time records 
are typically computed Within the SCL core in real-time as 
messages are processed Within the execution environment. A 
con?gurable periodic timer initiates the real-time data export 
process that packages up the real-time data elements and 
sends them to the service manager for distribution and 
further computation. Service real-time records and sub 
scriber group real-time records are similarly sent periodi 
cally from the SCL core to provide real-time performance 
metrics on a per service basis. SCL 330 supports a number 
of detail record formats that Will alloW data to be captured 
at a number of levels. These include Application Detail 
Records, Service Detail Records, User Detail Records, and 
FloW Detail Records. The service manager computes statis 
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tics for intervals of time, for example, for 5 minute, hour or 
all day intervals and Writes these computed statistics to the 
reporting database. 
[0110] SCL 330 is able to register and report events on a 
per ?oW basis under control of the scripts that execute the 
service logic. The process begins When a service application 
registers a noti?cation detection point. The registration 
process involves setting up a set of patterns that Will be 
matched against ?oWs in real-time. Typically the patterns are 
keyed off the control messages of the protocol being used at 
layers 2-7. For instance, a TCP session that is in the process 
of opening Will exchange a number of protocol messages 
betWeen the tWo hosts. The exchange of the TCP protocol 
control messages cause the How state machine to Walk 
through the connection establishment states. The notion of a 
detection point begins With identi?cation a set of transitions 
Within the state machine as places Where state transitions can 
be detected and reported to an external application. A 
detection point can be further quali?ed With a set of condi 
tions such that only certain ?oWs matching the conditions 
Will be reported to an external application. In practice a 
detection point is a combination of the speci?c point Within 
the state machines as Well as a set of conditional variables. 
Event reporting is the process of notifying an external 
application of When a How passes one or more detection 
points and it meets the conditional parameters. The actual 
events reported are a function of the protocol being imple 
mented. The notion of event reporting is typically most 
useful for connection-oriented protocols since these types of 
protocol implement Well-de?ned state machine. Event 
reporting on connectionless protocols like UDP are not 
typically very useful as there is not state machine leaving 
little to report. In many cases the state machine is imple 
mented in a higher-level protocol layered on UDP. An 
example of a protocol in this class is WAP 1.0. The WAP 
stack de?nes an application layer protocol over UDP that 
implements a state machine. Detection points can be de?ned 
on application protocols contained Within UDP packets. 

[0111] A request detection point can also be a point at 
Which applications can take control of the session While the 
data communication for the How is suspended. An applica 
tion typically registers request detection points at strategic 
points Where it Would like to get involved in the connection 
setup or protocol processing. When packet Within a How 
passes matches all the conditional parameters associated 
With a detection point, How processing is suspended and an 
event message is sent to the application that set the detection 
point. The application may take actions to change the default 
handling of the ?oW. The changes may involve redirecting a 
connection request to a different destination address or 
terminating the connection completely. The idea is that the 
application has the ability to determine hoW the connection 
request is routed through the netWork as Well as the ability 
to con?gure ?oW or session parameters for metering or 
security purposes. An application must respond to a request 
event in a timely fashion. Failure to do so Would potentially 
cause unnecessary delays as Well as a great deal of queuing. 
If the application fails to respond to the request event Within 
a timeout period (con?gurable), the suspended How is 
resumed and the default actions con?gured for the service 
are performed. Request detection points alloW an application 
to selectively interrupt ?oWs to execute service logic that 
determines hoW the service is provided. While request 
detection points are most useful for connection-oriented 
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protocols they may also be applied to non-connection ori 
ented protocol like DNS, DHCP, or RADIUS. In these 
protocols a request detection point may be used to intercept 
and serve a request, as Well as to synchronize the response 
With the application running externally to the MSSP. A 
request detection point might be useful on the response to a 
RADIUS authentication request since it Would notify the 
application and alloW it to send commands to the MSSP to 
con?gure the ?lters for the How before returning the authen 
tication response. This sequence Would ensure that the 
proper ?lters Were applied to the How from the start. Note 
that both types of detection points (request and noti?cation) 
are typically used simultaneously in a complimentarily 
fashion to alloW the application to control and monitor the 
interaction. 

[0112] An example of a request detection point on a TCP 
Open Where the application supplies a destination address in 
the connect message and asks to receive event reports until 
the session is established successfully or the session fails 
because it cannot be established. 

[0113] The detection point may be registered as a request 
detection point, or an noti?cation detection point. When a 
How encounters a request detection point, packet forWarding 
Will be halted and the SCL Core is noti?ed. The response 
from the service logic instructs the STL hoW to proceed and 
packets in the How are delivered accordingly. If the detection 
point Was registered as a noti?cation detection point, events 
Will be sent for cases Where the packets in the How match the 
conditions speci?ed When the noti?cation detection point 
Was registered. Note that the detection point condition string 
may contain Wildcard card characters that may be used to 
specify a Wide range of matching values. Upon receiving the 
registration request the STL Will install the detection point 
and send a con?rmation indicating the success of the reg 
istration operation. 

[0114] The STL alloWs applications to specify ?lters to 
apply to ?oWs on a session (user) or per ?oW basis. This 
functionality can be used to create a Walled garden to 
enforce subscription-based models Where subscribers are 
only alloWed to access sites related to their subscriptions. 
The functionality can also be used to create netWork resident 
?reWalls. The functionality can be applied dynamically such 
that if a subscriber Where to sign up for a pay per vieW site 
an application could update the ?lters applied to an indi 
vidual subscriber to give the subscriber access to the func 
tionality for the contracted period. The dynamic nature of 
the ?ltering features can also be used to open holes on 
dynamic ports on command by a media gateWay using the 
API. The operator can therefore ensure that only authoriZed 
streaming traf?c is alloWed on the carrier netWork. This is in 
contrast to typical IP routers that alloW static access lists to 
be created to manage packet ?ltering. The MSSP alloWs this 
functionality to be performed by the hardWare and the 
embedded softWare more efficiently than the user of static 
lists or the user of an application server softWare approach. 
The MSSP access lists Will be con?gurable on a per ?oW 
basis, hoWever, it is more likely that access lists Will be 
controlled on a per user or session basis. 

[0115] The MSSP alloWs applications to manage VPNs 
and ?oWs routed over the VPNs Within the system. The use 
of VPNs is on the increase as Internet and netWork security 
attacks groW broader in scope. The MSSP is capable of 
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supporting client initiated VPNs as Well as NAS-Initiated 
(NetWork Access Server) VPNs. The MSSP provides the 
capability to con?gure each VPN type and alloW applica 
tions to control When the VPNs are established and What 
traffic is routed over the established VPNs. Alternately the 
MSSP is capable of metering those VPNs that simply pass 
thru the MSSP from the user client to a remote Internet 
termination point. 

[0116] An application associates itself With a detection 
point by identifying a detection point class, detection point, 
and the conditions that must exist in order to create a control 
dialog With the application. Such a detection point is then 
called an Initial Detection Point (IDP). Traf?c passing 
through the state machine that does not match the given 
condition criteria is unaffected. When conditions match the 
given criteria, a control dialog is created betWeen the state 
machine and the application, and the application is noti?ed 
of the event. 

[0117] When the detection point has been armed to pro 
vide only an event report, the control dialog only exists long 
enough to send the event noti?cation, and packet processing 
by the state machine continues unimpeded. When the detec 
tion point has been armed as a trigger, the control dialog 
persists after the event report, and processing of the packet 
by the state machine is suspended until a response if 
received from the application. Triggers alloW the application 
to in?uence the subsequent control decisions made by the 
state machine. 

[0118] When a packet is suspended at a detection point, 
the application has several different Ways to respond. It may 
simply alloW packet processing to be resumed normally, 
Without in?uencing any control over the state machine. This 
type of response is called Continue. Another possible 
response is called Release, Which directs the state machine 
to abort further processing of the packet. The application 
may also provide a neW destination for the packet by using 
a Connect response. Finally, an application may provide 
state machine-speci?c control over the state machine’s sub 
sequent processing of the packet by using a Control 
response. The control dialog continues after the application 
has provided the trigger response only When additional event 
reports have been requested. 

[0119] An application may also use the control dialog 
created by an IDP to request subsequent event reports from 
other detection points in the same execution context of the 
state machine. Event detection points may be requested by 
an application in conjunction With the Continue and Connect 
trigger responses, or they may be requested With a separate 
Event Report Request message. Event detection points only 
apply to the state machine context that created the control 
dialog and do not cause event reports to be generated by any 
other context of that state machine. Event detection points 
are automatically removed When the corresponding state 
machine context is removed. 

[0120] A control dialog is alWays created When conditions 
match arming criteria at an initial detection point. Typically 
an application Will arm only one initial detection point 
Within a given detection point class (state machine) as a 
trigger, and use the resulting control dialogs to request any 
additional event reports that are needed by the application. 
An application may, hoWever, arm multiple IDPs Within a 
given detection point class. Each IDP operates indepen 
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dently of the other, and the resulting control dialogs are 
distinct. In some cases it may be possible for the application 
to have multiple concurrent control dialogs established for 
the same state machine context, but no advantage can be 
taken of this fact; the control dialogs must still be managed 
independently as if different applications Were involved. 

[0121] Referring to FIG. 5 a high-level illustration of the 
detection point message How for a hypothetical application 
that is to control TCP connections to a speci?c destination 
address: 

[0122] 1. Application in the SCL arms a detection 
point associated With the detection of a SYN packet, 
Which is associated With the creation of a TCP ?oW. 
The detection point criteria identify the target desti 
nation address to be controlled. 

[0123] 2. The Mobile Station (MS) initiates a TCP 
connection to the target destination address, causing 
a TCP SYN packet to be sent toWards the target 
destination address. 

[0124] 3. As the TCP SYN packet transits the MSSP, 
the TCP state machine in the STL evaluates the 
conditions at the TCP SYN state detection point and 
?nds a match With the arming criteria stored by the 
SCL at step 1. Processing of the SYN packet is 
suspended and an initial detection point indication is 
sent to the SCL to initiate a control dialog With the 
SCL. 

[0125] 4. SCL evaluates the data provided by the 
detection event indication and determines that the 
TCP connection should be directed to a different 
destination. It responds to the STL With the address 
of different destination and requests to be informed 
When the TCP connection is terminated. 

[0126] 5. The STL acknowledges the connection 
request, forWards the TCP SYN packet on to the neW 
destination, and arms the TCP connection termina 
tion detection point to provide an event report for 
this connection. 

[0127] 6. The neW destination and the mobile station 
(MS) complete the TCP protocol to open a connec 
tion and exchange data. 

[0128] 7. The mobile station (MS) initiates the TCP 
disconnect procedure, causing a TCP FIN packet to 
be sent. As the FIN packet transits the MSSP, the 
TCP state machine in the STL Entity evaluates the 
conditions at the TCP FIN detection point and ?nds 
a match With the arming criteria stored by the SCL 
at step 5. The requested Event Report Indication is 
sent to the SCL. Since this detection point Was armed 
as an event report and not a trigger, processing of the 
TCP FIN packet proceeds and the packet is for 
Warded on to DEST, and the TCP protocol to close 
the connection is completed. 

[0129] In this example, the detection point Was associated 
With a TCP state machine. The STL layer includes a number 
of state machines including: load monitoring, Session 
Group, Subscriber session, RADIUS protocol, DHCP pro 
tocol, DNS protocol, TCP protocol, and IP protocol 

[0130] The criteria that specify the characteristics of a IP 
detection point include: Operator ID, Subscriber Group ID, 
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Session ID, Source IP Address. Source IP Port number, 
Destination IP Address, Destination IP Port number, and 
application. 
[0131] For the TCP state machine, detection points that 
can be registered include: FORWARD_SYN, REVERS 
E_SYN, TCP_ACK, FORWARD_FIN, REVERSE_FIN, 
and RESET 

[0132] The SCL can request that the STL con?gure packet 
?lters for an active session. Typically this request Will be 
made as a result of the STL detecting a subscriber login. The 
subscriber login remains suspended While the SCL creates 
the session and con?gures the appropriate packet ?lters for 
the session. FolloWing successful completion of the packet 
?lter request, the SCL sends the Subscriber Login Conf 
message to alloW the subscriber session to proceed. 

[0133] An example of overall operation of the MSSP is as 
folloWs. 

[0134] 1. At the beginning of this example, Operator, 
Subscriber Groups, Services, Applications already 
con?gured in MSSP database. For example, they are 
permanently resident in the MSSP or have been 
provisioned by the operator. 

[0135] 2. STL processes start up, initialiZe, and send 
a STL Up Indication messages to SCL. The message 
indicates What con?guration data is needed by the 
STL entity and What capabilities the STL entity 
supports. 

[0136] 3. SCL processes start up, initialiZe, and 
obtain con?guration from MSSP database. SCL 
responds to STL Up Indication messages With an 
STL Version Con?g Request. 

[0137] 4. Each STL entity completes version nego 
tiation With SCL and receives the con?guration data 
that Was requested in the STL Up Indication mes 
sage. 

[0138] 5. Each STL entity that supports detection 
points registers each detection point, specifying the 
IDP and trigger attributes and indicating Which cri 
teria parameters are relevant to each. 

[0139] 6. The detection point registration messages 
cause SCL to create contextual objects for later 
management of detection point resources. 

[0140] 7. Internal application services are activated in 
the MSSP. 

[0141] 8. SCL API Servers begin accepting external 
application connections. 

[0142] Later, after the MSSP is operating: 

[0143] 1. An external application connects to API 
Server and initiates a session, providing its identity 
and security information. 

[0144] 2. The API Server authenticates the applica 
tion, ?nds everything in order, and con?rms the 
session is open by sending a response back to the 
application. 

[0145] 3. The Application and API Server negotiate 
the protocol version to be used for the remainder of 
the session. 
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[0146] 4. If the application is not already precon?g 
ured With the Services it provides, the Application 
obtains the list of Services that it is con?gured to 
provide from the API Server. 

[0147] 5. the Application issues an Arm IDP request 
to the API Server, identifying the MSSP service, 
detection point, and arming criteria. 

[0148] 6. The SCL API Server validates the request 
against the application’s con?gured privileges and 
service criteria restrictions, and then forWards the 
Arm IDP request to the SCL core. 

[0149] 7. The SCL core script validates the request, 
associates the indicated MSSP service With the appli 
cation, increments counters in the corresponding 
application and service contextual objects, then for 
Wards the Arm IDP request to each STL entity that 
supports that detection point. 

[0150] The detection point arming criteria is also 
saved in the SCL core contextual object so that an 
arming request can be generated if an STL entity that 
supports this detection point is subsequently added. 

[0151] 8. As each STL entity con?rms the arming of 
the detection point, the corresponding detection 
point resources are added to the MSSP service con 
textual object. The addition of the ?rst DP resource 
causes the MSSP service state to change to 
“Deployed” and the con?rmation of the Arm IDP 
request is sent to the API Server (after the script for 
the con?rmation increments counters in the corre 
sponding application and service contextual objects). 

[0152] 9. The API Server relays the Arm IDP con?r 
mation to the application. 

[0153] 10. FolloWing the same procedure, the appli 
cation arms any additional initial detection points it 
needs to implement the service(s) it provides. 

[0154] 11. Application Waits for an IDP Event Indi 
cation message. 

[0155] Later, When a mobile user Wants to use the service: 

[0156] 1. The user turns on the phone (MS), initiating 
a RADIUS request. 

[0157] 2. MSSP RADIUS proxy forWards the 
RADIUS request to the RADIUS server. 

[0158] 3. MSSP RADIUS proxy receives the suc 
cessful response from the RADIUS server, deter 
mines the Operator ID and Subscriber Group ID that 
the mobile subscriber belongs to, and sends an STL 
Subscriber Login Request to the SCL core. 

[0159] 4. The SCL core script creates a neW session 
contextual object, associates it With the subscriber 
group and operator contextual objects, assigns the 
session to a single STL entity, and sends that entity 
an STL Create Session Request message. 

[0160] 5. The STL entity reserves resources for the 
session and responds With an STL Create Session 
Con?rm message. 

[0161] 6. When the SCL core receives the con?rma 
tion, any meters and packet ?lters that are con?gured 
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for the operator and subscriber group are con?gured 
for the neW session by sending the appropriate 
messages to the STL entity. The default meter masks 
for the operator and subscriber group are combined 
and con?gured in one request to the STL entity. 

[0162] 7. When all session con?guration is complete, 
the SCL core responds to the MSSP RADIUS proxy 
With an STL Subscriber Login Conf message. 

[0163] 8. The MSSP RADIUS proxy returns the 
successful RADUS response back to the MS. 

[0164] Later, While the user is has a data connection: 

[0165] 1. Mobile user initiates a broWser connection. 

[0166] 2. The protocol packet requesting the neW 
connection is routed through hardWare controlled by 
the STL entity that this subscriber session Was 
assigned to. 

[0167] 3. The STL entity evaluates the criteria at its 
armed initial detection point and discovers a match. 

[0168] 4. The STL entity suspends processing of the 
packet and sends an STL IDP Event Indication 
message to SCL. 

[0169] 5. The SCL script associates the suspended 
?oW With the service that contains the reported IDP, 
increments service and application trigger counters, 
and forWards the IDP Event Indication to the API 
Server. 

[0170] 6. The API Server forWards the IDP Event 
Indication to the application. 

[0171] 7. The application examines the IDP event 
parameters and determines a different destination 
address for the MS connection, Which it supplies in 
a Connect Request message to the API Server. 

[0172] 8. The API Server forWards the Connect 
Request to the SCL core. 

[0173] 9. The SCL core script increments service and 
application trigger response counters and sends an 
STL Connect Request to the STL entity With the 
suspended packet ?oW. 

[0174] 10. The STL entity modi?es the packet With 
the updated destination address and resumes packet 
processing, returning an STL Connect Conf to the 
SCL core. 

[0175] 11. The SCL core relays the connect con?r 
mation to the API Server. 

[0176] 12. The API Server relays the connect con?r 
mation to the application. 

[0177] 13. The destination that Was chosen by the 
application receives the connection request from the 
MS and opens the connection With the MS. 

[0178] 14. The MS and destination server exchange 
data. 

[0179] 15. Periodically during the life of the connec 
tion, STL FloW Meter Indication messages are sent 
from the STL entity to the SCL core to report the 
values of meter elements con?gured for that session. 
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[0180] 16. The SCL core accumulates the data in the 
periodic ?oW meter indications, updating ?oW, ses 
sion, subscriber group, operator, service, and appli 
cation contextual objects. 

[0181] 17. The MS disconnects from the destination 
server. 

[0182] 18. The STL entity detects the end of the How 
and sends the ?nal STL FloW Meter Indication for 
the How to the SCL core. No detection point arming 
by the application or SCL is needed to accomplish 
this action. HoWever, there are many scenarios 
Where the STL entity Will not knoW When the How 
has been terminated. In these cases the SCL core 
must implement a How timeout policy and force the 
How to be released by the STL entity. 

[0183] 19. The SCL core script accumulates the data 
in the How meter indication as before, updating ?oW, 
session, subscriber group, operator, service, and 
application contextual objects. 

[0184] 20. The SCL core script produces ?oW, sub 
scriber, service, and application detail records cor 
responding to the terminated ?oW. The association 
betWeen the How and service contextual objects 
alloWs the billing plan ID con?gured in the service to 
be placed in the How detail record, or the application 
may have provided the billing plan ID to be placed 
in the How detail record. 

[0185] 21. The detail records are stored in the MSSP 
database until collected by the operator’s billing 
subsystem. 

[0186] Referring to FIG. 6, MSSP 260 is chassis based 
With a backplane 650 connection a number of different 
modules. There are four module types: an I/O module 610, 
a service module 620, a control module 630, and a fabric 
module 640. Optionally, there are redundant control, SS7, 
I/O and fabric modules in the system. The number of I/O 
modules 610 is dependent upon the external connections 
needed of the Wireless system in Which the MSSP is used. 
The number of service modules 620 is generally dependent 
upon the number of subscribers as Well as the number and 
complexity of the services the MSSP needs to support. I/O 
modules 610 and service modules 620 are not necessarily 
associated in a one-to-one relationship. Control module 630 
can alternatively be external to the chassis or may be in a 
mixed con?guration in Which case some functionality is 
provided on internal control module 630 and associated 
functionality is provided in an external computer. All mod 
ule types can be replicated for one to one redundancy. For 
example there can be tWo fabric modules in the MSSP. 

[0187] Fabric module 640 provides an N-by-N intercon 
nection for the other modules, Whereby any module can pass 
packet data or other information directly to another module. 

[0188] Control module 630 provides a platform for host 
ing softWare-based layers of the MSSP architecture. In this 
version of the system, the control module uses a Sun 
Microsystems SPARC based processor. 

[0189] U0 modules 610 and service modules 620 perform 
hardWare-based processing of data packets. The typical data 
path for a packet is input to the MSSP at an I/O module 610. 
The U0 module sends the packet through fabric module 640 
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to a service module 620. The service module either imme 
diately processes the packet and sends it to an I/O module 
620 for egress from the MSSP, or holds the packet for further 
processing. 
[0190] If service module 620 needs to communicate With 
the softWare-based SCL, it passes messages through fabric 
module 640 to control module 630 Which hosts the softWare 
layers. Control module 630 implements a TCP/IP commu 
nication stack. If SCL 330, Which executes on control 
module 630, needs to communicate With a service platform 
280, it passes such communication through the TCP/IP stack 
and through fabric module 640 to an I/O module 610 Which 
provides an interface With the service platform. 

[0191] Referring to FIG. 7, I/O module 610 and service 
module 620 share a common hardWare architecture. A fabric 
interface 720 provides a communication path to fabric 
module 640 for passing data to other modules in the back 
plane. In this version of the system, fabric interface uses a 
Gigabit Ethernet (GE) to communicate With fabric module 
640. A netWork processor 740 communicates With fabric 
interface 740 and receives packets that are passed to it 
through fabric module 640. In this version of the system, 
netWork processor is an Intel IXP 1240 processor. Network 
processor 740 is controlled by a netWork control processor 
744 and makes use of a shared host memory 742, Which is 
shared betWeen the netWork control processor and the net 
Work processor. 

[0192] U0 module 610 also includes an I/O interface 710. 
Aservice module 720 does not need to include this interface, 
or if present, does not typically make use of it. I/O interface 
710 provides external data connections for the MSSP. For 
instance, data passes betWeen the MSSP and mobile netWork 
120 and betWeen the MSSP and Internet 140 over such an 
I/O interface. Packets pass directly betWeen I/O interface 
710 and netWork processor 740. 

[0193] A classi?cation coprocessor 730“snoops” on data 
packets passing betWeen netWork I/O interface 710 and 
fabric interface 720 and netWork processor 740. Classi?ca 
tion coprocessor is con?gured to detect particular types of 
packets by detecting characteristics of those packets at any 
protocol level. The patterns that the classi?cation coproces 
sor detects are stored in a coprocessor pattern memory 732, 
Which is set a classi?cation control processor 734. When 
classi?cation coprocessor 730 detects a particular type of 
packet is it looking for, it informs netWork processor 740 
With little delay after netWork processor 740 has received the 
packet. In this version of the system, classi?cation copro 
cessor 730 is manufactured by Solidum Systems, and pro 
vides detection of packets based on regular expression 
speci?cations. These regular expressions can involves fea 
tures of the packet at one or more protocol layers. 

[0194] SoftWare layers of the MSSP architecture, Which 
execute on control module 630, set the packet patterns (i.e., 
detection points) to be detected by communicating With 
classi?cation control processor 734 through fabric module 
650, fabric interface 720, and netWork processor 740. 

[0195] Service module 620 also includes and encryption/ 
decryption engine 750, Which is used by the service module 
for maintaining tunnel connections to external services. For 
example, communication betWeen MSSP 250 and a content 
provider 150 may be over a secure tunnel. The encryption/ 
decryption engine implements the encryption and decryp 
tion needed in hardWare. 














