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(57) ABSTRACT 

An IC card provided With a contact-type interface and a 
non-contact-type interface as the communication interface, 
and other electronic devices. The IC card identi?es the kind 
of communication data communicated With an external 
device such as reader-Writer, and decides on a communica 
tion interface that folloWs the identi?ed communication 
data. Then, it is judged Whether to sWitch the communication 

(22) Filed; May 16, 2002 interface used communication for With the external device 
betWeen the contact-type interface and the non-contact-type 

(30) Foreign Application Priority Data interface. And if it is decided to sWitch, the communication 
interface used for communication With the external device is 
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IC CARD AND ELECTRONIC DEVICES 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to an IC card and 
other electronic devices having a contact-type interface and 
a non-contact-type interface as a communication interface 
for communication With external devices such as card 
reader-Writer. 

[0003] 2. Description of the Related Art 

[0004] The magnetic card has found a variety of uses such 
as the credit card, the cash card and the commutation ticket. 
The IC (integrated circuit) card is superior to the magnetic 
card With regard to memory capacity for information, safety 
of information, or the like. But in Japan, the IC card has not 
been used Widely yet. One of the reasons for that is its high 
cost as compared With the magnetic card. A multi-purpose 
IC card is expected to spread as the card that overcomes the 
cost problem. One IC card can be used for a plurality of 
purposes such as the credit card, the cash card, the electronic 
money and the ID card. That can reduce the cost per purpose. 

[0005] In case the IC card is for a plurality of uses, 
applications for the respective uses are stored in non-volatile 
memory such as EEPROM (Electrically Erasable Program 
mable Read Only Memory) mounted on an IC chip loaded 
on the IC card. 

[0006] The respective applications Work on CPU (Central 
Processing Unit) mounted on the IC chip and communicate 
With external devices such as a card reader-Writer utiliZing 
the communication interface on the IC card and sends and 
receives data, holds individual authentication, or the like. 

[0007] Communication interfaces mounted on the IC card 
can be broadly classi?ed into the contact-type interface and 
the non-contact-type interface. 

[0008] The contact-type interface brings a contact point on 
the card into contact With the external device and commu 
nicates through its contact point. On the other hand, the 
non-contact-type interface gets into Wireless communication 
With the external device through an antenna provided on the 
card. Either of the interfaces is used not only for commu 
nication but also for receiving poWer from the external 
device. 

[0009] Many of the IC cards for a plurality of uses are 
usually the so-called combination cards on Which both the 
contact-type interface and the non-contact-type interface are 
mounted. 

[0010] That is because Which of the communication inter 
faces is suitable depends on use in many cases. For example, 
if the IC card mounted With the contact-type interface is used 
as commutation ticket, the contact point frequently comes 
into contact With the external device. And there is fear that 
the contact point Will Wear out until communication is 
impossible. For the commutation ticket, therefore, the IC 
card mounted With the non-contact-type interface is prefer 
able. For uses such as a cash card, on the other hand, the IC 
card mounted With a contact-type interface is preferable 
because the frequency of communication With external 
device is loW as compared With the commutation ticket and 
is effective in preventing tapping. 
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[0011] Therefore, there is a great necessity that the IC card 
for a plurality of uses should be mounted With the both types 
of the interface. 

[0012] In case a combination card is used as an IC card for 
a plurality of uses, communication interfaces used by appli 
cations are preset for the respective applications to match 
With communication interfaces utiliZed for the respective 
uses. 

[0013] For example, the application that makes the IC card 
function as the commutation ticket uses the non-contact-type 
interface as the communication interface While the applica 
tion that makes the IC card function as the cash card uses the 
contact-type interface as the communication interface. 

[0014] As set forth above, Which of the communication 
interfaces is suitable can depend on use. Therefore, the 
communication interface utiliZed by application is preset to 
the contact-type interface or non-contact-type interface. But 
either of the interfaces has both advantages and disadvan 
tages. 

[0015] The non-contact-type interface is relatively high in 
communication speed and also is highly easy of mainte 
nance. Another advantage is that one external device can 
communicate With a plurality of IC cards simultaneously. On 
the other hand, the non-contact-type interface has a short 
coming. That is, the communication is Wireless and there is 
fear of security such as tapping. MeanWhile, the contact-type 
interface has such shortcomings as relatively loW commu 
nication speed and less easy maintenance, but has an advan 
tage With regard to security. 

[0016] Therefore, even if the communication interface to 
be used by application is preset to either of the interfaces 
according to use, the advantages the respective interfaces 
have can not be made full use of. 

[0017] For example, of the non-contact-type interfaces, 
the proximity-type interface is not much more than 106 kbps 
in communication speed, While the contact-type interface is 
not much more than 9.6 kbps in communication speed. In 
case an IC card is used as the cash card, priority is given to 
prevention of tapping or the like and the contact-type 
interface is used. Yet, it is not desirable to sacri?ce the 
communication speed. 

[0018] Such a problem comes up With not only the IC card 
but also other electronic devices that have a contact-type 
interface and a non-contact-type interface as the communi 
cation interface for communication With external devices. 

SUMMARY OF THE INVENTION 

[0019] The present invention has been made in vieW of 
such problems With the related art technique, and it is an 
object of the present invention to provide an IC card and 
electronic devices that can make good use of advantages of 
the respective communication interfaces. 

[0020] To achieve the above objects, the present invention 
has adopted the folloWing means. These means Will be 
described With IC card 100 as shoWn in FIG. 1,for example. 

[0021] As shoWn in FIG. 1, this IC card 100 is provided 
With a contact-type interface 106a and a non-contact-type 
interface 106b as a communication interface 106 for com 
munication With an external device 200. 
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[0022] The communication interface 106 used for com 
munication With external device 200 can be switched 
betWeen the contact-type interface 106a and the non-con 
tact-type interface 106b by a changeover sWitch 105. 

[0023] The switching of the communication interface 106 
by changeover sWitch 105 is controlled by CPU 104. @‘V? 

[0024] When controlling the sWitching of the communi 
cation interface 106 by the changeover sWitch 105, the CPU 
104 ?rst decides on a communication interface that folloWs 
communication conditions concerning communication With 
the external device 200. The communication conditions 
concerning communication With the external device 200 
include conditions concerning the kind of communication 
data communicated With the external device 200, for 
example, and are stored in an EEPROM 101. Let it be 
supposed that communication data that the IC card 100 
sends in response in accordance With a command from the 
external device 200 is a code number of a cash card. If this 
communication data leaks out, there is a possibility of 
causing the oWner of the IC card 100 a great loss. For this 
reason, data such as the code number is often encrypted. If 
communication data is data to be classi?ed, it is better for 
communication conditions to designate the contact-type 
interface 106a that is considered to be safer than the non 
contact-type interface 106b. Data to be classi?ed are data 
including at least any one of an encryption key data, a 
signature, random numbers, a certi?cate and encrypted data. 
Of the commands communicated betWeen the external 
device 200 and the IC card 100, some involve important data 
in the light of security and others do not. Therefore, the 
conditions concerning the communication data may desig 
nate a communication interface used for communication 
With the external device for every command communicated 
With the external device. 

[0025] Judging that communication data to be sent in 
response is a code number, for example, the CPU 104 
decides on the contact-type interface 106a of the commu 
nication interface 106 in accordance With the conditions 
concerning the communication data. 

[0026] Thus deciding on the communication interface 106 
that folloWs the communication conditions, then the CPU 
104 judges on the basis of the decision Whether to sWitch the 
communication interface 106 to be used for communication 
With the external device 200 betWeen the contact-type 
interface 106a and the non-contact-type interface 106b. This 
judgement is made depending on Whether a communication 
interface 106 that Was to be used or being used before the 
judgement is identical With the communication interface 106 
Which the CPU 104 decides on. In case the communication 
interface 106 before judgement is identical With the com 
munication interface 106 Which the CPU 104 decides on, the 
CPU 104 decides not to sWitch the communication interface 
106 used for communication With the external device 200. 
On the other hand, in case the communication interface 106 
before judgement is not identical With the communication 
interface 106 Which the CPU 104 decides on, the CPU 104 
judges Whether to sWitch the communication interface 106 
used for communication With the external device 200. 

[0027] And judging that the communication interface 106 
used for communication With external device 200 should be 
sWitched, the CPU 104 sends out a changeover request to a 
changeover sWitch 105. Receiving the changeover request 
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from the CPU 104, the changeover sWitch 105 sWitches the 
communication interface 106 from the non-contact-type 
interface 106b to the contact-type interface 106a, for 
example. Then, the CPU 104 holds communication With the 
external device 200 utiliZing the contact-type interface 106a. 

[0028] Therefore, even if communication is to be held 
With the external device 200 utiliZing the non-contact-type 
interface 106b, the communication interface 106 Will be 
automatically sWitched to the contact-type interface 106a 
that is higher in security When it is necessary to send to the 
external device 200 a code number that is important in the 
light of security. 

[0029] Furthermore, When it is necessary to send to the 
external device 200 communication data that is large in 
volume though loW in security importance, the contact-type 
interface 106a that is high in communication speed can be 
utiliZed automatically. 

[0030] As described, advantages of the respective com 
munication interfaces can be made good use of in the IC card 
100. As a result, it is possible to improve the convenience of 
the user of the IC card 100 and the quality of service offered 
to the user by the IC card 100. 

[0031] The communication conditions may include permit 
conditions stipulating permission and prohibition of use of 
the communication interface and recommendation condi 
tions that can be used unless they do not contradict the 
permit conditions. 

[0032] In this case, the CPU 104 judges Whether the 
permit conditions and the recommendation conditions agree 
With each other. And if it is judged that those conditions 
agree With each other, the CPU 104 decides on the commu 
nication interface using the recommendation conditions. In 
case it is judged that the conditions do not agree With each 
other, the CPU 104 decides on the communication interface 
using the permit conditions. In case a plurality of applica 
tions Work on the IC card 100, communication conditions 
may be decided on for every application, because data to be 
communicated are often different in nature depending on the 
application. If communication conditions are decided on for 
every application, a communication interface that matches 
With the Working application of a plurality of applications 
can be selected out. 

[0033] Furthermore, in case there are other communica 
tion conditions than the conditions concerning communica 
tion data communicated With the external device 200, the 
CPU 104 may decide on the non-contact-type interface as a 
communication interface 106 used for communication With 
the external device 200 in accordance With the communi 
cation conditions other than the conditions on communica 
tion data. 

[0034] Then, in case the permit conditions of the condi 
tions concerning communication data prohibit use of the 
non-contact-type interface, the CPU 104 stops communica 
tion using the non-contact-type interface of the communi 
cation data for Which use of non-contact-type interface is 
prohibited. 

[0035] Because of this, even if the external device 200 has 
a non-contact-type interface only, for example, and the 
communication interface to be used by the IC card 100 is 
limited to the non-contact-type interface, it is possible to 
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avoid communicating highly con?dential communication 
data using the non-contact-type interface in Which tapping is 
feared. 

[0036] In this case, if the external device 200 is equipped 
With a contact-type interface, too, highly con?dential com 
munication data may be communicated using the contact 
type interface in accordance With the conditions concerning 
communication data. 

[0037] The CPU 104 can change the communication inter 
face to decide on according to a given time-series pattern. 
This is affected When communication conditions for mutual 
authentication of the IC card 100 and the external device 200 
are set and When the communication partner is merely 
con?rmed. Even if the communication interface is sWitched 
With a given time-series pattern and yet the IC card 100 and 
the external device 200 can communicate With each other 
precisely, there must be a valid or proper communication 
partner. Thus, it is possible to authenticate that the IC card 
100 and the external device 200 are valid or to con?rm that 
the communication partner is proper. 

[0038] Also, the CPU 104 may decide on different com 
munication interfaces for data to be sent to the external 
device 200 and data to be received from the external device 
200. In this case, the changeover sWitch is provided on each 
side—the side from Which data is sent to the external device 
and the side Where data is received from the external device. 
In case one sWitch sWitches the communication interface to 
one of the contact-type interface and the non-contact-type 
interface, the other sWitch sWitches the communication 
interface to the other of the interfaces. In case the 
changeover sWitch on the side Where data is sent to the 
external device 200 sWitches the communication interface to 
the contact-type interface, the changeover sWitch on the side 
Where data is received from the external device 200 sWitches 
the communication interface to the non-contact-type inter 
face. MeanWhile, in case the changeover sWitch on the side 
Where data is sent to external device 200 sWitches the 
communication interface to the non-contact-type interface, 
the changeover sWitch on the side Where data is received 
from the external device sWitches the communication inter 
face to the contact-type interface. That makes it possible to 
hold full duplex communication in a pseudo manner utiliZ 
ing the contact-type interface and the non-contact-type inter 
face. In addition, even if full duplex communication is held 
in a pseudo manner utiliZing the contact-type interface and 
the non-contact-type interface, the advantages of the respec 
tive interfaces can be made good use of by sWitching the 
communication interface. 

[0039] The processing by the CPU 104 as mentioned 
above is accomplished by a program. That may be affected 
by special hardWare, too. 

[0040] Furthermore, the present invention can be applied 
to other electronic equipment provided With a contact-type 
interface and non-contact-type interface as the communica 
tion interface for communication With the external device 
instead of IC card. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0041] FIG. 1 is a diagram shoWing an arrangement 
example of an IC card to Which the present invention is 
applied. 
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[0042] FIG. 2 is a diagram shoWing a structural example 
of a communication conditions table. 

[0043] FIG. 3 is a structural example of application-Wise 
communication conditions information. 

[0044] FIG. 4 is a structural example of communication 
data-Wise conditions information. 

[0045] FIG. 5A is a structural example of designating 
conditions and FIG. 5B is a diagram shoWing permit con 
ditions or recommendation conditions. 

[0046] FIG. 6 is a diagram of a structural example of card 
communication conditions information. 

[0047] FIG. 7 is a How chart shoWing a procedure for 
generating a communication conditions table in operation. 

[0048] FIG. 8 is a How chart shoWing a concrete proce 
dure for setting designation conditions. 

[0049] FIG. 9 is a How chart shoWing a procedure for 
sWitching the communication interface. 

[0050] FIG. 10 is a How chart shoWing a concrete proce 
dure for deciding on the communication interface. 

[0051] FIG. 11 is a diagram shoWing a concrete example 
of designating conditions to designate the contact-type inter 
face. 

[0052] FIG. 12 is a diagram shoWing a basic arrangement 
of an IC card to Which the present invention is applied. 

[0053] FIG. 13 is a diagram shoWing a concrete example 
of the relation betWeen a command set and conditions 
concerning communication data. 

[0054] FIG. 14 is a diagram shoWing an example of 
commands the IC card receives from the external device. 

[0055] FIG. 15 is a diagram shoWing a rough arrangement 
of an IC card in Embodiment 3. 

[0056] FIG. 16 is a functional block diaphragm of an IC 
card in Embodiment 4. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0057] NoW, the embodiments of the present invention 
Will be described With reference to the draWings. 

EMBODIMENT 1 

[0058] In this Embodiment, the present invention appears 
in an IC card that functions as a plurality of different cards 
such as a cash card and commutation ticket. 

[0059] As shoWn in FIG. 1, this IC card 100 has an 
EEPROM101, a ROM 102, and a RAM 103 as storages. 

[0060] The respective applications that make the IC card 
100 function as the cash card, commutation ticket, or the 
like, are stored in the EEPROM 101. In the ROM 102, OS 
(operating system) is stored. The RAM 103 provides a 
Working area for OS and the respective applications. 

[0061] The CPU 104 that makes programs such as OS and 
the respective applications is connected With a communica 
tion interface 106 through a changeover sWitch 105 to 
communicate With an external device 200 such as the card 
reader-Writer. 


















