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NETWORK APPLICATION APPARATUS 

CLAIM OF PRIORITY 

[0001] This application claims priority to US. Provisional 
Application No. 60/235,281, entitled “Optical Application 
SWitch Architecture With Load Balancing Method”, and 
?led on Sep. 25, 2000, naming Mike Ackerman, Stephen 
Justus, Throop Wilder, Kurt Reiss, Rich Collins, Derek 
Keefe, Bill Terrell, Joe Kroll, Eugene Korsunky, A. J. 
Beaverson, Avikudy Srikanth, Luc Parisean, Vitaly 
Dvorkian, Hung Trinh, and Sherman Dmirty as inventors, 
the contents of Which are herein incorporated by reference. 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0002] This patent application is co-pending With a related 
patent application entitled Second Title by the same inven 
tor(s) as this patent application. 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of the Invention 

[0004] The present invention relates generally to netWork 
devices, and more particularly to improved devices and 
methods for delivering services and applications to netWork 
users. 

[0005] 2. Description of the Prior Art 

[0006] Increasing numbers of businesses, services, and 
other providers are expanding their offerings on the internet. 
The basic structure for providing netWork services, hoWever, 
is constrained With data transport dependencies. Unfortu 
nately, a given service is often provided from a single 
netWork location that is deemed the central location for the 
service. This location may be identi?ed by a destination 
internet protocol (IP) address that corresponds to a server 
that is capable of receiving and processing the request. Prior 
art systems attempt to ease the demand for a given service 
by providing a multiplicity of servers at the destination IP 
address, Wherein the servers are managed by a content 
aWare ?oW sWitch. The content-aWare ?oW sWitch intercepts 
requests for the application or service and preferably ini 
tiates a How With a server that maintains a comparatively 
loW processing load. Although the prior art systems may 
attempt to increase the computational poWer at the particular 
destination IP address by distributing the requests at the IP 
address, data transport dependencies remain inherent in the 
netWork structure. The content-aWare ?oW sWitch is there 
fore limited by the rate at Which requests arrive. 

[0007] There is currently not a scalable system or method 
to alleviate the data transport dependencies characteristic of 
large computer netWorks such as the internet. 

[0008] What is needed is a system and method for deliv 
ering applications and services to computer netWork users 
that is scalable to increased netWork demands for applica 
tions and services, and thereby mitigates data transport 
dependencies typical of the present internet architecture. 

SUMMARY OF THE INVENTION 

[0009] The methods and systems of this invention provide 
a scalable architecture and method to facilitate the allocation 
of netWork services and applications by distributing the 
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services and applications throughout a netWork such as the 
internet. In an embodiment, the methods and systems can be 
implemented using a sWitch architecture that can include 
applications processors that can execute applications and 
services according to subscriber pro?les. In one embodi 
ment, the applications processors utiliZe the LINUX oper 
ating system to provide an open architecture for doWnload 
ing, modifying, and otherWise managing applications. The 
sWitch architecture can also include a front-end processor 
that interfaces to the netWork and the application processors, 
recogniZes data ?oWs from subscribers, and distributes the 
data ?oWs from the netWork to the applications processors 
for applications processing according to subscriber pro?les. 
In an embodiment, the front-end processors can recogniZe 
data ?oWs from non-subscribers, and sWitch such data ?oWs 
to an appropriate destination in accordance With standard 
netWork sWitches. In one embodiment, the front-end pro 
cessors include How schedules for distributing subscriber 
?oWs amongst and betWeen several applications processors 
based on existing ?oW processing requirements, including 
for example, policy. 

[0010] In an embodiment, the applications processors and 
front-end processors can be connected to a control processor 
that can further access local and remote storage devices that 
include subscriber pro?le information and applications data 
that can be transferred to the front-end or applications 
processors. The control processor can further aggregate 
health and maintenance information from the applications 
and front-end processors, and provide a communications 
path for distributing health, maintenance, and/or control 
information betWeen a management processor and the front 
end and applications processors. 

[0011] In an embodiment, the methods and systems dis 
closed herein can include the functionality of a sWitch that 
can be located at the front-end of a netWork of servers, While 
in another embodiment, the netWork apparatus may be 
betWeen routers that connect netWorks. 

[0012] In one embodiment, the front-end processors can 
be NetWork Processor Modules (NPMs), While the at least 
one applications processor can be How Processor Modules 
(FPMs). The control processor can include a Control Pro 
cessor Module (CPM). In this embodiment, the NPMs can 
interface to a communications system netWork such as the 
internet, receive and classify ?oWs, and distribute ?oWs to 
the FPMs according to a How schedule that can be based 
upon FPM utiliZation. The at least one FPM can host 
applications and netWork services that process data from 
individual ?oWs using one or more processors resident on 
the FPMs. The CPM can coordinate the different compo 
nents of the sWitch, including the NPMs and FPMs, alloW 
management access to the sWitch, and support access to 
local storage devices. Local storage devices can store 
images, con?guration ?les, and databases that may be uti 
liZed When applications execute on the FPMs. 

[0013] In an embodiment, the methods and systems of the 
invention can also alloW the CPM to access a remote storage 
device that can store applications and databases. An inter 
face to at least one management server (MS) module can 
receive and aggregate health and status information from the 
sWitch modules (e.g., NPMs, FPMs, CPMs) through the 
CPMs. In one embodiment, the MS module can reside on a 
separate host machine. In another embodiment, the manage 
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ment server module functionality can be incorporated in a 
processor resident on a CPM. 

[0014] In one embodiment, an internal sWitched Ethernet 
control bus connects the internal components of the sWitch 
and facilitates management and control operations. The 
internal sWitched Ethernet control bus can be separate from 
a sWitched data path that can be used for internal packet 
forwarding. 

[0015] In an embodiment of the invention, the NPMs, the 
CPMs, the FPMs, and the interconnections betWeen the 
NPMs, CPMs, and FPMs, can be implemented With selected 
redundancy to enhance the fault tolerant operations and 
hence system reliability. For example, in one embodiment 
Wherein tWo NPMs, ten FPMs, and tWo CPMs can be 
implemented, the tWo NPMs can operate in redundant or 
complementary con?gurations. Additionally, the tWo CPMs 
can operate in a redundant con?guration With the ?rst CPM 
operational and the second CPM serving as a backup. The 
NPMs and CPMs can be controlled via the Management 
Server module that can determine Whether a particular NPM 
or CPM may be malfunctioning, etc. In this same example, 
up to tWo FPMs can be identi?ed as reserve FPMs to assist 

in ensuring that, in case of an FPM failure, eight FPMs can 
function at a given time, although those With ordinary skill 
in the art Will recogniZe that such an example is provided for 
illustration, and the number of reserve or functioning FPMs 
can vary depending upon system requirements, etc. The 
illustrated FPMs can be con?gured to host one or more 
applications, and some applications can be resident on 
multiple FPMs to alloW ef?cient servicing for more heavily 
demanded applications. Data ?oWs entering the sWitch in 
this con?guration can be received from an originator, pro 
cessed by a NPM and returned to the originator, processed 
by a NPM and forWarded to a destination, forWarded by a 
NPM to a How processor and returned via the NPM to the 
originator, or forWarded by a NPM to a How processor and 
forWarded by the NPM to a destination. In an embodiment 
Wherein tWo or more NPMs are con?gured for complemen 
tary operation, a How received by a ?rst NPM may be 
processed, forWarded to a second NPM, and forWarded by 
the second NPM to a destination. In another embodiment, 
the ?rst NPM can receive a How and immediately forWard 
the How to the second NPM for processing and forWarding 
to a destination. In complementary NPM embodiments, 
FPM processing can also be included Within the described 
data paths. 

[0016] In an embodiment, the Well-knoWn Linux operat 
ing system can be installed on the FPM and CPM proces 
sors, thereby providing an open architecture that alloWs 
installation and modi?cation of, for example, applications 
residing on the FPMs. In an embodiment, the NPMs can 
execute the Well-knoWn VxWorks operating system on a 
MIPS processor and a small executable on a netWork 

processor. 

[0017] Other objects and advantages of the invention Will 
become obvious hereinafter in the speci?cation and draW 
ings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] A more complete understanding of the invention 
and many of the attendant advantages thereto Will be readily 
appreciated as the same becomes better understood by 
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reference to the folloWing detailed description When con 
sidered in conjunction With the accompanying draWings, 
Wherein like reference numerals refer to like parts and 
Wherein: 

[0019] FIG. 1A shoWs four example modes of operation 
for the netWork apparatus disclosed herein; 

[0020] FIG. 1B shoWs an illustration of an edge-based 
?reWall embodiment for the systems and methods disclosed 
herein; 
[0021] FIG. 2 is a block diagram of an apparatus accord 
ing to the invention; 

[0022] FIG. 3A is a block diagram of the basic data How 
through the apparatus of FIG. 2; 

[0023] FIG. 3B is a block diagram of a storage area 
netWork embodiment for the apparatus of FIG. 2; 

[0024] FIG. 4 is a diagram of a redundant architecture for 
a system according to FIG. 2; 

[0025] FIG. 5 is a schematic of a NetWork Processor 
Module (NPM) for the systems of FIGS. 2 and 4; 

[0026] FIGS. 6A, 6B, 6C, 6D, 6E, and 6F detail embodi 
ments of a netWork interface for the NPM of FIG. 5; 

[0027] FIG. 7 illustrates a crossover on the backplane 
Within the illustrated NPM of FIG. 5; 

[0028] FIG. 8 is an architectural block diagram of a How 
Processor Module (FPM) for the embodiments of FIGS. 2 
and 4; and, 

[0029] FIG. 9 is a block diagram of an illustrative Control 
Processor Module (CPM) architecture according to the 
representative systems of FIGS. 2 and 4. 

DESCRIPTION OF ILLUSTRATED 
EMBODIMENTS 

[0030] To provide an overall understanding of the inven 
tion, certain illustrative embodiments Will noW be described; 
hoWever, it Will be understood by one of ordinary skill in the 
art that the systems and methods described herein can be 
adapted and modi?ed to provide systems and methods for 
other suitable applications and that other additions and 
modi?cations can be made to the invention Without depart 
ing from the scope hereof. 

[0031] For the purposes of the disclosure herein, an appli 
cation can be understood to be a data processing element that 
can be implemented in hardWare, softWare, or a combination 
thereof, Wherein the data processing element can include a 
number of states that can be Zero or any positive integer. 

[0032] For the purposes of the methods and systems 
described herein, a processor can be understood to be any 
element or component that is capable of executing instruc 
tions, including but not limited to a Central Processing Unit 

(CPU). 
[0033] The invention disclosed herein includes systems 
and methods related to a netWork apparatus that can be 
connected in and throughout a netWork, such as the internet, 
to make available applications and services throughout the 
netWork, to data ?oWs from subscriber users. Although the 
apparatus can perform the functions normally attributed to a 
sWitch as understood by one of ordinary skill in the art, and 
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similarly, the apparatus can be connected in and throughout 
the network as a switch as understood by one of ordinary 
skill in the art, the apparatus additionally alloWs the distri 
bution of applications throughout the netWork by providing 
technical intelligence to recogniZe data ?oWs received at the 
sWitch, recall a pro?le based on the data ?oW, apply a policy 
to the data ?oW, and cause the data How to be processed by 
applications or services according to the pro?le and/or 
policy, before forWarding the data How to a neXt destination 
in accordance With sWitch operations as presently under 
stood by one of ordinary skill in the art. In an embodiment, 
the neXt destination may be a netWork address or a another 
device otherWise connected to the netWork apparatus. By 
increasing the availability of services by distributing the 
services throughout the netWork, scalability issues related to 
alternate solutions to satisfy increased demand for applica 
tions and services, are addressed. 

[0034] FIG. 1A displays four exemplary modes and cor 
responding illustrative eXamples of operation for the net 
Work apparatus or device presented herein, Wherein such 
modes are provided for illustration and not limitation. The 
?rst mode shoWn in FIG. 1A can be utiliZed for, as an 
eXample, a ?reWall application, Wherein data ?oWs can be 
received by the netWork apparatus and processed in What 
can otherWise be knoWn as a “pass or drop” scenario. In such 
applications, the netWork apparatus can accept data ?oWs 
from one interface and either pass the How to a destination 
using a second interface according to permissions provided 
by the ?reWall, or the data How may be dropped (i.e., not 
forWarded to the destination). In the second scenario of FIG. 
1A, labeled “modify, source, and send,” a data How received 
by the netWork apparatus can be received by a ?rst interface, 
modi?ed, and forWarded via a second interface to a desti 
nation. An eXample embodiment of the second scenario 
includes content insertion. In the third scenario of FIG. 1A, 
the netWork apparatus can function as a proxy Wherein data 
?oWs can be received, processed, and returned at a ?rst data 
interface, and similarly, data ?oWs received from a second 
data interface can be processed and returned via the second 
interface, Wherein the respective data ?oWs can be depen 
dent or otherWise related. Sample embodiments of the third 
scenario of FIG. 1A include transaction services and pro 
tocol translation. In the fourth sample embodiment of FIG. 
1A, the netWork apparatus can be utiliZed for applications 
including, for eXample, VOIP conferencing, content inser 
tion, and application caching, Wherein data ?oWs can be 
received at a ?rst interface, processed, and returned via the 
?rst interface. 

[0035] FIG. 1B provides another illustration of the net 
Work apparatus and demonstrates a data How for an edge 
based ?reWall embodiment 200 incorporating the netWork 
apparatus according to the methods and systems disclosed 
herein. In the illustration, data ?oWs in the form of internet 
requests from a subscriber to Internet Service Provider (ISP) 
A 202 and a subscriber to ISP B 204 are input to a Digital 
Subscriber Line Access Multiplexer (DSLAM) 206 and 
thereafter forWarded to an Asynchronous Transfer Mode 
(ATM) sWitch 208 Within an ISP A-related Super-POP, that 
aggregates the ?oWs and forWards the ?oWs to a router 210. 
The router 210 directs the data How traf?c to the netWork 
device or apparatus 12 that recogniZes the ?oWs from the 
respective ISP subscribers 202, 204 and applies respective 
?reWall policies. In the illustrated embodiment, ISPs A and 
B are subscribers to the netWork apparatus 12 and in 
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accordance thereWith, provide pro?les and applications/ 
services in accordance With such pro?les for distribution and 
processing by the apparatus in conformance With the pro 
?les. In the illustrated embodiment, applications in addition 
to the respective ?reWall policies, for eXample, can be 
applied to the respective data ?oWs. After the respective 
processing is performed by the netWork apparatus 12, in the 
illustrated embodiment, the data How from the ISP A sub 
scriber 202 is forWarded to the internet 212 With the appli 
cations applied to the data, While the data How from the ISP 
B subscriber 204 is forWarded to ISP B 214 With the policy 
applied to the data. 

[0036] The netWork apparatus 12 can also recogniZe data 
as not otherWise belonging to a subscriber and therefore not 
eligible for applications processing, Wherein such data can 
be sWitched to a destination in accordance With a sWitch 
presently knoWn to one of ordinary skill in the art. Those 
With ordinary skill in the art Will also recogniZe that although 
this disclosure presents the apparatus connected Within the 
netWork knoWn as the internet, the internet application is 
presented for illustration and not limitation. In an embodi 
ment Wherein the apparatus is used With a communications 
system such as the internet, the apparatus can be connected 
at the front-end of a server netWork, or alternately, betWeen 
routers that connect netWorks, although the apparatus dis 
closed herein is not limited to such embodiments. 

[0037] FIG. 2 shoWs another illustrative block diagram 10 
of the netWork apparatus 12 that can host applications and 
connect into and throughout the infrastructure of a netWork 
such as the internet, thereby distributing the hosted appli 
cations and/or services accordingly throughout the netWork. 
Those With ordinary skill in the art Will recogniZe that the 
FIG. 2 illustration is intended to facilitate the disclosure of 
the invention and is not intended as a limitation of the 
invention. As indicated by FIG. 2, the illustrated apparatus 
12 includes tWo NetWork Processor Module (NPMs) 14 that 
facilitate the How of netWork into and out of the netWork 
apparatus 12 by independently maintaining, in the illustrated 
embodiment, tWo Gigabit Ethernet connections. Those With 
ordinary skill With recogniZe that Gigabit Ethernet connec 
tions are merely one high-speed data link, and other such 
data links can be substituted Without departing from the 
scope of the invention. In an embodiment Where the appa 
ratus 12 is inserted in-line on a trunk connecting subscribers 
to the internet core, for eXample, the Gigabit Ethernet 
connections can optionally interface to a subscriber netWork 
16 and the internet core 18. Those With ordinary skill in the 
art Will recogniZe that in another embodiment, a single NPM 
can be utiliZed, and the tWo Gigabit Ethernet connections 
can connect to tWo different netWorks, for eXample. Addi 
tionally, those With skill in the art Will recogniZe that for the 
illustrated system, the apparatus 12 can utiliZe a single 
bi-directional interface to connect to the subscriber netWork 
16 and internet core 18. The FIG. 2 NPMs 14 connect via 
an Ethernet through a cross-connect 20 to at least one How 
Processor Modules (FPMs) 22 that apply applications and 
services to data ?oWs, and to at least one Control Processor 
Module (CPM) 24 that can process data How requests and 
collect health and maintenance information from the NPMs 
14 and FPMs 22. 

[0038] Each illustrated NPM 14, PPM 22, and CPM 24 
also connect to a high-speed sWitching fabric that intercon 
nects all modules and alloWs internal packet forWarding of 



US 2002/0165947 A1 

data ?oWs between the NPM 14, PPM 22, and CPM 24 
modules. The CPM 24 similarly independently connects to 
the FPMs 22 and NPMs 14 in the representative embodi 
ment by a 100Base-T Ethernet Control Bus 26 that can be 
dual redundant internal switched 100 Mbyte/second Ether 
net control planes. The illustrated CPMs 24 also connect to 
a Management Server (MS) module 28 by a 100Base-T 
Ethernet, to a local memory device 30, and to a Data Center 
32 through a Gigabit Ethernet connection. The MS module 
28 alloWs for data collection, application loading, and appli 
cation deleting from the FPMs 22, While the local memory 
device 30 and Data Center 32 can store data related to 
applications or pro?le information. In the illustrated system 
of FIG. 2, there are tWo NPMs 14, at least tWo CPMs 24, and 
ten FPMs 22, although such a system is merely illustrative, 
and those With ordinary skill in the art Will recogniZe that 
feWer or greater numbers of these components may be 
utiliZed Without departing from the scope of the invention. 
In the illustrated system of FIG. 2, the tWo NPMs can 
operate in complementary or redundant con?gurations, 
While the tWo CPMs can be con?gured for redundancy. 

[0039] As indicated, using an architecture according to the 
principles illustrated, the apparatus 12 may be placed Within 
the normal scheme of a netWork such as the internet, 
Wherein the apparatus 12 may be located, for eXample, at the 
front-end of a server netWork, or alternately and addition 
ally, betWeen routers that connect netWorks. Using ?rmWare 
and/or softWare con?gured for the apparatus modules, the 
apparatus 12 can be con?gured to provide applications to 
subscribers, Wherein the applications can include virus 
detection, intrusion detection, ?reWalls, content ?ltering, 
privacy protection, and policy-based broWsing, although 
these applications are merely an illustration and are not 
intended as a limitation of the invention herein. In one 
embodiment, the NPMs 14 can receive data packets or ?oWs 
and process such packets entirely before forWarding the 
packets to the appropriate destination. In the same embodi 
ment, the NPMs 14 can receive and forWard the packets to 
an appropriate destination. Also in the same embodiment, 
the NPMs 14 can recogniZe data packets that require pro 
cessing that can be performed by applications residing on 
the FPMs 22; and in these instances, the NPMs 14 can 
perform ?oW scheduling to determine Which PPM 22 can 
appropriately and most ef?ciently process the data, Wherein 
the data packets or How can then be forWarded to the 
selected PPM 22 for processing. In an embodiment, not all 
FPMs 22 can process all types of processing requests or data 
packets. Additionally, to process a data request, in some 
instances, a PPM 22 can require information from the local 
memory device 30 or the remote memory device 32, Wherein 
the NPM 14 can direct the retrieval of storage data through 
the CPM 24 and thereafter forWard the storage data to the 
PPM 22. An PPM 22 can thereafter transfer processed data 
to the NPM 14 for forWarding to an appropriate destination. 
With the apparatus 12 architecture such as that provided by 
FIGS. 1 and 3, application service providers can more 
ef?ciently provide services to subscribers by integrating and 
making available services throughout a netWork such as the 
internet, rather than at a single location that is often desig 
nated as a single IP address. 

[0040] FIG. 3A shoWs a schematic of data How through 
the apparatus 12 of FIG. 1. As FIG. 3A indicates, NPMs 14 
may provide an interface betWeen the subscriber interface 
and the netWork core. The FIG. 3A NPM 14 can receive data 
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from a ?rst interface 14a, and depending on the data request, 
can process the data and transmit the processed data using 
either the ?rst interface 14a or the second interface 14b. 
Alternately, the NPM 14 can forWard the received data to a 
PPM 22 that can thereafter return the processed data to the 
NPM 14 for transmission or forWarding using either the ?rst 
interface 14a or the second interface 14b. 

[0041] Similarly, the NPM 14 can receive data from the 
second interface 14b, process the data, and transmit the 
processed data using either the ?rst interface 14a or the 
second interface 14b. 

[0042] Additionally, data received by the NPM 14 through 
the second interface 14b can be forWarded to the FPMs 22 
for processing, Wherein the FPMs 22 can return the pro 
cessed data to the NPM 14 for transmission through either 
the ?rst interface 14a or the second interface 14b. In another 
eXample, data received by the NPM 14 can be processed by 
multiple FPMs 22, Wherein the data can be forWarded to the 
multiple FPMs 22 through the NPM 14, and returned to the 
NPM 14 for forWarding to a destination. 

[0043] In an embodiment Wherein tWo NPMs are con?g 
ured for complementary operation, data received at a ?rst 
NPM can be processed by the ?rst NPM, transmitted to a 
second NPM, and forWarded by the second NPM to a 
destination. Alternately, data received at the ?rst NPM can 
be forWarded to the second NPM, processed, and forWarded 
to a destination accordingly. In yet other scenarios, data 
received at either of the tWo NPMs can be forWarded to any 
of the FPMs 22, processed, and returned to either of the 
NPMs for forWarding to a destination. Those With ordinary 
skill in the art Will recogniZe that the eXamples of data 
movement and processing entering, Within, and eXiting the 
apparatus 10 are merely for illustration and not limitation, 
and references to the ?rst NPM and second NPM in the 
complementary embodiment can be exchanged, for 
eXample, Without departing from the scope of the invention. 

[0044] FIG. 3B shoWs the system of FIGS. 2 and 3A 
con?gured to operate in accordance With a Storage Area 
NetWork (SAN) as is commonly knoWn in the art. In the 
con?guration of FIG. 3B, the NPM 14 and PPM 22 inte 
gration as indicated in FIG. 3A is preserved, hoWever, the 
NPM 14 and PPM 22 also maintain interfaces to one or more 
storage devices 23 that can be any storage device commonly 
knoWn in the art, including but not limited to RAM, ROM, 
diskettes, disk drives, ZIP drives, RAID systems, holo 
graphic storage, etc., and such examples are provided for 
illustration and not limitation. As FIG. 3B indicates, data 
can be received at the NPM 14 and transferred directly to the 
storage devices 23; or, data received by the NPM 14 can be 
forWarded to one or more FPMs 22 before being forWarded 
by the FPMs 22 to the storage devices 23, Wherein the FPMs 
22 can perform processing on the data before forWarding the 
data to storage 23. Similarly, in the FIG. 3B con?guration, 
data can be retrieved from storage 23 by either the NPM 14 
or FPMs 22. In the FIG. 3B con?guration, the NPM 14 and 
FPMs 22 maintain eXternal interfaces that can accommodate 
data input and output. 

[0045] FIG. 4 illustrates an alternate representation of the 
FIG. 2 system that implements a dual redundant architec 
ture. In the FIG. 4 embodiment of a redundant architecture, 
there are tWo NPMs 14a, 14b, tWo CPMs 24a, 24b, and ten 
FPMs 22a-22n that reside in a fourteen rack chassis. In the 
















