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METHOD FOR PROVIDING AUTHENTICATION 
ASSURANCE IN A KEY-BINDING SYSTEM 

RELATED APPLICATION 

[0001] This application is a divisional of application Ser. 
No. 09/064,769 ?led Apr. 23, 1998, Which is included herein 
in its entirety by reference thereto, and claims the bene?t of 
provisional application, No. 60/044,941 ?led Apr. 25, 1997 
and entitled “ToWard Acceptable Metrics of Authentica 
tion.” 

FIELD OF THE INVENTION 

[0002] The present invention is directed to a method of 
providing authentication assurance in a key binding system 
More particularly, the present invention is directed to a 
method in Which edges along a path betWeen a source key 
and a target key have a level of assurance attributed thereto 
Which can be used to assist a user in selecting among a 
plurality of available paths. 

BACKGROUND 

[0003] With the groWth of electronic transactions over 
open netWorks, it has been desirable to eXplore the possi 
bility of conducting electronic commerce over those net 
Works. Such commerce typically requires certain levels of 
con?dentiality to assure users that critical information Which 
may be necessary to conduct a transaction is only used by 
the parties to the transaction in question and not other parties 
Who might otherWise make improper use of the information. 
Mindful of this desire to maintain con?dences, many sys 
tems have employed encryption techniques for rendering the 
con?dential information largely indecipherable in the 
absence of a key associated With the encryption technique. 

[0004] Once it is determined to utiliZe encryption With 
respect to transactions, the neXt issue arises concerning hoW 
to either permit or limit access to the key information. 
Determining the oWner of a public key, or conversely 
determining the public key for a user, appears to be a basic 
ingredient for eXecuting transactions securely in any large 
scale open system. Due to the lack of a single authority for 
providing this information in a system having many different 
administrative domains, many systems resort to authentica 
tion by a path or chain of authorities. In accordance With 
such a model a user locates a path or sequence of authorities 
such that: 1) the user can authenticate the ?rst authority in 
the path; 2) each authority in the path can authenticate the 
neXt authority in the path; and 3) the last authority in the path 
is in fact the targeted person or key of interest. If the user 
trusts every authority on the path, then perhaps it can believe 
that a proper name-to-key binding has been obtained. 

[0005] Apath of authorities may be Weak because it relies 
on the correctness of every authority in the path. If any 
authority in the path incorrectly authenticates the neXt 
authority, then the user can be misled regarding the authen 
tication of subsequent authorities in the path, including the 
target. A natural approach to increasing assurance in the 
authentication of the target Would be to use multiple paths. 
Multiple paths have been shoWn to be useful in systems 
Where the lack of an enforced certi?cation structure natu 
rally leads to the existence of multiple paths. Multiple paths 
may also arise in hierarchical certi?cation structures as soon 
as cross certi?cation is alloWed. 
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[0006] An eXample of multiple paths from a trusted source 
key to a target key is shoWn in FIG. 1. In a hierarchical 
certi?cation structure, child-to-parent and cross certi?cation 
can be performed. Each of the nodes, 101 to 109, denotes a 
public key. A line betWeen public keys denotes a certi?cate 
that contains the key to Which that edge points and Which 
can be veri?ed With the key from Which that edge originates. 
While the notion of obtaining redundant con?rmation of the 
target name-to-key binding via multiple paths may be 
appealing, the assurance provided by these paths may be 
unclear, especially if they have authorities in common or 
authorities that act in a correlated Way. When combined With 
ambiguities in the assertions that authorities make and the 
ambiguities regarding Who is actually making the assertions 
it may be dif?cult to complete the authentication With any 
con?dence. 

[0007] Several researchers have thus proposed metrics for 
measuring an assurance provided by a set of paths. For 
eXample, a metric might take as input other such paths of 
authorities and return a numeric value, Where a higher value 
indicates greater con?dence in the name-to-public-key bind 
ing (for the target name or public key) that those paths 
support. Various metrics use certi?cates for authentication. 
One such certi?cate scheme is Recommendation X509, 
International Telegraph and Telephone Consultative Com 
mittee (CCITT). X509 deals With Authentication Frame 
Works for Directories. Within X509 is a speci?cation for a 
certi?cate Which binds an entity’s distinguished name to its 
public key through the use of a digital signature. For a 
further understanding of the environment in Which the 
present invention may be implemented additional descrip 
tion of alternative metrics and their shortcomings Will noW 
be provided. Each metric beloW is described only to the 
eXtent necessary to set the stage for the rest of the descrip 
tion of the invention and some Will be described in less detail 
than others. Furthermore, each of the metrics described 
beloW operates in the conteXt of a model that consists of a 
directed graph Whose nodes and edges are labeled in various 
Ways. No tWo metrics share the same model, that is the same 
graph. EXcept Where eXplicitly stated otherWise, the revieW 
of the performance of each metric is based on a model 
containing only consistent information, that is, Where there 
are no con?icting reports regarding the oWner (or other 
attributes) of a key. While hoW a metric behaves on con 
?icting information is important, this information is omitted 
to simplify the discussion. For purposes of the discussion an 
entity is something that possesses and makes use of a 
private/public key pair, for eXample a person, an authenti 
cation server, or certi?cation authority. The user is the 
person applying the metric for the purpose of gaining 
assurance in a name-to-key binding. 

[0008] The three main areas in evaluating a metric are the 
meaning of the values output by the metrics, the sensitivity 
of the metric (the eXtent of Which the metric outputs can be 
manipulated by malicious behavior, e.g., compromise of 
cryptographic keys) and the effectiveness of using the met 
rics in a practice environment. 

[0009] The most basic desideratum of a metric is that its 
output be meaningful. The metrics discussed beloW strive 
for this, although some achieve it better than others. 

[0010] The metrics used for comparison in the present 
application are the Beth, Borcherding, and Klein metric, the 
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Zimmermann metric, the Maurer metric, and the Reiter 
Stubblebine metric. Each of these metrics, as described 
below, operates using a directed graph. The graph consists of 
nodes and edges as shoWn in FIG. 1. 

[0011] Beth-Borcherding-Klein 
[0012] The Beth-Borcherding-Klein metric takes as an 
input a set of trust relationships that can be represented by 
a directed graph. The nodes of the graph are entities. There 
are tWo types of edges in this graph. The ?rst type is a “direct 
edge”. The direct edge A—>B means that A believes it can 
authenticate (i.e., has the public key for) B. The second type 
of edge is a “recommendation edge”; the recommendation 
A—>B represents thatAtrusts B to authenticate other entities 
or to recommend other entities to authenticate or further 
recommend. Associated With each recommendation and 
direct edge is a value in the range [0, 1]. In the case of a 
direct edge AQB, this value is A’s estimation of the 
probability that A really holds the correct public key for B. 
The value on a recommendation edge A—>B represents the 
degree of A’s trust in B as a recommender, Where higher 
values indicate stronger trust. 

[0013] Given a speci?c query, say user A Wanting the 
public key for entity B, the metric computes a value in the 
range [0, 1], using all paths from A to B Whose last edge is 
direct and Whose other edges are recommendation edges, 
such as AQCQDQB. 

[0014] The Beth-Borcherding-Klein metric, hoWever, suf 
fers from a number of de?ciencies. First, evaluating this 
metric requires the user to collect values from other entities 
for the various direct and recommendation edges. Before the 
user can safely assign a value to the edge A—>B or AQB, the 
user must authenticate this value as having come from A. 
Assuming that this authentication is performed crypto 
graphically (e.g., via a certi?cate), again the user is asked to 
determine a key that can be used to authenticate A in order 
to form the model for the query she Wants ansWered. Thus, 
the user is forced to infer a binding betWeen a key and its 
oWner. This can be disadvantageous. 

[0015] Additionally, the Beth-Borcherding-Klein metric is 
overly sensitive to misbehavior by one of the entities. In fact, 
this metric has the property that a single misbehaving entity 
can increase or decrease the result of the metric arbitrarily. 

[0016] To shoW this, recall that the speci?c rules used to 
compute the Beth-Borcherding-Klein metric include that 
each edge in the Beth-Borcherding-Klein model is labeled 
With a value in the range [0,1]. Suppose that A Wants to 
authenticate (determine the public key for) B. Beth, et al., 
propose and justify the folloWing rules for computing an 
aggregate “score” for A’s authentication of B based upon the 
values on the edges of the paths connecting A to B. 

[0017] 1. If there is a path Aa . . . aC With 
recommendation value v1 and a recommendation 
edge C—>D With value v2, then the path Aa . . . 

CQD has recommendation value v1, v2. 

[0018] 2. If there is a path Aa . . . aC With 

recommendation value v1, and a direct edge C—>B 
With value v2, then the path Aa . . . aC—>B has 

direct trust value 1—(1=v2)V1. 

[0019] 3. If for each léiém, there are ni distinct 
paths from A to B ending With the edge CiQB, With 
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direct trust values vi) 1 _ _ _ then the combined 

direct trust value is 

[0020] To see an example of applying these rules, consider 
the graph of FIG. 2. By rules 1 and 2 above, paths AQC—> 
F—>B, AQDQGQB, and AQE—>G—>B yield direct trust 
values of 0.204, 0.173, and 0.765, respectively. Combining 
these With rule 3, We get vcOm(A,B)=0.649. 

[0021] NoW consider the graph of FIG. 3, Which is a 
manipulation of the graph in FIG. 2 caused by D’s misbe 
havior. Here, D has created additional arti?cial paths from A 
to B through other nodes H, I, J that D “invented” for the 
purposes of altering the metric output. The trust value 
assigned to path AQDQHQB by rules 1 and 2 above is 
0.821, and similarly for AQD—>IQB and AQDQJQB. 
Rule 3 then yields a combined trust value of vcOm(A,B)= 
0.998. What this example shoWs is that a single misbehaving 
node, by manipulating the graph used in the computation of 
the Beth-Borcherding-Klein metric, can drive the metric 
arbitrarily close to any value it chooses, and in particular to 
a high value that in?ates the con?dence expressed by the 
metric. Thus, in the face of malicious entities, it is unclear 
that Beth-Borcherding-Klein is a useful metric. 

[0022] We should note that Beth-Borcherding-Klein 
alloWs for the exclusion of paths based on “constraint sets”, 
and thus a user that is familiar With the graph structure could, 
e.g., explicitly exclude paths through H, I, and J. If the user 
is not familiar With What the graph structure should be, 
hoWever, then the user might have no basis to exclude such 
paths. 
[0023] Finally, the Beth-Borcherding-Klein metric is 
unable to be computed ef?ciently and additional edges 
added to its model can increase or decrease the metric output 
by an arbitrary amount. Therefore, the metric’s output on 
partial information may give the user little insight into the 
“actual” quality of the name-to-key binding. 

[0024] Maurer 
[0025] The Maurer metric takes a directed graph as an 
input, as Well. As in Beth-Borcherding-Klein, the nodes of 
this graph are entities and there are tWo types of edges, 
“direct” and “recommendation”. HoWever, the semantics of 
these edges are subtlety different in the Maurer model, in 
that these edges represent syntactic constructs, e.g., certi? 
cates. Adirect edge A—>B means that the user evaluating the 
metric “holds a certi?cate for B’s public key (allegedly) 
issued and signed by entity A”. Similarly, a recommendation 
edge A—>B denotes that the user is in possession of a 
recommendation (for recommending or authenticating other 
entities) for B allegedly signed by entity A. Associated With 
each recommendation and direct edge is a value in the range 
[0, 1], called a con?dence parameter, that is assigned by the 
entity that created (the construct represented by) the edge. 
Given a speci?c query, e.g., user A Wanting the public key 
for B, the metric computes a con?dence value in the range 
[0, 1] for the key that the model suggests is B’s using the 
con?dence parameters speci?ed for the edges as probabili 
ties. 
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[0026] The Maurer metric also has several shortcomings. 
Like the Beth et al. metric, Maurer forces a user to infer a 
binding betWeen a key and its oWner. In Maurer, the edge 
A—>B exists in the model if the user evaluating the metric 
“holds a certi?cate for B’s public key (allegedly) issued and 
signed by entity A”. Maurer uses the Word “allegedly” 
because “Without veri?cation, there exists no evidence that 
the certi?cate Was indeed issued by the claimed entity.” Put 
another Way, When the entity that allegedly signed the 
certi?cate is claimed With the certi?cate, this claim is at best 
a hint and at Worst an opportunity to be misled. It is 

presumably for this reason, hoWever, that in some systems 
a certi?cate includes no claim at all of the entity that signed 
it, but rather only a claim of the key that signed it. For 
example, in some other metrics, the certi?cate indicates only 
an identi?er for the public key that can be used to verify the 
signature on the certi?cate. In such cases, hoW a certi?cate 
should be represented in the Maurer model is ambiguous, 
and presumably the user must infer the certi?cate’s signer 
from other certi?cates for the key that veri?es the certi? 
cate’s signature. One interpretation even alloWs a certi?cate 
to be represented by multiple edges if different certi?cates 
indicate different oWners for its veri?cation key. 

[0027] Additionally, in Maurer the meaning of the model’s 
parameters can be ambiguous. Speci?cally, the policy that 
dictates hoW con?dence parameters are assigned to certi? 
cates and recommendations is left unspeci?ed. This raises 
tWo concerns. First, Maurer’s interpretation of these con? 
dence parameters as probabilities is not sufficiently justi?ed. 
Indeed, the suggested means for determining con?dence 
parameters (e.g., “speaker identi?cation over a telephone 
line should be assigned a con?dence parameter of at most 
0.95”) seem to bear no relationship to random experiments. 
Second, since the user evaluating the metric presumably 
must adopt the con?dence parameters for certi?cates and 
recommendations determined by their creators, any ambi 
guities in the semantics of these parameters can be com 
pounded by misinterpretation by the user. 

[0028] Maurer also falls to provide an output that is 
intuitive, that is, it is difficult to Write doWn a straight 
forWard natural language sentence to describe the meaning 
of the output. This metric computes a con?dence value for 
a name-to-key binding as the probability that the binding can 
be derived from the initial vieW of the user, Where the 
random event is the selection of the initial vieW, i.e., the 
selection of a random subset of the certi?cates and recom 
mendations available to the user, using a distributed de?ned 
by the con?dence parameters assigned to edges. As this 
experiment does not correspond to a familiar procedure in 
the real World, it remains to be seen Whether the average user 
is Willing to understand and believe a metric computed in 
this Way. 

[0029] Maurer also is susceptible to manipulation via 
misbehavior. Maurer fails to be explicit about hoW sensitive 
a score is that it returns. The score returned by the Maurer 
metric can range from being very sensitive (e.g., if it is 
computed using only a single path from the source to the 
target) to very tolerant (e.g., if many disjoint paths are 
involved). 
[0030] Finally, the Maurer metric cannot be computed 
ef?ciently. 
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[0031] Reiter-Stubblebine. 

[0032] Reiter and Stubblebine developed tWo related met 
rics. The Reiter-Stubblebine metrics take a directed graph as 
an input, but this graph differs from those for the Beth 
Borcherding-Klein and Maurer metrics. In this case, the 
nodes of the graph are public keys (actual keys, With no 
references to any entities), and an edge K1—>K2 means that 
the user evaluating the metric has a certi?cate signed by the 
private key corresponding to K1 (i.e., K1 can be used to 
verify the signature) and that assigns attributes to K2. The 
attributes bound to K2’s oWner (among other things, per 
haps), are included as a label on the edge K1—>K2. There are 
no other values associated With edges or nodes. 

[0033] Each metric takes as an input the above graph, a 
key that the user Wishes to authenticate (the target key), a 
key that the user trusts (the source key, e.g., her oWn), and 
a bound “b” on the length of paths to consider. The ?rst 
metric returns a maximum set of node-disjoint paths of 
length at most “b” from the source key to the target key. The 
second metric returns an integer “k” and a set of paths of 
length at most b from the source to the target such that k 
nodes have to be removed (compromised) to break all the 
paths; the value of k returned is the maximum k for Which 
such a set of paths exists, and is called the “connectivity” 
from the source key to the target key. If We insist that these 
metrics produce a numeric output, then in the case of disjoint 
paths it Would be the number of disjoint paths that it returns, 
and in the other case it Would be the connectivity. 

[0034] The Reiter-Stubblebine model consists solely of a 
graph Whose nodes represent keys and Whose edges repre 
sents certi?cates available to the user evaluating the metric. 
In contrast to other metrics, the Reiter-Stubblebine metric 
makes no effort to take into account trust relationships or 
recommendations among entities; indeed, entities appear 
noWhere in its model (except named Within the labels 
attached to edges, but the metric does not consider these). As 
such, When the metric returns a set of disjoint (or connec 
tive) paths, the user is left to determine Whether the paths are 
“good enough” based upon Who she trusts and the labels on 
the various edges in the paths. Even Worse, since the metric 
does not take into account trust information, it may actually 
inhibit the user’s decision on Whether to adopt the recom 
mended name-to-key binding, by including in its returned 
paths some nodes and edges that the user is unfamiliar With, 
at the expense of others that the user Would have preferred. 
In summary, this model does not take into account as much 
information that is relevant to the authentication decision as 
possible. 

[0035] The Reiter-Stubblebine metric also is susceptible 
to making decisions that could affect authentication, While 
hiding the fact from the user, even though it may be reached 
With ambiguous rules. The Reiter-Stubblebine metric, if 
interpreted as returning simply a number of disjoint paths, 
Would have the problem of determining if tWo keys are 
adequately independent for the purposes of independent 
certi?cation. In reality, the implementation of the Reiter 
Stubblebine metric in PathServer returns the actual paths, 
leaving the determination problem for the user to ?gure out. 

[0036] The Reiter-Stubblebine metric is also disadvanta 
geous because it cannot be computed efficiently. 
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[0037] Zimmermann 
[0038] The metric attributed to Zimmermann uses the 
pretty good privacy (PGP) public key management systems. 
Zimmermann’s graph resembles (but also preceded) the 
Reiter-Stubblebine graph. Its nodes are keys, and the edge 
K1 8K2, labeled With attributes, represents a certi?cate that 
binds these attributes to K2 and that can be veri?ed With K1. 
It differs from the Reiter-Stubblebine graph, however, in that 
the user augments each node With a trust value, Which is one 
of unknoWn, entrusted, marginally trusted, or fully trust. 

[0039] PGP computes the legitimacy of each node as 
folloWs. PGP ?rst declares to be legitimate the node KO 
representing the user’s key and any node K such that KO—>K 
is an edge in the graph. PGP then repeats the folloWing until 
no more keys can be determined to be legitimate: if for some 
node K, either there is an edge to K from a legitimate fully 
trusted node or (ii) there are edges to K With identical labels 
from tWo legitimate marginally trusted nodes, then K is 
declared legitimate. The numbers of edges required from 
fully trusted or marginally trusted nodes can be adjusted, but 
one and tWo are the defaults, respectively. In practice, 
determinations of node legitimacy are interWoven With 
assigning trust values to nodes. That is, a trust value is 
assigned to a node only after it has been determined to be 
legitimate and thus its oWner is assumed to be knoWn (i. e., 
named on the one edge to it from the fully trusted node or 
the tWo edges to it from the marginally trusted nodes). For 
the purposes of modeling, hoWever, the end result is the 
same. 

[0040] Intuitively, PGP might not be considered to imple 
ment a metric, but rather to simply determine Whether a key 
is legitimate (authenticated) according to the policy 
described above. Alternatively, one might construct a metric 
from PGP by using multiple queries to PGP With different 
parameters to determine, e.g., the actual number of edges 
from legitimate marginally trusted nodes to a target node. 

[0041] Zimmermann has several de?ciencies that need to 
be examined. Zimmermann, like Reiter Stubblebine, is 
susceptible to making automated decisions on ambiguous 
information While keeping that decision hidden from the 
user. In PGP a user assigns a level of trust to each node (key), 
Which is one of unknoWn, untrusted, marginally trusted, and 
fully trusted, based upon its apparent oWner. By default, 
PGP Will declare a key legitimate if it is certi?ed by one fully 
trusted key or tWo marginally trusted keys. It is in this 
mechanism that PGP strays. It is often the case that a single 
user has tWo or more keys and uses each of these keys to 
certify another. An actual example is shoWn in Table 1 
beloW. The ?rst line describes a key-to-name binding, 
namely the binding betWeen the key With identi?er 
C7A966Dd and the name Philip R. Zimmermann 
<prZ@acm.org>. The second and third lines shoWn that 
Jeffrey I. Schiller <jis@mit.edu> has signed this binding 
With tWo different keys, namely those identi?ed With 
ODBF906D and 4DOC4EE1. 

[0042] NoW, if the user tells PGP and Jeffrey I. Schiller 
<jis@mit.edu> is marginally trusted introducer, then PGP 
Will mark keys ODBF906D AND 4DOC4EE1 as marginally 
trusted, and therefore key C7A966DD Will be declared 
legitimate (i.e., bound to Philip R. Zimmermann 
<prZ@acm.org>). This occurs despite the fact that only one 
marginally trusted person Was involved in certifying the key, 
Whereas such a conclusion should supposedly require tWo. 
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[0043] This example points to a deeper problem than just 
an oversight in the PGP implementation. Rather, it points to 
the dif?culty of determining if tWo keys are adequately 
independent for the purposes of independent certi?cation, 
and We are aWare of no foolproof Way to automate this 
decision. For example, simply verifying that the names 
bound to ODBF906D and 4DOC4EE1 are different does not 
suf?ce, since they may have different email addresses but 
still indicate the same person, or since the key oWners may 
not be the same but still act in a correlated Way (e.g., tWo 
close friends). It is believed that this decision should not be 
hidden from the user. Appealing to the user impacts the 
ease-of-use of the metric, hoWever, as this decision can be 
unclear even for the user. 

TABLE 1 

PGP output showing signatures on key C7A966DD 

Type bits/keyID Date User ID 

pub 1024/C7A966DD 1993/05/21 Philip R. Zimmermann 
<prz@acm.org> 
Jeffrey I. Schiller <jis@mit.edu> 
Jeffrey I. Schiller <jis@mit.edu> 

sig ODBF906D 
sig 4DOC4EE1 

[0044] The Zimmermann metric is also disadvantageous 
in that While the metric admits a simple operational (i.e., 
algorithmic) description, the intuitive property that separates 
legitimate from illegitimate keys is undocumented and non 
obvious. 

[0045] Finally, it is debatable Whether the Zimmerman 
metric is simple or dif?cult to utiliZe in a large-scale system. 
Although PGP is presently used as a standalone program, 
one may argue that the ease-of use of the metric has been 
achieved at the cost of hiding certain decisions from users 
that should not be hidden. 

[0046] In vieW of the foregoing, it can be appreciated that 
a substantial need exists for a method and apparatus that 
combines the attractive features of each of the metric to be 
used in an authentication environment. 

SUMMARY OF THE INVENTION 

[0047] The disadvantages of the prior art are alleviated to 
a great extent by a method and apparatus that combines the 
features of each of the authentication metric to be used in an 
authentication environment. According to the present inven 
tion, a method for generating a certi?cate for use in authen 
ticating a target is disclosed. The method includes the steps 
of obtaining a ?rst key; assigning at least one attribute to the 
?rst key; assigning a liability value to the combination of the 
?rst key and at least one attribute; and signing a combination 
of the ?rst key, the at least one attribute and the liability 
value With a second key. 

[0048] With these and other advantages and features of the 
invention that Will become hereinafter apparent, the nature 
of the invention may be more clearly understood by refer 
ence to the folloWing detailed description of the invention, 
the appended claims and to the several draWings attached 
herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0049] FIG. 1 illustrates an example of multiple paths 
from a trusted source key to a target key. 
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[0050] 
model. 

[0051] FIG. 3 is a graph of a manipulated Beth-Borcherd 
ing-Klein model. 

FIG. 2 is a graph of a Beth-Borcherding-Klein 

[0052] FIG. 4A is a graph showing a minimum capacity 
cut for the metric of the present invention. 

[0053] FIG. 4B is another graph shoWing a minimum 
capacity cut for the metric of the present invention. 

[0054] FIG. 5 is a block diagram of one embodiment of 
the present invention. 

[0055] FIG. 6 is a diagram shoWn a certi?cate gather 
scheme utiliZing the features of the present invention. 

DETAILED DESCRIPTION 

[0056] OvervieW 

[0057] The present invention is directed to an authentica 
tion system and method used to establish a name-to-key 
binding. Referring noW in detail to the draWings Wherein 
like parts are designated by like reference numerals through 
out, there is illustrated in each of FIGS. 4A and 4B a 
diagram of the metric used in the present invention. The 
metric of the present invention is based on the concept of 
insurance for name-to-key bindings. The model on Which 
the metric of the present invention Will operate is a directed 
graph. As in the Zimmermann and Reiter-Stubblebine met 
rics, the nodes of this graph are public keys, and the edge 
K1QK2, for example, exists if a user is in possession of a 
certi?cate that assigns attributes (including an oWner) to K2 
and Whose signature can be veri?ed using K1. Each edge is 
labeled With the attributes included in the certi?cate that the 
edge represents. 

[0058] Referring to FIGS. 4A and 4B, graph 400 includes 
a source key (KS), 401, a target key (K), 402, and public 
keys KlQKs, labeled 410-450, respectively. Edges link tWo 
keys together to form a path. Graph 400 includes 10 edges 
connecting keys KS, Kt, K1, K2, K3, K4, and K5. As an 
example, the notation, KlQKz, Will be used to represent the 
edge from key K1 to key K2 of the present invention. Using 
this notation, each edge K1—>K2 is labeled With attributes 
included in the certi?cate that the edge represents. Addi 
tionally, each edge K1—>K2 also has an indicator that iden 
ti?es an amount of insurance that the oWner of K1 is Willing 
to give regarding the attributes and behavior of K2. For 
example, in one embodiment the indicator could be a 
numeric label that represents an amount of money for Which 
the oWner of K1 is Willing to be liable to the user if the 
attributes bound to K2 in the certi?cate are incorrect, or if 
(the private key corresponding to) K2 is compromised and 
used maliciously, then the oWner of K1 is liable for the stated 
amount. In effect, the oWner of K1 is indemnifying the user 
against losses incurred by a false authentication of K2 based 
on a certi?cate it veri?ed With K1, or by the misbehavior of 
K2. This form of insurance is called surety bonding. 

[0059] The insurance label of the edge K1—>K2 must be 
obtained from the oWner of K1 in some reliable Way, and so 
it is natural for this value to be stored in the certi?cate that 
K1—>K2 represents. It should be noted that it is not required 
for the user to determine the true oWner (or other attributes) 
of K1, or to determine that K1 has not been com- promised. 
Indeed, K1 could have been compromised and used to forge 
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the certi?cate KlQKz, including all its attributes and the 
insured value it contains. In this case, hoWever, Whoever 
certi?ed K1, Would be liable, and this can regress along a 
path arbitrarily far. That is, on any path from a trusted source 
key to a target key (both speci?ed by the user), if K1—>K2 is 
the ?rst liable edge in that path, i.e., the ?rst edge on Which 
the attributes are inaccurate or the certi?ed key (K2 mis 
behaves, then the oWner of K1 (speci?ed by the key that 
certi?ed K1) is liable. 

[0060] Obtaining a false name-to-key binding for the 
target key implies that every path from the source key to the 
target key must have some ?rst liable edge. Once these edges 
are identi?ed, the oWners of the keys that created those 
edges can be held liable, each for the insured amount on the 
liable edge(s) that it created. It folloWs that a natural and 
prudent metric to compute Would be the minimum insured 
amount of the name-to-key binding for the target key. That 
is, over all possible Ways of choosing liable edges that 
intersect every path from the trusted source key to the target 
key the minimum amount of money that the user can expect 
to recover is determined. 

[0061] This amount can be captured precisely using a tool 
from graph theory called a minimum capacity cut. KS 
denotes the trusted source key, Kt denotes the target key, and 
for each edge K—>K‘, the capacity of the edge, denoted by 
c(K,K‘), is the insured amount of the edge. For nonexistent 
edges KQK‘, let c(K,K‘)=0. AKS, Kt-cut (or just a cut, When 
KS and Kt are understood) is a partition of the nodes of the 
graph into tWo sets A and B such that KS 6 A and Kt e B. The 
capacity of a KtKt-cut (A,B), denoted c(A,B), is simply the 
total capacity of the edges from A to B, i.e., 

[0062] Turning to the mapping in FIGS. 4A and 4B 
various cuts are possible. In FIG. 4A for example, one cut 
set A could consist of nodes K5, K1, and K3 With set B 
consisting of nodes K2, K4, K5 and K. Then using the 
equation above, the capacity for this cut Would be $60+$10+ 
$10+$50=$130 (the cut being shoWn by the dashed line 
490). 
[0063] A minimum capacity K1, Kt-cut is then a cut With 
minimum capacity over all possible K1, Kt-cuts. Note that 
any set of liable edges that intersects every path from KS to 
Kt naturally induces a KS, Kt-cut: remove these liable edges 
from the graph, insert any nodes reachable from KS into A, 
and de?ne B to be the complement of A. It folloWs that the 
capacity of a minimum capacity cut is a minimal amount for 
Which the name-to-Kt binding is insured. Alternatively, the 
minimum cut for FIG. 4B, shoWn as line 495 With set A 
including K5, K1, K2, K3 and K5 and set B including K4 and 
K, yields a $50 insurance ($20+$10+$10+$10) for the 
name-to-K‘binding. 
[0064] FIG. 5 of the present invention is a block diagram 
shoWing the steps for generating a certi?cate for use in 
authenticating a target for the present invention. In step 500, 
a ?rst key is obtained. After a ?rst key is obtained, it is 
assigned at least one attribute. The attribute can include, for 
example, the name of the oWner of the key, the amount of 
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cost of the key, etc. After, the attribute is assigned, a liability 
value is assigned to the combination of the ?rst key and the 
attribute. The liability value assigned is an insurance amount 
for Which the ?rst key is liable With regard to the accuracy 
of the certi?cation. It should be noted that While in the 
example above the certi?cate includes an actual insurance 
amount in monetary representation, the invention also 
includes those circumstances Where the certi?cate includes 
an indicator of the insurance amount, e.g., an identi?cation 
of an insurance policy type or a reference to Where the 
particulars of the insurance policy can be found, rather than 
the speci?c liability amount. After the ?rst key is obtained, 
assigned at least one attribute and a liability value, the 
combination of the ?rst key, the at least one attribute and the 
liability value is signed by a second key. 

[0065] FIG. 6 is a diagram of a system for obtaining a 
name-to-key binding in accordance With the present inven 
tion. The system includes broker 610 in communication With 
various insurance providers 601-605. Referring to FIG. 6, a 
user 620 is connected to system 600 for establishing a 
name-to-key binding. In this diagram the user needs to 
determine a name-to-key binding, and to obtain insurance 
for that binding Which is suitable for his applications needs. 
The user communicates With broker 610 by any method of 
communication including by telephone, computer, etc. Bro 
ker 610 receives a query from user 620. The query requests 
that broker 610 supply user 620 With a quote or quotes from 
one or more of the insurance providers to establish a path to 
a target key. The request for a quote from user 610 Would 
minimally include one or more trusted keys and a target key. 
It might also include a desired insured amount for the 
name-to-key binding. The user may send his request to 
various brokers until he receives a satisfactory quote. 

[0066] In response to the query, the broker locates a set of 
relevant certi?cation paths that offer the desired level of 
insurance for the query key. For eXample, the broker may 
forWard an intelligent agent to one or more providers 
seeking information about insurance for a path for KS to K. 
The broker may receive information from one insurer as to 
a complete path from source key to target key. Other insurers 
may provide certi?cates relating to edges Which When 
combined With edges for other insurers could provide the 
desired path. Using the certi?cation analysis process of the 
present invention, the broker can quote a price to the user for 
these paths identifying available insurance level(s). The 
quote Would account for a range of factors typically relevant 
in insurance pricing, including risk associated With the 
package of paths and the volume of insurance business. 
Further, user 620 could communicate With a plurality of 
brokers or directly With the insurance providers. Moreover, 
broker 610 could be a distributor, a retailer or combination 
or both. A distributor purchases certi?cates from possible 
multiple insurance providers, and acts as a middle man in 
providing set of certi?cates to retailers or possibly users 
directly. A retailer purchases edges from the distributor or 
insurance providers and packages them for the users. By 
packaging, the retailer sells to a user a set of certi?cates that 
meets the user’s needs. These certi?cates might form paths 
from a key that the user trusts to a key that the user Wants 
to authenticate. 
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[0067] Underlying Principles and HoW the Proposed Met 
ric Fares Against Those Principles 

[0068] In revieWing the knoWn metrics it Was determined 
that the user Would be better served if the metric observed 
a number of principles that enhance the level of assurance 
that the user receives. These principles identi?ed are as 
folloWs. 

[0069] Principle 1: Creating the model to Which a metric 
is applied should not require the user to infer bindings 
betWeen keys and their oWners. In particular, When repre 
senting certi?cates in a model: Entities don’t sign certi? 
cates, keys do. 

[0070] As one Would eXpect, ambiguous semantics of a 
model’s parameters can generally lead to different metric 
values depending on one’s interpretation of the parameters. 
Such discrepancies in interpretations must be resolved 
before the output of a metric can be meaningful, especially 
if one entity relies on numbers from another entity With a 
different interpretation. Principle 2 addresses this issue. 

[0071] Principle 2: The meaning of the model’s param 
eters should be unambiguous. This especially applies to the 
meaning of probabilities and trust values in models that use 
them. 

[0072] The information that is relevant to the authentica 
tion decision can be application-dependent. As described 
beloW, Principle 3 is desired because if a metric produces an 
output based on limited information, there generally Will be 
a greater effort required to interpret Whether the authentica 
tion is “good enough”. 

[0073] Principle 3: A metric should take into account as 
much information as possible that is relevant to the authen 
tication decision that the user is trying to make. 

[0074] As described beloW, Principle 4 is in some sense 
the dual of Principle 3. Principle 3 states that a metric should 
take as much relevant information into account as possible, 
Whereas Principle 4 cautions against the metric doing too 
much With it. 

[0075] Principle 4: A metric should consult the user of any 
authentication-relevant decision that cannot be accurately 
automated. A decision that could affect authentication 
should be hidden from the user only if it can be reached 
using unambiguous, Well-documented, and intuitive rules. 

[0076] In order for a user to determine What metric value 
is “good enough”for her application, she must have an 
intuitive feel for What the metric output means in a practical 
sense. Principle 5 re?ects this idea. 

[0077] Principle 5: The output of a metric should be 
intuitive. It should be possible to Write doWn a straightfor 
Ward natural language sentence describing What the output 
means. 

[0078] The sensitivity of metrics to misbehaver of entities 
Will noW be explained. The type of “misbehavior” focused 
on is deceit by one or more entities represented in the model 
(or that supply input to the model) in Which the metric is 
applied, in an effort to manipulate the output of the metric 
to increase the user’s con?dence in the authentication. If an 
attacker is able to in?ate the metric output to the point that 
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the application accepts the authentication, then the metric is 
not serving its purpose. Principle 6, below, expresses this 
idea. 

[0079] Principle 6: A metric should be designed to be 
resilient to manipulations of its model by misbehaving 
entities, and its sensitivity to various forms of misbehavior 
should be made explicit. 

[0080] The last area examined is the effectiveness of the 
metric. Principles 7 and 8 evaluate the effectiveness of the 
metric. The practical effectiveness of the metric is de?ned as 
the characteristics of a metric that make it simple or dif?cult 
to utiliZe in a large-scale system. This idea is re?ected in 
Principle 7. 

[0081] Principle 7: Ametric should be able to be computed 
ef?ciently. 
[0082] This effectiveness section concludes With a prin 
ciple concerning the output of the metric in the face of 
partial information. 

[0083] Principle 8: A metric’s output on partial informa 
tion should be meaningful. 

[0084] A metric is meaningful on partial information if it 
alloWs some conclusion to be draWn about What the metric 
output Would be on full information. The motivation for this 
principle is as folloWs: in a large-scale system, it may be 
dif?cult or even impossible to gather all certi?cates that have 
been created. As a result, metrics Will almost certainly be 
applied only to a subset of the certi?cates that actually exist 
at that time, and indeed some of these certi?cates may have 
been revoked. Principle 8 simply says that the metric’s 
output should have some relevance even When computed on 
this partial information. For example, if a metric’s output on 
partial information makes it possible to determine a useful 
loWer bound on the metric’s output on full information, this 
Would go a long Way toWard meeting this principle. 

[0085] With respect to the principles, the present invention 
obeys each of the principles for establishing name-to-key 
binding. 
[0086] Principle 1: The user is not required to ascertain 
name-to-key bindings to construct the model for neW metric, 
as described above. 

[0087] Principle 2: The notion of insurance employed in 
the present invention is Well-de?ned in business and legal 
culture and, We expect, can be extended naturally for this 
application. The extensions described above to alloW the 
user to specify trust in entities to pay is also grounded in 
Well-established business practice: for example, Dun & 
Bradstreet Corporation (see http://WWW.dbisna.com) pro 
vides industry-standard reports that rate the solvency and 
payment history of organiZations using a Well-de?ned rating 
system. 

[0088] Principle 3: The present invention enables a user to 
Weigh her ?nancial risk associated With each transaction 
against the amount she can expect to recover if a name-to 
key binding relied upon for the transaction is false. This 
information is adequate for a user to determine, for most 
business applications, Whether the assurance in the name 
to-key binding is suf?cient. 

[0089] Principle 4: The output of the metric of the present 
invention is intuitive and natural: it is simply an amount for 
Which the name-to-target key binding is insured. 
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[0090] Principle 5: The metric of the present invention 
computes an insured value for the name-to-target key bind 
ing that the user can safely expect to recover if misled, 
regardless of What entities misbehave or What keys are 
compromised (other than the trusted source key). In particu 
lar, the metric’s output is alWays bounded from above by the 
capacity of the cut Where V is the net of all 
nodes. So, the level of insurance offered by the trusted 
source node prevents malicious entities from increasing the 
metric output above that level. 

[0091] Principle 6: The present invention alloWs one to 
identify any decisions Within this metric that could affect 
authentication and that are Wrongfully hidden from the user. 
In particular, the metric incorporates no determinations of 
key or entity independence for the purposes of authentica 
tion, Which is the point on Which the PGP metric stumbled. 
The primary decision (or more accurately, assumption) 
made Within this metric is that the creator of the ?rst liable 
edge on any path from the trusted source key to the target 
key Will pay the amount for Which it insured that edge. 
HoWever, as already described, this decision can be left to 
the user, by alloWing the user to designate her trust in nodes 
to pay based on standard business reports. 

[0092] Principle 7: The capacity of a minimum capacity 
cut in accordance With the present invention can be com 
puted using any maximum ?oW algorithm, of Where there 
are many efficient examples. 

[0093] Principle 8: On partial information the metric of the 
present invention returns a meaningful result: an amount for 
Which the name- to-key binding is insured (though it might 
be insured for more). If an entity’s responsibility for a 
certi?cate that it creates extends beyond any premature 
revocation of that certi?cate, then even unknoWn certi?cate 
revocations pose no threat to the insured value of a name 

to-key binding. OtherWise, computing a minimum capacity 
cut With every edge capacity set to one outputs the number 
of certi?cates that Would need to be revoked to leave the 
binding uninsured. 

[0094] The metric of the present invention can be advan 
tageous in part because its outputs can have direct relevance 
for a range of business transactions, and in part because it 
places responsibility on each certi?er to assess and assume 
risk for the certi?cates it creates. 

[0095] To summariZe, the metric of the present invention 
takes a graph, a trusted source key KS and a target key Kt as 
input, and returns an amount for Which the name-to-key 
binding is insured. The certi?cate for a given edge in the 
present invention includes the key for the destination node, 
one or more attributes about that key, such as its oWner, an 
insurance indicator and the combination is signed by another 
key and that another key is associated With the insurer. The 
system can compute the capacity of a minimum capacity KS, 
Kt-cut to provide a user With further assurance information 
about the authentication paths. Extensions of this metric 
could re?ne this computation based on trust. For example, 
the model could alloW the user to limit the nodes that the 
metric includes in its computation, based on her trust in their 
apparent oWners (speci?ed by the edges that certify them) to 
pay if held liable. 
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What is claimed is: 
1. A method for assessing a level of assurance of reaching 

a target from a source along a chain of authority of certi? 
cates comprising: 

determining a minimum insurance amount in a chain of 
authority of certi?cates, each of the certi?cates includ 
ing a key oWned by one entity, an attribute associated 
With the key of the one entity, an insurance amount 
associated With the key of the one entity, and that key’s 
associated attribute being signed by a key of an entity 
giving authentication assurance; and 

said determining the minimum insurance amount in the 
chain of authority of certi?cates being performed by 

receiving an insurance amount for each certi?cate in 
the chain of authority of certi?cates, 

determining the minimum insurance amount from 
among the received insurance amounts, and 

outputting the minimum insurance amount. 
2. The method of claim 1 Wherein in each of said 

certi?cates said attribute includes an identity of said one 
entity. 

3. The method of claim 1 Wherein said insurance amount 
represents an amount for Which the entity giving authenti 
cation assurance is liable With regard to the accuracy of the 
certi?cate. 
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4. Amethod for assessing a level of assurance for reaching 
a target from a source, the source and target being connected 
by a plurality of chains of authority, each node along each 
chain of authority including a value for an insurance metric, 
the method comprising: 

determining a minimum value from among the values for 
the insurance metric for each chain of authority from 
the plurality of the chains of authority; and 

calculating a level of assurance for reaching the target 
from the source based on the determined minimum 

value. 

5. The method of claim 4 Wherein the insurance metric is 
an insurance dollar amount for certi?cates. 

6. The method of claim 4 Wherein the level of assurance 
is the determined minimum value. 

7. The method of claim 4 Wherein the determination of a 

minimum value from among the values of the insurance 
metric for a chain of authority is made based on the values 

of the insurance metric for each node Within the chain of 

authority. 


