
(19) United States 

Ostholf et al. 

US 20020147918A1 

(12) Patent Application Publication (10) Pub. No.: US 2002/0147918 A1 
(43) Pub. Date: Oct. 10, 2002 

(54) 

(76) 

(21) 

(22) 

(60) 

SYSTEM AND METHOD FOR SECURING 
INFORMATION IN MEMORY 

Inventors: Harro R. Ostho?', Numberg (DE); 
Bernhard J .M. Smeets, Dalby (SE); 
Rickard Svedenmark, Nurnberg (DE) 

Correspondence Address: 
Ronald L. Grudziecki 
BURNS, DOANE, SWECKER & MATHIS, 
L.L.P. 
P.O. Box 1404 
Alexandria, VA 22313-1404 (US) 

Appl. No.: 10/114,955 

Filed: Apr. 4, 2002 

Related US. Application Data 

Provisional application No. 60/281,369, ?led on Apr. 
5, 2001. 

INITIATE STARTUP 
ROUTINE UPON 
OCCURENCE OF 

TRIGGERING EVENT 

Publication Classi?cation 

(51) Int. Cl? ................................................... .. G06F 12/14 

(52) Us. 01. ............................................................ ..713/193 

(57) ABSTRACT 

A system and method for securing information in the 
memory of an electronic device. A terminal identi?er that 
identi?es the device is stored in memory in the device. Also 
stored in memory of the device is a cryptographic hash 
algorithm and a hash value that is calculated from the 
application of the hash algorithm against the terminal iden 
ti?er. The terminal identi?er, the hash algorithm, and the 
hash value are all stored in protected memory Within the 
electronic device With the protected memory being read only 
memory or one time programmable memory. In response to 
the occurrence of an event on the electronic device, such as 
at time of device poWer-up, the hash algorithm is applied 
against the stored terminal identi?er, With the resultant hash 
value being compared against the stored hash value. If the 
tWo hash values fail to match, normal operation of the device 
is disabled. 
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SYSTEM AND METHOD FOR SECURING 
INFORMATION IN MEMORY 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is based upon and claims priority 
from United States provisional patent application No. 
60/281,369, ?led Apr. 5, 2001, the entire contents of Which 
are hereby incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to securing informa 
tion in memory and, more speci?cally, to a system and 
method for ensuring the security of stored information by 
securing a hash value in read-only memory. 

[0004] 2. Description of the Related Art 

[0005] The cellular telephone industry has made phenom 
enal strides in commercial operations in the United States as 
Well as the rest of the World. GroWth in major metropolitan 
areas has far exceeded expectations and is rapidly outstrip 
ping system capacity. If this trend continues, the effects of 
this industry’s groWth Will soon reach even the smallest 
markets. Innovative solutions are required to meet these 
increasing capacity needs as Well as maintain high quality 
service and avoid rising prices. 

[0006] Upon accessing a radio communications network, 
cellular telephones and similar mobile terminal devices 
identify themselves to the netWork through the use of 
terminal identi?ers that are internal to each cellular tele 
phone. One such identi?er standard is the International 
Mobile Equipment Identity (hereinafter “IMEI”) standard 
that is designed to uniquely identify each mobile commu 
nication device Within the Global System for Mobile Com 
munication (hereinafter “GSM”) standard. This standard is 
described in 3GPP TS 23.003 V4.0.0 (March, 2001), the 
telchnical speci?cation of Which has been produced by the 
3 Generation Partnership Project and the contents of Which 
are incorporated herein by reference. The IMEI is designed 
to be numeric data not to exceed ?fteen digits and is 
typically stored in non-volatile memory When the telephone 
is manufactured. The United States Federal Communica 
tions Commission (hereinafter “FCC”) has codi?ed a de? 
nition of electronic serial numbers for cellular telephones at 
47 C.F.R. §22.919, the contents of Which are incorporated 
herein by references. The FCC standard speci?es that the 
electronic serial number for uniquely identifying a cellular 
mobile transmitter is a 32 bit number that must be perma 
nently attached to a main circuit board of the transmitter. 

[0007] The oWner or user of a cellular telephone must 
typically ?rst register the telephone With a communications 
netWork provider prior to being able to utiliZe the telephone 
on the netWork. The registration process typically includes 
the communications netWork provider acquiring the identi 
?er of the telephone and linking this information With 
customer and feature information provided by the oWner of 
the telephone. By matching the telephone’s identi?er to 
information related to the oWner of the telephone as stored 
and maintained by the communications netWork provider, 
feature services are made available to the telephone and 
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various subsequent access, usage, and access charges are 
accrued against the registered oWner of the telephone. 

[0008] In recent years, legitimate, active cellular tele 
phone identi?ers have been appropriated by electronic 
pirates and hackers and have been copied into one or more 
other cellular telephones, replacing the internal identi?ers in 
those telephones. In this manner, the identity of legitimate 
telephones can be copied into stolen telephones to make the 
stolen telephones appear to a mobile netWork as legitimate 
telephones. When these modi?ed cellular telephones are 
utiliZed on a mobile communications netWork, they elec 
tronically impersonate the legitimate cellular telephone, 
With all resultant charges being billed against the oWner of 
the legitimate cellular telephone. The “stealing” of cellular 
telephone identities has become a large and expensive 
problem. One manner by Which thieves have been able to 
discover legitimate cellular telephone identi?ers for pur 
poses of subsequent misappropriation is by electronically 
intercepting the hand-shaking betWeen the cellular tele 
phone and the communications netWork to determine and 
appropriate the identi?er of the cellular telephone. Addition 
ally, some mobile communications devices have the identi 
?ers printed on a label af?xed to the devices, Where the 
identi?ers are easily perceived. 

[0009] Securing the integrity of the identi?er information 
in a mobile device and thereby preventing the impersonation 
of legitimate mobile devices can be accomplished by pre 
venting the identi?er information from being modi?ed once 
it is stored Within the mobile device. For example, the 
identi?er information can be Written into the mobile device’s 
read-only memory (“ROM”). HoWever, such protection 
mechanisms are expensive since they require a unique ROM 
code per device. 

[0010] Alternatively, the security of the identi?er infor 
mation stored in the mobile device can be protected, and 
subsequent use of the altered device can be restricted, by 
detecting When the identi?cation information has been 
changed from the original con?guration stored in the 
memory. 

[0011] One family of information change detection sys 
tems utiliZes cryptographic hash algorithms to create a hash 
value, or a checksum, of the terminal identi?er during the 
manufacture of the terminal device, With the terminal iden 
ti?er and the hash value being stored in memory in the 
device. Upon start-up or poWer-up of the terminal device, 
the cryptographic hash algorithm is applied to the stored 
terminal identi?er to create a temporary hash value. The 
temporary hash value is compared With the stored hash 
value; and if the tWo hash values do not match, the terminal 
identi?er is presumed to have been altered and start-up of the 
device is terminated. Some systems include the use of a 
secret key in the cryptographic process in an attempt to 
create a more complex hash value Which Will be less 
susceptible to hacking. The use of hash algorithms and 
message authoriZation codes (as secret keys are occasionally 
termed) to protect the integrity of data are knoWn method 
ologies and are discussed in more detail in Chapter 9 of 
“Handbook of Applied Cryptology” by MeneZes, Oorschot, 
and Vanstone (CRC Press 1997), the contents of Which 
chapter are incorporated herein by reference. Unfortunately, 
the algorithm, the secret key, and the computed hash value 
are typically stored in electronically erasable programmable 
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read-only memory (“EEPROM”), Which is vulnerable to 
unauthorized and often undetectable access. For example, a 
hacker seeking to appropriate a legitimate terminal identi?er 
for use in a terminal device could reWrite not only the 
terminal identi?er information but also the cryptographic 
hash algorithm routine in the terminal device such that 
applying the neW algorithm to the neW identi?cation infor 
mation Would produce the originally-calculated and stored 
hash value and thereby permit the reprogrammed terminal 
device to impersonate the legitimate device from Which the 
terminal identi?er Was appropriated. 

[0012] There is therefore a need to overcome the problems 
associated With existing mechanisms for securing informa 
tion in the memory of a terminal device. 

SUMMARY OF THE INVENTION 

[0013] It should be emphasiZed that the term “comprises” 
or “comprising” When used in this speci?cation is taken to 
specify the presence of stated features, integers, steps, or 
components but does not preclude the presence or addition 
of one or more other features, integers, steps, components, 
or groups thereof. 

[0014] The present invention is directed toWard a system 
and method for securing information in the memory of an 
electronic device. A terminal identi?er that identi?es the 
device is stored in memory in the device. Also stored in 
memory of the device is a cryptographic hash algorithm and 
a hash value that is calculated from the application of the 
hash algorithm against the terminal identi?er. The terminal 
identi?er, the hash algorithm, and the hash value are all 
stored in protected memory Within the electronic device With 
the protected memory being read only memory or one time 
programmable memory. In response to the occurrence of an 
event on the electronic device, such as at time of device 
poWer-up, the hash algorithm is applied against the stored 
terminal identi?er, With the resultant hash value being 
compared against the stored hash value. If the tWo hash 
values fail to match, normal operation of the device is 
disabled. 

[0015] In accordance With one aspect of the present inven 
tion, an apparatus is con?gured to secure information in the 
memory of an electronic device, including a ?rst memory 
having stored therein a cryptographic hash algorithm; a 
second memory having stored therein information; a third 
memory having stored therein a ?rst hash value calculated 
by operation of the cryptographic hash algorithm on the 
stored information; and a processor for calculating, in 
response to an occurrence of a predetermined event, a 
second hash value of the stored information according to the 
stored cryptographic hash algorithm, and for comparing the 
second hash value to the ?rst hash value, Wherein normal 
operation of the electronic device is disabled if the second 
hash value does not match the ?rst hash value. 

[0016] An alternative embodiment of the invention is 
directed toWard an electronic device With a processor and a 
memory, Wherein a cryptographic hash algorithm is stored 
on the processor, information identifying the electronic 
device is stored in the memory, and a hash value according 
to the cryptographic hash algorithm and the identifying 
information is stored in the memory; and Wherein, if the 
stored cryptographic hash algorithm later calculates a hash 
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value of the stored identifying information that fails to 
match the stored hash value, a normal operation of the 
electronic device is disabled. 

[0017] Exemplary embodiments of the invention are also 
directed toWard a method for securing information in the 
memory of a device, including the steps of storing a cryp 
tographic hash algorithm in a memory on a device; storing 
information in a memory on the device; storing a ?rst hash 
value in a memory on the device; in response to an occur 
rence of a predetermined event on the device, calculating a 
second hash value according to the stored information and 
the stored cryptographic hash algorithm; comparing the 
second hash value to the ?rst hash value; and disabling a 
normal operation of the device if the second hash value does 
not match the ?rst hash value. 

[0018] An additional embodiment includes a computer 
readable medium encoded With softWare to secure informa 
tion in the memory of an electronic device by storing a 
cryptographic hash algorithm in a memory on an electronic 
device; storing information in a memory on the electronic 
device; storing a ?rst hash value in a memory in the 
electronic device; in response to an occurrence of a prede 
termined event on the electronic device, calculating a second 
hash value according to the stored information and the 
stored cryptographic hash algorithm; comparing the second 
hash value to the ?rst hash value; and disabling a normal 
operation of the electronic device if the second hash value 
does not match the ?rst hash value. 

[0019] An alternative embodiment of the invention is 
directed toWard a method for securing information in the 
memory of a terminal device, including storing a crypto 
graphic hash algorithm in a memory on a device; storing 
information in a memory on the device; storing serial 
number information in a memory on the device; storing in a 
memory on the device a ?rst hash value calculated by the 
cryptographic hash algorithm from said stored information 
and said serial number information; in response to an 
occurrence of a predetermined event on the device, calcu 
lating a second hash value according to the stored crypto 
graphic hash algorithm; comparing the second hash value to 
the ?rst hash value; and disabling a normal operation of the 
device if the second hash value does not match the ?rst hash 
value. 

[0020] In yet another embodiment of the present invention 
a method is directed toWard securing information on the 
memory of an electronic device, including storing a cryp 
tographic hash algorithm in a memory on an electronic 
device; storing control information in a memory on the 
electronic device; storing in a memory on the electronic 
device a ?rst hash value calculated from the control infor 
mation according to the cryptographic hash algorithm; in 
response to an occurrence of a predetermined event on the 
electronic device, calculating a second hash value according 
to the stored cryptographic hash algorithm; and comparing 
the second hash value to the ?rst hash value, Wherein a 
normal operation of the electronic device is disabled if the 
second hash value does not match the ?rst hash value. 

[0021] In accordance With another aspect of the present 
invention, the hash value can be stored in one time pro 
grammable memory on the processor of the electronic 
device. 

[0022] A further embodiment of the invention is directed 
toWard an apparatus con?gured to secure information in a 



US 2002/0147918 A1 

memory of an electronic device, including a ?rst memory 
having stored therein a cryptographic hash algorithm; a 
second memory having stored therein information related to 
the control of an electronic device; a third memory having 
stored therein a ?rst hash value calculated by operation of 
the cryptographic hash algorithm on the stored information; 
and a processor for calculating, in response to an occurrence 
of a predetermined event, a second hash value of the stored 
information according to the stored cryptographic hash 
algorithm, and for comparing the second hash value to the 
?rst hash value, Wherein normal operation of the electronic 
device is disabled if the second hash value does not match 
the ?rst hash value. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] These and other objects and advantages of the 
present invention Will become more apparent and more 
readily appreciated to those skilled in the art upon reading 
the folloWing description of the preferred embodiments, 
taken in conjunction With the accompanying draWings, 
Wherein like reference numerals have been used to designate 
like elements, and Wherein: 

[0024] FIG. 1 shoWs a component diagram of a secured 
information system con?gured in accordance With an exem 
plary embodiment of the invention; 

[0025] FIG. 2 shoWs a How chart of an exemplary method 
for securing information in memory; 

[0026] FIG. 3 shoWs a How chart of an exemplary method 
for securing information in memory; 

[0027] FIG. 4 shoWs a component diagram of a secured 
information system con?gured in accordance With an exem 
plary embodiment of the invention; 

[0028] FIG. 5 shoWs a How chart of an exemplary method 
for securing information in memory; 

[0029] FIG. 6 shoWs a How chart of an exemplary method 
for securing information in memory; 

[0030] FIG. 7 shoWs a component diagram of a secured 
information system con?gured in accordance With an exem 
plary embodiment of the invention; 

[0031] FIG. 8 shoWs a component diagram of a secured 
information system con?gured in accordance With a further 
exemplary embodiment of the invention; 

[0032] FIG. 9 shoWs a component diagram of a secured 
information system con?gured in accordance With an addi 
tional exemplary embodiment of the invention; and 

[0033] FIG. 10 shoWs a component diagram of a secured 
information system con?gured in accordance With an alter 
native exemplary embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0034] In the folloWing description, for purposes of expla 
nation and not limitation, speci?c details are set forth in 
order to provide a thorough understanding of the present 
invention. HoWever, it Will be apparent to one skilled in the 
art that the present invention may be practiced in other 
embodiments that depart from these speci?c details. In other 
instances, detailed descriptions of Well-knoWn methods, 
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devices, and circuits are omitted so as not to obscure the 
description of the present invention. 

[0035] The method and terminology by Which an indi 
vidual terminal device, such as a cellular telephone or a 
personal digital assistant, can be uniquely identi?ed has 
variously been described as a terminal identi?er, an inter 
national mobile equipment identity, an electronic serial 
number, and the like. Within the present description of 
exemplary embodiments of the invention, for the sake of 
clarity and not limitation, the internal numeric or alpha 
numeric representation by Which a terminal device can be 
uniquely identi?ed to a communications netWork Will col 
lectively be referred to as a “terminal ID.” It should be 
emphasiZed that the term, “terminal device,” as used herein, 
includes but is not limited to mobile radio communications 
equipment, such as mobile telephones and the like, and 
includes any device in Which it is desired to ensure that one 
or more data items are not altered Without authoriZation. 

[0036] While the above discussion has focused on the 
need to secure the terminal ID in a terminal device, such as 
a mobile telephone, portable electronic devices have addi 
tional key segments of information stored Within the devices 
that are preferred to be kept secure. In particular, a terminal 
device can be initialiZed or programmed With one or more 

control parameters and/or settings that control or limit the 
functionality of the device. For example, a code can be set 
in the device at the time of manufacture or at the time of 
registration of the device for use on a netWork that limits the 
device to be utiliZed on a particular netWork. Modifying this 
code could permit the terminal device access to different or 
multiple netWorks, possibly Without being charged for 
accessing the netWork. Additionally, a memory location in 
the terminal device can be set to a particular parameter that 
permits, for example, the user to access the Internet With the 
terminal device. NetWork providers prefer to charge for 
some of these features and could lose income should the 
devices be susceptible to being modi?ed such that these 
stored controls, settings, and parameters are modi?ed. 
Exemplary embodiments of the present invention, While 
applied to securing terminal ID information in the memory 
of a terminal device, can be equally applied to secure various 
control, setting, and parameter information that is Written 
and/or stored in one or more memory locations in the 
terminal device. 

[0037] Referring noW to FIG. 1, there is shoWn a partial 
component vieW of an exemplary terminal device 100 in 
Which embodiments of the present invention can be imple 
mented. At the time and place of manufacture of the terminal 
device 100, such as at a mobile telephone factory, the 
various components comprising the device 100 can be 
assembled to produce the device 100. The terminal device 
100 includes at least one processor 110, although multiple 
processors can be implemented Within the device 100 With 
out detracting from the features of the invention. The device 
100 also has one or more memory chips 130, With the 
processor 110 and the memory chip 130 being in electronic 
communication, Whether Wired, Wireless, or optic, through 
the connection 102. Both the processor 110 and the memory 
chip 130 include computer readable media, such as compo 
nents 112, 114, 132, 138, and 140, for the storage and 
retrieval of information. Each of these components can be 
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separate devices in electronic communication With each 
other or can be integrated into a single component, or any 
combination of the above. 

[0038] A cryptographic hash algorithm is stored in read 
only memory (“ROM”) 112 on the processor 110. The 
particular cryptographic hash algorithm utiliZed can be any 
one of several knoWn hash algorithms, such as the Secure 
Hash Algorithm (SHA-l) or the Message Digest Algorithm 
5 (MDS). Additionally, a startup routine to initiate the 
information checking process by the cryptographic hash 
algorithm is stored in ROM 114. In the present application, 
the term, “read only memory,” is intended to refer to 
memory that can be Written only once, and is not alterable. 
The storage, or Writing, of the algorithm and the routine, as 
softWare instructions or hardcoded ?rmWare or the like, into 
locations 112 and 114 can take place at the site of and at the 
time of the manufacture of the terminal device 100, as 
contrasted With the time of manufacture of the processor 110 
and/or the memory chip 130. The timing and the location 
Where the softWare is stored into the device 100 or When and 
Where the device 100 is assembled do not detract from the 
features of exemplary embodiments of the invention. 

[0039] The serial number of the memory chip 130 is stored 
in one time programming (“OTP”) memory 132 on the 
memory chip 130 at memory location 134. Within the 
meaning of the present application, OTP memory represents 
memory that can be Written once and is then forever locked 
to preclude subsequent reWriting. Write Once Memories are 
OTP memories that are Written once and forever locked. 
Alternatively, a lockable OTP memory can be Written mul 
tiple times until it is forever locked by the issuance of a 
command. The terminal ID for the terminal device 100 is 
stored in memory location 138 in the memory chip 130, 
preferably, but not necessarily, at the time of manufacture of 
the terminal device 100. The terminal ID can be structured, 
for example, in conformance With a numbering standard 
such as that de?ned for GSM systems in the 3GPP TS 23.003 
document, but adherence to such a standard is not required 
in exemplary embodiments of the invention. As used in the 
present application, the term, “one time programming,” 
refers to a type of memory that permits a single recording of 
information into a memory area, Whether bit by bit or in its 
entirety. FolloWing the recording of the information, the 
memory is locked by any one of several knoWn techniques 
that prevents any information from being Written in that 
portion of memory even if the original information is ?rst 
erased. Therefore, OTP memory is distinguished from read 
only memory, electronically erasable programmable read 
only memory (EEPROM), and reWritable memory 140 in 
that its contents cannot be reWritten once initialiZed With 
information. 

[0040] While the cryptographic hash algorithm and the 
startup routine are shoWn in memory locations 112 and 114, 
respectively, in the processor 110, one or both of these 
routines can also be stored in the memory chip 130. HoW 
ever, to execute these routines on the processor 110, they can 
be routed to the processor 110 across the communications 
link 102 betWeen the memory chip 130 and the processor 
110. Such a transfer exposes the instructions in these rou 
tines to outside access and possible appropriation. There 
fore, to better secure these routines from unauthoriZed 
access and/or modi?cation, they are preferably stored on the 
processor 110. 
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[0041] According to one convention regarding the design 
and manufacture of memory chips, the space available in the 
OTP memory 132 of the memory chip 130 is 128 bits, of 
Which 64 bits are taken up by the serial number in memory 
location 134. Because OTP memory can be Written and 
locked by bit or by section, the serial number portion of the 
OTP memory 132 on the memory chip 130 can be Written 
and locked at the time and place of manufacture of the 
memory chip 130; and the hash value in the memory 
location 136 portion of the OTP memory 132 can be Written 
and secured at a later time When the terminal device is 
assembled. While the OTP memory 132 of the memory chip 
130 is knoWn to be 128 bits in some memory chips 130, this 
memory area can be larger or smaller. Preferably, the space 
remaining in the OTP memory 132 folloWing the storage of 
the serial number is at least 60 bits of computer readable 
memory for storage of a hash value, although a less complex 
hash value can be stored in a memory space of less than 60 
bits. 

[0042] FIG. 2 shoWs the processing steps of an exemplary 
method for securing terminal ID information in the memory 
of a terminal device 100. Step 200 shoWs the Writing or 
storing of the terminal ID of the terminal device 100 into the 
memory location 138 on the memory chip 130. The cryp 
tographic hash algorithm and the startup routine are stored 
in memory locations 112 and 114, respectively, at steps 202 
and 204. While shoWn in a particular sequence in FIG. 2, 
steps 200-204 can be performed in any order or in any 
combination Without detracting from the features of exem 
plary embodiments of the invention. FolloWing the storing 
of the cryptographic hash algorithm in memory 112, the 
algorithm is applied to the stored terminal ID to create a hash 
value, or checksum, Which is then stored in OTP memory 
location 136 on the memory chip 130 at steps 206 and 208. 

[0043] Referring noW to FIG. 3, there is shoWn the 
processing steps of an exemplary embodiment of the inven 
tion. Upon startup of the terminal device 100 or the occur 
rence of a predetermined triggering event in the terminal 
device 100, the startup routine stored in memory 114 is 
initiated at step 310. The triggering event can, for example, 
be the poWering up of the terminal device 100. Alternatively, 
the triggering event can be the user attempting to activate or 
utiliZe one or more functions on the terminal device 100. For 
example, When the user attempts to access the Internet 
through the terminal device 100 or attempts to transmit or 
receive voice mail or email, the startup routine can be 
initiated at step 310 to verify that the terminal ID informa 
tion has not been modi?ed since this information Was stored 
in the device 100. As an additional embodiment, the trig 
gering event can be done periodically or at speci?c intervals 
or times. 

[0044] At step 312, the cryptographic hash algorithm 
stored in memory 112 is invoked by the startup routine to be 
applied to the information presently stored in memory 
location 138. The resultant temporary, or second, hash value 
is compared at step 314 With the hash value that has been 
securely stored in memory location 136. If the tWo hash 
values match, then the user and the netWork provider can be 
assured the terminal ID in memory location 138 has not been 
appropriated from a another, legitimate terminal device 100, 
and the normal operation of the device 100 is alloWed to 
proceed at step 316 to continue, for example, poWering up 



US 2002/0147918 Al 

the terminal device 100 or, alternatively, permiting the user 
to access one or more features available through the terminal 

device 100. 

[0045] If the tWo hash values do not match, then one or 
more pieces of information stored in memory locations 112, 
136, or 138 has been modi?ed, and the normal operation of 
the device 100 is disabled at step 318, thereby, for eXample, 
blocking normal use of the terminal device 100 or one or 
more features on the device 100. Upon detection of such a 
modi?cation of information Within the device 100, the 
terminal device 100 can disable itself or, alternatively, can 
send a signal to the netWork to limit the use of the device 100 
and even track its location through its base station connec 
tion. As an alternative feature and as part of the disable step 
318, upon encountering a non-matching hash value at step 
314, an embodiment of the invention can permit the terminal 
device 100 to proceed through poWer-up only to transmit an 
alarm signal to a remote location to alert the attempted use 
of a terminal device 100 With an altered terminal ID, 
folloWed by a poWer-doWn of the terminal device 100. 
Alternatively, step 318 can include display of an error 
message on the screen or graphical user interface of the 
terminal device 100. 

[0046] In an alternative embodiment, as shoWn in FIG. 4, 
the information stored in memory on the terminal device 100 
is further secured by storing the cryptographic hash algo 
rithm in OTP memory 412. In this embodiment, even if the 
hash value in OTP memory location 136 and the terminal ID 
in the memory chip 130 are modi?ed through the adultera 
tion or replacement of the memory chip 130, the crypto 
graphic hash algorithm can remain secure, thereby ensuring 
a secure validation of the terminal ID information at step 314 
of FIG. 3. 

[0047] Referring noW to FIGS. 1, 5, and 6, an alternative 
embodiment of the invention Will be discussed in Which the 
hash value is expanded to include the serial number in 
memory location 134 of the memory chip 130. In this 
embodiment, most of the steps are the same as those 
counterpart steps shoWn in FIGS. 2 and 3, and for these 
steps a ?ll description Will not be repeated. HoWever, steps 
506 of FIG. 5 and step 612 of FIG. 6 are changed from their 
respective counterpart steps in FIGS. 2 and 3, respectively, 
in that they create and compare a hash value computed from 
the terminal ID stored in memory location 138 combined 
With the serial number of the memory chip 130. In this 
embodiment, the unique serial number stored in memory 
location 134 of the memory chip 130 is combined With the 
terminal ID stored in memory location 138 of the terminal 
device 100 to produce a hash value at step 506 by operation 
of the cryptographic hash algorithm stored in memory 112. 
The terminal ID and the serial number can be combined in 
any one of a number of knoWn methods, such as concat 
enating the serial number to the beginning of the terminal 
ID. The result of the serial number/terminal ID combination 
and subsequent hash value is a hash value that is unique to 
the memory chip 130 and therefore the terminal device 100 
since the serial number stored in memory location 134 is 
unique. At step 612, the cryptographic hash algorithm stored 
in memory 112 is applied to the serial number/terminal ID 
combination to create a temporary hash value for validating 
against the hash value stored in memory location 136. This 
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embodiment can be further modi?ed in the manner shoWn in 
FIG. 4, Wherein the cryptographic hash algorithm is secured 
in OTP memory 412. 

[0048] An alternative embodiment of the invention is 
shoWn in FIG. 7, Wherein the serial number of the processor 
110 is stored in memory 716 and is used to create the hash 
value as shoWn in step 506. In this embodiment, the serial 
number of the processor 110 is Written into ROM 716; 
although in a modi?ed version of this embodiment, the 
memory 716 into Which the processor’s serial number is 
Written can be OTP memory. Referring noW to FIGS. 5, 6, 
and 7, the hash value stored in memory location 136 is 
expanded to include the serial number stored in memory 716 
of the processor 110. In this embodiment, at step 506, a hash 
value is created from the information stored at the terminal 
ID memory location 138 combined With the information 
stored in the processor serial number memory 716. The 
unique serial number of the processor 110 is combined With 
the terminal ID of the terminal device 100 to produce a hash 
value by operation of the cryptographic hash algorithm 
stored in memory 112. The terminal ID and the serial 
number can be combined in any one of a number of knoWn 
methods, such as concatenating the serial number to the 
beginning of the terminal ID. The result of the serial 
number/terminal ID combination and subsequent hash value 
is a hash value that is unique to the processor 110 and 
therefore the terminal device 100 since the serial number 
stored in memory 116 is unique. At step 612, the crypto 
graphic hash algorithm stored in memory 112 is applied to 
the serial number/terminal ID combination to create a tem 
porary hash value for validating against the hash value 
stored in memory location 136. This embodiment can be 
further modi?ed in the manner shoWn in FIG. 4, Wherein the 
cryptographic hash algorithm is secured in OTP memory 
412. 

[0049] In yet another embodiment of the invention, as 
shoWn in FIG. 8, the hash value can be stored in one time 
programmable memory 836 on the processor 110 instead of 
on the memory chip 130. With this feature, the possibility is 
reduced that the hash value can be intercepted as it is routed 
to the processor 110 across the connecting link 102 to be, for 
eXample, compared With a temporary hash value, such as in 
step 314 of FIGS. 3 and 6. This embodiment can be further 
modi?ed in the manner shoWn in FIG. 4, Wherein the 
cryptographic hash algorithm is secured in OTP memory 
412 on the processor 110. Correspondingly, the respective 
features shoWn in FIGS. 5 and 6 of including the memory 
chip serial number and/or the processor serial number in the 
calculated hash value can be included in this embodiment of 
the invention to render the hash value more dif?cult to 
decipher or guess. 

[0050] Additional embodiments of the invention are 
shoWn in FIGS. 9 and 10, in Which information 939 can be 
secured in the memory 130 of an electronic device 100. In 
addition to the terminal id 138 of the electronic device 100, 
further information can be stored on the terminal device 100 
that a user, oWner, manufacturer, or distributor may Want to 
secure from alteration. Such information can include the 
softWare loaded and/or stored on the terminal device. For 
eXample, the manufacturer of the terminal device 100 may 
Want to preserve the startup images that are displayed to the 
user upon startup, or poWerup, of the terminal device. The 
softWare driving the startup process and images can be 
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stored as secured information 939 in the memory 130 of the 
terminal device 100. Additionally, the distributer of the 
terminal device may, for example, Want to preserve the 
programmed language capabilities of the device 100 by 
storing all or part of the software controlling these capabili 
ties at the secured information location 939. In this manner, 
softWare related to the operation and control of the terminal 
device can be secured in the memory of the device 100. 

[0051] In these embodiments of the invention, the opera 
tion of the hash algorithm is expanded to operate on the 
secured information 939 in a manner similar to the inclusion 
of the serial numbers 134 and 716 as shoWn in FIGS. 5-7. 
The hash algorithm can operate on the secured information 
939 to produce a hash value to be compared against the hash 
value information stored at 136. Alternatively, as shoWn in 
FIG. 10, the hash value can be stored in OTP memory 836 
on the processor 110. As an additional feature of the inven 
tion, the hash algorithm can operate on any combination of 
the terminal id 138, the serial number 134 and/or 716, and 
the secured information 939 to create the hash value. 

[0052] Alternatively, the secured information 939 can also 
be controls, calibration settings, and/or parameters Within 
the terminal device 100. For eXample, the tuning parameters 
and/or the transceiver calibration data for the terminal 
device 100 can be secured in memory location 939 on the 
terminal device 100, With this information being utiliZed by 
the hash algorithm to compute a hash value for comparing 
against the stored hash value 136 or 836. While FIGS. 9 and 
10 shoW the secured information stored in memory 939 on 
the memory 130 of the terminal device 100, the secured 
information can equally be stored on the processor 110 of the 
terminal device 100 Without detracting from the features of 
the invention. 

[0053] Although preferred embodiments of the present 
invention have been shoWn and described, it Will be appre 
ciated by those skilled in the art that changes may be made 
in these embodiments Without departing from the principle 
and spirit of the invention, the scope of Which is de?ned in 
the appended claims and their equivalents. 

What is claimed is: 
1. An apparatus con?gured to secure information in a 

memory of an electronic device, comprising: 

a ?rst memory having stored therein a cryptographic hash 
algorithm; 

a second memory having stored therein information 
related to the identi?cation of an electronic device; 

a third memory having stored therein a ?rst hash value 
calculated by operation of the cryptographic hash algo 
rithm on the stored information; and 

a processor for calculating, in response to an occurrence 
of a predetermined event, a second hash value of the 
stored information according to the stored crypto 
graphic hash algorithm, and for comparing the second 
hash value to the ?rst hash value, Wherein normal 
operation of the electronic device is disabled if the 
second hash value does not match the ?rst hash value. 

2. The apparatus according to claim 1, Wherein the 
electronic device is a mobile device for connecting to a 
communications netWork. 
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3. The apparatus according to claim 1, Wherein the ?rst 
memory is located on the processor of the electronic device. 

4. The apparatus according to claim 1, Wherein the ?rst 
memory comprises one time programmable memory. 

5. The apparatus according to claim 1, Wherein the ?rst 
hash value is stored in one time programmable memory. 

6. The apparatus according to claim 5, Wherein the ?rst 
hash value is stored on the processor. 

7. The apparatus according to claim 1, Wherein the ?rst 
hash value is stored in memory on the processor of the 
electronic device. 

8. The apparatus according to claim 1, Wherein the 
predetermined event is a poWering up of the electronic 
device. 

9. The apparatus according to claim 1, Wherein the 
predetermined event is an accessing of a predetermined 
feature by the user of the electronic device. 

10. The apparatus according to claim 1, Wherein disabling 
normal operation of the electronic device comprises poW 
ering doWn the electronic device. 

11. The apparatus according to claim 1, further compris 
ing a startup routine, Wherein the startup routine is initiated 
in response to an occurrence of the predetermined event, and 
the startup routine invokes the stored cryptographic hash 
algorithm. 

12. An electronic device With a processor and a memory, 
Wherein a cryptographic hash algorithm is stored on the 
processor, information identifying the electronic device is 
stored in the memory, and a hash value according to the 
cryptographic hash algorithm and the identifying informa 
tion is stored in the memory; and Wherein, if the stored 
cryptographic hash algorithm later calculates a hash value of 
the stored identifying information that fails to match the 
stored hash value, a normal operation of the electronic 
device is disabled. 

13. A method for securing information in the memory of 
a device, comprising: 

storing a cryptographic hash algorithm in a memory on a 
device; 

storing information in a memory on the device; 

storing a ?rst hash value in a memory on the device; 

in response to an occurrence of a predetermined event on 
the device, calculating a second hash value according 
to the stored information and the stored cryptographic 
hash algorithm; 

comparing the second hash value to the ?rst hash value; 
and 

disabling normal operation of the device if the second 
hash value does not match the ?rst hash value. 

14. The method according to claim 13, Wherein the device 
is a mobile device for connecting to a communications 
netWork. 

15. The method according to claim 13, further including 
storing the cryptographic hash algorithm in a memory on a 
processor of the device. 

16. The method according to claim 15, further including 
storing the cryptographic hash algorithm in one time pro 
grammable memory. 

17. The method according to claim 13, further including 
storing the cryptographic hash algorithm in a one time 
programmable memory on the device. 
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18. The method according to claim 13, further including 
calculating the ?rst hash value according to the stored 
information and the cryptographic hash algorithm. 

19. The method according to claim 18, further including 
storing the calculated ?rst hash value in a one time pro 
grammable memory. 

20. The method according to claim 18, further including 
storing the calculated ?rst hash value in a memory on a 
processor of the device. 

21. The method according to claim 13, Wherein the 
predetermined event is a poWering up of the device. 

22. The method according to claim 13, Wherein the 
predetermined event is an accessing of a predetermined 
feature by the user of the device. 

23. The method according to claim 13, Wherein disabling 
normal operation of the electronic device comprises poW 
ering doWn the electronic device. 

24. The method according to claim 13, further comprising 
storing a startup routine in the device, Wherein the startup 
routine is initiated in response to an occurrence of the 
predetermined event, and the startup routine invokes the 
stored cryptographic hash algorithm. 

25. A computer readable medium encoded With softWare 
to secure information in the memory of an electronic device 
by storing a cryptographic hash algorithm in a memory on 
an electronic device; storing information in a memory on the 
electronic device; storing a ?rst hash value in a memory on 
the electronic device; in response to an occurrence of a 
predetermined event on the electronic device, calculating a 
second hash value according to the stored information and 
the stored cryptographic hash algorithm; comparing the 
second hash value to the ?rst hash value; and disabling a 
normal operation of the electronic device if the second hash 
value does not match the ?rst hash value. 

26. A method for securing information in the memory of 
a device, comprising: 

storing a cryptographic hash algorithm in a memory on a 

device; 
storing information in a memory on the device; 

storing serial number information in a memory on the 

device; 
storing in a memory on the device a ?rst hash value 

calculated by the cryptographic hash algorithm based 
on said stored information and said serial number 

information; 
in response to an occurrence of a predetermined event on 

the device, calculating a second hash value according 
to the stored cryptographic hash algorithm; 

comparing the second hash value to the ?rst hash value; 
and 
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disabling a normal operation of the device if the second 
hash value does not match the ?rst hash value. 

27. The method according to claim 26, Wherein the serial 
number information is a serial number of a processor of the 
device. 

28. The method according to claim 27, further including 
calculating the second hash value based on the stored 
information and the stored serial number information. 

29. The method according to claim 26, Wherein the serial 
number information is a serial number of a memory com 
ponent of the device. 

30. The method according to claim 29, further including 
calculating the second hash value based on the stored 
information and the stored serial number information. 

31. A method for securing information in the memory of 
an electronic device, comprising: 

storing a cryptographic hash algorithm in a memory on an 
electronic device; 

storing control information in a memory on the electronic 
device; 

storing in a memory on the electronic device a ?rst hash 
value calculated from the control information accord 
ing to the cryptographic hash algorithm; 

in response to an occurrence of a predetermined event on 

the electronic device, calculating a second hash value 
according to the stored cryptographic hash algorithm; 

comparing the second hash value to the ?rst hash value; 
and 

disabling a normal operation of the electronic device if the 
second hash value does not match the ?rst hash value. 

32. An apparatus con?gured to secure information in a 
memory of an electronic device, comprising: 

a ?rst memory having stored therein a cryptographic hash 
algorithm; 

a second memory having stored therein information 
related to the operation of an electronic device; 

a third memory having stored therein a ?rst hash value 
calculated by operation of the cryptographic hash algo 
rithm on the stored information; and 

a processor for calculating, in response to an occurrence 
of a predetermined event, a second hash value of the 
stored information according to the stored crypto 
graphic hash algorithm, and for comparing the second 
hash value to the ?rst hash value, Wherein normal 
operation of the electronic device is disabled if the 
second hash value does not match the ?rst hash value. 


