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(57) ABSTRACT 

Amethod for maintaining the security of a Wireless database 
management system (WDMS) including steps of encrypting 
data for transmission through both hard-Wired and Wireless 
networks, authenticating user identities, timing out idle 
connections, assigning sessions, and categorizing types of 
user access. Each component of the structure of a WDMS is 

described along With the various security techniques 
employed for securing the data transmitted and received by 

9, 2000. that component. 
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METHOD AND SYSTEM FOR SECURE WIRELESS 
DATABASE MANAGEMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application Serial No. 60/247,523, ?led on 
Nov. 9, 2000. 

FIELD OF THE INVENTION 

[0002] The present invention generally relates to a method 
for maintaining the security of data transferred Within a 
Wireless database management system (WDMS), and relates 
more speci?cally to a method practiced by softWare imple 
mented on a plurality of Wireless devices and on a plurality 
of netWorked computers that comprise the WDMS. 

BACKGROUND OF THE INVENTION 

[0003] Security has become a high priority noW that 
access to many computer systems is not physically limited 
to hard-Wired netWorks. In the past, database administrators 
Were forced to Work Within the con?nes of secure office 
computers or secure of?ce computer netWorks that alloWed 
access to a database, or its database management softWare. 
AWDMS alloWs the database administrator to monitor and 
manage the database remotely. If the database administrator 
does not happen to be physically near in the event of a crisis, 
then remote access translates directly into a quicker response 
and less doWntime. This is extremely valuable to companies, 
such as banks, auction houses, brokerage ?rms, etc., Which 
must keep their databases running uninterrupted in order to 
prevent a loss of revenue. 

[0004] Although a WDMS solves many problems, it intro 
duces its oWn unique problem: hoW can the data transferred 
Within the WDMS be kept secure? In the present state of the 
art in Wireless communications, information is transmitted 
to and from a Wireless device by electromagnetic radiation 
that Will inevitably travel through public spaces. Obviously, 
it is not desirable, and in some cases it may be a violation 
of laW, for a company to alloW public access to the infor 
mation kept in its databases. In addition, typically data must 
be transferred betWeen a database server and a Web or 

application server before it can be broadcast to a Wireless 
device. These connections must also be secured in order to 
prevent unauthoriZed access to a WDMS. Without a proper 
method for securing data transferred Within a WDMS, 
private and con?dential information kept in a database or 
databases Within it may become accessible to competitors or 
the criminal element, With a loss of revenue potentially 
resulting. 
[0005] The need for securing data Within a computer 
netWork is not neW, and many security methods have been 
developed for keeping data secure Within a computer net 
Work. At present, some of these methods are being adapted 
for use in less conventional computing environments such as 
Wireless local area netWorks or Wireless phone netWorks. 
HoWever, heretofore there has been no system developed to 
address the unique and important security concerns of a 
WDMS. Such a system has its oWn special challenges that 
need to be understood and addressed. The need exists for a 
comprehensive method of securing data transmissions 
Within and access to a WDMS. 
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SUMMARY OF THE INVENTION 

[0006] The present invention provides a method for main 
taining the security of communications Within a Wireless 
database management system. In transfer through a WDMS, 
data might be exchanged betWeen hundreds of computers. 
The WDMS might comprise a Wireless device, Wireless base 
station, Wireless proxy server, a plurality of routers and 
servers that make up the Internet, a Web or application 
server, database server, and one or more databases. The 

medium, connection, and protocol used With each of these 
devices is different and each may present a different kind of 
security risk. In order to reduce the risk of data transferred 
Within the WDMS being intercepted or captured, all the 
communications betWeen these computers and their inter 
connections must be secured, preferably With several layers 
of security. 

[0007] Using softWare that is implemented on a Wireless 
device and a Wireless base station, data transmitted and 
received by radio frequency betWeen a Wireless device and 
a Wireless base station is encrypted using a private key 
method such as the Data Encryption Standard (DES) or the 
Advanced Encryption Standard The same data is also 
encrypted using a public key method such as Elliptic Curve 
Cryptography (ECC) or Rivest-Shamir-Adleman (RSA). 
The use of public and private key methods together consti 
tutes a more robust and ?exible security design than either 
method could provide on its oWn. 

[0008] Data transferred from a Wireless base station, 
through a Wireless proxy server and the Internet, to a Web or 
application server is secured With a loW-layer security 
protocol such as the Secure Sockets Layer (SSL) protocol or 
the Transport Layer Security (TLS) protocol. AWireless Web 
or application server (usually part of a company’s Intranet) 
might be further secured by the implementation of at least 
one ?reWall. The ?reWall might be used to restrict the set of 
IP addresses that can be connected to the Intranet to the IP 
addresses of the Wireless devices or of the Wireless proxy 
servers. 

[0009] Unfortunately, even if data transfer betWeen a 
Wireless device and a database server is completely secure it 
still might not be completely private. There remains the 
possibility that private information kept on the database or 
databases part of the WDMS might be accessed through a 
lost or stolen Wireless device. The present invention also 
provides a novel method, comprising several steps, for 
reducing the risk of this kind of unauthoriZed access. 

[0010] A ?rst step in preventing unauthoriZed users from 
accessing a database through the WDMS involves the 
authentication of a user’s identity. The present invention 
accomplishes authentication by requiring a user to “log in” 
to the WDMS With one or more user identi?cation phrases 
and passWords. An unauthoriZed user that ?nds or steals a 
Wireless device Would be unable to access information kept 
in the database or databases Without having the user iden 
ti?cation phrases and passWords necessary to log in. 

[0011] To prevent the still rarer chance that a Wireless 
device could be lost or stolen While an authoriZed user Was 

still logged into the WDMS, another step is used. In the 
present invention, softWare implemented on a Web or appli 
cation server sets an adjustable timeout for connections 
betWeen that Wireless device and the Web or application 
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server. After a certain amount of idle time or inactivity, 
Which might be speci?ed by the user, the Wireless device 
Will automatically log out from the WDMS. While this does 
not completely preclude unauthoriZed users from accessing 
the database or databases Within the WDMS, it makes it 
much more difficult by requiring them to do so Within a very 
short time frame set by the authoriZed user. 

[0012] HoWever, adding a timeout feature to a security 
scheme for Wireless devices also presents a neW challenge 
for a Would-be developer of a WDMS: database users and 
administrators are often many layers deep into a database 
While they are Working. It is extremely inconvenient—if not 
impossible—for a user to have to navigate back through 
layer upon layer of a database after he or she has been 
disconnected. An accidental timeout, perhaps caused by a 
temporary loss of a Wireless connection, might cost hours of 
Work for a user of the WDMS, and could result in an 
unstable database system if the interruption occurred While 
changes to the database Were not complete. The present 
invention presents a novel solution to this problem by 
uniquely identifying the connections (“sessions”) main 
tained betWeen a Wireless device and a database server. 
According to one embodiment of the invention, sessions are 
uniquely identi?ed With information that is stored on a Web 
or application server. Session identi?cation information is 
also called “session ID”. After a user disconnects by a 
timeout or log out from a database server, he or she may 
reconnect to the same position Within the database or 
databases by accessing the session information stored in the 
Web or application server memory along With his or her 
session ID. When the connection is reestablished, the user is 
returned to the same position as before or, alternatively may 
be prompted With a choice for this option. This technique is 
also useful because the session IDs alloW for more than one 
user to connect to the database or databases Within the 
WDMS simultaneously. Session IDs alloW database users 
and administrators to Work more efficiently, While at the 
same time providing an additional layer of security for the 
WDMS. 

[0013] To further secure the WDMS, the present invention 
alloWs users to be categoriZed into groups that might have 
different levels of access to the database, for eXample groups 
that have VieW-only access, groups that have VieW-and 
change-display access, and groups that have Administrative 
access. An administrator of the WDMS Would be able to 
monitor What sessions are active, alloWing him or her to 
keep track of Who is using the WDMS and What they are 
doing With it. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The foregoing and other objects, advantages and 
features of the present invention Will be apparent from the 
folloWing detailed description and the accompanying draW 
ings, in Which: 

[0015] FIG. 1 is a block diagram of the overall structure 
of a Wireless database management system in accordance 
With an embodiment of the present invention; 

[0016] FIG. 2 is a block diagram of a typical client Within 
a Wireless database management system in accordance With 
an embodiment of the present invention; 
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[0017] FIG. 3 is a block diagram of a typical Virtual 
Private NetWork (VPN) client Within a Wireless database 
system in accordance With an embodiment of the present 
invention; 
[0018] FIG. 4 is a block diagram of a typical Intranet 
Within a Wireless database management system in accor 
dance With an embodiment of the present invention; 

[0019] FIG. 5 is a block diagram of a typical Virtual 
Private NetWork (VPN) Intranet Within a Wireless database 
management system in accordance With an embodiment of 
the present invention; 

[0020] FIG. 6 is a block diagram of Wireless and netWork 
security protocols that are encountered as a query and 
response are transmitted and received betWeen a database 
and a Wireless device in accordance With an embodiment of 
the present invention; and 

[0021] FIG. 7 is a ?oWchart that illustrates the control 
How of steps performed by softWare implemented on a 
Wireless device and server in handling idle connections in 
accordance With an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0022] While the present invention is susceptible to vari 
ous modi?cations and alternative forms, certain preferred 
embodiments are shoWn by Way of eXample in the draWings 
and Will be described in detail herein. It should be under 
stood, hoWever, that it is not intended to limit the invention 
to the particular forms described, but to the contrary, the 
invention is intended to cover all modi?cations, alternatives 
and equivalents falling Within the spirit and scope of the 
invention de?ned by the appended claims. 

[0023] In FIG. 1, the overall structure of a WDMS accord 
ing to one embodiment of the invention is shoWn schemati 
cally. In general, data transferred Within the WDMS is 
transmitted and received through the Internet 70 (or a VPN 
Tunnel 75 Within the Internet) betWeen a client (or VPN 
client 5) and an Intranet 150 (or VPN Intranet 160). FIG. 2 
shoWs an embodiment of a typical client 15, and FIG. 4 
shoWs an embodiment of a typical Intranet 150. The VPN 
client 5 and Intranet 160 are shoWn in an embodiment in 
FIGS. 3 and 5 respectively, and Will be discussed separately 
beloW. 

[0024] At the most fundamental level, data transferred 
Within the WDMS is transferred from a Wireless device 10 
in FIG. 2 to a database 200 in FIG. 4 or from a database 200 
to a Wireless device 10. A description of the WDMS of the 
invention Will begin With a Wireless device 10, and folloW 
the path of data transmitted from a Wireless device 10 to a 
database 200. Reference Will be made to FIG. 6 for a 
description of various encoding, encrypting, and translation 
performed on the data being transmitted and received 
betWeen a Wireless device 10 and a database 200. 

[0025] A Wireless device 10 might comprise a personal 
digital assistant (PDA), cell phone, tWo-Way pager or other 
similar device. Referring to FIG. 6, data to be transferred 
from a Wireless device 10 to a Wireless base station (30 in 
FIG. 2), is secured With a method comprising tWo steps. 
First, a database query 260 in FIG. 6, is converted to HTML 
270 and encrypted With a private key method 280 such as the 
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Data Encryption Standard (DES), DES Extended (DESX), 
or the Advanced Encryption Standard Private key 
encryption is also knoWn as symmetric or symmetrical 
encryption because both the transmitter and receiver must 
have the same encryption key in order to encrypt and decrypt 
data. In a second step, data is encrypted using a public key 
method 290 such as Elliptic Curve Cryptography (ECC). By 
analogy With private key encryption, public key encryption 
is also knoWn as asymmetric or asymmetrical encryption 
because the transmitter and receiver can decrypt data With 
their oWn keys; the keys need not be, and usually are not, the 
same. According to one embodiment, public key encryption 
for data transferred betWeen a Wireless device 10 in FIG. 2 
and a Wireless base station 30 is provided by ECC, Which 
may be performed, for example, by an Elliptic Curve 
Dif?e-Hellman function. The private key used in the ?rst 
step, Which might be a DESX key, is reneWed for every 
exchange of data betWeen the client and the server. In 
another embodiment, the present device might secure data 
transferred betWeen a Wireless device and a Wireless base 
station With a different combination of public and private 
key encryption steps. 

[0026] The method of encryption described above pre 
vents data from being intercepted or captured as it is 
transferred by radio frequency through spaces that may be 
public 310 in FIG. 6. Before broadcast betWeen a Wireless 
device 10 in FIG. 2 and a Wireless base station 30 the data 
may also be compressed and parsed into packets designed 
for loW bandWidth Wireless broadcast 300 in FIG. 6. After 
broadcast, the data is recollected and decompressed 305 
before any necessary decryption is performed. 

[0027] While Wireless communications are described 
herein by Way of example as radio frequency communica 
tions, it should be understood that the invention is not 
limited to radio frequency electromagnetic radiation as a 
mode of Wireless communication. Such Wireless communi 
cation may utiliZe other frequencies of electromagnetic 
radiation such as x-ray, ultraviolet, visible, infrared or 
microWave. Wireless communication might also rely on 
other forms of transport such as statistical ?uctuations in the 
average density of matter like acoustic or seismic Waves. 
Even dynamically varying thermal gradients might be har 
nessed as a mode for Wireless communication. 

[0028] Wireless base stations are shoWn as 30 in FIG. 2. 
A Wireless base station might be part of a Wireless netWork 
architecture such as MOBITEX or MOTIENT that uses 
digital packet-sWitching methods such as the Global System 
for Mobile Communication (GSM), Time Division Multiple 
Access (TDMA), or Code-Division Multiple Access 
(CDMA). In another embodiment, the Wireless netWork 
architecture might be circuit-sWitched. A Wireless base sta 
tion 30 is connected through a physical cable 40 to a Wireless 
proxy server 50. Before transfer betWeen a Wireless base 
station and a Wireless proxy server, data is again encrypted 
With public and private keys 320 in FIG. 6 and, according 
to one embodiment, is also secured for transfer With a 
loW-layer security protocol such as the Secure Socket Layer 
(SSL) protocol 330. 

[0029] SSL Was designed as an Internet security standard; 
it combines public and private key encryption methods in 
order to secure data transferred through the Internet. In an 
embodiment, SSL may require Web or application servers to 
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use public key encryption in the form of Certi?cate Authori 
ties or digital signatures such as VERISIGN, Which are 
public keys issued to Web sites that have been researched by 
a third party and con?rmed to be What they claim to be prior 
to their public key being issued. A Wireless device 10 in 
FIG. 2 might have public keys for one or more Web or 
application servers 90 in FIG. 4 stored in memory for use in 
SSL. If information stored on a Wireless device does not 
match What is knoWn about a particular Web or application 
server (that is connected to a Wireless device through the 
Internet 70) then the connection may be terminated. If the 
connection is not terminated, then a Wireless device 10 
might generate a private key to be shared betWeen it and that 
Web or application server 90. Such a private key might be 
encrypted With the public key of that Web or application 
server before being transferred through the Internet. After a 
Web or application server has obtained the private key from 
a Wireless device in this manner, the data transferred 
betWeen them might be encrypted With that private key. In 
another embodiment, SSL might be implemented With a 
different combination of public and private key encryption 
methods. 

[0030] In an embodiment of the system of the invention, 
there is a plurality of Wireless base stations 30 in FIG. 2, 
each providing Wireless access to a different geographical 
region (also knoWn as a cell). Each Wireless base station 30 
is connected to a Wireless proxy server 50. 

[0031] According to one embodiment of the WDMS of the 
invention, a Wireless proxy server 50 that is netWorked With 
the Wireless base stations 30 is also connected to the Internet 
70. Data transferred through the Internet is secured by 
encryption With a loW-layer security protocol such as the 
Secure Sockets Layer (SSL) protocol (330 in FIG. 6) or the 
Transport Layer Security (TLS) protocol; it might rely on an 
encryption algorithm such as RSA, ElGamal, RC4, or MD5. 
In an embodiment of the WDMS, data transferred from a 
Wireless device 10 to the Internet 70 through a Wireless 
proxy server 50 might also be converted from standard 
Wireless protocols and languages such as WAP, WDP, and 
WML into protocols and languages that can be used With the 
Internet such as TCP/IP, HTTP, HTTPS, and HTML 270 in 
FIG. 6. 

[0032] Referring to FIG. 4, data transferred from the 
Internet 70 to a Web or application server 90 might pass 
through a ?reWall 80 implemented Within an Intranet 150. In 
an embodiment, the ?reWall might alloW Internet access 
only through speci?c assigned ports, such as port 443 (not 
shoWn). In another embodiment, the ?reWall might restrict 
the Internet IP addresses that may access the Web or appli 
cation server 90 to the IP addresses of the Wireless proxy 
server or servers 50 in FIG. 2, effectively limiting access to 
Wireless devices 10 connected to the WDMS through those 
proxy servers. Alternatively, the ?reWall might restrict the IP 
addresses that may access the Web or application server to 
the IP addresses of each Wireless device connected to the 
WDMS, alloWing an even greater degree of control over 
access to the WDMS. In yet another embodiment, the 
WDMS might be further secured through the use of tWo 
?reWalls in a so called “DMZ” con?guration, With one 
?reWall 80 in FIG. 4 betWeen the Internet 70 and a Web or 
application server 90, and a second ?reWall (not shoWn in 
FIG. 4) betWeen a Web or application server 90 and a 
database server 100. 
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[0033] In the presently preferred embodiment of the 
WDMS, it is possible for a virtual private network (VPN) to 
provide additional security to data transferred betWeen a 
VPN client 5 in FIG. 1 and a VPN Intranet 160. FIG. 3 
shoWs an embodiment of the detailed structure of a VPN 
client 5, and FIG. 5 shoWs an embodiment of the detailed 
structure of a VPN Intranet. A VPN is implemented by 
limiting access to every computer or computer netWork 
intervening a Wireless base station 30 in FIG. 3 and a Web 
or application server 90 in FIG. 5. 

[0034] As illustrated, the main differences in the structure 
of a typical client as shoWn in FIG. 2 and a VPN client as 
shoWn in FIG. 3 are the VPN-controlled Wireless proXy 
server 60 in FIG. 3 and the VPN Tunnel 75. AWireless base 
station 30 might connect to a VPN-controlled Wireless proXy 
server 60 rather than a standard Wireless proXy server (50 in 
FIG. 2). The VPN-controlled Wireless proXy server might 
then connect to only certain VPN-controlled servers that are 
also connected to the Internet. The plurality of VPN-con 
trolled Internet servers betWeen a VPN-controlled proXy 
server 60 and a Web or application server 90 in FIG. 5 is 
knoWn as a VPN Tunnel 75. Similarly, the main difference 
in the structure of a typical Intranet as shoWn in FIG. 4 and 
a VPN Intranet as shoWn in FIG. 5 is the VPN Tunnel 75. 

[0035] In an embodiment, the VPN does not alloW users 
outside the WIMS to have any access to data transferred 
Within the WDMS; they cannot inspect data Within the 
WDMS and they cannot ?nd out from Whence data is 
transmitted or received—they cannot see the data at all. 

[0036] According to one embodiment of the present inven 
tion, softWare on the Web or application server (90 in either 
FIG. 4 or 5) encrypts or decrypts data transferred from a 
Wireless proXy server through the Internet 330 in FIG. 6 and 
translates the data 350, Which might be a database query or 
a response to a database query, to or from a protocol or 

language used With netWorks like the Internet, such as HTTP 
or HTML, into or out of a protocol or language that can be 
used by a database server 100 in either FIG. 4 or 5 such as 

SQL. 

[0037] Data transferred in the correct form to the database 
server 100 in either FIG. 4 or 5 is processed, the database 
or databases 200 connected to the database server are 

accessed, and then data is sent 350 and translated 360 from 
the server side to the client side folloWing the reverse path 
shoWn by the arroWs in FIG. 6. The data transferred from the 
server side to the client side Would be secured by a method 
comprising all of the steps previously mentioned. 

[0038] In addition to the steps previously mentioned, there 
are other steps that might be taken in securing data trans 
ferred Within the WDMS. SoftWare on a Web or application 
server 90 in either FIG. 4 or 5 and softWare on a Wireless 
device 10 in either FIG. 2 or 3 Work together to perform a 
timeout function for connections maintained betWeen a 
Wireless device and a database server 100 in either FIG. 4 
or 5. FIG. 7 shoWs more speci?cally hoW the user of the 
Wireless device selects a period of time after Which the 
connection betWeen the Wireless device and the database 
server is terminated if the Wireless device remains idle (i.e., 
if it does not send any data to the database server). As 
described previously, this security measure Would make it 
more difficult for someone other than the intended user of 
the WDMS to use it, for example, through a lost or stolen 
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Wireless device. Unless unauthoriZed users can ?nd or steal 
a Wireless device in less than the timeout period they cannot 
access data kept Within the WDMS. Part A of FIG. 7 shoWs 
hoW a user of a Wireless device 10 establishes a neW 

connection or “session” With a database or databases 
through a Web or application server. 

[0039] After prompting from a user 400 softWare on the 
Web or application server assigns session information 410 
(“session ID”). The session ID is particularly useful Within 
the system of the invention because it alloWs a user to 
reconnect to a session that Was timed out as described above. 

As shoWn in Part D of FIG. 7, to reconnect to a previous 
session a user of a Wireless device 10 need only make a 
request for that session 470, Whereupon a Web or application 
server 90 Would reply 480 by reconnecting the user to the 
WDMS. This could potentially save hours of the user’s time 
by alloWing him or her to reconnect directly to the same 
point Within the database at Which he or she Was Working 
before his or her connection timed out. Databases often have 
many different layers that must be navigated in order to ?nd 
a particular piece of information. Also, a search done 
slightly differently on the same database may return com 
pletely different results. Session IDs Would be stored, along 
With other information about the user’s session (e.g., stored 
results of requests Which that user has made to a database or 
databases) in order to alloW a user to quickly ?nd the 
position that he or she had previously held Within the 
database structure. 

[0040] Part B of FIG. 7 shoWs hoW a user might adjust the 
period for timeouts Within the system of the invention by 
setting a time to be kept in memory on a Web or application 
server. SoftWare on a Web or application server 90 asks a 

user at its console 440 hoW long he or she expects to remain 
idle 420. The user replies With a speci?c length of time 
beyond Which they do not eXpect to remain idle 430. To 
further remove the possibility of unWanted user access to the 
WDMS, users may only adjust the length of the timeout 
from a console 440 to a Web or application server, the 
console being hard-Wired to the Web or application server; 
alloWing such a change to be made from a Wireless device 
might compromise the privacy of the entire WDMS. 

[0041] Part C of FIG. 7 shoWs hoW a Web or application 
server 90 might repetitively check 450 hoW long a session 
has been inactive in order to ascertain Whether or not it needs 
to be disconnected; if the session eXtends beyond the time 
limit set (by a user as shoWn in FIG. 7 part B) the user is 
disconnected and must either reestablish the connection or 
start a neW connection. According to one embodiment of the 
present invention, stored results of user requests associated 
With a session ID are periodically erased from memory on 
the Web or application server. A user of the WDMS deter 
mines hoW often the session IDs and the information asso 
ciated With them is erased. 

[0042] In another embodiment, the session IDs alloW the 
user acting as administrator of the WDMS to keep track of 
hoW many users are currently logged on to the WDMS, and 
What requests those users are making of the database or 
databases connected to the WDMS. Effectively, this alloWs 
the additional step of intelligent human scrutiny to be added 
to the present security method. 

[0043] In another embodiment of the present invention, 
the identity of an intended user of the WDMS might be 
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authenticated by software implemented on a Wireless device, 
on a Web or application server, or on a database server. For 

example, authentication of user identity might be made 
possible by demanding that users enter one or more user 
names and passWords for access to the WDMS. If user 
identi?cation phrases and passWords are kept private, then 
unWanted user access is further limited. 

[0044] In yet another embodiment of the present inven 
tion, additional security might be afforded to the WDMS by 
categoriZing users into groups that have different levels of 
access to the database server. Table 1 shoWs an embodiment 
of hoW these categories might be organiZed. 

TABLE 1 

Categories for user access 

CATEGORY ACCESS ALLOWED 

View-only access Users may only vieW data kept in a database or 
databases. 
Users may vieW data kept in a database or 
databases, or may modify the format in Which 
data is displayed. 

Administrative access Users may vieW or modify the format of data 
kept in a database or databases, and may 
manage the access of other users to a database 

or databases. 

VieW-and-change 
display access 

[0045] One group might be enabled only to vieW the data 
kept in the database (VieW-only access); another group 
might be able to both vieW the data kept in the database and 
modify the manner in Which that data is displayed (VieW 
and-change-display access); another group might have com 
plete access to the database, being able to modify, vieW, or 
change the display of data kept in the database, decide to 
What group other users might be assigned, and perform other 
administrative operations (Administrative access). 

[0046] In still another embodiment of the present inven 
tion, user requests made to a database or databases from a 
Wireless device may be assigned codes, Which are in turn 
stored in a Web or application server and associated With a 
particular session ID. By coding the user requests, data sent 
from a Wireless device to a Web or application server may be 
limited to a user request code and any necessary parameters 
that must accompany the particular request. Table 2 shoWs 
hoW, in one embodiment of the present invention, this step 
makes sending a full-text request from a Wireless device to 
a Web or application server unnecessary. 

TABLE 2 

Numbering user requests 

CONVENTIONAL EFFICIENT WDMS 

“SELECT TABLELNAME, “17ERNIE” 
INTIALiEXTENT, NEXTiEXTENT, 
PCTLINCREASE, PCT USED, PCTFREE, 
TABLESPACELNAME, EXTENTS FROM 
DBALTABLES WHERE OWNER=ERNIE” 

[0047] This step makes it unnecessary for queries to be 
sent more than once, saving time and rendering the infor 
mation that might have been sent With the query unavailable 
to Would be eavesdroppers. 
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[0048] As shoWn in FIGS. 4 and 5, in an embodiment of 
the present invention the WDMS includes a capacity for a 
user of a Wireless device to connect to a plurality of database 
servers 100 and databases 200. FIG. 4 and FIG. 5 do not 
shoW more than one database server, but in another embodi 
ment (not shoWn) one or more databases 200 might be 
connected a Web or application server 90 by a different, 
separate database server. According to one embodiment of 
the invention, the addresses, Which might be, for eXample, 
the IP addresses of each database server 100, are stored on 
a Web or application server 90. Effectively, this alloWs a user 
of a single Wireless device Within the WDMS to access a 
plurality of databases by referring to the stored list of 
database server addresses. 

[0049] In yet another embodiment, each database server’s 
address is given a nickname that is stored along With it in the 
list of addresses on the Web or application server. These 
nicknames are set by a user of the WDMS. For eXample, 
“MYBANK” can reference database “BANK” at IP address 
“207.208.77.99”. A user of a Wireless device refers to the 
nicknames of the databases that he or she accesses rather 
than the actual address; thus, an eavesdropper is unable to 
identify the addresses of the databases that he or she might 
be trying to gain access to illegally. 

[0050] It should be understood that various changes and 
modi?cations to the presently preferred embodiments 
described herein Would be apparent to those skilled in the 
art. Such changes and modi?cations may be made Without 
departing from the spirit and scope of the present invention 
and Without diminishing its attendant advantages. 

What is claimed is: 
1. A method for securing data Within a Wireless database 

management system, the method comprising the steps of: 

encrypting data transferred Within a Wireless database 
management system With a public key method; 

encrypting data transferred Within a Wireless database 
management system With a private key method; and 

encrypting data transferred betWeen a Wireless base sta 
tion and a server With a loW-layer security protocol. 

2. The method of claim 1 further comprising the step of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a server and the Internet. 

3. The method of claim 2 further comprising the step of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a database server and a server. 

4. The method of claim 1 further comprising the step of: 

timing out connections betWeen a Wireless device and a 
server. 

5. The method of claim 1 further comprising the step of: 

authenticating the identity of a user of a Wireless database 
management system. 

6. The method of claim 1 further comprising the step of: 

categoriZing users of a Wireless database management 
system into groups that are alloWed different levels of 
access to a database. 
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7. The method of claim 1 further comprising the step of: 

coding queries made to a database server by a user of a 
Wireless device, and storing those queries and codes in 
memory. 

8. The method of claim 1 further comprising the step of: 

identifying a session that a user of a Wireless device has 
established With a server With a session identi?cation 
phrase, and storing the session identi?cation phrase in 
memory. 

9. The method of claim 4 further comprising the step of: 

alloWing the timing out of connections betWeen a Wireless 
device and a server to be adjusted. 

10. The method of claim 1 further comprising the step of: 

using a controlled Wireless proXy server for securing data 
transferred betWeen a Wireless base station and the 
Internet. 

11. The method of claim 10 further comprising the steps 
of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a server and the Internet; 

using a controlled server for securing data transferred on 
the Internet; and 

connecting an Intranet to a controlled server on the 
Internet through the ?reWall. 

12. The method of claim 11 further comprising the step of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a database server and a server. 

13. The method of claim 1 further comprising the step of: 

compressing and parsing data transferred betWeen a Wire 
less device and a Wireless base station. 

14. The method of claim 1 further comprising the step of: 

nicknaming the address of a database. 
15. The method of claim 14 further comprising the step of: 

storing the nickname and its address in memory. 
16. A method for securing data Within a Wireless database 

management system, the method comprising the steps of: 

authenticating the identity of a user of a Wireless database 
management system; 

identifying a session that a user of a Wireless device has 
established With a Web server With a session identi? 
cation phrase, and storing the session identi?cation 
phrase in memory; and 

timing out connections betWeen a Wireless device and a 
server. 

17. The method of claim 16 further comprising the step of: 

alloWing the timing out of connections betWeen a Wireless 
device and a server to be adjusted. 
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18. The method of claim 16 further comprising the steps 
of: 

encrypting data transferred Within a Wireless database 
management system With a public key method; 

encrypting data transferred Within a Wireless database 
management system With a private key method; and 

encrypting data transferred betWeen a Wireless base sta 
tion and a server With a loW-layer security protocol. 

19. The method of claim 16 further comprising the step of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a server and the Internet. 

20. The method of claim 16 further comprising the step of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a database server and a server. 

21. The method of claim 16 further comprising the step of: 

categoriZing users of a Wireless database management 
system into groups that are alloWed different levels of 
access to a database. 

22. The method of claim 16 further comprising the step of: 

coding queries made to a database server by a user of a 
Wireless device, and storing those queries and codes in 
memory. 

23. The method of claim 16 further comprising the step of: 

using a controlled Wireless proXy server for securing data 
transferred betWeen a Wireless base station and the 
Internet. 

24. The method of claim 23 further comprising the steps 
of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a server and the Internet; 

using a controlled server for securing data transferred on 
the Internet; and 

connecting an Intranet to a controlled server on the 
Internet through the ?reWall. 

25. The method of claim 24 further comprising the step of: 

limiting access to a Wireless database management system 
With a ?reWall betWeen a database server and a server. 

26. The method of claim 16 further comprising the step of: 

nicknaming the address of a database. 
27. The method of claim 26 further comprising the step of: 

storing the nickname and its address in memory. 
28. The method of claim 16 further comprising the step of: 

compressing and parsing data transferred betWeen a Wire 
less device and a Wireless base station. 


