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METHOD AND APPARATUS FOR SECURITY IN A 
DATA PROCESSING SYSTEM 

REFERENCE TO CO-PENDING APPLICATIONS 
FOR PATENT 

[0002] The present invention is related to the following 
Applications for Patent in the US. Patent & Trademark 
Of?ce: 

[0003] “METHOD AND APPARATUS FOR OVER 
HEAD MESSAGING IN AWIRELESS COMMU 
NICATION SYSTEM” by Nikolai Leung, having 
Attorney Docket No. 010439, ?led concurrently 
hereWith and assigned to the assignee hereof, and 
Which is expressly incorporated by reference herein; 

[0004] “METHOD AND APPARATUS FOR OUT 
OF-BAND TRANSMISSION OF BROADCAST 
SERVICE OPTION IN AWIRELESS COMMUNI 
CATION SYSTEM” by Nikolai Leung, having 
Attorney Docket No. 010437, ?led concurrently 
hereWith and assigned to the assignee hereof, and 
Which is eXpressly incorporated by reference herein; 

[0005] “METHOD AND APPARATUS FOR 
BROADCAST SIGNALING IN A WIRELESS 
COMMUNICATION SYSTEM” by Nikolai Leung, 
having Attorney Docket No. 010438, ?led concur 
rently hereWith and assigned to the assignee hereof, 
and Which is eXpressly incorporated by reference 
herein; 

[0006] “METHOD AND APPARATUS FOR 
TRANSMISSION FRAMING IN A WIRELESS 
COMMUNICATION SYSTEM” by Raymond Hsu, 
having Attorney Docket No. 010498, ?led concur 
rently hereWith and assigned to the assignee hereof, 
and Which is eXpressly incorporated by reference 
herein; 

[0007] “METHOD AND APPARATUS FOR DATA 
TRANSPORT IN A WIRELESS COMMUNICA 
TION SYSTEM” by Raymond Hsu, having Attorney 
Docket No. 010499, ?led concurrently hereWith and 
assigned to the assignee hereof, and Which is 
eXpressly incorporated by reference herein; and 

[0008] “METHOD AND APPARATUS FOR 
HEADER COMPRESSION IN A WIRELESS 
COMMUNICATION SYSTEM” by Raymond Hsu, 
having Attorney Docket No. 010500, ?led concur 
rently hereWith and assigned to the assignee hereof, 
and Which is eXpressly incorporated by reference 
herein. 

BACKGROUND 

[0009] 1. Field 

[0010] The present invention relates to data processing 
systems generally and speci?cally, to methods and apparatus 
for security in a data processing system. 

[0011] 2. Background 

[0012] Security in data processing and information sys 
tems, including communications systems, contributes to 
accountability, fairness, accuracy, con?dentiality, operabil 
ity, as Well as a plethora of other desired criteria. Encryption, 
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or the general ?eld of cryptography, is used in electronic 
commerce, Wireless communications, broadcasting, and has 
an unlimited range of applications. In electronic commerce, 
encryption is used to prevent fraud in and verify ?nancial 
transactions. In data processing systems, encryption is used 
to verify a participant’s identity. Encryption is also used to 
prevent hacking, protect Web pages, and prevent access to 
con?dential documents. 

[0013] Asymmetric encryption system, often referred to as 
a cryptosystem, uses a same key (i.e., the secret key) to 
encrypt and decrypt a message. Whereas an asymmetric 
encryption system uses a ?rst key (i.e., the public key) to 
encrypt a message and uses a different key (i.e., the private 
key) to decrypt it. Asymmetric cryptosystems are also called 
public key cryptosystems. A problem eXists in symmetric 
cryptosystems in the secure provision of the secret key from 
a sender to a recipient. Further, a problem exists When keys 
or other encryption mechanisms are updated frequently. In a 
data processing system methods of securely updating keys 
incur processing time, memory storage and other processing 
overhead. In a Wireless communication system, updating 
keys uses valuable bandWidth used for transmission. 

[0014] The prior art does not provide a method for updat 
ing keys to a large group of mobile stations in order that they 
may access an encrypted broadcast. There is a need, there 
fore, for a secure and ef?cient method of updating keys in a 
data processing system. Further, there is a need for a secure 
and ef?cient method of updating keys in a Wireless com 
munication system. 

SUMMARY 

[0015] Embodiments disclosed herein address the above 
stated needs by providing a method for security in a data 
processing system. 

[0016] In one aspect a method for secure transmissions 
includes determining a registration key speci?c to a partici 
pant in a transmission, determining a ?rst key, encrypting the 
?rst key With the registration key, determining a second key, 
encrypting the second key With the ?rst key and updating the 
?rst and second keys. 

[0017] In another aspect, a method for secure reception of 
a transmission includes receiving a registration key speci?c 
to a participant in a transmission, receiving a ?rst key, 
decrypting the ?rst key With the registration key, receiving 
a second key, decrypting the second key With the ?rst key, 
receiving a broadcast stream of information, and decrypting 
the broadcast stream of information using the second key. 

[0018] In still another aspect a Wireless communication 
system supporting a broadcast service option has an infra 
structure element including a receive circuitry, a user iden 
ti?cation unit, operative to recover a short-time key for 
decrypting a broadcast message, and a mobile equipment 
unit adapted to apply the short-time key for decrypting the 
broadcast message. The user identi?cation unit includes a 
processing unit operative to decrypt key information, and a 
memory storage unit for storing a registration key. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] 
[0020] 

FIG. 1A is a diagram of a cryptosystem. 

FIG. 1B is a diagram of a symmetric cryptosystem. 
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[0021] FIG. 1C is a diagram of an asymmetric cryptosys 
tem. 

[0022] FIG. 1D is a diagram of a PGP encryption system. 

[0023] FIG. 1E is a diagram of a PGP decryption system. 

[0024] FIG. 2 is a diagram of a spread spectrum commu 
nication system that supports a number of users. 

[0025] FIG. 3 is a block diagram of the communication 
system supporting broadcast transmissions. 

[0026] FIG. 4 is a block diagram of a mobile station in a 
Wireless communication system. 

[0027] FIG. 5 is a model describing the updating of keys 
Within a mobile station used for controlling broadcast 
access. 

[0028] FIG. 6 is a model describing cryptographic opera 
tions Within a UIM. 

[0029] FIGS. 7A-7D illustrate a method of implementing 
security encryption in a Wireless communication system 
supporting broadcast transmissions. 

[0030] FIG. 7E is a timing diagram of key update periods 
of a security option in a Wireless communication system 
supporting broadcast transmissions. 

[0031] FIGS. 8A-8D illustrate application of a security 
encryption method in a Wireless communication system 
supporting broadcast transmissions. 

DETAILED DESCRIPTION 

[0032] The Word “exemplary” is used exclusively herein 
to mean “serving as an example, instance, or illustration.” 
Any embodiment described herein as “exemplary” is not 
necessarily to be construed as preferred or advantageous 
over other embodiments. 

[0033] Wireless communication systems are Widely 
deployed to provide various types of communication such as 
voice, data, and so on. These systems may be based on code 
division multiple access (CDMA), time division multiple 
access (TDMA), or some other modulation techniques. A 
CDMA system provides certain advantages over other types 
of system, including increased system capacity. 

[0034] A system may be designed to support one or more 
standards such as the “TIA/EIA/IS-95-B Mobile Station 
Base Station Compatibility Standard for Dual-Mode Wide 
band Spread Spectrum Cellular System” referred to herein 
as the IS-95 standard, the standard offered by a consortium 
named “3rd Generation Partnership Project” referred to 
herein as 3GPP, and embodied in a set of documents 
including Document Nos. 3G TS 25.211, 3G TS 25.212, 3G 
TS 25.213, and 3G TS 25.214, 3G TS 25.302, referred to 
herein as the WCDMA standard, the standard offered by a 
consortium named “3rd Generation Partnership Project 2” 
referred to herein as 3GPP2, and TR-45 .5 referred to herein 
as the cdma2000 standard, formerly called IS-2000 MC. The 
standards cited hereinabove are hereby expressly incorpo 
rated herein by reference. 

[0035] Each standard speci?cally de?nes the processing of 
data for transmission from base station to mobile, and vice 
versa. As an exemplary embodiment the folloWing discus 
sion considers a spread-spectrum communication system 
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consistent With cdma2000 systems. Alternate embodiments 
may incorporate another standard/system. Still other 
embodiments may apply the security methods disclosed 
herein to any type of data processing system using a cryp 
tosystem. 

[0036] Acryptosystem is a method of disguising messages 
thus alloWing a speci?c group of users to extract the mes 
sage. FIG. 1A illustrates a basic cryptosystem 10. Cryptog 
raphy is the art of creating and using cryptosystems. Cryp 
tanalysis is the art of breaking cryptosystems, i.e., receiving 
and understanding the message When you are not Within the 
speci?c group of users alloWed access to the message. The 
original message is referred to as a plaintext message or 
plaintext. The encrypted message is called a ciphertext, 
Wherein encryption includes any means to convert plaintext 
into ciphertext. Decryption includes any means to convert 
ciphertext into plaintext, i.e., recover the original message. 
As illustrated in FIG. 1A, the plaintext message is encrypted 
to form a ciphertext. The ciphertext is then received and 
decrypted to recover the plaintext. While the terms plaintext 
and ciphertext generally refer to data, the concepts of 
encryption may be applied to any digital information, 
including audio and video data presented in digital form. 
While the description of the invention provided herein uses 
the term plaintext and ciphertext consistent With the art of 
cryptography, these terms do not exclude other forms of 
digital communications. 

[0037] A cryptosystem is based on secrets. A group of 
entities shares a secret if an entity outside this group cannot 
obtain the secret Without signi?cantly large amount of 
resources. This secret is said to serve as a security associa 
tion betWeen the groups of entities. 

[0038] A cryptosystem may be a collection of algorithms, 
Wherein each algorithm is labeled and the labels are called 
keys. A symmetric encryption system, often referred to as a 
cryptosystem, uses a same key (i.e., the secret key) to 
encrypt and decrypt a message. A symmetric encryption 
system 20 is illustrated in FIG. 1B, Wherein both the 
encryption and decryption utiliZe a same private key. 

[0039] In contrast, an asymmetric encryption system uses 
a ?rst key (i.e., the public key) to encrypt a message and uses 
a different key (i.e., the private key) to decrypt it. FIG. 1C 
illustrates an asymmetric encryption system 30 Wherein one 
key is provided for encryption and a second key for decryp 
tion. Asymmetric cryptosystems are also called public key 
cryptosystems. The public key is published and available for 
encrypting any message, hoWever, only the private key may 
be used to decrypt the message encrypted With the public 
key. 

[0040] A problem exists in symmetric cryptosystems in 
the secure provision of the secret key from a sender to a 
recipient. In one solution a courier may be used to provide 
the information, or, a more efficient and reliable solution 
may be to use a public key cryptosystem, such as a public 
key cryptosystem de?ned by Rivest, Shamir, and Adleman 
(RSA) Which is discussed hereinbeloW. The RSA system is 
used in the popular security tool referred to as Pretty Good 
Privacy (PGP), Which is further detailed hereinbeloW. For 
instance, an originally recorded cryptosystem altered letters 
in a plaintext by shifting each letter by n in the alphabet, 
Wherein n is a predetermined constant integer value. In such 
a scheme, an “A” is replaced With a “D,” etc., Wherein a 
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given encryption scheme may incorporate several different 
values of n. In this encryption scheme “n” is the key. 
Intended recipients are provided the encryption scheme prior 
to receipt of a ciphertext. In this Way, only those knowing the 
key should be able to decrypt the ciphertext to recover the 
plaintext. HoWever, by calculating the key With knoWledge 
of encryption, unintended parties may be able to intercept 
and decrypt the ciphertext, creating a security problem. 

[0041] More complicated and sophisticated cryptosystems 
employ strategic keys that are deter interception and decryp 
tion from unintended parties. A classic cryptosystem 
employs encryption functions E and decryption functions D 
such that: 

D_K(E_K(P))=P, for any plaintext P. (1) 

[0042] In a public-key cryptosystem, E_K is easily com 
puted from a knoWn “public key” Y Which in turn is 
computed from K. Y is published, so that anyone can encrypt 
messages. The decryption function D_K is computed from 
public key Y, but only With knoWledge of a private key K. 
Without the private key K an unintended recipient may not 
decrypt the ciphertext so generated. In this Way only the 
recipient Who generated K can decrypt messages. 

[0043] RSA is a public-key cryptosystem de?ned by 
Rivest, Shamir, and Adleman. As an example, consider 
plaintexts as positive integers up to 2512. Keys are qua 
druples (p,q,e,d), With p given as a 256-bit prime number, q 
as a 258-bit prime number, and d and e large numbers With 
(de-l) divisible by (p-1)(q-1). Further, de?ne the encryption 
function as: 

[0044] While, E_K is easily computed from the pair 
(pq,e), there is no knoWn simple Way to compute D_K from 
the pair (pq,e). Therefore, the recipient that generates K can 
publish (pq,e). It is possible to send a secret message to the 
recipient, as he is the one able to read the message. 

[0045] PGP combines features from symmetric and asym 
metric encryption. FIGS. 1D and 1E illustrate a PGP 
cryptosystem 50, Wherein a plaintext message is encrypted 
and recovered. In FIG. 1D, the plaintext message is com 
pressed to save modem transmission time and disk space. 
Compression strengthens cryptographic security by adding 
another level of translation to the encrypting and decrypting 
processing. Most cryptanalysis techniques exploit patterns 
found in the plaintext to crack the cipher. Compression 
reduces these patterns in the plaintext, thereby enhancing 
resistance to cryptanalysis. Note that one embodiment does 
not compress plaintext or other messages that are too short 
to compress or Which don’t compress Well aren’t com 
pressed. 

[0046] PGP then creates a session key, Which is a one 
time-only secret key. This key is a random number that may 
be generated from any random event(s), such as random 
movements of mouse and the keystrokes While typing. The 
session key Works With a secure encryption algorithm to 
encrypt the plaintext, resulting in ciphertext. Once the data 
is encrypted, the session key is then encrypted to the 
recipient’s public key. This public key-encrypted session 
key is transmitted along With the ciphertext to the recipient. 

[0047] For decryption, as illustrated in FIG. 1E, the 
recipient’s copy of PGP uses a private key to recover the 
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temporary session key, Which PGP then uses to decrypt the 
conventionally encrypted ciphertext. The combination of 
encryption methods takes advantage of the convenience of 
public key encryption and the speed of symmetric encryp 
tion. Symmetric encryption is generally much faster than 
public key encryption. Public key encryption in turn pro 
vides a solution to key distribution and data transmission 
issues. In combination, performance and key distribution are 
improved Without any sacri?ce in security. 

[0048] A key is a value that Works With a cryptographic 
algorithm to produce a speci?c ciphertext. Keys are basi 
cally very large numbers. Key siZe is measured in bits. In 
public key cryptography, security increases With key siZe, 
hoWever, public key siZe and the symmetric encryption 
private key siZe are not generally related. While the public 
and private keys are mathematically related, a dif?culty 
arises in deriving a private key given only a public key. 
Deriving the private key is possible given enough time and 
computing poWer, making the selection of key siZe an 
important security issue. The goal is to have a large key that 
is secure, While maintaining key siZe suf?ciently small for 
quick processing. An additional consideration is the 
expected interceptor, speci?cally, What is the importance of 
a message to a third party, and hoW much resource does a 
third party have to decrypt. 

[0049] Larger keys Will be cryptographically secure for a 
longer period of time. Keys are stored in encrypted form. 
PGP speci?cally stores keys in tWo ?les; one for public keys 
and one for private keys. These ?les are called keyrings. In 
application, a PGP encryption system adds the public keys 
of target recipients to the sender’s public keyring. The 
sender’s private keys are stored on the sender’s private 
keyring. 

[0050] As discussed in the examples given hereinabove, 
the method of distributing the keys used for encryption and 
decryption can be complicated. The “key exchange prob 
lem” involves ?rst ensuring that keys are exchanged such 
that both the sender and receiver can perform encryption and 
decryption, respectively, and for bi-directional communica 
tion, such that the sender and receiver can both encrypt and 
decrypt messages. Further, it is desired that key exchange be 
performed so as to preclude interception by a third unin 
tended party. Finally, an additional consideration is authen 
tication providing assurance to the receiver that a message 
Was encrypted by an intended sender and not a third party. 
In a private key exchange system, the keys are exchanged 
secretly providing improved security upon successful key 
exchange and valid authentication. Note that the private key 
encryption scheme implicitly provides authentication. The 
underlying assumption in a private key cryptosystem is that 
only the intended sender Will have the key capable of 
encrypting messages delivered to the intended receiver. 
While public-key cryptographic methods solve a critical 
aspect of the ‘key-exchange problem’, speci?cally their 
resistance to analysis even With the presence a passive 
eavesdropper during exchange of keys, they do not solve all 
problems associated With key exchange. In particular, since 
the keys are considered ‘public knoWledge,’ (particularly 
With RSA) some other mechanism is desired to provide 
authentication, as possession of keys alone (suf?cient to 
encrypt messages) is no evidence of a particular unique 
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identity of the sender, nor is possession of a corresponding 
decryption key by itself enough to establish the identity of 
the recipient. 

[0051] One solution is to develop a key distribution 
mechanism that assures that listed keys are actually those of 
the given entities, sometimes called a trusted authority, 
certi?cate authority, or third part escroW agent. The author 
ity typically does not actually generate keys, but does ensure 
that the lists of keys and associated identities kept and 
advertised for reference by senders and receivers are correct 
and uncompromised. Another method relies on users to 
distribute and track each other’s keys and trust in an infor 
mal, distributed fashion. Under RSA, if a user Wishes to send 
evidence of their identity in addition to an encrypted mes 
sage, a signature is encrypted With the private key. The 
receiver can use the RSA algorithm in reverse to verify that 
the information decrypts, such that only the sender could 
have encrypted the plaintext by use of the secret key. 
Typically the encrypted ‘signature’ is a ‘message digest’ that 
comprises a unique mathematical ‘summary’ of the secret 
message (if the signature Were static across multiple mes 
sages, once knoWn previous receivers could use it falsely). 
In this Way, theoretically only the sender of the message 
could generate a valid signature for that message, thereby 
authenticating it for the receiver. 

[0052] A message digest is often computed using a cryp 
tographic hash function. A cryptographic hash function 
computes a value (With a ?xed number of bits) from any 
input, regardless of the length of the input. One property of 
a cryptographic hash function is this: given an output value, 
it is computationally dif?cult to determine an input that Will 
result in that output. An example of a cryptographic hash 
function is SHA-1 as described in “Secure Hash Standard,” 
FIPS PUB 180-1, promulgated by the Federal Information 
Processing Standards Publications (FIPS PUBS) and issued 
by the National Institute of Standards and Technology. 

[0053] FIG. 2 serves as an example of a communications 
system 100 that supports a number of users and is capable 
of implementing at least some aspects and embodiments of 
the invention. Any of a variety of algorithms and methods 
may be used to schedule transmissions in system 100. 
System 100 provides communication for a number of cells 
102A through 102G, each of Which is serviced by a corre 
sponding base station 104A through 104G, respectively. In 
the exemplary embodiment, some of base stations 104 have 
multiple receive antennas and others have only one receive 
antenna. Similarly, some of base stations 104 have multiple 
transmit antennas, and others have single transmit antennas. 
There are no restrictions on the combinations of transmit 

antennas and receive antennas. Therefore, it is possible for 
a base station 104 to have multiple transmit antennas and a 
single receive antenna, or to have multiple receive antennas 
and a single transmit antenna, or to have both single or 
multiple transmit and receive antennas. 

[0054] Terminals 106 in the coverage area may be ?xed 
(i.e., stationary) or mobile. As shoWn in FIG. 2, various 
terminals 106 are dispersed throughout the system. Each 
terminal 106 communicates With at least one and possibly 
more base stations 104 on the doWnlink and uplink at any 
given moment depending on, for example, Whether soft 
handoff is employed or Whether the terminal is designed and 
operated to (concurrently or sequentially) receive multiple 
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transmissions from multiple base stations. Soft handoff in 
CDMA communications systems is Well knoWn in the art 
and is described in detail in US. Pat. No. 5,101,501, entitled 
“METHOD AND SYSTEM FOR PROVIDING A SOFT 
HANDOFF INA CDMA CELLULAR TELEPHONE SYS 
TEM,” Which is assigned to the assignee of the present 
invention. 

[0055] The doWnlink refers to transmission from the base 
station to the terminal, and the uplink refers to transmission 
from the terminal to the base station. In the exemplary 
embodiment, some of terminals 106 have multiple receive 
antennas and others have only one receive antenna. In FIG. 
2, base station 104A transmits data to terminals 106A and 
106] on the doWnlink, base station 104B transmits data to 
terminals 106B and 106], base station 104C transmits data 
to terminal 106C, and so on. 

[0056] Increasing demand for Wireless data transmission 
and the expansion of services available via Wireless com 
munication technology have led to the development of 
speci?c data services. One such service is referred to as High 
Data Rate (HDR). An exemplary HDR service is proposed 
in “EIA/TIA-IS856 cdma2000 High Rate Packet Data Air 
Interface Speci?cation” referred to as “the HDR speci?ca 
tion.” HDR service is generally an overlay to a voice 
communication system that provides an ef?cient method of 
transmitting packets of data in a Wireless communication 
system. As the amount of data transmitted and the number 
of transmissions increases, the limited bandWidth available 
for radio transmissions becomes a critical resource. There is 
a need, therefore, for an ef?cient and fair method of sched 
uling transmissions in a communication system that opti 
miZes use of available bandWidth. In the exemplary embodi 
ment, system 100 illustrated in FIG. 2 is consistent With a 
CDMA type system having HDR service. 

[0057] According to one embodiment, the system 100 
supports a high-speed multimedia broadcasting service 
referred to as High-Speed Broadcast Service (HSBS). An 
example application for HSBS is video streaming of movies, 
sports events, etc. The HSBS service is a packet data service 
based on the Internet Protocol (IP). According to the exem 
plary embodiment, a service provider indicates the avail 
ability of such high-speed broadcast service to the users. The 
users desiring the HSBS service subscribe to receive the 
service and may discover the broadcast service schedule 
through advertisements, Short Management System (SMS), 
Wireless Application Protocol (WAP), etc. Mobile users are 
referred to as Mobile Stations (MSs). Base Stations (BSs) 
transmit HSBS related parameters in overhead messages. 
When an MS desires to receive the broadcast session, the 
MS reads the overhead messages and learns the appropriate 
con?gurations. The MS then tunes to the frequency contain 
ing the HSBS channel, and receives the broadcast service 
content. 

[0058] The service being considered is a high-speed mul 
timedia broadcasting service. This service is referred to as 
High-Speed Broadcast Service (HSBS) in this document. 
One such example is video streaming of movies, sports 
events, etc. This service Will likely be a packet data service 
based on the Internet Protocol (IP). 

[0059] The service provider Will indicate the availability 
of such high-speed broadcast service to the users. The 
mobile station users Who desire such service Will subscribe 
















