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SYSTEM AND METHOD FOR MESSAGE 
ENCRYPTION AND SIGNING IN A TRANSACTION 

PROCESSING SYSTEM 

[0001] This application claims priority from provisional 
application “SYSTEM AND METHOD FOR MESSAGE 
ENCRYPTION AND SIGNING IN A TRANSACTION 
PROCESSING SYSTEM,” Application No. 60/271,106, 
?led Feb. 22, 2001, and Which application is incorporated 
herein by reference. 

COPYRIGHT NOTICE 

[0002] Aportion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

FIELD OF THE INVENTION 

[0003] The invention relates generally to transaction pro 
cessing systems and speci?cally to a system and method for 
secure messaging. 

BACKGROUND 

[0004] The ever increasing dependence on electronic com 
munication in the World today has placed greater importance 
on the need for security in such communication. Many 
people are familiar With the idea of electronic mail or email 
and readily recogniZe the need for security When sending 
such emails, but rarely see the need for securing electronic 
data communications betWeen computers, servers, applica 
tions, etc. In this situation the parties are not people, but 
computer softWare applications, and their communications 
are not emails, but a series of electronic messages. Such 
transfer of messages or “messaging” is a core element of 
modern transaction processing servers, an eXample of Which 
is the series of BEA Weblogic and BEA TuXedo products 
from BEA Systems, Inc., San Jose, Calif. 

[0005] All of these systems share the common need for 
secure transmission of messages. Security in this conteXt 
may also eXtend to the folloWing features: 

[0006] Authentication: the ability for one party, for 
eXample a client-based softWare or server-based soft 
Ware to be assured of the identity of another party it 
is communicating With. 

[0007] Con?dentiality: the ability to prevent disclo 
sure of information to unauthoriZed parties during 
the communication process. 

[0008] Integrity: the ability to detect either malicious 
or accidental tampering With an electronic commu 
nication or a message transmission. 

0009 Non-re udiation: the abilit to revent one P y P 
party from sending a message and later denying that 
it originated the communicated message. 

[0010] Traditionally, these security services have only 
been partially met by the use of either a transitive trust 
model, a real-time direct security relationship, or a direct 
authentication model. 
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[0011] In a transitive trust model, a client authenticates 
itself to a transaction processing system gateWay process, 
and then the gateWay process “vouches” for the user by 
con?rming to other system processes the user’s identity. 
This is similar to the “single sign-on” type of system such as 
is found in WindoWs NT, that uses trusts to alloW users and 
services be distributed and yet easily accessible throughout 
the netWork. The implementation of authentication, con? 
dentiality, and integrity security services depend on coop 
eration betWeen intermediate system processes. 

[0012] In the real-time direct authentication model, most 
commonly encountered in older type client-server systems, 
a client establishes a direct connection and security relation 
ship With every server-side process. This particular authen 
tication model is very resource-intensive, and does not scale 
up Well for large con?gurations. 

[0013] Neither of these models described above fully 
ansWer the modern demands for increased messaging secu 
rity, particularly the desire for a nonrepudiation feature. 
Clearly, an alternative method must be found to satisfy the 
demands of modern transaction processing. 

SUMMARY 

[0014] The invention combines tWo Well-established tech 
nologies-public key encryption and transaction processing, 
to create a secure system for the transfer of messages in a 
transaction processing system. 

[0015] Security Within transaction servers is becoming 
increasingly important as netWorking and distributed com 
puting technologies evolve. User data and mission-critical 
computing systems are very attractive targets, and the poten 
tial threats from highly capable adversaries are real. Internet 
connectivity and Wide-area corporate intranets have laid the 
groundWork for intrusion via the same facilities that are an 
essential component of many systems. 

[0016] A number of transaction server customers, prima 
rily in the ?nancial industry, have requested public key 
based security to protect the privacy and integrity of their 
data, and also to strengthen user identi?cation and account 
ability. Message-based encryption enhances the security of 
the transaction server by preventing customer data from 
being revealed to any party eXcept a designated recipient. A 
secondary bene?t is some protection against tampering and 
replay attacks, because these attacks are more difficult When 
clear-teXt message content is not available. Message-based 
digital signature further enhances security by alloWing a 
sending process to prove its identity, and to bind that proof 
to a speci?c message buffer. Any third party, at any point in 
the future, can verify the signature’s authenticity. Undetec 
ted tampering is not possible, because a digital signature 
contains a cryptographically secure checksum computed on 
the entire buffer’s contents. A digital signature also contains 
a tamper-resistant time stamp, based on the originating 
machine’s local (and unsynchroniZed) clock. An application 
programmer can eXamine this time stamp and implement 
security policies to inhibit replay attacks. 

[0017] The inventors have concluded that public/private 
key management and distribution capabilities are a viable 
means to providing enhanced message security. Aspects of 
key management are visible to the domain administrator, to 
end users, and to application developers. The system admin 
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istrator is responsible for setting security policies for clients, 
server machines, and gateway links that interact With their 
server domain. While the administrator sets the general 
policies, another person or group of people may be respon 
sible for managing security: for eXample the users, permis 
sions, auditing, policies, etc. 

[0018] It is highly desirable for message-based encryption 
and digital signature to be enabled and controlled by admin 
istrative parameters, With minimal or no application code 
modi?cation. This alloWs an eXisting application to imme 
diately bene?t from these features Without undergoing a 
complete application softWare development cycle. It also 
enhances security by reducing the chance of application 
programming errors leading to security lapses. To address 
this demand, security services are starting to be offered by 
operating systems as a “platform” service, similar to device 
drivers for video or ?le systems for disk storage. This trend 
enables a Wide variety of customer choice by providing a 
Well-de?ned interface betWeen application softWare and the 
customer’s chosen security hardWare/softWare provider. 
Embodiments of the invention support standard platform 
security APIs, Where available. This may include 
Microsoft’s CryptoAPI on WindoWs, and Intel’s Common 
Data Security Architecture (CDSA). Speci?c advancements 
of the invention include: 

[0019] b 1. System enforcement of security policies 
related to public key encryption and public key digital 
signatures. Messages may be automatically rejected if 
their public key properties do not con?rm to the admin 
istrator’s security policies. Speci?c policy require 
ments may include for eXample, A) Requiring that at 
least one valid public key digital signature is attached 
to a message; B) Requiring that a message be encrypted 
for con?dentiality; and C) Setting limits on the accept 
able range of timestamps associated With a digital 
signature. 

[0020] 2. Amode of operation to automatically generate 
public key digital signatures. 

[0021] 3. Automatic veri?cation of digital signatures 
before a message is delivered. 

[0022] 4. Amode of operation to automatically perform 
public key encryption. 

[0023] 5. Automatic decryption of messages, With auto 
matic rejection if decryption fails. 

[0024] 6. Provisions to enable partial encryption, so that 
a system process can route a message based on partial 
application content data, While maintaining con?den 
tiality of the remaining data. 

[0025] 7. Provisions for certain system processes to 
decrypt an entire message, in order to make a routing 
decision based on complete application content data. 

[0026] 8. Integration With reliable disk-based queuing, 
so that application messages remain encrypted While 
queued on disk. 

[0027] 9. Integration With publish/subscribe messaging, 
so that unauthoriZed subscribers cannot access con? 
dential data. 

[0028] 10. A capability to eXport messages into an 
external format that preserves public key digital signa 
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tures and public key encryption. A corresponding 
import facility alloWs authoriZed softWare to decrypt 
and verify signatures, for non-repudiation, at any point 
in the future. 

[0029] 11. A Security Provider Interface (SPI) that 
alloWs customiZation of the system’s public key fea 
tures, including operations performed in system pro 
cesses. 

[0030] 12. Automatic public key signature timestamp 
generation and veri?cation. 

[0031] 13. High-level programming interfaces for pub 
lic key encryption and public key digital signature that 
intuitively mesh With the eXisting application interface 
standards for transaction processing. 

[0032] 14. Distributed processing techniques that alloW 
a signi?cant portion of public key algorithm execution 
to be performed on a client’s desktop computer. 

[0033] Advantages of the present invention include that 
end users are able to have private, mutually-authenticated, 
secure interactions With transaction server facilities or other 
clients. System administrators and system operators bene?t 
from increased system security, especially When interacting 
With another server domain or/Workstation clients from 
outside their company. Developers have access to neW 
programming interfaces for data encryption and digital 
signature. These capabilities may enable neW classes of 
Internet applications that Were not previously feasible due to 
security concerns. Security of?cers and security auditors 
have greater assurance that a company’s softWare applica 
tions effectively enforce their company’s security policies. 

[0034] In one embodiment the invention includes a 
method for secure communication of a message from a ?rst 
server process to a second server process in a transactional 

processing system, comprising the steps of: marking a 
message buffer for encryption; marking said message buffer 
for attachment of a digital signature; creating an encryption 
envelope by encrypting said message buffer, and signing the 
encrypted contents of said message buffer With a digital 
signature; and, sending said encryption envelope from the 
sender process to the recipient process. 

[0035] In another embodiment, the invention includes a 
method for verifying secure communication of a message 
from a ?rst server process to a second server process in a 

transactional processing system, comprising the steps of: 
receiving an encryption envelope from a sender process; 
importing said encryption envelope into a message buffer 
content readable by said recipient process; decrypting said 
encryption envelope to retrieve said message; and, verifying 
the identity of the sender process by retrieving said digital 
signature from said encryption envelope. 

BRIEF DESCRIPTION OF THE FIGURES: 

[0036] FIG. 1 is a symbolic or pictorial representation of 
a public key and a private key as used herein for illustrative 
purposes. 

[0037] FIG. 2 is a symbolic or pictorial representation of 
a digital certi?cate as used herein for illustrative purposes. 

[0038] FIG. 3 is a schematic of a digital certi?cate cre 
ation process. 
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[0039] FIG. 4 is a ?owchart of a digital certi?cate creation 
process. 

[0040] FIG. 5 is a schematic of a message encryption 
process in accordance With an embodiment of the invention. 

[0041] FIG. 6 is a ?oWchart of a message encryption 
process in accordance With an embodiment of the invention. 

[0042] FIG. 7 is a schematic of a message decryption 
process in accordance With an embodiment of the invention. 

[0043] FIG. 8 is a ?oWchart of a message decryption 
process in accordance With an embodiment of the invention. 

[0044] FIG. 9 is a schematic of a message encryption and 
decryption process in accordance With an embodiment of the 
invention. 

[0045] FIG. 10 is a schematic of a digital signature 
creation process in accordance With an embodiment of the 
invention. 

[0046] FIG. 11 is a ?oWchart of a digital signature cre 
ation process in accordance With an embodiment of the 
invention. 

[0047] FIG. 12 is a schematic of a digital signature 
veri?cation process in accordance With an embodiment of 
the invention. 

[0048] FIG. 13 is a ?oWchart of a digital signature veri 
?cation process in accordance With an embodiment of the 
invention. 

DETAILED DESCRIPTION 

[0049] The invention de?nes a number of public key 
technology enhancements for use With transactional server, 
application server, and messaging security systems. The 
invention ties together tWo concepts: message-based encryp 
tion, and message-based digital signature, into a reliable and 
secure messaging authentication system. A primary compo 
nent of the invention is the use of public/private keys and 
digital signatures, associated With the concept of “envelop 
ing” each message, the content of a message buffer, or a 
messaged transaction. 

[0050] The external aspects of this security feature that 
alloW user or administration access include programming 
interfaces, administrative parameters, and administrative 
programming interfaces. 

[0051] A glossary of related terms, acronyms and abbre 
viations is included beloW for reference. 

[0052] Abstract Syntax Notation One(ASN.1): An 
International Standards OrganiZation (ISO) standard 
for describing data formats, de?ned in X208. 

[0053] Advanced Encryption Standard(AES): Proposed 
US Government standard for symmetric encryption 
With 128, 192, or 256 bit key lengths. 

[0054] Basic Encoding Rules (BER): An ISO standard 
for representing ASN.1 self-identifying data indepen 
dent of platform architecture, de?ned in X209. 

[0055] Certi?cate Authority (CA): A Well-knoWn and 
trusted entity that issues public-key certi?cates. A cer 
ti?cate authority attests to a user’s real-World identity, 
someWhat like a Notary Public. 
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[0056] Certi?cate Revocation List (CRL): A list of 
certi?cates that should not be accepted. A certi?cate is 
typically revoked if a user’s private key is compro 
mised, or if the user leaves an organiZation. 

[0057] Cipher Block Chain(CBC): A block encryption 
mode of operation Where output of previous blocks’ 
encrypted state is fed back to in?uence the encryption 
of folloWing blocks. 

[0058] Common Data Security Architecture(CDSA): 
An industry standard architecture for open, interoper 
able, cross platform security interfaces. 

[0059] Composite Signature Status: The overall signa 
ture status of a buffer, based on an analysis of the status 
of all attached digital signatures. 

r to : 1crosot inter ace or cr to 0060 C yp API A M' f ' f f yp 
graphic services provided security modules that may be 
installed as part of the WindoWs operating system. 

[0061] Decryption: Decryption is the process of restor 
ing encrypted data to its original form. 

[0062] Distinguished Encoding Rules(DER): An ISO 
standard for representing ASN.1 self-identifying data 
independent of platform architecture, in a unique and 
unambiguous fashion, de?ned in X509. 

[0063] DES Encryption: DES is a 56-bit key siZe sym 
metric block encryption algorithm. DSA: Digital Sig 
nature Algorithm. A US Government proposed stan 
dard algorithm for digital signatures. 

[0064] DSS: Digital Signature Standard. A US. Gov 
ernment proposed standard for computing digital sig 
natures, consisting of SHA-l for message digest, and 
DSA for digital signature. 

[0065] EDE: A triple-DES mode of operation based on 
112 bit keys. 

[0066] Encryption: Encryption is the process of algo 
rithmically transforming data to prevent (or hinder) 
unauthoriZed disclosure, While still preserving access to 
the original data by authoriZed users. 

[0067] International Data Encryption Algorithm 
(IDEA): A 128-bit symmetric block encryption algo 
rithm patented in the United States and Europe by 
Ascom-Tech AG. 

[0068] Key: Akey is a binary value used to encrypt or 
decrypt data. Keys are often, but not necessarily, 
derived from passWord strings. 

[0069] LLELink-Level Encryption: a feature common 
to the TUXEDO product from BEA Systems, Inc., San 
Jose, Calif., that encrypts traffic over netWork links. 
Encryption is performed just before data is transmitted 
on the netWork, and decryption is performed just after 
data is received. 

[0070] Man in the Middle Attack: An attack Where an 
enemy inserts a machine into a netWork, capturing, 
possibly modifying, and then re-transmitting all mes 
sages betWeen tWo parties. 

[0071] MDS: A message digest algorithm With 128-bit 
output. 
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[0072] Message Digest: A ?xed-siZe secure hash value 
computed on a message’s contents. Message digest 
algorithms have the property that it is extremely dif? 
cult to generate a message corresponding to an arbitrary 
digest value, or to ?nd tWo distinct messages With the 
same digest value. If any single bit in a message is 
changed, a message digest calculation Will, With 
extremely high probability, yield a different result. 

[0073] Non-repudiation: The inability of a message 
originator to falsely deny authorship. 

[0074] Pass Phrase: A secret string of alphanumeric and 
other characters, usually provided by a human being to 
prove identity. A pass phrase is typically longer than a 
passWord. 

[0075] PAC: Privilege Attribute Certi?cate: a temporary 
digital certi?cate, often issued at logon time, that 
contains role, level, or group membership information 
about the user, for the purpose of authoriZing access to 
various resources. 

[0076] Private Key: The part of a public/private key pair 
used by the key’s oWner for decryption or signature 
generation. 

[0077] Public Key: The part of a public/private key pair 
used by anyone for encryption or signature veri?cation. 

[0078] Public Key Certi?cate: A data structure contain 
ing a public key With associated identifying informa 
tion. The information might include a user’s name, 
organiZation, email address, etc., plus key-speci?c 
information such as its creation date, expiration date, 
issuer id, and serial number. The issuing Certi?cate 
Authority digitally signs both the public key and the 
associated information, to create a veri?able and 
tamper-proof binding betWeen a public key and a 
particular user. 

[0079] Public/Private Key Encryption: An encryption 
technology based on a public key for encryption, and a 
related but different private key for decryption. 

[0080] RC2 Encryption: RC2 is a variable-key-siZe 
symmetric block encryption algorithm that has good 
performance When implemented in softWare. 

[0081] RC4 Encryption: RC4 is a variable-key-siZe 
symmetric streaming encryption algorithm that has 
excellent performance When implemented in softWare. 

[0082] Replay Attack: An attack Where message(s) are 
intercepted and then re-inserted into a system in the 
future, causing an operation, such as depositing money, 
to be re-executed fraudulently. 

[0083] RSA: Rivest, Shamir, and Adleman—the inven 
tors of a public key algorithm Widely employed for 
encryption and digital signatures. The RSA algorithm is 
asymmetric: a private key is closely held by its oWner, 
While a corresponding public key may be Widely dis 
seminated. 

[0084] RSA Inc.: A subsidiary of Security Dynamics 
Corporation, licenses softWare for many cryptographic 
algorithms (including but not limited to the “RSA” 
algorithm). 
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[0085] Seal: Encrypt a message for privacy. 

[0086] Session Key: A session key is a temporary 
symmetric encryption key generated and used only for 
the duration of a single session (netWork connection). 

[0087] SHA-1:Amessage digest algorithm With 160-bit 
output. 

[0088] Sign: Attach a digital signature to a message for 
originator authentication and message integrity protec 
tion. 

[0089] Smart Card: Aphysical device, usually the same 
siZe as a credit card, Which contains an embedded 
microprocessor and non-volatile memory. Smart cards 
often perform authentication, cryptographic operations, 
and hold identity information such as private key(s) and 
certi?cate(s). 

[0090] Security Support Provider Interface (SSPI): A 
Microsoft programming interface for interacting With 
WindoWs security. 

[0091] Symmetric Key Encryption: Traditional encryp 
tion technology Where the same key performs both 
encryption and decryption. 

[0092] TWo-Factor Authentication: A strong form of 
authentication requiring possession of a physical entity 
(such as a smart card or ?ngerprint) as Well as a secret 

(such as a passWord or pin code). 

[0093] X509: An International Standards Organization 
speci?cation for public-key certi?cate format and asso 
ciated operational protocols. Version 3 provides for 
application-speci?c extensions. 

[0094] As used herein the term “transaction server” is used 
to refer to any computer server that performs transactions, or 
communications With a client, a service or another server. 
The transaction server need not necessarily be a physical 
host computer but can be simply a server softWare applica 
tion running as perhaps one of many on a computer system 
or distributed netWork. The transaction server may be con 
sidered one party in the entire messaging process—it sends 
and receives messages to other parties, much like one person 
Would send and receive mail to and from other people. Akey 
difference in this analogy is that people typically send 
isolated and distinct email messages, Whereas transaction 
servers often transmit and receive the contents of message 
buffers, and may do so on a continuous basis. As such a 
message buffer may not contain a nicely packaged and 
distinct set of data like an electronic mail package. For this 
reason transaction servers require their oWn special systems 
for handling secure communication of the message buffer. 

[0095] This is the area the invention primarily targets, 
through the use of private/public key encryption, and cer 
ti?cate signing. Public key-based security can be used to 
protect the privacy and integrity of transaction data, and also 
to strengthen user identi?cation and accountability. Mes 
sage-based encryption enhances the security of the transac 
tion server by preventing data from being revealed to any 
party except a designated recipient. A secondary bene?t of 
encryption is protection against tampering and replay 
attacks, because these attacks are more dif?cult When clear 
text message content is not available. Message-based digital 
signatures further enhance transaction security by alloWing 
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a sending process to prove its identity to a recipient, and to 
bind that proof to a speci?c message buffer. A third party or 
intermediary can then verify the signature’s authenticity. 
Tampering is easily detected, because a digital signature 
contains a cryptographically secure checksum computed on 
the entire buffer’s contents. A digital signature may also 
contain a tamper-resistant time stamp, based on the origi 
nating machine’s local clock. Applications can eXamine this 
time stamp and implement security policies to inhibit replay 
attacks. 

[0096] Thus public/private key management and distribu 
tion capabilities are a viable means to providing enhanced 
message security. Depending on the implementation used, 
aspects of key management can be made visible to a 
transaction server or domain administrator, to end users, and 
to application developers. Typically, the system administra 
tor is responsible for setting security policies for clients, 
server machines, and gateWay links that interact With their 
server domain. While the administrator sets the general 
policies, another person or group of people may be respon 
sible for managing security: for eXample the users, permis 
sions, auditing, policies, etc. To suit these needs, the inven 
tion alloWs message-based encryption and digital signature 
to be enabled and controlled by administrative parameters, 
With minimal or no application code modi?cation. This 
alloWs an existing application to immediately bene?t from 
these features Without undergoing a complete application 
softWare development cycle. Embodiments of the invention 
support standard platform security APIs, Where available for 
ease of access and integration. 

[0097] FIG. 1 shoWs an illustration of a symbolic or 
pictorial representation of a public key 10 and private key 
20. The symbols shoWn in FIG. 1 are merely symbolic or 
pictorial representations of public and private keys that are 
shoWn here for ease of illustrating the invention. It Will be 
evident to one skilled in the art that real-life keys Will not 
represent the symbols used to represent them herein. Public/ 
Private key algorithms (often just referred to as “public key 
algorithms”) include systems such as RSA public key 
encryption, Which uses an asymmetric algorithm in Which a 
private key is closely held by its oWner, While a correspond 
ing public key is Widely disseminated. The private key is 
thus the part of a public/private key pair used by the key’s 
oWner for decryption or signature generation. The public key 
is the part of a public/private key pair used by anyone other 
than the oWner for encryption or signature veri?cation. 

[0098] FIG. 2 shoWs an illustration of a symbolic or 
pictorial representation of a digital certi?cate 30. As With the 
public and private keys described above, the certi?cate 
shoWn in FIG. 2 is merely a symbolic or pictorial repre 
sentation shoWn here for ease of illustrating the invention. 
Real-life certi?cates do not necessarily have, or are limited 
to, each component shoWn, nor are the components neces 
sarily distributed as shoWn in FIG. 2. A certi?cate is 
typically a data structure containing a public key With 
associated identifying information. The information might 
include a user’s name, organiZation, email address, etc., plus 
key-speci?c information such as its creation date, eXpiration 
date, issuer id, and serial number. An issuing Certi?cate 
Authority digitally signs both the public key and the asso 
ciated information, to create a veri?able and tamper-proof 
binding betWeen a public key and a particular user. As 
shoWn in FIG. 2, the digital certi?cate may include such 
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elements as the users identity characteristics 31, an assigned 
certi?cate serial number 32, an effective data 33, an eXpi 
ration data 34, a certi?cate issuer identi?cation 35, and a 
copy of the user’s public key 10. 

[0099] FIG. 3 illustrates the creation of a digital certi?cate 
as a public key 10 is merged With a users identity 12 and a 
digital signature 14 to create the digital certi?cate 30. 

[0100] FIG. 4 shoWs the steps used to create the certi? 
cate. As shoWn in the How chart of FIG. 4 the sending party 
?rst retrieves the public key of the sender (step 200), 
combines it With a sending party identi?er (step 202) and a 
digital signature (step 204) to create the digital certi?cate 
(step 206). 
[0101] Message or Message Buffer Encryption 

[0102] Message encryption enhances transaction server 
security by enabling private communication. Data privacy is 
considered essential for most applications that transport data 
over the Internet, either betWeen companies or betWeen a 
company and the general public. It also is critical for 
applications deployed over insecure internal netWorks. Mes 
sage encryption also helps ensure message integrity, because 
it is more dif?cult for an attacker to modify a message When 
the contents are obscured. The message-based encryption 
feature disclosed herein provides data privacy using public 
key encryption technology. Message buffers are sealed 
Within an “opaque” digital envelope, so that only a desig 
nated recipient may read them. There is no need forth tWo 
communicating parties to have a pre-established shared 
secret to eXchange private messages, nor is there any need 
to consult a trusted third party in real time. The scope of 
message-based encryption is “end-to-end.” This means that 
a message is encrypted just before it leaves the originating 
process, and remains encrypted until it is received by the 
?nal destination process. It is opaque at all intermediate 
transit points, including operating system message queues, 
system processes, disk-based queues, and during netWork 
transmission over inter-server netWork links. Encryption is 
performed When crossing process boundaries. There is no 
distinction betWeen netWorked communication or intra-ma 
chine communication. 

[0103] Sealing a message buffer involves three steps: 

[0104] First, it is necessary to identify the target 
recipient’s identity. Only this target recipient Will 
have access to the message’s contents. The target 
might be a client, a particular service, a server group, 
a gateWay group, a particular server machine, or an 
entire domain of servers. The encryption and sealing 
process can be speci?ed as an process that is auto 
matically handled by the system, perhaps on a recipi 
ent-speci?c basis, or one that can be simply speci?ed 
on an as needed basis. 

[0105] The second step is to associate the encryption 
key With a particular buffer. 

[0106] The ?nal step is actual encryption of the 
message buffer, and attachment of a digital encryp 
tion envelope Which enables a designated recipient to 
decrypt the message. This takes place just before the 
buffer is about to be transmitted outside the origi 
nating process. If a “sealed” buffer is transmitted 
more than once, a neW encryption process takes 
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place each time. This allows a buffer to be modi?ed 
after a desire to seal it is registered. 

[0107] FIG. 5 shoWs a schematic of a message encryption 
process in accordance With an embodiment of the invention. 
As shoWn in FIG. 5 a message (or the contents of a message 
buffer) 40, is combined With a message key 50, to create an 
encrypted message 60. The message key may be created in 
any number of Ways but in one embodiment is created using 
a pseudorandom number generator to generate a substan 
tially different message key for each message. The message 
and message key are also used to create a decryption key 70. 
At the same time the recipient’s digital certi?cate 31 is used 
to retrieve the recipients public key 11, Which can then be 
combined With the decryption key 70 and the encrypted 
message 60, to form an encryption envelope 80. The encryp 
tion envelope, containing an encrypted message buffer is 
then sent to the receiving party or recipient. 

[0108] FIG. 6 shoWs a ?oWchart of the message encryp 
tion process. In step 220 the sending party generates a 
message buffer. This is combined With a message key (step 
222) to create an encrypted message buffer (step 224). At the 
same time, the sending party retrieves the recipients digital 
certi?cate (step 226), and determines from that their public 
key (step 228). A decryption key can then be generated in 
step 230 using this public key and the message key previ 
ously generated in step 222. The sender then prepares an 
encryption envelope containing both the encrypted message 
buffer, and the decryption key (step 232). 

[0109] FIG. 7 shoWs a schematic of a message decryption 
process in accordance With an embodiment of the invention. 
As shoWn in FIG. 7 the receiving party receives an encryp 
tion envelope 80. The recipients private key 21 is used to 
open the envelope and retrieve the decryption key 70. This 
decryption key can then be used to unlock the encrypted 
message 60 and produce the original message or message 
buffer 40. 

[0110] FIG. 8 shoWs a ?oWchart of the message decryp 
tion process. In step 240 the receiving party (the recipient) 
receives an encrypted message, or the contents of a message 
buffer, Within an encryption envelope. The recipient uses 
their private key to open the envelope (step 242) and retrieve 
the decryption key (step 244). The encrypted message or 
message buffer is then extracted (step 246), and the decryp 
tion key is used to decrypt it, to form the original message 
(step 248). 
[0111] FIG. 9 is a schematic of a message encryption and 
decryption process in accordance With an embodiment of the 
invention. As shoWn in FIG. 5, at the sender’s end a message 
(or the contents of a message buffer) 40, is combined With 
a message key 50, to create an encrypted message 60. The 
message key may be created in any number of Ways but in 
one embodiment is created using a pseudorandom number 
generator to generate a substantially different message key 
for each message. The message and message key are also 
used to create a decryption key 70. At the same time the 
recipient’s digital certi?cate 31 is used to retrieve the 
recipients public key 11, Which can then be combined With 
the decryption key 70 and the encrypted message 60, to form 
an encryption envelope 80. The encryption envelope, con 
taining an encrypted message buffer is then sent to the 
receiving party or recipient. At the recipient’s end, the 
receiving party receives an encryption envelope 80. The 
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recipients private key 21 is used to open the envelope and 
retrieve the decryption key 70. This decryption key can then 
be used to unlock the encrypted message 60 and produce the 
original message or message buffer 40. The process 
described by FIG. 9 may be considered a combination of 
those steps shoWn and described previously in FIGS. 6 and 
8, i.e., the sending party generates a message buffer. This is 
combined With a message key to create an encrypted mes 
sage buffer. At the same time, the sending party retrieves the 
recipients digital certi?cate, and determines from that their 
public key. A decryption key can then be generated using 
this public key and the message key previously generated. 
The sender then prepares an encryption envelope containing 
both the encrypted message buffer, and the decryption key. 
The recipient receives the encrypted message, or the con 
tents of a message buffer, Within an encryption envelope. 
The recipient uses their private key to open the envelope and 
retrieve the decryption key. The encrypted message or 
message buffer is then extracted, and the decryption key is 
used to decrypt it, to form the original message. 

[0112] Message or Message Buffer Signing 

[0113] Message-based digital signatures enhance transac 
tion server security by alloWing a message originator to 
prove its identity, and to bind that proof to a speci?c message 
buffer. Mutually authenticated and tamper-proof communi 
cation is considered essential for most applications that 
transport data over the Internet, either betWeen companies or 
betWeen a company and the general public. It also is critical 
for applications deployed over insecure internal netWorks. 
The scope of this authentication and integrity checking may 
be considered “end-to-end”, in that the message buffer is 
protected from the time it leaves the originating process until 
the time it is received at the destination process. In this 
manner, the message is protected at all intermediate transit 
points, including temporary message queues, disk-based 
queues, system processes, transmission over inter-server 
netWork links, etc. In one embodiment of the invention, the 
originating user signs a message buffer With a signature. The 
signature can be then later read by an intermediary or ?nal 
user or application simply by looking at the message enve 
lope. The user may be a person using the transaction server 
itself, or equally likely may be a user application, or another 
application. The signature contains a cryptographically 
secure checksum of the message buffer’s contents. Any party 
With access to the message buffer may verify that the 
originating user’s signature is authentic, and that the mes 
sage buffer contents are unchanged. Time-independent veri 
?cation by a third party provides a property knoWn as 
non-repudiation. This means that the originator cannot later 
deny authorship or claim the message Was altered. 

[0114] A time stamp, based on the message signer’s local 
clock, can be attached to the signature. The time stamp is 
included as an authenticated attribute in the checksum 
calculation, so that tampering With the time stamp value Will 
be detected When a signature is veri?ed. The signature time 
stamp may be based on an unsynchroniZed clock, in Which 
case it cannot be fully trusted, especially if the signature is 
generated on a PC or personal Workstation. HoWever, this 
feature is useful in that a server may choose to reject 
requests With time stamps too old or too far in the future. 
This provides a measure of protection against replay attacks. 
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[0115] Signatures are generated and veri?ed When cross 
ing process boundaries. There is no distinction betWeen 
netWorked communication or intra-machine communica 
tion. 

[0116] Signing a buffer involves three steps: 

[0117] First, the signing party must have access to a 
private signature key. This key is highly protected, 
and possession of it is equivalent to possessing the 
signing party’s identity. 

[0118] Second, a desire or setting to sign the buffer, 
and associated signature parameters, are indicated 
and remembered. This can be handled automatically 
by the system or via a call to a message buffer 
signing function. Signature parameters are remem 
bered and associated With the buffer for later use. 

[0119] The ?nal step is the actual signature genera 
tion, and takes place automatically Whenever the 
buffer is about to be transmitted outside the origi 
nating process. If a “signed” buffer is transmitted 
more than once, a neW signature is generated for 
each communication. This alloWs a buffer to be 
modi?ed after a desire to sign it is registered. 

[0120] FIG. 10 shoWs a schematic of a digital signature 
creation process in accordance With an embodiment of the 
invention. As shoWn in FIG. 9 a message 40 is generated, 
and from this a message digest 90 is created. This message 
digest is combined With the private key of the sender 20 to 
create a message signature 14. 

[0121] The process used to do this is shoWn in FIG. 11. In 
step 260 the sending party prepares a message buffer for 
sending to the recipient a message digest is created (step 
262), and the sending party’s private key retrieved (step 
264). The private key is combined With the message digest 
in step 266 to create a digital signature for this message. The 
digital signature is then sent together With the message, in 
step 268, to the receiving party. 

[0122] FIG. 12 shoWs a schematic of a digital signature 
veri?cation process in accordance With an embodiment of 
the invention. As shoWn in FIG. 11 message 40 is used to 
generate a message digest 90. At the same time, in order to 
determine the validity of the message sender the senders 
certi?cate 30 is used to retrieve the senders public key 10. 
The public key is combined With the message signature 14 
to determine another version of the message digest 91. If 
message digest 90 and message digest 91 are found to be 
equal, then the message is deemed to be valid and has been 
indeed sent from the identi?ed sender. 

[0123] FIG. 13 shoWs a ?oWchart of the digital signature 
veri?cation process. In step 280, the receiving party receives 
a signed message. A message digest A is created (step 282). 
At the same time the recipient reads the sending party’s 
certi?cate (step 284) to determine the public key of the 
sender (step 286). The recipient may then generate another 
version of the message digest by using the public key and the 
message signature (step 288). In step 290 message digest A 
and message digest B are compared, and if they are found to 
be identical, then the message is deemed to have arrived 
from a valid identi?ed sender (step 292). If they differ (step 
294) then the signature, and hence the identity of the sending 
party, is invalid. 

Sep. 26, 2002 

[0124] 
[0125] The folloWing sections detail particular message 
buffer encryption and digital signing implementations that 
can be used With the an embodiment of the invention. It Will 
be evident to one skilled in the art that the invention is not 
limited to the particular implementations described beloW, 
but that other implementations may be developed Within the 
spirit and scope of the invention. 

[0126] Message-based Encryption 

Implementation Details 

[0127] Message-based data encryption enhances transac 
tion server security by enabling private communication. 
Data privacy is considered essential for most applications 
that transport data over the Internet, either betWeen compa 
nies or betWeen a company and the general public. It also is 
critical for applications deployed over insecure internal 
netWorks. 

[0128] Message-based data encryption also helps ensure 
message integrity, because it is more difficult for an attacker 
to modify a message When the contents are obscured. 

[0129] The message-based encryption feature disclosed 
herein provides data privacy using public-key encryption 
technology. Message buffers are sealed Within an “opaque” 
digital envelope, so that only a designated recipient may 
read them. There is no need for the tWo communicating 
parties to have a pre-established shared secret to exchange 
private messages, nor is there any need to consult a trusted 
third party in real time. 

[0130] The scope of message-based encryption is “end 
to-end.” This means that a message is encrypted just before 
it leaves the originating process, and remains encrypted until 
it is received by the ?nal destination process. It is opaque at 
all intermediate transit points, including operating system 
message queues, system processes, disk-based queues, and 
during netWork transmission over inter-server netWork links. 

[0131] Encryption is performed When crossing process 
boundaries. There is no distinction betWeen netWorked com 
munication or intra-machine communication. 

[0132] Sealing a message buffer involves three steps: 

[0133] First, it is necessary to identify the target 
recipient’s identity. Only this target recipient Will 
have access to the message’s contents. The target 
might be a client, a particular service, a server group, 
a gateWay group, a particular server machine, or an 
entire domain of servers. The target recipient is 
represented by a key of type TPKEY_ENCRYPT 
(for discrete encrypt and seal) or TPKEY_AU 
TOENCRYPT (for automatic encrypt and seal). 

[0134] The second step is to associate the encryption 
key With a particular buffer. This happens automati 
cally in the case of a TPKEY_AUTOENCRYPT key, 
or explicitly via tpseal( ) in the case of a TPKEY 
_ENCRYPT key. 

[0135] The ?nal step is actual encryption of the 
message buffer, and attachment of a digital encryp 
tion envelope Which enables a designated recipient to 
decrypt the message. This takes place just before the 
buffer is about to be transmitted outside the origi 
nating process. If a “sealed” buffer is transmitted 
more than once, a neW encryption process takes 
























