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(57) ABSTRACT 

A software protection is presented comprising software 
license management and online software license enforce 
ment, wherein individual licenses are provided for regulat 
ing the use of a software product, and the software product 
is individualized while being downloaded from a license 
server, and the execution of each individualized software 
product is monitored in agreement with the individual 
license terms corresponding to the individual software 
download. 
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Figure 2a/1 

Poiicy for educational licenses (license type “Educ“) 
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Figure 2212 

Policy for dealer licenses (Hcense type "Deal") 
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Fig. 2b 

Characteristics of available license classes for a selected product suite consisting of 
a word processor, a spreadsheet and a database application. 

Class Type Product(s) l# Simult. Users #Usages Validity Period 
EDU-1 Educ Word Processor 1,0 50 unlimited 5a 

' Spreadsheet 1.0 

= Database 1.0 
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5 Spreadsheet 1.0 
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Fig. 2c 

{Licensee . 19650630 

incense iden??cation 19950508 

[The following lines were copied from the license class "EDU-1" on creation}: 

licensed software ‘Word Processor 10 
' ' , Spreadsheet 10 

Database 1.0 1 
Maximal number of concurrent users 50 

Maximal number of program invocations uniimiie'd 
Valid through ~ i March 2006 

rThe following lines were copied from the license policy corresponding to the license 
type “Educ".] 
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TECHNIQUE FOR LICENSE MANAGEMENT AND 
ONLINE SOFTWARE LICENSE ENFORCEMENT 

[0001] The present invention relates to techniques for 
preventing fraudulent use of software products. In particular, 
the present invention provides a license management system 
and a technique for enforcing the use of a softWare product 
according to the corresponding license terms. 

[0002] One of the most signi?cant problems in softWare 
distribution is the protection of the rights of softWare pro 
ducers and other subjects involved in softWare distribution. 
The subject holding the rights on a softWare product is very 
often distinct from the actual producer of it. Therefore, the 
subject oWning the rights on a softWare product Will be 
referred to as softWare supplier in the context of this 
application. Further, Within the process of softWare distri 
bution a subject acquiring licenses for a softWare product 
from a supplier and reselling those licenses to other dis 
tributors, dealers or end-users is de?ned as a distributor in 
this context. Hereby, the term dealer describes a subject 
Which acquires licenses for further reselling them to other 
dealers or end-users, and an end-user is de?ned as a subject, 
Which acquires a license on a softWare product for utiliZing 
it. 

[0003] The pricing scheme of a softWare product usually 
does not comprise only a single value, but a list of graduated 
prices re?ecting considerations like the volume of an order 
and/or the number of installations of a softWare product 
already in use at a customer’s site and/or if the customer is 
a governmental, commercial or educational end-user. This 
price range very often forms an incentive for fraud. For 
example, a price for an educational copy of a softWare 
product is usually calculated to be just a small fraction of the 
price to be paid for a copy of the same softWare product sold 
for commercial use. Dealers are therefore frequently 
tempted to sell a copy of a softWare product to a commercial 
end-user Which has explicitly been acquired by the dealer at 
a substantially loWer price for an educational end-user. 

[0004] Another annoyance for softWare suppliers is soft 
Ware pirating and the distribution of bootlegs, Which con 
siderably reduces the achievable revenue. SoftWare pirates 
prefer to act in countries Where it is very dif?cult for a 
softWare supplier to get legal support in prosecuting mali 
cious subjects. In the era of World-Wide data transfer, 
softWare pirates can act from countries in Which a softWare 
supplier does not get any legal support for stopping their 
Wrongdoing. Therefore, a softWare supplier Will in many 
cases be unable to enforce his license terms. A knoWn 
approach for solving this problem is the integration of 
mechanisms in a softWare product, Which makes it dif?cult 
for malicious subjects to create a bootleg of that softWare 
product. 
[0005] A common Way of realiZing a protection mecha 
nism against softWare. pirating is to apply a mark to the 
softWare distribution medium like eg ?oppy discs or CD 
ROMs such, that it Will be very dif?cult for a malicious 
subject to reproduce the mark on an illicit copy. Veri?cation 
code is added to the softWare, Which checks if the softWare 
is being run from the original distribution medium as soon 
as the user tries to run the softWare. Usually, this is done by 
searching the medium from Which the softWare is being 
loaded for the mark that Was applied by the softWare 
producer or supplier. If such a mark cannot be found, a 
continued program execution Will be refused. 
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[0006] In the context of this application the term “veri? 
cation code” generally refers to a piece of code and/or 
corresponding data contained in a piece of softWare that is 
suited to assist in protecting rights on the piece of softWare. 

[0007] To outsmart a protection mechanism of the kind 
described, a softWare pirate can either copy the mark or 
remove the veri?cation code. At copying the mark, the illicit 
copy is made looking exactly the same to the veri?cation 
code as the original distribution medium. Alternatively, the 
protection mechanism can be eliminated by reverse engi 
neering the softWare With the purpose of discovering the 
veri?cation code and hoW it interacts With the remaining 
code. On successful reverse engineering, the veri?cation 
code can ?nally be deactivated or removed completely. This 
secondly described method is generally referred to as 
“cracking”. A “cracked” copy Would not have to bear the 
mark, because a “cracked” version of the softWare Would not 
check for its presence. 

[0008] A softWare supplier may alternatively to the 
described method require an end-user to register his soft 
Ware product and to pay the due license fee. According to 
one variant of this model, a supplier Will send a key ?le to 
the requesting end-user Who in turn stores this ?le on his 
computer. Veri?cation code embedded in the softWare Will 
prevent, that a malicious subject can run the softWare 
Without a key ?le. HoWever, a softWare pirate can try to 
reverse engineer the format of the key ?le and generate one 
of his oWn. This is an equivalent to the copying of a mark 
as described above. Of course, a softWare pirate may alter 
natively also in this case deactivate the veri?cation code 
from the softWare, so that the softWare can be run Without a 
key ?le. 

[0009] Both types of attacks, copying marks or generating 
key ?les on one side and “cracking” on the other side are in 
Wide-spread use and cannot be fully defended against. A 
softWare producer can only try to discourage any attempt of 
“cracking” his softWare by making the process of reverse 
engineering and other forms of attack as difficult as possible 
by obfuscating the inner Workings of his softWare. 

[0010] Recently, a method used to protect media like 
digital images and video-audio recordings has been pro 
posed to be applied to the ?eld of softWare protection. 
Hereby, a secret message, a so-called Watermark is hidden 
Within the softWare product. Due to the fact that such 
Watermarks may only be removed easily by someone Who is 
in possession of the hidden secret used for the construction 
of the Watermark, this technique provides a high level of 
softWare protection. 

[0011] WO 99/64973 proposes a softWare Watermarking 
technique Wherein the Watermark is formed by a special 
executional state of the softWare. When provided With a 
secret input sequence, the softWare application enters a state 
Which in itself represents the Watermark, Whereby the state 
is comprised of data in the stack, heap, global variables, 
registers, program counters and the like of the softWare 
application. In other Words, the Watermark is constructed 
Within the dynamically allocated data structures of the 
program as it is being executed. Like above, an attacker may 
employ reverse engineering to identify the Watermark gen 
erating code. He might then remove the generating code and 
thus the Watermark from the softWare product. The sug 
gested canonical use of the Watermark is a ?ngerprinting of 
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the product. Fingerpinting means, that each individual copy 
of the software product is uniquely watermarked, thus 
allowing an identi?cation of each particular copy of a 
software product. In other words, by the method of ?nger 
printing each individual copy of the software product is 
watermarked with a different watermark. But still, an attack 
of an adversary cannot be fully defended against. 

[0012] Another approach to prevent abuse of utiliZation 
regulations is to monitor the use of a software product. In 
this context US. Pat. No. 5,925,127 proposes a system, 
wherein a check-in/check-out module installed on a com 

puter running the software product provides the licensing 
information and a software monitor module running on the 
same machine veri?es a usage of the software program 
module according to the license conditions. The proposed 
system is especially used for monitoring the use of rented 
software. 

[0013] The system proposed in WO 99/04354 suggests a 
license management system for software, wherein an appli 
cation program requests a license from a license manage 
ment unit which re-checks the request with a number of 
license decision units. In case, a license cannot be issued to 
a copy of an application program, this copy cannot be 
executed. 

[0014] Although those systems check certain parameters 
like eg “Is there a license?”, “Are all licenses used up?” or 
“Is there an attempt to use the program beyond the expira 
tion date of the license?”, a correct usage of the software 
program according to a contractual provision—part from the 
requirement that a license must exist at the site of the 
end-user cannot be guaranteed. Further, no provisions are 
suggested for warding off common impersonation attacks, 
where a malicious user sets up a fake license management 
unit unconditionally granting the execution of the applica 
tion program, or replay attacks, where messages sent by the 
license management unit are recorded and later replayed for 
allowing an application program to execute without actually 
having to contact the license management unit. 

[0015] Moreover, existing systems typically implement 
the license storage in a component that is accessible to the 
user of a piece of software, eg in the form of a software 
module installed on the same computer as the licensed piece 
of software or another computer accessible to the licensee. 
This enables a malicious user to attack the license enforce 
ment mechanism by manipulating the component such, that 
it unconditionally con?rms the presence of a license, even if 
no valid license exists for a certain software product. 

[0016] In addition, existing protection systems typically 
require the programmer to add support for license enforce 
ment, e.g. veri?cation code, to his program manually. How 
ever, since most programmers are not security experts and 
hence not aware of how an attacker works, they do so in a 
way that greatly simpli?es “cracking” their software. 

[0017] It is therefore an object of the present invention to. 
provide secure methods and systems for software distribu 
tion, protecting the rights of the software supplier and the 
rights of all subjects involved in a distribution process. 

[0018] This object is achieved by a method for software 
license management and online software license enforce 
ment comprising the steps of providing individual licenses 
for regulating the use of a software product, controlling a 
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transfer of licenses, providing individualiZed copies of the 
software product for download, and monitoring the execu 
tion of each individualiZed copy of the software product in 
agreement with the individual license terms. 

[0019] The above object is further achieved by a method 
of modifying one or more ?les of a software product, 
particularly in conjunction with the above described method 
for software license management, whereby the modifying is 
at least partly based on information extracted from at least 
a part of data of one or more initial and/or intermediate 
and/or ?nal states of the creation process of the software 
product. 
[0020] The above object is further achieved by a license 
management software program comprising the steps of 
providing licenses, and controlling a transfer of licenses. 

[0021] Further, the object is achieved by a download 
control software program for providing an individual down 
load copy of a software product by individually modifying 
a copy of a master-copy of the software product for down 
load from a server according to a method of modifying one 
or more ?les of a software product as described above. 

[0022] The object is further achieved by an execution 
control software program for linking an individual download 
copy of a software product requesting permission to run to 
a matching license, comprising the steps of obtaining iden 
ti?cation information from the individual download copy 
before or while it is being executed, evaluating licenses 
matching the identi?cation information, and if at least one of 
the licenses grants use of the individual download copy, 
transmitting approval to the individual download copy. 

[0023] Furthermore the above object is achieved by an 
individual download copy of a software product created by 
individually modifying a copy of a master-copy of the 
software product for download from a server according to a 
method of modifying one or more ?les of a software product 
as described above. 

[0024] In addition, the object is achieved by a server for 
providing a software license management and an online 
software license enforcement in accordance to one of the 
methods described above, comprising means for the appli 
cation of a license management software program, and/or a 
download control software program, and/or an execution 
control software program. 

[0025] The proposed method of a provision of licenses and 
an individualiZation of the licensed software products on 
delivery and a further monitoring of the execution of the 
software products subject to a license provided, all in one 
system allows for one an effective control of distribution 
lines and beyond this ties the use of a software product to the 
conditions agreed to in an underlying license contract. 
Furthermore, it provides a high level of protection against 
attackers with the speci?c intent to circumvent the license 
terms by inhibiting impersonation and replay attacks and 
any tampering with the program code. Because licenses are 
provided on an individual basis, the system is able to support 
a variety of different licensing and distribution schemes. 

[0026] Further advantageous features are claimed in the 
respective subclaims. 

[0027] The individualiZation step advantageously includes 
embedding information in the individualiZed copies of the 
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software product. Further advantageously, the individualiZa 
tion step generates a uniquely individualized copy the soft 
Ware product for each doWnload. Particularly advanta 
geously, each subject joining the procedure of softWare 
license management and online softWare license enforce 
ment is subject to register prior to being granted access, so 
that each license can be linked to its licensee. 

[0028] Modifying ?les of a softWare product preferably 
comprises embedding information in at least one of said 
?les, since the embedded information is easy to locate and 
identify by the party that performed the embedding. The 
modifying is advantageously at least partly based on infor 
mation extracted from at least a part of data of one or more 
objects ?les generated during the creation process of the 
softWare product, thereby alloWing easy modi?cation of ?les 
Without any knoWledge of the source code. In addition to 
that, the modifying is preferably at least partly based on 
information eXtracted from at least a part of the debug 
information, for debug information is comparatively uncom 
plicated to process and the capability of development tools 
to consolidate information from earlier stages of the creation 
process is taken advantage of. The information must not be 
distributed in order not to facilitate the task of an attacker, 
as is the case With any other data used from the ?nal stage 
of the creation process. The modifying is further advanta 
geously at least partly based on information eXtracted from 
at least, a part of the relocation information, since relocation 
information is in many cases by default automatically gen 
erated by the development tools. Modifying one or more 
executable ?les of the softWare product advantageously 
eliminates the need for ?les from a previous stage of the 
compilation process and creates the potential for high per 
formance. The modifying comprising a modi?cation of the 
arrangement of the subroutines and/or variables Within the 
softWare product provides an advantageous means for obfus 
cating the inner Workings of the softWare program. Inserting 
data and/or code betWeen any tWo subroutines and/or any 
tWo variables Within the softWare product raises the level of 
security against pirating adversaries in an advantageous 
implementation. Inserting data and/or code into the code of 
one or more subroutines Within the softWare product advan 
tageously makes it dif?cult for an attacker to separate the 
inserted information from the original code. Advanta 
geously, data and/or code is inserted into the softWare 
product for testing the integrity of at least a part of the 
softWare product, to make tampering more dif?cult. In 
another advantageous implementation, the modifying com 
prises embedding at least a part of a piece of veri?cation 
softWare, to relieve the developer of the softWare product 
from the burden of manually and cleverly adding veri?ca 
tion code. 

[0029] Preferably, the license management softWare pro 
gram provides means for regulating a distribution policy for 
linking the provision of licenses to a distribution scheme. 
Advantageously, a license is provided by uploading it to the 
license management softWare. Preferably, a license is gen 
erated by the license management softWare When its gen 
eration is triggered manually. Advantageously, a license is 
generated by the license management softWare automati 
cally When it is needed. In a registration procedure each 
subject accessing the license management softWare program 
is advantageously assigned one or more roles, so that 
subjects can be grouped according to their qualities. Upload 
ing and/or enabling a generation of licenses is preferably 
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only alloWed to a subject assigned the role of a softWare 
supplier, hereby restricting the privilege to create licenses on 
a need-to-have basis to a limited number of—potentially 
identi?able—subjects, since generated licenses consume 
resources of the license server. Initiating a provision of 
licenses preferably comprises de?ning one or more opera 
tions on the license to model real-World license transactions, 
Whereby further advantageously, initiating a provision of 
licenses comprises linking the de?ned operations or subsets 
thereof to one or more roles such, that each subject enlisted 
in one or more of the roles is capable of performing the 
operations linked to its role or roles, and the operations 
available to a subject advantageously further depend on 
attributes of the subject different from its role or roles to 
support more sophisticated licensing schemes. A subject 
advantageously may, depending on the role assigned to it, 
further restrict the license conditions of a license, thus e.g. 
alloWing a further modi?cation of the set of operations of a 
license available to subjects. The role assignment advanta 
geously comprises a separately obtained veri?cation of the 
subject’s authoriZation to enlist in the requested role, like 
eg a veri?cation by an independent trust center to protect 
the privacy of each licensee, Whereby further advanta 
geously, the veri?cation of the authoriZation is also or 
alternatively based on a digital signature alloWing bene? 
ciaries of an overall contract to easily con?rm their entitle 
ment. Licenses are advantageously monitored, Whereby 
each license holds information about the identity of one or 
more individual doWnload copies of the softWare product 
licensed by this license for unequivocal identi?cation. Pref 
erably the license management softWare program suggests 
one or more legitimate upgrade paths leading to a license for 
a selected product considering the licenses already held by 
a subject. 

[0030] The modi?cation of the copy of the master-copy of 
the softWare product preferably creates a uniquely modi?ed 
doWnload copy for each doWnload. Advantageously, the 
modi?cation of the copy of the master-copy of the softWare 
product comprises embedding information Which unam 
biguously links the individual doWnload copy to a subject. 
The modi?cation advantageously comprises embedding a 
unique identi?cation of the master-copy of the softWare 
product from Which the individual doWnload copy origi 
nates. Preferably, the modi?cation comprises embedding a 
unique identi?cation of the individual doWnload copy. Parts 
of the individual doWnload copy, Which are invariant to the 
different doWnloads, e.g. softWare code of the piece of 
veri?cation softWare Which remains the same for all doWn 
loads, can advantageously be kept in one or more ?les apart 
from the individual doWnload copy so that it can be shared 
betWeen various doWnload copies of different applications. 

[0031] Advantageously, the eXecution control softWare 
evaluates licenses matching an individual doWnload copy on 
a “best snatch ?rst”—basis, so that if more than one license 
is available for the individual doWnload copy, the license 
restricting the use of further individual doWnload copies by 
an end-user in a minimal Way is chosen. An approval is 
preferably transmitted from the eXecution control softWare 
program to the individual doWnload copy in the form of code 
and/or data necessary to obtain a fully usable runtime 
version of the individual doWnload copy, complicating illicit 
copying of the softWare product by not providing a fully 
usable version of the individual doWnload copy for persis 
tent storage. Advantageously, the approval is a runtime 
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ticket transmitted from the execution control software pro 
gram to the individual download copy. Hereby, the expres 
sion ticket generally refers to a kind of message destined to 
handle permissions and Which can be examined for its 
authenticity and integrity. Transmitting approval to an indi 
vidual doWnload copy preferably requires successful vali 
dation of a request ticket supplied by the individual doWn 
load copy. Transmitting approval to an individual doWnload 
copy preferably requires successful validation of its integ 
rity. The execution control softWare program advanta 
geously effects changes to be made to the individual doWn 
load copy and also or alternatively to the stored tickets, 
Which can be used to provide a method of synchroniZation 
betWeen the individual doWnload copy and the license 
server. Advantageously, the execution control softWare pro 
gram treats the reception of a valid log-off ticket sent from 
an individual doWnload copy as a noti?cation of the termi 
nation of the execution of this individual doWnload copy, 
Whereby particularly advantageously the individual doWn 
load copy further has to prove that its runtime version has 
been rendered unusable before the log-off ticket is being 
accepted. Preferably, the execution control softWare pro 
gram maintains a log for each license Which contains the 
identities of all executing individual doWnload copies that 
have been granted permission to run by the license that the 
log is assigned to, Whereby further advantageously these 
logs in?uence the replies of the execution control softWare 
program to requests for a permission to run by individual 
doWnload copies 
[0032] Preferably, an individual doWnload copy is a 
uniquely modi?ed copy of the mastercopy of the softWare 
product. Advantageously, individually modifying, the copy 
of the master copy for doWnload comprises adding identi 
fying information to it. Individually modifying the copy of 
the master copy for doWnload preferably comprises embed 
ding at least a part of a piece of veri?cation code for carrying 
out the steps of querying an execution control softWare 
program to obtain a permission to run at a start-up of the 
individual doWnload copy, and continuing an execution of 
the individual doWnload copy if a permission to run is 
obtained and aborting the execution otherWise. Advanta 
geously, the individual doWnload copy noti?es the execution 
control softWare of an infringement of its integrity. When the 
individual doWnload copy queries an execution control 
softWare program for a permission to run, it advantageously 
forWards identi?cation data. The identi?cation data advan 
tageously comprise the identi?cation of the licensee. 
Equally advantageously, the identi?cation data comprise the 
identi?cation of the master-copy underlying the individual 
doWnload copy. Preferably, the identi?cation data comprise 
the identi?cation of the individual doWnload copy. 

[0033] A request ticket is preferably supplied With a query 
to obtain a permission to run. Also preferably, a runtime 
ticket received from the execution control softWare program 
constitutes that permission to run. Advantageously, a log-off 
ticket is received from the execution control softWare pro 
gram, and further advantageously the log-off ticket is 
returned to the execution control softWare program at the 
process of terminating the execution of the individual doWn 
load copy. At least a part of a piece of veri?cation code is 
advantageously embedded in one or more subroutines to 
verify the validity of at least one type of ticket for hampering 
any tricking of the ticket mechanism. Each time a subroutine 
of the individual doWnload copy is invoked, a piece of code 
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embedded therein advantageously increments a counter par 
ticular to the invoked subroutine, Whereby further advanta 
geously, the reading of each of the counters is submitted to 
the execution control softWare program at the process of 
terminating the execution of the individual doWnload copy, 
so that the individual usage of each individual doWnload 
copy can be examined. At least part of a piece of meta 
veri?cation code is preferably embedded in subroutines to 
verify the integrity of a least a part of the individual 
doWnload copy. A provision of means for an execution of 
code supplied by the execution control softWare program 
advantageously enables the doWnload copy to perform spe 
cial tasks requested by the execution control softWare pro 
gram, Whereby further advantageously, a provision of means 
for returning a result of the execution of this code to the 
execution control softWare program enables the execution 
control softWare program to evaluate the result of the code 
execution. 

[0034] A softWare license management and online soft 
Ware license enforcement can eg be implemented in a 
client-server-architecture like the World-Wide Web informa 
tion system in the Internet. In this context, the term “server” 
relates to the general role of a computer offering services, 
While the term “client” refers to the general role of a 
computer requesting services. It has to be noted that the 
present invention is not restricted to an implementation in a 
public netWork, but is in the same manner applicable in an 
intranet. 

[0035] The softWare license management and online soft 
Ware license enforcement system according to the present 
invention can further be implemented in a business model 
for providing license services to the softWare industry, e.g. 
softWare suppliers and softWare merchants. According to 
this business model, the services offered to a softWare 
supplier include an upload of the respective softWare prod 
ucts in addition to an upload of corresponding licenses onto 
the license server, and the automatic enforcement of the 
license regulations by the license server. Alternatively, the 
licenses may be generated on the server. A softWare supplier 
may hereby structure the license provision to his oWn 
convenience and by this de?ne a distribution scheme accord 
ing to his oWn choice. Distributors and dealers are provided 
by this model With a lean administration system, reducing 
softWare distribution to a virtual trading of licenses and 
rendering a real shipment of softWare on data carrier super 
?uous. To an end-user of a piece of softWare the business 
model provides the service of an automatic license enforce 
ments Which guarantees him juridical security by excluding 
any misuse of an acquired piece of softWare. Furthermore, 
license terms can easily and at any time be adapted to altered 
requirements on a user’s side. To protect the identity of an 
end-user and for separating his real identity from the utili 
Zation log of the softWare he employs, an independent trust 
center is provided in this business model, Which handles the 
validation of the roles each subject acquires in the system. 

[0036] In the folloWing description, the present invention 
is explained in more detail in relation to the enclosed 
draWings, in Which 

[0037] FIG. 1 is a functional scheme of the softWare 
license management and online softWare license enforce 
ment method according to the present invention, 

[0038] FIG. 2 shoWs an example of initiating a provision 
of licenses according to the present invention, Wherein FIG. 



US 2002/0138441 A1 

2a is an example for linking operations to roles, FIG. 2b is 
an example for con?guring license characteristics, FIG. 2c 
shoWs an example of a license, and FIG. 2a' and FIG. 26 
shoW the process of license con?guration, 

[0039] FIG. 3 shoWs and compares the license and the 
softWare transfer according to the present invention, 

[0040] FIG. 4 shoWs a schematic of a typical scenario of 
acquiring a licensed softWare product, 

[0041] FIG. 5 is a block diagram of the license server 
according to the present invention, 

[0042] FIG. 6 shoWs the main segments of an executable 
?le loaded into a memory When the executable is run, 

[0043] FIG. 7 shoWs an example for the individualiZation 
of an executable ?le according to the present invention, 

[0044] FIG. 8 shoWs the process of permutating the sub 
routines of an executable ?le according to the present 
invention, 
[0045] FIG. 9 shoWs the reconstruction of distributed 
identi?cation data When requesting a permission to run, and 

[0046] FIG. 10 shoWs one Way of inserting a ticket in a 
data segment. 

[0047] FIG. 11 shoWs the ticketing mechanism according 
to the present invention. 

[0048] In the draWings, like elements are assigned iden 
tical reference numerals, 

[0049] FIG. 1 illustrates the functions and services sup 
plied by a license, server 10 according to the present 
invention to the subjects taking part in the distribution or use 
of a softWare product. The service offered to softWare 
suppliers 11 includes an upload or generation of licenses, a 
transfer of licenses to resellers 12 or end-users 13, and an 
upload of the softWare product to be traded With the method 
according to the present invention. A reseller 12 does not 
have to sell the softWare in its material form but acquires and 
transfers licenses to other resellers 12 or end-users 13, While 
the end-user 13 doWnloads the softWare himself as soon as 
he has acquired a license. It is to be noted that the scheme 
of FIG. 1 does not represent a detailed description of the 
processes involved, but de?nes the main groups of subjects, 
and the basic functionality provided by the license server for 
these groups of subjects. 

[0050] Prior to being granted access to the services of the 
license server 10, each subject has to register. The registra 
tion procedure de?nes the role or roles of each subject taking 
part in the system and thus assigns it its basic privileges. The 
modes and methods of registration can be laid doWn by the 
operator of the license server 10 but additionally also by a 
softWare supplier 11. Each subject accessing the license 
server 10 for a ?rst time, Will be transferred to the registra 
tion Where it enters all the information necessary for being 
assigned a membership in one or more of the basic groups 
of subjects, ie for being assigned its role or roles. For some 
groups a con?rmation of the information entered might be 
necessary, Whereby the con?rmation usually Will, be sub 
mitted on a different channel, like eg it could be a precon 
dition for a softWare supplier to sign a contract in a Written 
form before he can enjoy the services provided by the 
license server. For a dealer, submitting a copy of his cer 
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ti?cate of registration might, be necessary as a con?rmation. 
Very often, special types of end-users for Which special 
conditions are offered have to prove their entitlement before 
they can enjoy the advantages. 

[0051] The examination of the certi?cates proving an 
entitlement is in the ordinary course of things not assigned 
to the operator of the license server 10 nor to somebody 
being a member of one of the de?ned groups of subjects, but 
Will usually be handled by independent trusted persons or 
organiZations like eg a trust center. Under certain circum 
stances, particularly When student certi?cates have to be 
certi?ed, even academic book shops or academic self 
administrating organiZations might take over the task. By 
keeping status veri?cation separate from the license man 
agement system, the full And real identity of any subject 
participating in the system is kept apart from the identifying 
information stored in the license server. 

[0052] If not already prepared by the operator of the 
license server 10, a softWare supplier 11 may further re 
group the resellers 12 and/or end-users 13 for re?ning a 
given set of roles or adding neW roles. Thus, he can bring the 
license management system of the license server into agree 
ment With his very special preferred distribution scheme. As 
an example and With reference to the reselling group of 
subjects, the folloWing roles maybe applicable in a hierar 
chical distribution scheme: The role of a distributor 12, 
reselling softWare licenses to other distributors 12 and/or 
dealers 12, Who in turn Will resell these softWare licenses to 
other dealers 12 and/or end-users 13. For end-users 13 
distinct roles may not only be de?ned for commercial and 
governmental end-users, but also for members of educa 
tional organiZations like a university. Sometimes evaluation 
copies of a softWare are provided to alloW potential end 
users to test the softWare for a limited period of time With 
respect to their requirements. When deciding to acquire the 
product later, those prospects only have to apply for a 
different license type. At the time a prospect asks for an 
evaluation copy, usually nobody Will be interested in his 
speci?c role or roles. Practically, prospects may therefore be 
handled as anonymous end-users that do not have to provide 
proof of their identity, until their distinct role or roles have 
to be certi?ed on buying a product. 

[0053] The license server 10 does not necessarily have to 
be a single device as it might be indicated by the presenta 
tion of FIG. 1 but can just as Well be a cluster of servers or 
even a system of distributed servers communicating With 
each other through a public netWork or an intranet. All 
subjects participating in the system access the server via a 
netWork, in a preferred embodiment of the present invention 
through a public netWork like the Internet. Advantageously, 
on the client side only a conventional broWser softWare is 
needed to access the license server according to the present 
invention. By relying on standard softWare on the client side 
for accessing the server, the effort for maintaining the system 
is reduced considerably. The proposed central system and 
data management further alloWs dynamic changes of distri 
bution models and licensing conditions. 

[0054] A subject being assigned the role of a softWare 
supplier 11, is alloWed to upload a softWare for further 
distribution to the license server 10. The softWare itself is not 
traded, Which means that it does not change hands in the 




































