
US 20020129064A1 

(12) Patent Application Publication (10) Pub. No.: US 2002/0129064 A1 
(19) United States 

Guthrie (43) Pub. Date: Sep. 12, 2002 

(54) METHOD AND SYSTEM FOR INJECTING 
CODE TO CONDITIONALLY INCORPORATE 
A USER INTERFACE COMPONENT IN AN 
HTML DOCUMENT 

(76) Inventor: John Guthrie, Seattle, WA (US) 

Correspondence Address: 
PERKINS COIE LLP 
PATENT-SEA 
P.O. BOX 1247 
SEATTLE, WA 98111-1247 (US) 

(21) Appl. No.: 09/872,474 

(22) Filed: Jun. 1, 2001 

Related US. Application Data 

(63) Continuation of application No. 08/827,691, ?led on 
Apr. 8, 1997, noW Pat. No. 6,266,681. 

Publication Classi?cation 

(51) Int. Cl? .. .. 

(52) US. Cl. ............................................................ ..707/513 

HTTP-requesl /\/\/\ header 

W/Tm Proxy 
j Server 

fZ/O E1 Gigi; /HTTP-response 
Client 

header 

202 

“W3 20.?“ 

(57) ABSTRACT 

A method and system for injecting code into an existing 
HTML document that enables the conditional generation 
and incorporation of an injectable component is provided. 
The injection mechanism provided enables a user to display 
an add-on user interface component Within a Web page using 

a technique that is transparent to the normal processing 
Within a broWser application. The injection mechanism 
installs interceptor code as a proxy server betWeen a client 

broWser and a server. The interceptor code monitors all 

HTTP messages sent from the client broWser and injects 
code into each HTML document that is sent from a server to 

the client broWser. The injected code When executed by the 
client broWser conditionally inserts HTML code into the 
received HTML document. The inserted HTML code is then 
used by the client broWser to generate a neW component, for 
example a user interface component. The code injected by 
the interceptor code is dependent upon the type of the 
broWser and Whether certain tags are present in the received 
HTML document. In addition, the code may be Written in a 
script language, such as J avascript or VBscript. 
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METHOD AND SYSTEM FOR INJECTING CODE 
TO CONDITIONALLY INCORPORATE A USER 

INTERFACE COMPONENT IN AN HTML 
DOCUMENT 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a continuation of US. patent 
application Ser. No. 08/827,691 ?led Apr. 8, 1997, entitled 
“METHOD AND SYSTEM FOR INSERTING CODE TO 
CONDITIONALLY INCORPORATE A USER INTER 
FACE COMPONENT IN AN HTML DOCUMENT.” This 
application is incorporated by reference in its entirety. 

TECHNICAL FIELD 

[0002] The present invention relates to transparently 
modifying an existing document and, in particular, to inject 
ing code into an HTML document that conditionally gen 
erates a user interface component. 

BACKGROUND OF THE INVENTION 

[0003] Today’s computer networking environments, such 
as the Internet, offer mechanisms for delivering documents 
betWeen heterogeneous computer systems. One such net 
Work, the World Wide WEB netWork, Which comprises a 
subset of Internet sites, supports a standard protocol for 
requesting documents knoWn as WEB pages and for receiv 
ing them. This protocol is knoWn as the Hypertext Transfer 
Protocol, or “HTTP.” HTTP de?nes a high-level message 
passing protocol for sending and receiving packets of infor 
mation betWeen diverse applications. Details of HTTP can 
be found in various documents including T. Berners-Lee et 
al., Hypertext Transfer Pr0t0c0l—HTTP 1.0, Request for 
Comments (RFC) 1945, MIT/LCS, May, 1996, Which is 
incorporated herein by reference. Each HTTP message fol 
loWs a speci?c layout, Which includes amongst other infor 
mation a header, Which contains information speci?c to the 
request or response. Further, each HTTP request message 
contains a universal resource identi?er (a “URI”), Which 
speci?es to Which netWork resource the request is to be 
applied. A URI is either a Uniform Resource Locator 
(“URL”) or Uniform Resource Name (“URN”), or any other 
formatted string that identi?es a netWork resource. The URI 
contained in a request message, in effect, identi?es the 
destination machine for a message. URLs, as an example of 
URIs, are discussed in detail in T. Berners-Lee, et al., 
Uniform Resource Locators (URL), RFC 1738, CERN, 
Xerox PARC, Univ. of Minn., December, 1994, Which is 
incorporated herein by reference. 

[0004] FIG. 1 illustrates hoW a broWser application 
enables users to navigate among nodes on the WEB netWork 
by requesting and receiving WEB pages. For the purposes of 
this application, a WEB page is any type of document that 
abides by the HTML format. That is, the document includes 
an “<HTML>” statement. Thus, a WEB page is also be 
referred to as an HTML document. The HTML format is a 
document mark-up language, de?ned by the Hypertext 
Markup Language (“HTML”) speci?cation. HTML de?nes 
tags for specifying hoW to interpret the text and images 
stored in an HTML document. For example, there are HTML 
tags for de?ning paragraph formats and for emboldening and 
underlining text. In addition, the HTML format de?nes tags 
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for adding images to documents and for formatting and 
aligning text With respect to images. HTML tags appear 
betWeen angle brackets, for example, <HTML>. Further 
details of HTML are discussed in T. Berners-Lee and D. 
Connolly, Hypertext Markup Language-2.0, RFC 1866, 
MIT/W3C, November, 1995, Which is incorporated herein 
by reference. 
[0005] In FIG. 1, a WEB broWser application 101 is 
shoWn executing on a client machine 102, Which commu 
nicates With a server machine 103 by sending and receiving 
HTTP packets (messages). Web broWser 101“navigates” to 
neW locations on the netWork to broWse (display) What is 
available at these locations. In particular, When WEB 
broWser 101“navigates” to a neW location, it requests a neW 
document from the neW location (e.g., server machine 103) 
by sending an HTTP-request message 104 using any Well 
knoWn underlying communications Wire protocol. HTTP 
request message 104 folloWs the speci?c layout discussed 
above, Which includes a header 105 and a URI ?eld 106, 
Which speci?es the netWork location to Which to apply the 
request. When the server machine speci?ed by URI 106 
(e.g., server machine 103) receives the HTTP-request mes 
sage, it decomposes the message packet and constructs a 
return message packet to the source location that originated 
the message (e.g., client machine 102) in the form of an 
HTTP-response message 107. In addition to the standard 
features of an HTTP message, such as the header 108, the 
HTTP-response message 107 contains the requested HTML 
document 109. When the HTTP-response message 107 
reaches the client machine 102, the WEB broWser applica 
tion 101 extracts the HTML document 109 from the mes 
sage, and parses and interprets (executes) the HTML code in 
the document in order to display the document on a display 
screen of the client machine 102 as speci?ed by the is HTML 
tags. 
[0006] To provide additional security in a global netWork 
environment, some WEB broWser applications incorporate 
the use of an intermediary machine betWeen the client 
machine and other machines on the WEB. For example, 
several client machines may be netWorked internally to a 
proxy server machine, Which acts as a “?rewall” betWeen the 
client machines and server machines on an external netWork. 
FIG. 2 illustrates the use of a proxy server machine to send 
and receive HTTP documents. The WEB broWser applica 
tion 201, Which is shoWn executing on a client machine 202, 
sends an HTTP-request message 205 to a server machine 
203. The server machine (e.g., server machine 203) is 
speci?ed by the URI ?eld 206 contained in the HTTP 
request message 205. HoWever, in contrast to FIG. 1, the 
HTTP-request message 205 is sent ?rst to a proxy server 
machine 204, Which then forWards the HTTP-request mes 
sage 205 as message 207 to the server machine 203. Because 
the proxy server machine 204 contains a separate external 
netWork connection to server machine 203, the client 
machine 202 is protected from ill-behaved applications, 
Which may be executing on or accessible via server machine 
203. For example, the proxy server machine may be spe 
cially programmed to detect viruses that may be sent in an 
HTTP-response message. When the HTTP-request message 
207 is received, server machine 203 sends an HTTP-re 
sponse message 208, Which contains the requested HTML 
document 209, to the originator of the message. This time, 
the originator of the message is the proxy server 204. Thus, 
the HTTP-response message 208 is ?rst sent to the proxy 
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server machine 204 before the requested document is deliv 
ered to client machine 202. The proxy server machine 204, 
by having previously established a speci?c netWork connec 
tion for the original HTTP-request message 205 received 
from the client machine 202, knoWs that the received 
HTTP-response message 208 corresponds to the HTTP 
request message 205 and thus forWards the HTTP-response 
message 208 as HTTP message 210 to the client machine 
202. The WEB broWser application 201 is then responsible 
for decomposing the HTTP-response message 210 to extract 
the HTML document and for executing the HTML code in 
the received document to properly display the document on 
client machine 202. 

[0007] In netWork environments such as those shoWn in 
FIGS. 1 and 2, WEB broWser applications, such as WEB 
broWser 101, have attempted to make the navigational 
process easier for users by adding various “links” to places 
of interest. These links can be used to navigate to a pre 
speci?ed location by simple maneuvers, such as clicking on 
a graphical button on a screen. A link in this context refers 
to a URI, Which is used by the broWser application to locate 
another document. For example, a WEB broWser may pro 
vide graphical buttons, Which are placed beloW the standard 
menus in toolbars. These buttons provide links that enable a 
user to easily navigate to speci?c locations de?ned by the 
developer of the WEB broWser. In order to ensure that such 
links are present in every WEB page displayed, the broWser 
application must include special code to display these 
graphical button user interface components. Thus, When a 
user invokes a different WEB broWser application, the user 
may not have access to links to Which the user has become 
accustomed. 

SUMMARY OF THE INVENTION 

[0008] The present invention provides a method and sys 
tem for injecting code into an existing HTML document that 
enables the conditional generation and incorporation of 
injectable components by a broWser application. The injec 
tion mechanism provided by the present invention enables a 
user to incorporate add-on components in a WEB page that 
is displayed by any broWser application. These add-on 
components may provide an additional user interface capa 
bility to the broWser application. Also, the injection mecha 
nism is able to ensure that the add-on component is gener 
ated only under certain conditions, for example, When the 
component is not already being displayed by the broWser 
application. 

[0009] In one embodiment, the injection mechanism 
installs interceptor code as a proxy server to intercept HTTP 
messages betWeen client code and server code. The inter 
ceptor code monitors HTTP messages sent from the client 
and is responsible for injecting code into HTML documents 
that are sent from servers to the client. The injected code, 
When executed by a client broWser, conditionally inserts 
HTML code into the HTML document, Which is then used 
by the broWser to generate a neW component, for example, 
a user interface component. In one embodiment, the user 
interface component is conditionally generated When the 
broWser is not already displaying an instance of the com 
ponent. 

[0010] In another embodiment, the code supporting the 
injectable component is previously doWnloaded to a client 

Sep. 12, 2002 

machine. The injection mechanism provides a means for 
updating this doWnloaded code. According to one embodi 
ment, the interceptor code is responsible for providing 
periodic updates to the code that supports the injectable 
component. In another embodiment, the code supporting the 
injectable component is doWnloaded Whenever it is dis 
played. 
[0011] The injection mechanism also provides the ability 
to inject code into both HTML documents that support 
HTML framesets and those that do not. HTML framesets 
enable a page author to specify a hierarchical organiZation of 
sub-pages Within a page. When injecting code into an HTML 
document that contains an existing frameset, the interceptor 
code injects code that conditionally generates a neW 
frameset tag statement, Which surrounds the existing 
frameset. The neW frameset, When generated, speci?es a 
frame that contains suf?cient information to generate an 
instance of the injectable component. In HTML documents 
that do not contain framesets or for broWsers that do not 
support framesets, the interceptor code injects code into the 
body portion of the HTML document. This injected code 
conditionally inserts an additional HTML tag that is used by 
a broWser to generate an object that corresponds to the 
injectable component. In one embodiment, the injected code 
inserted by the interceptor code is Written in a script lan 
guage, such as Javascript or VBscript. 

[0012] As another aspect of the invention, the interceptor 
code installed as the proxy server is responsible for detecting 
Whether the broWser supports Active-X type objects, such as 
Microsoft’s broWser, or supports embedded plug-ins, such 
as Netscape’s broWser. The interceptor codes injects code 
that produces the correct component depending upon the 
broWser mechanism. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 illustrates hoW a broWser application 
enables users to navigate among nodes on the WEB netWork 
by requesting and receiving WEB pages. 

[0014] FIG. 2 illustrates the use of a proxy server machine 
to send and receive HTTP documents. 

[0015] FIG. 3 is a block diagram illustrating an injectable 
component that has been incorporated into an existing 
HTML document Without modifying the broWser using the 
injection system of the present invention. 

[0016] FIG. 4 provides an overvieW block diagram of the 
techniques used by the injection system of the present 
invention to modify the actions of a broWser to include an 
injectable component. 

[0017] FIG. 5 is a block diagram of a general purpose 
computer system for practicing embodiments of the injec 
tion system. 

[0018] FIG. 6 is an Overview How diagram of the steps 
executed by a broWser to install the injection system and to 
properly parse and interpret the HTML document such that 
the injectable component is conditionally generated. 

[0019] FIG. 7 is a How diagram of the steps performed to 
install the injection system of the present invention. 

[0020] FIG. 8 is a How diagram of the steps performed by 
an installation program to install interceptor code as a neW 
proxy server. 
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[0021] FIG. 9 is a flow diagram of the steps performed by 
the interceptor code to process HTTP messages. 

[0022] FIG. 10 is a flow diagram of the steps performed 
by the interceptor code to inject code into an HTML 
document. 

[0023] FIG. 11 is an Overview flow diagram of the steps 
performed by a broWser to parse and interpret an HTML 
document. 

[0024] FIG. 12 is a flow diagram of the steps performed 
by a broWser to parse and interpret the injected code inserted 
by the interceptor code module. 

[0025] FIG. 13 is a flow diagram of the steps performed 
by a broWser that supports plug-ins When processing HTML 
tags. 

[0026] FIG. 14 is a flow diagram of the steps performed 
by a broWser that supports Active-X components When 
processing HTML tags. 

[0027] FIG. 15 is a flow diagram of the steps performed 
by the interceptor code to update the code that implements 
the injectable component. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0028] The present invention provides a method and sys 
tem for transparently incorporating an injectable component, 
such as a user interface component, into an existing HTML 
document When the document is processed by a broWser 
application (a “broWser”) that supports HTML. Speci?cally, 
the present invention provides an injection system that 
injects code into HTML documents. The injected code 
causes an instance of an injectable component to be trans 
parently generated by the broWser under certain conditions, 
for example, When an instance of the injectable component 
is not already being displayed. The broWser transparently 
generates the neW component by executing the injected code 
during its normal processing of HTML documents. Speci? 
cally, When the broWser executes the injected code, HTML 
tags are conditionally inserted into the document. These tags 
then automatically cause the broWser to generate the 
instance of the injectable component. In this manner, the 
decision as to Whether to create the instance of the injectable 
component is delayed until the actual processing of the 
HTML document by the broWser. 

[0029] To accomplish these functions, the injection system 
of the present invention provides an injectable component, 
such as a user interface object, and interceptor code for 
injecting, into every HTML document, code that condition 
ally generates an instance of the injectable component. The 
injection system operates by installing the interceptor code 
as a neW proxy server betWeen the user’s current broWser 

and a proxy server, if one exists. If a proxy server has not 
been previously established by the user, then the interceptor 
code is installed betWeen the current broWser and the 
netWork. The interceptor code then monitors HTTP mes 
sages sent betWeen the broWser and the pre-existing proxy 
server (or a destination server) and injects code into each 
HTML document returned in an HTTP-response message 
intended for the broWser. The injected code in each HTML 
document is then processed by the broWser as described to 
conditionally generate an instance of the injectable compo 
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nent. Thus, the injection system enables a user to supplement 
the user’s broWser With the additional functionality of the 
injectable component, Without modifying the broWser, by 
intercepting HTTP messages and placing code in HTML 
documents that causes the additional behavior to appear. 

[0030] FIG. 3 is a block diagram illustrating an injectable 
component that has been incorporated into an existing 
HTML document Without modifying the broWser using the 
injection system of the present invention. BroWser WindoW 
301 contains its oWn control areas, such as broWser WindoW 
control area 302 and scrollbar area 304, and an application 
WindoW area 303, Which is used to display HTML docu 
ments. The HTML document currently displayed in the 
application WindoW 303 contains injected user interface 
component 305 and three pre-existing frames of the HTML 
document, frames 306, 307, and 308. The example injected 
user interface component 305 contains a drop-doWn menu 
309 and several graphical buttons 310, Which provide links 
to portions of a 5-day Weather forecast. User interface 
component 305 enables a user to have near-immediate 
access to the 5-day Weather forecast from all HTML docu 
ments that are displayed Within the broWser WindoW 301. 
One skilled in the art Will recogniZe that any contents can be 
displayed as the injectable component 305, providing the 
appropriate links and embedded objects can be created by 
the broWser. Thus, the present invention is not limited to 
providing Weather forecasts or static information but rather 
may be used to provide any kind of static or dynamic 
information, interface, or component. 

[0031] The injection system of the present invention pro 
vides a technique for injecting a user interface component, 
such as the Weather forecast bar shoWn in FIG. 3, each time 
an HTML document is neWly loaded into the broWser 
application WindoW 303. Moreover, the injection system 
provides a technique for ensuring that only one instance of 
the injectable component is generated and displayed in the 
broWser application WindoW 303, regardless of Which 
HTML document is loaded, in What order, or from What 
source. 

[0032] FIG. 4 provides an overvieW block diagram of the 
techniques used by the injection system of the present 
invention to modify the actions of a broWser to include an 
injectable component. Before the installation of the injection 
system, the WEB broWser 401 sends and receives HTTP 
messages to a proxy server (or destination server) 403 as 
previously discussed With respect to FIGS. 1 and 2. As 
shoWn in FIG. 4, after the injection system of the present 
invention is installed, WEB broWser 401 sends HTTP mes 
sages to and receives HTTP messages from an interceptor 
code module 402, Which is installed as the current proxy 
server. Interceptor code module 402 is responsible for for 
Warding all HTTP requests and responses through the pre 
existing proxy server if one existed prior to installation of 
the interceptor code module. As shoWn, WEB broWser 401 
sends an HTTP-request message 404 for an HTML docu 
ment to interceptor code module 402, Which forWards the 
request as an HTTP-request message 405 to the previously 
designated proxy server or a destination server 403. (Here 
inafter these messages are simply referred to as HTTP 
requests and HTTP-responses.) Once the destination server 
provides an HTTP-response corresponding to the HTTP 
request, the HTTP-response is forWarded (through the pre 
existing proxy server if designated) as HTTP-response mes 
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sage 406 to the interceptor code module 402. Once received, 
the interceptor code module 402 determines Whether the 
HTTP-response includes an HTML document (e.g., docu 
ment 407) and, if so, modi?es the contents of the HTML 
document to inject code, shoWn as injected code 408. The 
injected code 408 is used later by the broWser to condition 
ally generate an instance of the injectable component. Once 
the HTML document 407 is modi?ed, the interceptor code 
module 402 returns the HTML document 407 With injected 
code 408 in an HTTP-response 409 to the WEB broWser 
401. The WEB broWser 401 then decomposes the HTTP 
response 409 to extract the HTML document 407 and 
executes any code present in the document 407 in order to 
display the document on display 410 as speci?ed by the 
code. The code processed by the broWser may include any 
broWser supported code, such as scripts or HTML tag 
statements. 

[0033] The injected code 408, Which is injected into the 
HTTP-response 409 by interceptor code module 402, con 
tains instructions that speci?cally cause the WEB broWser 
401 to conditionally insert HTML tag statements (HTML 
code) into the document 407 When the broWser executes the 
injected code. The HTML code is used by the WEB broWser 
401 to generate and display an instance of the injectable 
component. The conditions are determined by the injected 
code itself. In one embodiment, the injected code is Written 
to only insert these HTML tag statements When the com 
ponent is not already being displayed. Thus, the injected 
code, When executed, detects When the speci?ed condition is 
met. Then, When the speci?ed condition is met, through its 
normal processing of the HTML code in the HTML docu 
ment 407, the WEB broWser 401 creates an instance of the 
component that is speci?ed by the inserted HTML code. In 
one embodiment of the present invention, the inserted 
HTML code speci?es an <OBJECT> tag, Which de?nes an 
Active-X component for broWsers that support Active-X 
components, such as the Microsoft Internet Explorer. 
Active-X components and the Microsoft Internet Explorer 
are de?ned in greater detail in J. O’Donnell et al., Special 
Edition Using Microsoft Internet Explorer 3, QUE Corp., 
1996, Which is incorporated herein by reference. In another 
embodiment, the inserted HTML code speci?es an 
<EMBED> tag, Which de?nes an embedded plug-in object 
for broWsers that support embedded plug-ins, such as the 
Netscape broWser. Embedded plug-ins and the Netscape 
broWser are discussed in further detail in the S. Kronick, 
Netscape Navigator Handbook, Netscape Communications 
Corp., ed. Aug. 1, 1996, available on the Internet via 
http://home netscape.com/eng/moZilla/3.0/handbook/, 
Which is incorporated herein by reference. 

[0034] Thus, using the injection system of the present 
invention, one can conditionally modify any WEB page that 
abides by the HTML format to include an additional user 
interface component. For example, the injection system can 
be used to insert a speci?c set of menus supplied by a third 
party vendor into the user’s current broWser. Because the 
injection system techniques can ensure that an instance of 
the injectable component is only generated if it is not already 
displayed, the user Will see only one set of these menus 
displayed no matter in What order the user navigates to the 
various WEB pages. As another example, the injectable 
component can specify a set of links to a Weather forecast, 
such as those shoWn in FIG. 3. 
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[0035] In a preferred embodiment, the methods and sys 
tems of the injection system are implemented on a computer 
system comprising a central processing unit, a display, a 
memory, and other input/output devices. Preferred embodi 
ments are designed to operate in a globally netWorked 
environment, such as a computer system that is connected to 
the Internet. FIG. 5 is a block diagram of a general purpose 
computer system for practicing embodiments of the injec 
tion system. The computer system 501 contains a central 
processing unit (CPU) 502, a display 503, a computer 
memory (memory) 505, or other computer-readable memory 
medium, and other input/output devices 504. The injection 
system 507 preferably resides in the memory 505 and 
executes on the CPU 502. The interceptor code 508 of the 
injection system 507 is shoWn With a local copy of the 
injectable component code 509 in the memory of the com 
puter system after the injection system has been installed on 
the computer system 501. In addition, broWser code 506 is 
also shoWn residing in the memory 505, along With an 
HTML document 510, after the injected code has already 
been injected; an object class registry 511, Which is used to 
support communication With the injection system and to 
create objects; and the netWork interface code 512, Which is 
used to interface With the netWork. Other programs not 
shoWn also reside in the memory 505. One skilled in the art 
Will recogniZe that the preferred injection system can also be 
implemented in a distributed environment Where the various 
programs shoWn as currently residing in the memory 505 are 
distributed among several computer systems. For example, 
the broWser code 506 may reside on a different computer 
system from the interceptor code 508 and from the injectable 
component 509. 

[0036] As discussed above, to be operable, the injection 
system of the present invention is installed as an interme 
diary betWeen the user’s current broWser and any server With 
Which the broWser communicates. There are tWo Ways the 
injection system is installed. First, a user may explicitly 
install the injection system by navigating to a predetermined 
location (an HTML document) on the netWork. Alterna 
tively, the user may have received an HTML document from 
some other means, such as via an email message, Which 
contains the injected code that is used to create an instance 
of the injectable user interface component. When the 
injected code is executed, the broWser recogniZes that it does 
not have the code that corresponds to the injectable com 
ponent that is speci?ed by the HTML tag de?nition and 
attempts to use a location that is designated by the HTML 
tag to doWnload the needed code. The document doWn 
loaded from the designated location preferably corresponds 
to the predetermined location above, and the user is then 
given the option to install the injection system at that time 
just as if the user Were explicitly installing the injection 
system. Once the injection system is installed, the intercep 
tor code is installed as the current proxy and the injected 
code is then automatically inserted into each HTML docu 
ment received by the broWser. 

[0037] Thus, in summary, the broWser installs the injection 
system. Thereafter, each time the broWser receives an 
HTML document, the broWser executes the injected code 
inserted by the interceptor code and conditionally generates 
an instance of the speci?ed injectable component by simply 
parsing and interpreting the HTML document using its 
normal mechanisms. FIGS. 6-14 describe the installation, 


















