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accessible to a gateway or ?lter module. 
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METHOD AND SYSTEM FOR EXTRACTING 
APPLICATION PROTOCOL CHARACTERISTICS 

[0001] This application is a continuation of US. applica 
tion Ser. No. 09/345,920, ?led Jul. 1, 1999, noW pending, 
Which is a continuation-in-part of US. application Ser. No. 
09/149,911, ?led Sep. 9, 1998, noW pending. 

COPYRIGHT NOTICE 

[0002] Aportion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
patent ?les or records, but otherWise reserves all copyright 
rights Whatsoever. 

RELATED APPLICATIONS 

[0003] This application is related to pending application 
Ser. No. 09/149,911 titled METHOD AND SYSTEM FOR 
PROTECTING OPERATIONS OF TRUSTED INTERNAL 
NETWORKS, ?led Sep. 9, 1998, and application Ser. No. 
09/150,112 titled METHOD AND SYSTEM FOR MAIN 
TAINING RESTRICTED OPERATING ENVIRON 
MENTS FOR APPLICATION PROGRAMS OR OPERAT 
ING SYSTEMS, ?led Sep. 9, 1998, both of Which 
applications are hereby incorporated by reference into this 
application. 

BACKGROUND OF THE INVENTION 

[0004] The present invention relates generally to netWork 
security and privacy systems, and more particularly to a 
method and system for continuously and automatically or 
semi-automatically de?ning and updating actions Which 
may be taken in an application program operating on a 
server. 

[0005] One Way in Which the security or privacy of data or 
an application program residing on a server computer may 
be compromised is through an unauthoriZed command. That 
is, a client computer connectable to the server, such as via 
the Internet, may transmit a request for the retrieval of data 
or for the execution of an instruction to Which the client is 
not entitled. For example, a Web server accessible over the 
Internet on Which goods are available for sale may alloW 
actions such as the selection of an item to purchase, the input 
of personal and payment data, or even the execution of an 
application program to retrieve data previously entered. 
HoWever, the Web server should not alloW a given client to 
change price data or retrieve other data intended to be kept 
private, and these types of requests should be considered 
unauthoriZed or disalloWable for that client. Currently, many 
applications do not include safeguards against clients mak 
ing these kinds of requests. 

[0006] Presently, service provider netWorks (e.g., com 
mercial sites, government institutes, e-commerce sites, etc.) 
are often protected by ?reWall security devices or routers. 
These tools provide a good level of security against attacks 
based on the Weaknesses of loW level protocols (such as TCP 
or UDP) and of generic Internet applications like FTP or 
TELNET. HoWever, these tools cannot guard implementa 
tions of speci?c application protocols, such as a speci?c 
banking application, billing application, insurance applica 
tion, etc., nor can they account for changes or updates to 
application protocols. 
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[0007] To prevent clients from performing disalloWable 
actions, a gateWay or ?lter mechanism may be interposed 
betWeen the client and server to identify and eliminate 
disalloWable requests. As shoWn in FIG. 1, a ?lter module 
14 is positioned betWeen a server 10 and clients, only one of 
Which is shoWn in FIG. 1 as client 12. The ?lter module 14 
receives requests from the client 12, eliminates any disal 
loWable actions requested by the client 12 to the server 10, 
and passes the remaining, alloWable parts of requests to the 
server 10. The ?lter module 14 determines Which requests 
are alloWable by querying a protocol database 16. The 
protocol database 16 stores an application protocol for the 
application program residing on the server. As used herein, 
an application protocol represents some or all of the alloW 
able actions for the application program. 

[0008] An example of a gateWay system and related 
components is described in the aforementioned applications, 
Ser. Nos. 09/149,911 and 09/150,112, Which are incorpo 
rated by reference into this application. 

[0009] In order to create the protocol database 16, a 
developer must knoW all the protocols of the application and 
the authoriZed or alloWable actions. HoWever, for applica 
tions Which utiliZe complex protocols, the process of speci 
fying the precise protocol can be long and tedious. In 
addition, the application developer is often not even aWare 
of the complete protocol speci?cation, as implicit assump 
tions made by the programmer are usually extremely dif? 
cult to identify. Furthermore, the developer must monitor 
changes in the application protocol and update the protocol 
database accordingly. Failure to have a complete and accu 
rate protocol database could prevent clients from making 
full use of the application program residing on the server. An 
ineffective database could alternatively alloW clients to take 
actions Which are disalloWed in the current version of the 
application program. 

[0010] There is therefore a need for a method and system 
for at least semi-automatically de?ning application proto 
cols for applications residing on servers on an on-line, 
real-time basis. 

BRIEF SUMMARY OF THE INVENTION 

[0011] It is an object of the present invention to solve the 
problems described above With security and privacy sys 
tems. 

[0012] It is another object of the present invention to 
de?ne alloWable actions Which may be requested by clients 
of servers. 

[0013] It is another object of the present invention to 
provide a mechanism for extracting application protocols on 
an on-line, real-time basis. 

[0014] These and other objects are achieved by a method 
implemented by an extraction computer program for extract 
ing application protocols thereby de?ning a set of alloWable 
or authoriZed actions. The method involves receiving a 
message from a server before it is sent or in parallel With 
sending to a client. The message may be in response to a 
speci?c request for it from the client. In the case of the World 
Wide Web, for example, in Which clients typically request 
Web documents or pages through broWser programs, the 
requested Web page Would be intercepted before or in 
parallel With transmission to the client. 
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[0015] The extraction program then extracts the applica 
tion protocol data from the server message. The server 
message typically contains data for one or more communi 
cation protocols required for transmission to the client, such 
as TCP/IP in the case of Internet communications. Working 
With a copy of the message, the program parses the com 
munications data from the message and saves or discards 
this information. Then, the program strips off the commu 
nications protocol(s) from the message. The program next 
parses the remaining message to identify commands, ?elds, 
or other user-selectable options contained in the message. 
These items represent the set of alloWable or authoriZed user 
actions for the application as set forth in the message. 

[0016] The set of alloWable user actions is then stored by 
the extraction program in a protocol database accessible to 
a gateWay or ?lter module. The protocol data may be stored 
on a session by session basis, in Which case it is used by the 
?lter module to enforce a protocol policy for each individual 
client/server session and even for each portion or segment of 
an application program. When used this Way, the protocol 
data may be continuously updated and changed to represent 
actions Which are alloWable at any given point. Alterna 
tively, the protocol data may be collected from many ses 
sions over a period of time and stored to create a larger and 
more complex protocol database. 

[0017] In any event, the ability to capture an application 
protocol from a server message provides for a protocol 
database Which may be continuously updated on an ongoing, 
real-time basis and Which more accurately re?ects the set of 
alloWable actions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] FIG. 1 is a block diagram of a client server system 
having a gateWay for ?ltering client requests; 

[0019] FIG. 2 is a block diagram of the system of FIG. 1 
With the addition of a protocol extraction module in accor 
dance With the present invention; 

[0020] FIG. 2A is a block diagram of one embodiment of 
the system of FIG. 2 in Which the gateWay comprises 
external and internal robots; 

[0021] FIG. 3 is a How chart shoWing a process of 
de?ning alloWable actions in an application protocol on an 
online basis in accordance With the present invention; 

[0022] FIG. 4 is a How chart shoWing part of a process of 
de?ning alloWable actions in an HTML ?le transmitted from 
a Web server over the Internet in accordance With embodi 
ments of the present invention; 

[0023] FIG. 5 is a block diagram shoWing a protocol 
dispatcher component of the protocol extraction module of 
FIG. 2 acting on an HTML ?le in accordance With embodi 
ments of the present invention; and 

[0024] FIG. 6 is a How chart shoWing a protocol extrac 
tion process performed by the protocol dispatcher compo 
nent of FIG. 5. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0025] Preferred embodiments of the present invention are 
noW described in detail With reference to the draWings in the 
?gures. 
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[0026] Referring to FIG. 2, a computer netWork such as 
the Internet, an intranet or any other private netWork, 
connects clients 12 and servers 10, of Which only one of each 
is shoWn. Associated With the server 10 is a security gateWay 
system consisting of a ?lter module 14, a protocol database 
16, and a protocol extraction module 18. These modules and 
database may be stored on the server 10, on a computer 
separate from and connectable to the server 10, or on a 
number of separate but connectable computers. 

[0027] The ?lter module 14 intercepts messages such as 
requests from the client 12 and queries the protocol database 
16 to determine Whether the actions or commands in the 
request are authoriZed or alloWed for the client 12. The 
protocol database 16 contains a list of the alloWable actions, 
either for a given client/server session, for a “stage” or 
segment of the application program, or as a static list of 
actions alloWable for a given application program. 

[0028] In some embodiments, the ?lter module 14 consists 
of tWo or more components as described in application Ser. 
No. 09/149,911, through Which commands and other data in 
the client communication is converted to a simpli?ed pro 
tocol for added security. As shoWn in FIG. 2A, the gateWay 
14a contains tWo separate and distinct processing entities 
24, 26, referred to herein as robots, connected via a dedi 
cated, secure communication bus 28. The internal robot 24 
is connected to the server 10, and the external robot 26 is 
connected to clients 12 via the Internet or other external 
computing environment. Each robot is capable of translating 
or reducing a communication or message received from the 
respective environment to a simpli?ed message using a 
simpli?ed protocol format referred to herein as a clear 
inter-protocol or CIP, transmitting the CIP message to the 
other robot using the inter-robot bus 28 using an inter-robot 
transfer protocol or IRP, and translating such CIP messages 
received from the other robot into messages formatted for 
the respective environment. Together, these three elements 
24, 26, 28 implement the protection provided by the gateWay 
14a for the protected internal server 10. The robots 24, 26 
are tWo separate and independent logical processes that 
execute routines de?ned by respective security gateWay 
softWare packages. The robots 24, 26 may be installed on 
tWo separate processing devices or one a single processing 
device operating the one or both of the robots 24, 26 in 
protected mode. 

[0029] Each of the robots 24, 26 contains or has access to 
a protocol manager (not shoWn) Which reduces a message 
received by the robot for the respective environment to a CIP 
message for transmission to the other robot, and Which also 
retranslates a message received from the other robot in CIP 
format into the protocol for the respective native environ 
ment. The protocol manager thus uses a database of CIP 
codes for this reduction and retranslation. As shoWn in FIG. 
2A, the protocol extraction module 18, Which resides in the 
internal robot 24, extracts protocols in messages received by 
the internal robot 24 from the server 10, extracts the proto 
cols as described herein, and provides the application pro 
tocol data to robot 26. 

[0030] In accordance With the invention, the protocol 
extraction module 18 intercepts server messages and 
extracts application protocol data for addition to the protocol 
database 16. The operation of the extraction module 18 in 
accordance With one embodiment is described With refer 
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ence to FIG. 3. The server 10 transmits a message directed 
to the client, step 30, the message containing information 
relating to the application residing and running on the server 
10 or a computer connected thereto. The message may be a 
response to a request previously received from the client. 
Using a copy of the server message or the message itself, the 
application protocol data is extracted from the server mes 
sage, step 32. As described in more detail beloW, this 
extraction process may be performed in a number of Ways, 
including through the use of knoWn techniques to identify a 
loW level or communication protocol, such as TCP/IP, 
stripping such protocol While retaining required data such as 
IP source data, and searching the remainder of the message 
for alloWed commands or other authoriZed user actions. 

[0031] Once extracted, the application protocol data is 
stored in the protocol database 16, step 34. The protocol data 
may be added to a permanent ?le relating to the current 
version of the application, to a temporary, session-based ?le 
used for a particular client/server session only, or to a 
temporary ?le used only for a particular server message and 
then overWritten. All of these options alloW for the automatic 
adaptation to changes in an application and for the continu 
ous modi?cation of the protocol database to account for 
alloWable actions in different segments or stages of an 
application. These options differ to the extent that protocols 
from prior messages remain relevant for future messages. 

[0032] The server message is transmitted to the client, step 
36. The client then transmits a request directed to the server, 
step 38. The client’s request may be a proper response to the 
server message or may be an attempt to cause the application 
to execute an unauthoriZed command. The ?lter module 14 
intercepts the client request, reads it, and queries the proto 
col database, step 40. Depending upon the security and 
privacy desired, the query may need to identify the client, 
the server, the particular application and/or the particular 
session. 

[0033] The request is compared to the application protocol 
database to determine Whether the request is alloWable, step 
42. If the request is alloWable, the ?lter module 14 passes the 
request along to the server, step 44. If the request does not 
match any of the actions in the application protocol in the 
protocol database 16 and is thus considered disalloWable, 
the request is denied access to the server, step 46, and the 
client 12 and/or server 10 may be noti?ed of the attempted 
unauthoriZed request. 

[0034] An embodiment of the protocol extraction method 
used for Web-based communications is shoWn in FIG. 4. 
The extraction module receives the server message, Which is 
a Web document or HTML page, step 60. The TCP/IP 
protocol data is extracted from the document, step 62, and 
saved to help identify the source IP address to, for example, 
maintain a session With the client to Whom the message Was 
addressed. Other communication data such as HTTP is 
further stripped from the document until the module reads 
the HTML data, step 64. 

[0035] From this data, the module collects information 
about the design of the particular application. This is accom 
plished by parsing the HTML document data and locating all 
the tags, step 66. For tags such as anchors Which de?ne links 
to other Web documents, step 68, the link With URL is added 
to the protocol database, step 70. This applies, for example, 
With home pages of a Web server containing links to many 
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other pages on the server, or With links embedded Within 
certain types of multimedia ?les such as those contained in 
ShockWave, RealAudio or RealVideo ?les. The extraction 
module also locates any input ?elds in the Web document, 
step 72, Which may be positioned, for example, Within an 
HTML form. The identity and nature of the ?eld data for 
such ?elds, including the type and length of the ?eld, is then 
added to the protocol database, step 74. If no ?eld length is 
speci?ed, a default ?eld length is used. For example, a 
“name” ?eld is listed in the protocol database as requiring 
alphanumeric data of a given length in the client request, a 
date ?eld is listed as requiring date formatted alphanumeric 
data, and an “email address” ?eld requires email formatted 
data, e.g., a@b.c. 

[0036] Using similar steps, the protocol extraction module 
Will also check for forms, ?elds, ?xed ?elds, hidden ?elds, 
menu options, DOM components, etc. For each of these 
elements, the protocol database Will be updated as to their 
nature and any limitations thereon. For example, for all 
hidden ?elds identi?ed, the database Will be updated as to 
their nature and that the client may not change their content. 

[0037] The extraction module further identi?es any other 
actions available in the Web document, step 76. These 
include, for example, a “submit” command on an HTML 
form, a “search” command, or other application-level pro 
tocols. These additional actions Within the Web document 
are also extracted and stored in the protocol database, step 
78. 

[0038] Once the gateway or ?lter receives a client request, 
step 80, it compares each link, data, command, or other 
action in the request With the corresponding entities noW 
stored in the protocol database, step 82. If no such disal 
loWed actions are in the request, the request is transmitted to 
the server, step 84. OtherWise, any link, data, or command 
not contained in the protocol database is deleted from the 
request or, alternatively, the entire request is denied, step 86. 

[0039] Referring noW to FIGS. 5 and 6, in some embodi 
ments the protocol extraction module contains a protocol 
dispatcher 100 Which coordinates and manages the extrac 
tion process. As shoWn in FIG. 5, the dispatcher 100 extracts 
one protocol 90 at a time, starting for example, With TCP/IP, 
HTTP, HTML, and any other protocols. In the Web envi 
ronment, upon receiving a message the dispatcher 100 
initialiZes a variable current _protocol to TCP/IP, step 110 in 
FIG. 6. Data is then extracted from the current protocol, step 
112, and the current protocol is then stripped out of the 
message, step 114. The current protocol is then stored in the 
protocol database, step 116, or alternatively, the dispatcher 
100 may proceed through all the protocols before updating 
the protocol database. 

[0040] The variable current _protocol is then incremented 
or otherWise set to a neW protocol, step 118. If the current 
_protocol is noW NULL, step 120, meaning that no addi 
tional protocols remain to be extracted, the process is 
complete. OtherWise, the data if any in the message relating 
to the neW current protocol is extracted, step 112, and the 
process repeated until complete. 

[0041] While the invention has been described and illus 
trated in connection With preferred embodiments, many 
variations and modi?cations as Will be evident to those 
skilled in this art may be made Without departing from the 
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spirit and scope of the invention, and the invention is thus 
not to be limited to the precise details of methodology or 
construction set forth above as such variations and modi? 
cation are intended to be included Within the scope of the 
invention. 

What is claimed is: 
1. A method for de?ning a set of alloWable actions for an 

application program residing on a server, the method com 
prising: 
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receiving a message transmitted by the server addressed 
to one or more clients; 

extracting application protocol data from the server mes 
sage to thereby retrieve the set of alloWable actions 
Which may be taken in response to the server message; 

storing the eXtracted application protocol data in a pro 
tocol database. 


