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(57) ABSTRACT 

Asystem and method are disclosed for ensuring the security 
and integrity of a party’s private key stored on a srnartcard 
or other hardWare token. A set of security requirements are 
de?ned for the srnartcard that ensure that the card is manu 
factured and initialized in a secure environment and that it 
can Withstand certain types of cryptographic and other 
attacks. The requirements further ensure that, at the conclu 
sion of the initiation process, there exists only a single 
instance of the private key, thus decreasing the likelihood of 
a subsequent key compromise. 
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SYSTEM AND METHOD FOR SECURE 
SMARTCARD ISSUANCE 

[0001] This application claims priority from US. provi 
sional application serial No. 60/224,994, ?led Aug. 14, 
2000, entitled Signing Interface Requirements, Smart Card 
Compliance Requirements, Warranty Service Functional 
Requirements, and Additional Disclosure, Which is hereby 
incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] The World of electronic commerce has created neW 
challenges to establishing relationships betWeen contracting 
parties. One of those challenges springs from the fact that 
the parties to the transaction cannot see or hear each other, 
and cannot otherWise easily con?rm each other’s identity 
and authority to act. 

[0003] One remedy for this problem is to provide each 
contracting party With a private key for signing transmitted 
messages With a digital signature. The signing party makes 
available an associated public key that decrypts messages 
signed With the party’s private key, and thus enables a 
receiving party to con?rm the identity of the sender. 

[0004] The digital signature is typically created by a 
smartcard subsystem resident on the signing party’s com 
puter. This subsystem comprises a hardWare token that 
stores the signing party’s private key and any necessary 
softWare for executing the digital signature. 

[0005] But the signature created by the smartcard is only 
as secure as the card’s private key. It is therefore critical that 
the private key be protected from compromise by crypto 
graphic or other attacks. 

[0006] Many prior art electronic commerce systems, hoW 
ever, fail to adequately protect the private key from com 
promise. For example, some systems maintain more than 
one copy of the private key including one or more copies of 
the private key that may be maintained outside the card. If 
an unauthoriZed party gains access to one such copy, he or 
she can masquerade as the buyer. As a result, the buying 
parties cannot be assured that their signatures Will not be 
af?xed to unauthoriZed transactions and selling parties can 
not be assured that a completed transaction Will not later be 
refuted by the buying party. The failure to assure the security 
of a party’s private key on the party’s smartcard may thus 
compromise the ability of parties to conduct secure elec 
tronic commerce. 

SUMMARY OF THE INVENTION 

[0007] Asystem and method are disclosed for ensuring the 
security and integrity of a party’s private key stored on a 
smartcard or other hardWare token. A set of security require 
ments are de?ned for the smartcard that ensure that the card 
is manufactured and initialiZed in a secure environment and 
that it can Withstand certain types of cryptographic and other 
attacks. The requirements further ensure that, at the conclu 
sion of the initiation process, there exists only a single 
instance of the private key Which may never leave the 
smartcard. The unique existence of the private key in the 
smartcard alloWs the key to be treated as physical property 
and differentiates the key from other computer data Which 
can be copied and alloWed to proliferate. 
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[0008] In a preferred embodiment, the smartcard and 
private key are intended for use Within the context of a 
four-corner trust model. This four-corner model preferably 
comprises a buyer, also referred to as the subscribing cus 
tomer, and a seller, also referred to as the relying customer, 
Who engage in an on-line transaction. 

[0009] The four-corner model also preferably comprises a 
?rst ?nancial institution, referred to as the issuing partici 
pant. The issuing participant acts as a certi?cate authority for 
the buyer and issues the buyer a hardWare token including a 
private key and a digital certi?cate signed by the issuing 
participant. 
[0010] The four-corner model also preferably comprises a 
second ?nancial institution, referred to as the relying par 
ticipant. The seller is a customer of the relying participant 
and accesses system services via systems maintained by the 
relying participant. 
[0011] The system also includes a root certi?cate authority 
that issues digital certi?cates to the issuing and relying 
participants. The root entity is also preferably responsible 
for establishing the security requirements for smartcards 
issued by the issuing participant described above as Well as 
interoperability requirements that ensure the interoperability 
of the hardWare tokens With other system components. 

[0012] The features and advantages described in the speci 
?cation are not all inclusive, and many additional features 
and advantages Will be apparent to one of ordinary skill in 
the art in vieW of the draWings, speci?cation, and claims 
hereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The above summary of the invention Will be better 
understood When taken in conjunction With the folloWing 
detailed description and accompanying draWings, in Which: 

[0014] FIG. 1 is a block diagram of a preferred embodi 
ment of the four-corner model employed by the present 
system; 

[0015] FIG. 2 illustrates certain components provided at 
relying customer 108 and subscribing customer 106 in a 
preferred embodiment of the present system; 

[0016] FIG. 3 illustrates the components of a smartcard 
subsystem in a preferred embodiment of the present system; 

[0017] FIG. 4A schematically illustrates the components 
of a smartcard token in a preferred embodiment of the 
present system; 

[0018] FIG. 4B schematically illustrates the functional 
modules of a smartcard token in a preferred embodiment of 
the present system; 

[0019] FIG. 5 illustrates a set of security requirements in 
a preferred embodiment of the present system; 

[0020] FIG. 6 illustrates the relationship betWeen a set of 
high-level security objectives and a set of loW-level security 
requirements in a preferred embodiment of the present 
system; 

[0021] FIG. 7 illustrates the relationship betWeen a set of 
security-threat categories and a set of loW-level security 
requirements in a preferred embodiment of the present 
system; 



US 2002/0112156 A1 

[0022] FIG. 8 illustrates a preferred embodiment of a 
process for generating an identity private key; 

[0023] FIG. 9 illustrates a second preferred embodiment 
of a process for generating an identity private key; 

[0024] FIG. 10 illustrates a preferred embodiment for 
using a smartcard to sign a digital message; and 

[0025] FIG. 11 illustrates a preferred embodiment of 
Weights assigned to requirements speci?ed by root entity 
110. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0026] The present disclosure relates to a system and 
method for manufacturing and initialiZing smartcards and 
other hardWare tokens in a manner that ensures the security 
and integrity of information stored on the card. In a preferred 
embodiment, the smartcard is used by a signing party to sign 
digital messages relating to transactions conducted Within 
the context of a four-corner trust model. Apreferred embodi 
ment of this four-corner model is shoWn in FIG. 1. 

[0027] As shoWn in FIG. 1, the four-corner model pref 
erably comprises a ?rst institution 102 and a second insti 
tution 104. First institution 102 is referred to as the “issuing 
participant” because it is a participant in the present system 
and issues smartcards to its customers, as described beloW. 
Second institution 104 is referred to as the “relying partici 
pant” because it is a participant in the present system and its 
customers rely on representations made by issuing partici 
pant 102 and issuing participant 102’s customers, as 
described beloW. Participants 102, 104 may preferably be 
banks or other ?nancial institutions. 

[0028] Also shoWn in FIG. 1 are a ?rst customer 106 and 
a second customer 108. First customer 106 and second 
customer 108 are preferably customers of issuing participant 
102 and relying participant 104, respectively. First customer 
106 is referred to as the “subscribing customer” because this 
customer subscribes to services provided by issuing partici 
pant 102. First customer 106 is also referred to as the 
“buyer” because it typically ?lls that role in transactions 
With second customer 108. 

[0029] Second customer 108 is referred to as the “relying 
customer” because it relies on representations made by both 
issuing participant 102 and subscribing customer 106. Sec 
ond customer 108 is also referred to as the “seller” because 
it typically ?lls that role in transactions With ?rst customer 
106. It should be recogniZed, hoWever, that although the 
description beloW speaks primarily in terms of a buyer 106 
and a seller 108, ?rst customer 106 and second customer 108 
may instead have different roles in a given transaction. For 
example, ?rst customer 106 may be a borroWer repaying a 
loan to second customer 108. 

[0030] Also shoWn in FIG. 1 is a root entity 110. Root 
entity 110 is typically an organiZation that establishes and 
enforces a common set of operating rules for facilitating 
electronic commerce and electronic communications. Root 
entity 110 may be oWned jointly by a plurality of banks 
and/or other ?nancial institutions that have agreed to adhere 
to these operating rules. One exemplary embodiment of such 
a root entity is described in copending US. patent applica 
tion Ser. No. 09/502,450, ?led Feb. 11, 2000, entitled 
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System and Method for Providing Certi?cation Related and 
Other Services and in copending US. patent application Ser. 
No. 09/657,623, ?led Sep. 8, 2000, entitled System and 
Method for Providing Certi?cate-Related and Other Ser 
vices, Which are hereby incorporated by reference. 

[0031] In a preferred embodiment, the smartcard issued to 
subscribing customer 106 is provided With tWo private keys 
and corresponding digital certi?cates: an identity private key 
and corresponding certi?cate, and a utility private key and 
corresponding certi?cate. 

[0032] The identity private key is used to produce digital 
signatures that are required by root entity 110 as evidence of 
an entity’s contractual commitment to the contents of an 
electronic transaction, such as a purchase order or a Warranty 
request such as the Warranty request described in US. 
provisional application Ser. No. 60/224,994, ?led Aug. 14, 
2000, entitled Signing Interface Requirements, Smart Card 
Compliance Requirements, Warranty Service Functional 
Requirements, and Additional Disclosure and US. applica 
tion Ser. No. , ?led Aug. 14, 2001, entitled System 
and Method for Providing Warranties in Electronic Com 
merce, Which are hereby incorporated by reference. 

[0033] The utility private key is preferably used to pro 
duce digital signatures that alloW additional transactional 
security. Typically, utility certi?cates are used to support 
SSL, to sign S/MIME messages, and for other utility appli 
cations. Any reference in this document to a “certi?cate” 
refers to an identity certi?cate unless otherWise stated. 

[0034] FIG. 2 illustrates components preferably provided 
at relying customer 108 and subscribing customer 106 in the 
present system. As shoWn in FIG. 2, relying customer 108 
is preferably provided With a Web server 220 adapted to 
serve Web pages and other Web content via the Internet. 
Relying customer 108 is further preferably provided With a 
bank interface 222 for accessing services from relying 
participant 104. An exemplary bank interface is described in 
copending application Ser. No. 09/657,604, ?led on Sep. 8, 
2000, entitled System and Method for Facilitating Access by 
Sellers to Certi?cate-Related and Other Services. Relying 
customer 108 is further preferably provided With a hardWare 
security module 250 for executing and verifying digital 
signatures. 

[0035] As further shoWn in FIG. 2, subscribing customer 
106 is preferably provided With a Web broWser 224 adapted 
to transmit requests for Web pages and other Web content 
via the Internet, and to receive responses to those requests. 
Issuing participant 102 is further preferably provided With a 
smartcard subsystem 226 for signing transaction data, 
described in further detail beloW. In a preferred embodiment, 
the components that make up smartcard subsystem 226 are 
provided to buyer 106 by its issuing participant 102. 

[0036] In a preferred embodiment, subscribing customer 
106 may also be provided With a signing interface (not 
shoWn). A preferred signing interface is described in US. 
provisional application Ser. No. 60/224,994, ?led Aug. 14, 
2000, entitled Signing Interface Requirements, Smart Card 
Compliance Requirements, Warranty Service Functional 
Requirements, and Additional Disclosure and US. applica 
tion Ser. No. , ?led Aug. 14, 2001, entitled System 
and Method for Facilitating Signing by Buyers in Electronic 
Commerce, Which are hereby incorporated by reference. As 
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described in that application, the signing interface provides 
a mechanism by Which a seller’s Web applications may 
invoke the buyer’s smartcard subsystem or other signing 
module to execute a digital signature. 

[0037] FIG. 3 illustrates a preferred embodiment of com 
ponents included in smartcard subsystem 226. As shoWn in 
FIG. 3, smartcard subsystem 226 preferably comprises 
smartcard drivers and other softWare 310 (“drivers 310”), a 
smartcard reader 320 (“reader 320”), and a smartcard token 
400. 

[0038] Reader 320 and drivers 310 facilitate communica 
tion betWeen smartcard token 400 and other softWare run 
ning on subscribing customer 106’s computer system. 
Smartcard token 400 preferably comprises an integrated 
circuit card, such as an International OrganiZation for Stan 
dardiZation (ISO)/International Electrotechnical Commis 
sion (IEC) 7816 integrated circuit card. Alternatively, a 
personal security token, such as a Personal Computer 
Memory Card International Association (PCMCIA) device, 
or other comparable devices may be used. 

[0039] In a preferred embodiment, smartcard token 400 is 
preferably oWned by issuing participant 102 and made 
available for use to subscribing customer 106 under terms of 
a contract betWeen subscribing customer 106 and issuing 
participant 102. In addition, as noted beloW, only a single 
instance of the subscribing customer’s identity private key is 
permitted to eXist once card-initialization is completed, and 
this instance of the key must be stored on smartcard token 
400 and must never leave the card. Accordingly, the physical 
manifestation of the identity private key on smartcard token 
400 shares an important characteristic of physical property 
(i.e., its uniqueness) that differentiates it from other com 
puter data that may be copied and alloWed to proliferate. 
Consequently, in a preferred embodiment, the contract With 
subscribing customer 106 further speci?es that the physical 
manifestation of the private key is oWned by issuing par 
ticipant 102. 

[0040] In an alternative embodiment, smartcard token 400 
and/or the physical manifestation of the identity private key 
may be oWned by root entity 110. In a second alternative 
embodiment, smartcard token 400 and/or the physical mani 
festation of the identity private key may be oWned by 
subscribing customer 106. 

[0041] FIG. 4A illustrates a preferred embodiment of 
smartcard token 400. As shoWn in FIG. 4A, smartcard token 
400 preferably comprises a chip 401 that comprises a 
processor 405, a memory 410, and an I/O module 415. 
Processor 405 preferably runs a high-security multi-appli 
cation operating system, such as MULTOS. 

[0042] In a preferred embodiment, processor 405 is pro 
grammed to perform various functions including those 
shoWn as functional modules in FIG. 4B. As shoWn in FIG. 
4B, one such module is a signature generator 424. Signature 
generator 424 is adapted to generate a digital signature using 
either the identity private key or utility private key, depend 
ing on the nature of the message to be signed. Signature 
generator 424 preferably generates RSA-based digital sig 
natures using 1024 bit keys based on the RSASSA-PKCS-v 
1i5 signature scheme and the SHA-1 With RSA encryption 
method. 

[0043] Also shoWn in FIG. 4B are tWo counters 422 and 
423. Counter 422 monotonically increases each time smart 
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card token 400 generates a signature using the identity 
private key. Counter 423 keeps track of the number of 
consecutive failed attempts to enter subscribing customer 
106’s personal identi?cation number (PIN)/passphrase 
before the identity private key is blocked, as discussed 
beloW. 

[0044] CSSD generator 426 generates card and signature 
security data (CSSD) that may be included in signed trans 
action data to provide additional security, such as protection 
against duplicate message submission. In a preferred 
embodiment, root entity 110 does not impose any require 
ments concerning CSSD. Rather, issuing participant 102 
determines Whether and What type of CSSD to require as 
part of its risk management process. 

[0045] CSSD is preferably generated using an authentica 
tion algorithm and a key. If the key used is the subscriber’s 
identity private key, CSSD generator 426 preferably uses a 
different algorithm to generate the CSSD cryptogram than 
the algorithm used to sign the transaction data itself in order 
to avoid potential attacks on smartcard token 400. Thus, for 
eXample, if the algorithm used by smartcard subsystem 226 
to generate signatures With the subscriber’s identity private 
key is SHA-1 With RSA signature, then CSSD generator 426 
preferably uses a different algorithm to generate CSSD 
cryptograms. This different algorithm preferably has a 
strength greater than or equal to 1024 bit RSA. 

[0046] In a preferred embodiment, a hash of the transac 
tion data to be signed is included as part of the authenticated 
data Within the CSSD data block. 

[0047] Smartcard token 400 may also comprise additional 
applications 425, i.e., applications that provide functionality 
not required to conduct transactions or obtain services 
Within the four-corner model. In a preferred embodiment, 
such applications must nevertheless comply With security 
requirements for smartcard token 400 speci?ed by root 
entity 110, as described beloW. In addition, such applications 
preferably do not use or have access to secure data on 

smartcard token 400, such as subscribing customer’s 106 
identity private key and PIN/passphrase. 

[0048] In some embodiments, smartcard token 400 may 
also comprise a key generator 421 adapted to generate 
private/public key pairs, as described beloW. 

[0049] A preferred set of functionality requirements for 
smartcard token 400 is noW described. These functionality 
requirements are preferably speci?ed by root entity 110 to 
facilitate interoperability of the subscribing customer’s 
smartcard With other system components. 

[0050] 1. Smartcard token 400 must be adapted to create 
signatures using SHA-1 and RSA With 160-bit HASH Keys 
(as described in PKCS #1 v 1.5) 

[0051] 2. Smartcard token 400 must be adapted to use 
signature scheme RSASSA-PKCS-vlfS. 

[0052] 3. Smartcard token 400 must be adapted to store 
securely the subscriber’s utility private key and identity 
private key in accordance With PKCS #1 v 2.0. 

[0053] 4. Smartcard token 400 must be adapted to store 
securely a cardholder PIN of at least siX numeric characters, 
although a passphrase of at least 8 ASCII characters is 
recommended. 
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[0054] 5. If implementing the security of?cer functionality 
(described below), smartcard token 400 must be adapted to 
store securely a security officer PIN/passphrase of at least siX 
numeric characters, although a passphrase of at least 8 
alphanumeric characters is recommended. 

[0055] 6. If required by issuing participant 102, smartcard 
token 400 must be adapted to store securely CSSD speci?ed 
by the issuing participant. CSSD is a mechanism used to 
provide additional security (such as protection against dupli 
cate message submission) for digital messages. 

[0056] 7. If CSSD is implemented on smartcard token 400, 
then the card must be adapted to implement an internal 
counter value that monotonically increases each time the 
identity key is used to generate a signature. 

[0057] 8. If CSSD is implemented on smartcard token 400, 
then the card must be adapted to use an authentication 
algorithm and key to generate the CSSD cryptogram. If the 
Key used is the identity private key, then the signature 
algorithm must not be SHA-1 With RSA signature. Other 
algorithms may be used, but must have strength equivalent 
to or greater than 1024 bit RSA. In other Words, the 
algorithm used to generate the CSSD signature must be 
different than the one used to sign digital messages in order 
to avoid potential attacks. 

[0058] 9. If CSSD is implemented on smartcard token 400, 
then the card must be adapted to implement a mechanism for 
ensuring that the transaction hash (i.e., the data sent to the 
buyer for signature) is part of the authenticated data Within 
the CSSD block. 

[0059] 10. Smartcard token 400 must be adapted to gen 
erate RSA-based digital signatures using 1024 bit keys 
based on the folloWing signature scheme and method: 

[0060] Signature scheme: RSASSA-PKCS-vlj (Reference 
PKCS #1 v 2.0). 

[0061] Method: SHA 1 With RSA encryption (Reference 
PKCS #1 v 2.0). 

[0062] In a preferred embodiment, root entity 110 estab 
lishes security requirements for smartcard token 400 to 
ensure that the card functions properly and that the con? 
dentiality and integrity of sensitive information that it stores 
are maintained. The security requirements preferably 
include functional security requirements, hardWare security 
requirements, and compliance requirements. 

[0063] Functional Security Requirements 

[0064] A preferred embodiment of the functional security 
requirements is as folloWs: 

[0065] 1 General 

[0066] 1. Smartcard token 400 must support the function 
ality necessary to comply With requirements established by 
root entity 110. 

[0067] 2. Smartcard token 400 must be adapted to ensure 
the proper functionality of all applications approved by root 
entity 110 for system use. 

[0068] 2 Manufacturing 

[0069] 1. The integrity of smartcard token 400 must be 
ensured during all manufacturing phases. The manufacturer 
must supply necessary information to prove that all reason 
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able precautions to ensure the integrity of smartcard tokens 
during all manufacturing phases have been taken. 

[0070] 2. The life-cycle data of smartcard token 400 must 
be documented by the manufacturer. 

[0071] 3. The life-cycle status of smartcard token 400 
must be irreversible, i.e., it must not be possible to erase the 
card and start the personaliZation again, unless all private 
key material from a ?rst personaliZation can be completely 
erased so that it cannot be recovered before, during, or after 
the second personaliZation. 

[0072] 4. Sensitive data, including the identity and utility 
private keys, generated outside smartcard token 400 must be 
loaded in smartcard token 400 using 2-Key 3-DES encryp 
tion or alternative of equal strength. 

[0073] 5. The card personaliZer must implement a key 
management scheme that ensures the con?dentiality of 
sensitive data during the personaliZation process of smart 
card token 400. The personaliZation process includes key 
generation, key loading, and loading of applications, includ 
ing con?dential data. 

[0074] 6. The card personaliZer must verify the integrity of 
smartcard token 400 before personaliZation. 

[0075] 7. The manufacturing and personaliZation (initial 
private key loading or issuer speci?c data) of smartcard 
token 400 must take place in a production environment, that 
must prevent that: 

[0076] a. secret data are compromised during the 
personaliZation process, 

[0077] b. the personaliZation process is carried out 
incorrectly or illegally, 

[0078] c. unauthoriZed softWare or data is loaded in 
smartcard token 400, 

[0079] d. unauthoriZed personnel have access to the 
personaliZation area and equipment, 

[0080] e. smartcard tokens are lost or stolen before 
and after personaliZation. 

[0081] 8. Trusted personnel must be appointed for person 
aliZation of smartcard token 400, esponsible for: 

[0082] 
[0083] b. key loading 

[0084] 
[0085] 9. Dual control must be maintained during person 
aliZation for: 

a. key generation 

c. loading softWare and con?dential data 

[0086] a. key generation 

[0087] b. key loading 

[0088] c. softWare and data loading 

[0089] 3 Private Keys 

[0090] 1. Both the identity private key and the utility 
private key must be stored on smartcard token 400. 

[0091] 2. All operations involving private keys must be 
performed on smartcard token 400. Smartcard token 400 
must not support the eXport of any private key in any form 
Whatsoever. Consequently, private keys, once injected into 
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smartcard token 400, Will exist only on that smartcard and 
Will not be stored in any other location. 

[0092] 4 User PIN/Pass phrase 

[0093] 1. PINs or passphrases must be stored on smartcard 
token 400. 

[0094] 2. All operations involving a PIN or passphrase 
must be performed on smartcard token 400. Smartcard token 
400 must not support the eXport of secret data (PIN/Pass 
phrase) in any form Whatsoever. 

[0095] 3. Smartcard token 400 must require an eight 
character minimum PIN/passphrase for a user to access the 
identity private key. 
[0096] 4. Initial user PIN/passphrase selection must be 
based upon a random character selection algorithm to reduce 
the likelihood of similar initial user PIN/passphrases in 
multiple smartcards. The card issuer must be required to use 
a different initial user PIN/passphrase for each card. To 
support the use of secure PIN pads it is acceptable for all 
eight characters to have numeric values. 

[0097] 5. The user must be required to set his or her 
PIN/passphrase before performing any operations using the 
identity private key. 
[0098] 6. If the issuing participant has set an initial PIN/ 
passphrase for smartcard token 400, smartcard token 400 
must check that the user-supplied value is different from that 
set by the issuing participant. If the tWo values are the same, 
smartcard token 400 must reject the attempted change. 

[0099] 7. Smartcard token 400 must provide an unambigu 
ous association betWeen the PIN/passphrase and the creation 
of an identity signature. Therefore: 

[0100] a. the PIN/passphrase used to unlock the iden 
tity private key for purposes of applying an identity 
signature must not be used for any other purpose. 

[0101] b. the PIN/passphrase must be provided by the 
user each time the identity private key is used. An 
identity private key can only be unlocked to generate 
a single identity signature. 

[0102] 5 Security Of?cer’s PIN/Passphrase (optional, but 
if not implemented, card unblocking must be disabled) 

[0103] 1. Smartcard token 400 must enforce a siX 
numeric-character minimum for the security of?cer PIN/ 
passphrase. An eight character alphanumeric passphrase is 
recommended. (In an alternative preferred embodiment, an 
eight character alphanumeric passphrase may be required.) 

[0104] 2. Smartcard token 400 must not alloW itself to be 
unblocked more than siX times (see section 6 beloW re: card 
blocking/unblocking). 
[0105] 3. Security of?cer PIN/passphrase selection must 
be based upon a random character selection algorithm to 
reduce the likelihood of similar security officer PIN/pass 
phrases in multiple smartcard tokens. The card issuer must 
use different security of?cer PIN/passphrases for each card. 
A smartcard token must contain no more than siX security 
of?cer PIN/passphrases. Collectively, the PIN/passphrases 
must be adapted to alloW no more than siX unblocking 
operations. Thus, for eXample, smartcard token 400 may 
store one security of?cer PIN/passphrase Which may be used 
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up to siX times or at most siX security of?cer PIN/pass 
phrases Which must each be used at most once, i.e., for one 
unblocking operation. 
[0106] 4. It must not be possible to change the security 
of?cer PIN/passphrases once smartcard token 400 has been 
personaliZed. If a security of?cer changes or leaves, a neW 
card must be issued, unless it can be demonstrated that the 
security of?cer does not knoW the unblock PIN. 

[0107] 5. The security of?cer must not have access to user 
PINs/passphrases. The security of?cer’s role and the user’s 
role must not be performed by the same person. 

[0108] 6. If a smartcard token 400 has been blocked due 
to a suspected or actual compromise of the PIN/passphrase, 
then neW user PIN/passphrase assigned When unblocking the 
card must be different from the old user PIN/passphrase. 

[0109] 6Blocking/unblocking 
[0110] 1. Smartcard token 400 must enforce a limit on the 
number of consecutive incorrect PINs/passphrases that it 
Will alloW before blocking the card (reversibly, if card 
unblocking is supported). This limit must be no greater than 
?ve. Note: If a correct PIN/passphrase is entered before the 
limit is exceeded, counter 423a Which enforces this limit is 
reset. 

[0111] 2. When smartcard token 400 is in a “reversibly 
blocked” state, it must render inaccessible all applications 
that call for use of the identity private key. It is acceptable 
although not required—for the utility private key to remain 
useable. 

[0112] 3. Once a card is reversibly blocked, it must be 
unblocked only by a secure mechanism under the control of 
the issuing participant. This secure mechanism may be a 
security of?cer PIN/passphrase, but others (such as secure 
messaging as used in EMV) are also acceptable if imple 
mented in accordance With this requirement. 

[0113] 4. Smartcard token 400 shall enforce a limit of siX 
unblocks. Once a card has hit that limit, the operational data 
and functions on the card must be permanently inaccessible 
(i.e. the card must be rendered irreversibly blocked). 

[0114] 7 Multi Application 

[0115] 1. All applications residing on smartcard token 400 
must comply With the security requirements established by 
root entity 110. 

[0116] 2. Any applications residing on smartcard token 
400 must not in?uence the correct behavior of any other 
application on smartcard token 400. 

[0117] 3. The identity private key, the utility private key, 
and any PIN/passphrases shall only be used by applications 
used to conduct transactions or obtain services Within the 
four-corner model. 

[0118] 4. Every application that resides on smartcard 
token 400 must be certi?ed against potential security ?aWs 
either through the underlying operating system (MULTOS) 
certi?cation or by other means. 

[0119] 8 Key generation 

[0120] 1. Private key generation must only be performed 
during personaliZation of smartcard token 400. In many 
cases, key generation occurs before personaliZation. In this 
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context personalization is taken to mean the Whole process 
of key generation and binding of user to card. In particular, 
key generation can take place as a separate activity before 
binding the user to the card. 

[0121] 2. If smartcard token 400 supports key generation, 
it shall use a built-in hardWare random number generator 
that passes either the statistical random number generator 
tests de?ned in FIPS 140-1, section 4.11.1, or alternative 
tests that provide equivalent or superior randomness check 
mg. 

[0122] 3. If smartcard token 400 does not support key 
generation, then keys generated outside smartcard token 400 
must be loaded on smartcard token 400 using 2Key 3-DES 
encryption alternative of equivalent strength. Only Utility 
keys may be escroWed by a trusted agent. The identity 
private key must not be escroWed or retained. It must be 
destroyed after personaliZation and may only exist in one 
unique smartcard token. 

[0123] 4. Keys generated outside smartcard token 400 
must be generated by a hardWare security module, comply 
ing With the speci?cations set forth in US. provisional 
application serial No. 60/153,203, ?led Sep. 10, 1999, 
entitled System and Process for Certi?cation in Electronic 
Commerce, Which Was converted into co-pending US. 
patent application Ser. No. 09/657,605, ?led Sep. 8, 2000, 
entitled System and Method for Providing Certi?cate Vali 
dation and Other Services, both of Which are hereby incor 
porated by reference. 

[0124] As noted in functional security requirement 1.1 
above, smartcard token 400 must support the functionality 
necessary to comply With requirements established by root 
entity 110. For example, root entity 110 may establish as a 
requirement that the smartcard operating system must check 
the appropriateness of private key usage before using a 
private key in a cryptographic operation and that (1) the 
identity private key must not be used for encryption/decryp 
tion, and (2) the utility private key must not be used for 
executing digital signatures. In that event, smartcard token 
400 and its operating system must be adapted to enforce 
these requirements in order for the smartcard token to 
comply With functional security requirement 1.1 above. 

[0125] HardWare Security Requirements 

[0126] In a preferred embodiment, the hardWare security 
requirements are de?ned in terms of security levels speci?ed 
by root entity 110. FIG. 5 illustrates a preferred set of 
security levels that may be speci?ed by root entity 110. As 
shoWn in FIG. 5, root entity 110 preferably speci?es tWo 
security levels: a “high” security level and a “beyond 
practicality” security level. These security levels are further 
de?ned in terms of the amount of time it Would take to (a) 
prepare and (b) conduct an attack on smartcard token 400 
under a variety of scenarios. Each scenario is de?ned in 
terms of an attacker and the equipment used by the attacker, 
as described beloW. 

[0127] One potential attacker is called an “expert.” 
Experts are persons Who are familiar With the underlying 
algorithms, protocols, hardWare, structures, and security 
principles and concepts implemented in smartcard token 
400, and are capable of effectively using professional and 
specialiZed equipment (de?ned beloW). 
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[0128] Another potential attacker is a “pro?cient person.” 
Pro?cient persons are also knoWledgeable in that they are 
familiar With the security behavior of smartcard token 400. 
They are capable of effectively using domestic equipment 
and professional equipment, but not specialiZed equipment. 

[0129] One class of equipment that may be used in con 
ducting an attack is “domestic equipment.” Domestic equip 
ment is equipment that is readily available Within the end 
user’s operational environment, is a part of the smartcard 
subsystem itself, or can readily be purchased. Domestic 
equipment includes basic electronic equipment, standard 
personal computers, and simple and readily available analy 
sis equipment (eg voltage meters). 
[0130] Another class of equipment that may be used in 
conducting an attack is “professional equipment.” Profes 
sional equipment is equipment that is not readily available to 
the public because (1) the equipment is expensive to the 
point that only facilities such as universities, reverse engi 
neering labs, and chip fabricators typically have this equip 
ment, and (2) the use of the equipment requires special skills 
or resources. Professional equipment includes logic analyZ 
ers, Workstations, and probe stations. 

[0131] Another class of equipment that may be used in 
conducting an attack is “specialiZed equipment.” Special 
iZed equipment is equipment that is not readily available to 
the public because (1) the equipment is very expensive and, 
(2) the equipment is so specialiZed that its distribution is 
controlled or restricted. SpecialiZed equipment includes 
special code breakers, focused ion beam systems, and scan 
ning electron microscopes. 

[0132] An attack is an attempt by an adversary to obtain or 
modify sensitive information or services for Which the 
attacker is not authoriZed. An attack comprises tWo phases: 

0133 A. the re aration hase durin Which the P P P g 
attack is developed such that the attack can be 
performed as ef?ciently as possible, and 

[0134] B. the repeat attack phase during Which the 
previously developed attack is performed on one 
device. 

[0135] Returning to FIG. 5, for a system component to 
satisfy a “beyond practicality” security level established by 
root entity 110, it must be infeasible for either an expert or 
pro?cient person to prepare an attack against the component 
using domestic equipment, it must take at least six months 
for an expert and 12 months for a pro?cient person to 
prepare such an attack using professional equipment, and it 
must take an expert at least three months to prepare such an 
attack using specialiZed equipment. In addition, it must be 
infeasible for either an expert or pro?cient person to mount 
a previously prepared attack against the component using 
domestic equipment, it must take at least one month for an 
expert and three months for a pro?cient person to mount 
such an attack using professional equipment, and it must 
take an expert at least one Week to mount such an attack 
using specialiZed equipment. 
[0136] As further shoWn in FIG. 5, for a system compo 
nent to satisfy a “high” security level established by root 
entity 110, it must take at least six months for an expert and 
12 months for a pro?cient person to prepare an attack against 
the component using domestic equipment, it must take at 
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least one month for an expert and six months for a pro?cient 
person to prepare such an attack using professional equip 
ment, and it must take an expert at least one Week to prepare 
such an attack using specialized equipment. In addition, it 
must take an expert one month and a pro?cient person three 
months to mount a previously prepared attack against the 
component using domestic equipment, it must take at least 
one Week for an expert and one month for a pro?cient person 
to mount such an attack using professional equipment, and 
it must take an expert at least one day to mount such an 
attack using specialiZed equipment. As Will be recogniZed, 
alternative security levels and corresponding de?nitions 
may be established. 

[0137] In a preferred embodiment, root entity 110 ?rst 
establishes a set of high-level security objectives for ensur 
ing the security and integrity of smartcard token 400. 
LoW-level requirements are then de?ned that specify the 
particular steps that Will be taken to satisfy the high-level 
objectives. In addition, root entity preferably identi?es 
knoWn threats to the security and integrity of smartcard 
token 400 and ensures that these threats are adequately 
addressed by the loW-level requirements. As neW threats 
develop, root entity 110 may revise the loW-level require 
ments; the high-level objectives, hoWever, preferably do not 
change. 
[0138] Apreferred set of high-level security objectives for 
smartcard token 400 are as folloWs: 

[0139] 1. It is beyond practicality to breach the con 
?dentiality of the identity private key and the utility 
private key. 

[0140] 2. It is beyond practicality to breach the con 
?dentiality of the PIN/passphrase stored on smart 
card token 400. 

[0141] 3. It is beyond practicality to change the 
life-cycle status of smartcard token 400. 

[0142] 4. It is beyond practicality to breach the integ 
rity of the counters associated to smartcard token 
400’s blocking and unblocking mechanisms. 

[0143] 5. It requires a high security level attack to breach 
the con?dentiality and/or integrity of smartcard token 400’s 
data and program structures. 

[0144] 6. It requires a high security level attack to 
breach the integrity of the bond betWeen the identity 
of the cardholder and smartcard token 400. 

[0145] 7. It requires a high security level attack to 
breach the integrity of root entity applications 
present at smartcard token 400. 

[0146] 8. It requires a high security level attack to 
breach the integrity of smartcard subsystem 226. 

[0147] As noted, once root entity 110 has de?ned an 
appropriate set of high-level objectives, it de?nes a set of 
loW-level security requirements to address them. Apreferred 
set of loW-level security requirements for smartcard token 
400 is as folloWs: 

[0148] Reverse Engineering and Chip Modi?cations 

[0149] 1. It is beyond practicality to remove layers on 
top of the smartcard chip surface Without damaging 
the chip. 
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[0150] 2. It requires a high security level attack to 
visualiZe the contents of read only memory (ROM) 
memory cells, including electrically erasable pro 
grammable read only memory (EEPROM) cells. 

[0151] 3. It is beyond practicality to reverse engineer 
the functionality of smartcard token 400. 

[0152] 4. It is beyond practicality to modify chip 
structures by means of an FIB system. 

[0153] 5. It is beyond practicality to modify indi 
vidual memory cells. 

[0154] 6. It requires a high security level of attack to 
misuse the smartcard chip’s test features. 

[0155] 7. It requires a high-level security attack to 
modify the smarcard chip’s fuses. 

[0156] 8. It requires a high-level security attack of 
attack to modify or disable chip 401’s security 
sensors. 

[0157] Internal Attacks (probing) 

[0158] 9. It is beyond practicality to use a probing 
attack to retrieve information from smartcard token 
400. 

[0159] 10. It requires a high security level of attack to 
change the status of the memory of smartcard token 
400 via active probing techniques. 

[0160] 11. It requires a high security level attack to 
in?uence the correct functionality of logical building 
blocks at smartcard token 400 by means of active 
probing techniques. 

[0161] 12. It requires a high security level attack to 
in?uence the correct execution of applications 
approved by root entity 110 at smartcard 400 by 
means of active probing techniques. 

[0162] 13. It requires a high security level of attack to 
in?uence the correct programming of memory cells 
by means of active probing attacks. 

[0163] 14. It requires a high security level attack to 
obtain information from smartcard token 400 via 
voltage contrast. 

[0164] External Attacks 

[0165] 15. It is beyond practicality to obtain sensitive 
information from smartcard token 400 by analyZing 
externally available information, such as the poWer 
consumption pro?le or timing analysis of critical 
processes on smartcard token 400. 

[0166] 16. It is beyond practicality to in?uence the 
correct execution of applications approved by root 
entity 110 on smartcard token 400 by disturbing 
external parameters such as the clock input, the 
temperature, or the poWer supply. 

[0167] 17. It is beyond practicality to obtain sensitive 
information by disturbing external parameters of 
smartcard token 400. 

[0168] 18. It requires a high security level attack to 
change the status of memory 410 by means of 
disturbing external parameters of smartcard token 
400. 












