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(57) ABSTRACT 

A distributed computing system environment includes mul 
tiple CPUs, multiple non-shared memory spaces and a 
means for implementing system calls and interprocess com 
munications. The system is both fault-tolerant and scalable 
in that agents exist independently in each non-shared 
memory space to handle interprocess connections betWeen 
memory spaces. 
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METHOD AND SYSTEM FOR SUPPORTING A 
SYSTEM CALL AND INTERPROCESS 

COMMUNICATION IN A 
FAULT-TOLERANT,SCALABLE DISTRIBUTED 

COMPUTER ENVIRONMENT 

REFERENCE TO PRIOR APPLICATION 

[0001] This application is a Division of US. Application 
Ser. No. 08/835,398, ?led Apr. 7, 1997, titled “Method and 
Apparatus for Supporting A Select( ) System Call and 
Interprocess Communication In A Fault-Tolerant, Scalable 
Distributed Computer Environment,” Which application is 
incorporated herein by reference and Which application 
claims the bene?t of US. Provisional Application Ser. No. 
60/024,769, ?led Aug. 21, 1996. 

BACKGROUND OF THE INVENTION 

[0002] The present invention is related to the ?eld of 
digital circuits and to the ?eld of instructions and program 
code for the operation thereof. More particularly, the present 
invention is related to data communication betWeen digital 
circuits or betWeen processes running on the same circuit. 
The invention is further related to fault-tolerant and scalable 
distributed processor and distributed memory digital pro 
cessing systems. 

[0003] This discussion of the present invention presup 
poses some familiarity With computer programming and 
softWare, particularly data input and output (I/0), netWork 
communications, and interprocess communications. The 
present invention also presupposes some familiarity With 
multiprocessor and nonshared memory computer systems, 
as discussed in co-assigned US. Pat. No. 4,228,496, Which 
is incorporated herein by reference to the eXtent necessary to 
understand and enable the invention. This discussion of the 
present invention also presupposes some familiarity With the 
UNIX and related operating systems and With the Well 
knoWn sockets protocol for enabling interprocess and net 
Work communication. 

[0004] In all cases, the glossary and speci?c eXamples 
given herein are intended to be illustrative of the invention 
but not limiting. It Will be apparent to anyone of skill in the 
art that the present invention may be implemented in an 
unlimited variety of operating system environments. There 
fore, the invention should not be limited eXcept as provided 
in the attached claims. 

[0005] In UNIX and other operating systems (OS’s), pro 
cesses use a select( ) (or a similar) system call to inform the 
OS kernel that they are interested in a particular resource for 
interprocess communication. A simple eXample Would be a 
process that needs to Wait for a particular resource to have 
data to read or to be available for a Write. Rather than the 
process using CPU time to repeatedly query the connection 
to determine if the connection is ready, the process may call 
select( ) and then become dormant if the connection is not 
immediately ready. The call to select( ) registers With the OS 
kernel that the calling process needs to be aWakened When 
the interprocess communication resource becomes ready. 

[0006] The select( ) OS call may be used by a process 
having open connections to one or more sockets. Asocket is 
a resource for interprocess communication that is generally 
used betWeen a user process and a special I/O process 
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handling a netWork I/O protocol such as the common 
internet protocols TCP or IP. Sockets are generally imple 
mented as a data structure Within the OS memory space, and 
this memory space is accessible to the OS, the I/O process 
responsible for delivering data to the socket, and the user 
process that is communicating via the socket. A socket data 
structure has associated With it all state information neces 
sary to handle the interprocess communication and generally 
includes a pointer to a memory location for temporarily 
storing the actual data packets ?oWing betWeen the user 
process and the I/O connection. 

[0007] Select( ) also may be used on other OS data 
structures used for interprocess communication such as 
pipes or FIFOs and for other opened I/O such as ttys, disk 
opens, and directory opens. While select( ) performs a 
similar function no matter What type of data structure it is 
called on, the details of the select( ) implementation for 
different data structures may vary in different operating 
systems as described more fully beloW. 

[0008] A good description of the select( ) system call and 
sockets can be found in the reference book UNIX Network 
Programming, by Richard Stevens, (section 6.13), Prentice 
Hall, 1990. 

Background of Distributed Memory Environments 

[0009] In operating systems that have a single central 
processing unit (CPU) or multiple CPUs With shared 
memory, select( ) can be easily implemented because the 
data structures representing sockets, pipes, or FIFOs in the 
system are contained in a single memory space, as shoWn in 
FIG. 1, and therefore can be directly accessible to every 
process running in that memory space, including the OS. 

[0010] HoWever, in non-shared memory distributed sys 
tems, such as that discussed in US. Pat. No. 4,228,496, 
select( ) is more dif?cult to implement because the infor 
mation regarding the occurrence of different events on 
different data structures may be contained in a memory 
different from that Which holds the user process calling 
select and may not be directly accessible even to the OS 
local to the process that called select. 

[0011] What is needed is a method for performing a select( 
) function effectively in a distributed memory environment. 

SUMMARY OF THE INVENTION 

[0012] In one embodiment, a distributed operating system 
incorporating a distributed select function includes: a ?rst 
agent running in a ?rst memory space; a second agent 
running in a second memory space; a ?rst data structure for 
interprocess communication residing in the ?rst memory 
space, and a second data structure for interprocess commu 
nication residing in the second memory space. In this 
system, the ?rst and second agents send and receive mes 
sages betWeen the ?rst and second memory spaces and 
provide a standard select function interface to user pro 
cesses. 

[0013] In another embodiment, a method in a computing 
environment having multiple CPUs and multiple memory 
spaces for facilitating communication betWeen a process in 
a ?rst memory space and a process in a second memory 
space includes: creating a ?rst agent process in the ?rst 
memory space; directing to the agent a request by a ?rst 
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process for creating an interprocess connection to a process 
in a second memory space; creating a data structure in the 
?rst memory space for facilitating interprocess communica 
tion; transmitting a message representing the request from 
the agent to the second memory space; receiving the request 
at a second process in the second memory space; creating a 
data structure in the second memory space for facilitating 
interprocess communication; using the ?rst and the second 
data structures to communicate data With processes in the 
respective memory spaces; and using the agent and the 
second process to communicate data betWeen the data 
structures. Notably, the ?rst process is unaWare that it is 
running in a distributed memory space environment. Also, 
the process in the second memory space can be a second 
agent, a continuously running I/O process, etc. 

[0014] In yet another embodiment, a computer readable 
medium in a distributed computing environment embodies 
program code With instructions for facilitating communica 
tion betWeen a process existing in a ?rst memory space and 
a process existing in a second memory space, including 
instructions for: creating a ?rst agent process in the ?rst 
memory space; directing to the agent a request by a ?rst 
process for creation of an interprocess connection to a 
process in a second memory space; creating a data structure 
in the ?rst memory space for facilitating interprocess com 
munication; transmitting a message representing the request 
from the agent to the second memory space; receiving the 
request at a second process in the second memory space; 
creating a data structure in the second memory space for 
facilitating interprocess communication; using the ?rst and 
the second data structures to communicate data With pro 
cesses in the respective memory spaces; and using the agent 
and the second process to communicate data betWeen the 
data structures. 

[0015] In yet another embodiment, a method for facilitat 
ing a system function call and interprocess communication 
in a distributed computer system environment in Which tWo 
processes are instantiated, each in its oWn memory space 
that is associated With its operating system, and in Which a 
?rst of the tWo processes calls a system function for estab 
lishing interprocess communication With the second of the 
tWo process. This method includes: instantiating an agent in 
each of the memory spaces, a ?rst agent in the memory space 
of the ?rst process and a second agent in the memory space 
of the second process; receiving the system function call 
from the ?rst process at its operating system; prompting the 
?rst agent, in response to the system function call, to create 
a shadoW socket in the memory space of the ?rst process; 
prompting the second agent, in response to a message from 
the ?rst agent about the system function call, to create a real 
socket in the memory space of the second process, the real 
socket receiving data associated With the system function 
call; transferring the data from the real socket to the shadoW 
socket; and prompting the ?rst agent to Wake-up the ?rst 
process When the I/O data is available in the shadoW socket, 
Wherein the ?rst socket is not aWare that the second process 
is in a remote memory space. In this environment, one 
system function call is select() and, in one instance, the ?rst 
and second processes are user and input/output (I/O) pro 
cesses, respectively. Hence, in this instance the real socket 
receives I/O data as Well as connection information includ 
ing the I/O data destination (?rst memory space). 
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[0016] Advantages of the invention Will be understood by 
those skilled in the art, in part, from the description herein. 
Also, advantages of the invention Will be realiZed from 
practice of the invention disclosed herein. 

Glossary 

[0017] The folloWing terms are used in this application in 
accordance With the explanations beloW and also in accor 
dance With their broad meanings as understood in the art. 

[0018] Connection—a means for communicating data 
betWeen processes or betWeen a process and an I/O device, 
such as a socket, a RAM ?le, a disk ?le, a directory, a pipe, 
a FIFO, a TTY, etc. 

[0019] Event—an occurrence on a connection, such as a 
ready-to-read, ready-to-Write, or exceptional condition. 

[0020] File descriptor (FD)—An identi?er local to a user 
process and shared by only that process and related (child) 
processes for identifying a particular connection opened or 
created by that process. 

[0021] 1/0 process—An input/output process for manag 
ing data input and output on some physical resources such 
as a netWork. Also called a server process. 

[0022] Kernel—The executing operating system execut 
able code that manages the activity of all other processes. 

[0023] Message—In a distributed CPU environment, data 
communicated betWeen tWo or more different CPUs or 

memory spaces over a communications channel. 

[0024] Operating System (OS)—The kernel and other 
callable functions and resources available to processes. 

[0025] Process—a collection (generally a sequence) of 
executable program code and associated state information 
that can independently execute and may at any given time be 
either executing or dormant. 

[0026] Socket—A data construct residing in a memory 
that alloWs one process to communicate data With another 
process via a standard interface. 

[0027] User process—A process created to perform a user 
function. Also called an application. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0028] FIG. 1 is a block diagram illustrating a computing 
environment of the prior art in Which a select() function may 
be utiliZed. 

[0029] FIG. 2 is a block diagram illustrating a distributed 
computing environment embodying the invention. 

[0030] FIG. 3 is a block diagram illustrating an agent in 
accordance With the invention. 

[0031] FIG. 4 is a How chart of a method of creating an 
interprocess connection according to the invention. 

[0032] FIG. 5 is a How chart of a method of accomplish 
ing a distributed select according to the invention. 

[0033] FIG. 6 is a block diagram illustrating a generaliZed 
computing system upon Which the present invention may be 
implemented. 
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DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

Select( ) and Sockets in a Single-Memory-Space 
Computer 

[0034] FIG. 1 is a block diagram illustrating a computing 
environment of the prior art. This ?gure depicts a computer 
system 1, With multiple CPUs 5a-b, a shared memory space 
10, I/O ports 15a-b with 1/0 processes 22a-c, user processes 
24a-c, sockets 26a-b, and FIFO 27. 

[0035] Processes shoWn in FIG. 1 include the operating 
system process 20, also referred to as the kernel, I/O 
processes 22a-c, and user processes 24a-c. 

[0036] Kernel 20 is a continually running process that 
manages the overall operation of the operating system and 
resource usage by other processes. I/O processes 22a-c are 
each generally connected to a physical I/O interconnection 
such as a netWork connection, disk drive, or video display, 
and manage data communications betWeen the physical 
device and other processes in the system. User processes 
24a-c are user-invoked executable code that perform user 
functions. 

[0037] Sockets 26a-b and FIFO 27 are data structures 
residing in the shared memory space that are created by a 
process or the kernel to facilitate interprocess communica 
tion. 

[0038] As shoWn in FIG. 1, SOCKET_B is connected 
between 1/0 process 22b and user process 24a. With SOCK 
ET_B connected as such, data intended for USER_PRO 
CESS_A can be received by I/O_PROCESS_B and stored at 
the memory location pointed to by SOCKET_B even When 
USER_PROCESS_A is not available. Whenever USER 
_PROCESS_A becomes available, or is aWakened by the 
kernel, it can read the data from SOCKET_B, Without 
interrupting Whatever neW action I/O_PROCESS_B is 
undertaking. SOCKET_B is generally constructed so that it 
can receive and store a large number of data packets until a 
user process that Wants data from the socket performs a read 
on that socket. For each read preformed, SOCKET_B deliv 
ers. and then discards the next packet of data in the order it 
Was received from I/O_PROCESS_B. 

Select( ) 
[0039] A process such as USER_PROCESS_A may call 
select( ) on SOCKET_B When it Wants to access SOCK 
ET_B, but it is not sure that SOCKET_B is ready for the 
type of operation desired. The select( ) call alerts OS kernel 
20 that USER_PROCESS_A Wishes to be aWakened When 
SOCKET_B is ready to perform the requested operation. 

[0040] Stated more generally, a process may call a select( 
)-type function When it is Waiting for one or more events to 
occur on one or more connections. A process may go 

dormant after calling select( ) if the event does not happen 
immediately. In one speci?c implementation of select( ), as 
called on sockets, there are three types of events: (1) a socket 
is ready to have data read from it, (2) a socket is ready to 
have data Written to it, and (3) an exceptional condition 
relating to a socket is pending. Generally, exceptional con 
ditions are de?ned only for sockets, While read/Write readi 
ness is de?ned for most connections. 
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[0041] In a speci?c example, the process calling select( ) 
provides the folloWing parameters to OS kernel 20: 

[0042] Bitmask for read; 

[0043] Bitmask for Write; 

[0044] Bitmask for exception (for sockets); 

[0045] SiZe of bitmask (number of bits); 

[0046] Timeout; and 

[0047] A variable for the select( ) return value. 

[0048] Bits set in a bitmask identify the connections in 
Which the calling process is interested for that operation. If 
no connections of interest are ready, then the process is 
suspended until one of the connections becomes ready or the 
timeout expires. The select( ) system call returns a count of 
hoW many requested connections are ready (this value can 
be 0 if the timeout expires) and updates the bitmasks—if a 
bit Was set and the corresponding connection is not ready, 
then that bit is cleared to 0; if a bit Was set and the 
corresponding connection is ready, then the bit is left set to 
1. 

File Descriptors (FD’s) 
[0049] In general, in UNIX and similar systems, informa 
tion regarding connections requested by a user process are 
communicated betWeen the user process and the OS using 
File Descriptors (FD’s). FD’s are generally integer identi 
?ers that are assigned When a user process executes a 

particular system call to establish a connection, such as 
open( ) (on existing disk ?les, directories, etc.), socket( ), 
pipe( ), etc. FD’s, once returned, are used for subsequent 
system calls like read( ), Write( ), close( ), or select( ) to 
identify the connection on Which to perform the operation, 
and are used in bitmasks as described above. FD’s in general 
are local to the process that requested them, but may also be 
inherited by child processes and in some cases may be 
passed to other processes. OS 20 maintains a data structure 
regarding information about each process, the FD’s de?ned 
for that process and the connections indicated by those FD’s. 

Use of Shared Memory Space for Interprocess 
Communication 

[0050] In the shared memory system shoWn in FIG. 1, 
interprocess communication takes place through the mecha 
nism of the shared memory and is managed by OS 20. If OS 
20 or any other authoriZed process Wishes to knoW the status 
of any one of the sockets 26a-b or of any other connection 
resource, it simply reads the shared memory space Where 
those sockets reside and thereby acquires the relevant data. 

OvervieW of Distributed Memory Space 
Implementations 

[0051] FIG. 2 is a block diagram illustrating a computing 
environment 2 in Which a distributed select( ) and other 
interprocess communication functions may be advanta 
geously utiliZed according to the present invention. As in 
FIG. 1, this computer environment may include multiple 
CPUs 5a-c, I/O ports such as PORT_1, user processes 24a-a', 
sockets such as 26a, and pipes or FIFOs such as 27a. 

[0052] Computing environment 2 differs from 1 in that 
environment 2 is distributed onto a number of nonshared 
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memory spaces 10a-c, With each memory space generally 
having its oWn OS kernel 20, 22, or 23. Data structures, 
including resources for interprocess communication, resid 
ing in one memory space are not directly accessible to 
processes in a different memory space. For purposes of this 
discussion, data structures, processes, and CPUs Will be 
referred to as local to one another if they are directly 
associated With the same memory space and Will be referred 
to as remote to processes or CPUs connected With other 

memory spaces. 

[0053] According to the present invention, a user process 
such as USER_PROCESS_A is not necessarily aWare that it 
is running in a distributed memory environment; hoWever, 
the invention alloWs USER_PROCESS_A to establish an 
interprocess connection With any other process in the envi 
ronment as though, from USER_PROCESS_A’s perspec 
tive, all processes Were running in the same memory space. 

[0054] According to the invention, a user process, such as 
USER_PROCESS_A, may in addition call a select( ) type 
function on opened interprocess connections even When 
those connections are not local to the calling process. 

[0055] Computer environment 2 includes a number of 
mechanisms that alloW this, including communication chan 
nel 50 alloWing CPUs 5a-c to communicate data to each 
other. One mechanism for this CPU to CPU communication 
is a messaging system, such as the GuardianTM messaging 
system described in US. Pat. No. 4,228,496. 

[0056] According to the present invention, computer envi 
ronment 2 also includes a number of agent processes in order 
to facilitate interprocess communications and implement a 
distributed select( ) function. These agent processes, such as 
30a-c, 32a-c, 33a-c, are created by each OS in order to 
manage connections over the distributed environment as 
described beloW. 

Establishing a Remote Interprocess Connection 

[0057] The present invention may be further understood 
by considering the method, as illustrated by FIGS. 2 and 4, 
by Which a connection betWeen tWo processes is established 
in a distributed memory environment in accordance With the 
present invention. For the purposes of this eXample, assume 
that USER_PROCESS_A in memory space 10a Wishes to 
establish a connection With I/O_PROCESS_A residing in a 
remote memory space 10c. USER_PROCESS_A is not 
necessarily aWare that it is running in a distributed memory 
environment. 

[0058] According to the present invention, the interpro 
cess connection Would be created as folloWs: USER_PRO 
CESS_A calls a system function to create the connection to 
I/O PROCESS A(Step S2). In one speci?c embodiment, this 
system function might be a socket( ) call. 

[0059] The system function call is received by the memory 
space 10a operating system, Which is speci?cally designed 
to operate over a distributed environment (Step S4). The 
operating system alerts SOCKET_AGENT_1 that USER 
_PROCESS_A Wishes to create a socket With I/O_PRO 
CESS_A (Step S6). SOCKET_AGENT_1 creates a SHAD 
OW_SOCKET_A local to USER_PROCESS_A (Step S8). 
Once created, this SHADOW_SOCKET_A, from USER 
_PROCESS_A’s perspective, behaves just as a socket Would 
in a nondistributed memory environment. 
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[0060] SOCKET_AGENT_1 then sends a message to the 
remote memory space 10c via CPU_1 and the CPU bus 50 
(Step S10). When this message is received at the remote 
memory space by I/O PROCESS_A, I/O_PROCESS_A 
creates the real SOCKETA in its memory space for holding 
connection information and storing data received on 
PORT_1 (Step S12). Whenever I/O data is received by 
I/O_PROCESS_A, I/O_PROCESS A checks SOCKET_A to 
determine What to do With that data (Step S14). 

[0061] If SOCKET_A indicates that USER PROCESS_A 
is the destination for that data, I/O_PROCESS_A or kernel 
23 initiates a message again through the CPU to the memory 
space 10a alerting the memory space 10a processes to the 
presence of the data in SOCKET_A (Step S16). According 
to one embodiment of the invention, I/O_PROCESS_A, like 
SOCKET_AGENT_1, is a process that is alWays running 
and is speci?cally aWare it is in a distributed environment. 
According to one embodiment of the invention, one mode is 
de?ned Wherein the data is immediately transmitted from 
SOCKET_A to SHADOW_SOCKET_A and is stored there 
until it is read by USER_PROCESS_A, and an alternative 
mode is de?ned Where data is held at SOCKET_A until a 
read request is received from USER_PROCESS_A. 

[0062] When a message is received at memory space 10a, 
it is passed to SOCKET_AGENT_1, Which is alWays run 
ning (Step S18). SOCKET_AGENT_1 then examines 
SHADOW_SOCKET_A to determine Whether action needs 
to be taken in response to the message from I/O_PRO 
CESS_A (Step S20). If SOCKET_AGENT_1 determines 
that USER_PROCESS_A is Waiting to receive data, SOCK 
ET_AGENT_1 can initiate a Wake-up to USER_PRO 
CESS_A, Which can then take the appropriate action (Step 
S22). 

Distributed Select( ) 
[0063] The present invention further enhances a distrib 
uted memory space environment by providing a means for 
implementing a select( ) system function in that environ 
ment. According to the present invention, agents such as 
30a-c perform a number of key functions in implementing a 
distributed select( ), as illustrated in FIG. 5. 

[0064] According to one embodiment of the invention, an 
agent is passed, by its local OS, all select( ) calls from any 
local processes that refer to remote connections (Step T2). 
The agent prepares messages to the remote connections 
Which are transmitted over message bus 50 (Step T6). The 
agent process receives all notify messages from the remote 
connections in response to events speci?ed by the distrib 
uted select( ) call (Step TS). 
[0065] The remote process or the agent managing the 
remote connection keeps track of Which interprocess 
resources (or FDs) are of interest to a given user process, and 
Which operations are of interest for a given resource, and 
Which CPUs are interested in a given resource/operation. 

[0066] When an I/O process or a remote agent receives a 
request for a notify via a select( ) or other call When a 
particular FD is ready, if the FD is not ready, the I/O process 
or remote agent stores information indicating that there is 
interest in the FD and Which CPU is interested in the FD and 
What event is of interest (Step T10). If the FD becomes ready 
for the operation of interest, the I/O process sends readiness 
information to the requesting CPU (Step T12). 
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[0067] Although, logically speaking, the calling process 
(or OS kernel on behalf of the calling process) sends the 
message to the remote process expressing interest in a given 
FD, according to the invention the response from the remote 
process is not necessarily returned to the calling process 
because the calling process may have terminated or may 
timeout on select( ) then eXit normally. The present inven 
tion solves this problem by having all responses to select( ) 
returned to an agent process. The agent processes are alWays 
available to receive responses and to take the appropriate 
action. 

[0068] The agent process acts as a middleman betWeen 
local processes calling select( ) and remote processes. An 
agent acquires the select( ) messages built by an OS kernel 
and sends them to the remote process. An agent receives 
select( ) readiness messages from the remote process. An 
agent posts the information from the messages to data 
structures such as sockets, adds FDs to the calling process’ 
linked list of ready FDs, and Wakes the calling process When 
a selected FD becomes ready. 

[0069] FIG. 3 shoWs a block diagram of an agent process 
as an eXample of an embodiment of the present invention. 
According to the present invention, an agent process 
includes a local interface for interacting With the local 
operating system and local processes. According to one 
embodiment of the invention, this local interface 130 
receives all select( ) calls from local processes, even those 
Which do not require any remote access. According to the 
present invention, When an agent determines from its select 
data base that a particular connection operation requires 
noti?cation of a remote process, and that remote process has 
not already been noti?ed, the CPU upon Which the process 
is running desires noti?cation of that particular connection 
event, agent process 30a sends a message via a remote 
interface 134 to a remote process running in a remote 
memory space. 

[0070] Once agent process 30a receives any responses to 
requests it has sent to remote processes, it passes those 
responses to a distributor 136, Which determines Which local 
processes need to be noti?ed of the response and What 
action, such as Waking up a local process, needs to be taken. 
Distributor 136 then uses a local interface to communicate 
such responses and take appropriate action. 

[0071] Another aspect of the current invention is that, in 
order to maintain consistency betWeen socket function calls, 
the present invention may employ a separate shadoW socket 
and real socket and use of a socket agent to communicate 
betWeen a user process and an I/O process even When the 
user process and the I/O process reside Within the same 
memory space. 

[0072] In one speci?c embodiment of an environment 
incorporating the invention, there are as many as three agent 
processes in each distributed memory space, one handling 
sockets, one handling pipes, and one handling FIFOs. Alter 
native embodiments could employ one agent process, or 
more than one, to handle different interprocess communi 
cation resources. For eXample, one agent process could 
handle pipes and FIFOS and a different agent process could 
handle sockets. 

OS Kernel Code Functions in Distributed Select( ) 
[0073] In one speci?c embodiment of the present inven 
tion, OS kernel code performs several functions to imple 
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ment the distributed select( The kernel accepts and vali 
dates input parameters from processes calling select( ) and 
gathers and formats return parameter information. It marks 
kernel data structures to provide information needed by the 
local agent process. And it builds the select( ) messages 
Which are sent to remote processes. 

[0074] The OS kernel in one embodiment invokes the 
system call “WAIT” to suspend the select( ) calling process. 
The calling process is aWakened by the agent if an FD 
becomes ready, or by the OS kernel if select( ) times out or 
is interrupted by a signal. If the calling process is aWakened 
due to an FD becoming ready, it still needs to learn Which 
FD of interest is ready and for Which operation (read/Write/ 
exception). One optimiZation of the present invention is to 
provide the agent With the location of a linked list of data 
structures containing information regarding ready FDs. 
When a calling process is aWakened, the OS kernel (on 
behalf of the calling process) Will peruse this list to learn 
Which FDs are ready. The kernel checks Whether these FDs 
are ones the calling process is interested in. If so, the kernel 
updates the calling-process-provided bitmaps and returns 
control to the calling process. If not, the kernel suspends the 
calling process again and Waits for FDs of interest to become 
ready. 

Reducing Messages BetWeen CPUs 

[0075] A bene?t of the present invention concerns hoW 
multiple instances of the same connection or FD eXisting on 
the local CPU are handled. As is knoWn in the art, a calling 
process may fork() and create child processes Which inherit 
the parent’s open FDs, or the calling process may call dup( 
) and obtain multiple FDs Which refer to the same connec 
tion. In either of these cases, it is possible that select may be 
called such that interest is indicated for the same FD 
multiple times. Both parent and child may call select( ) on 
an FD independently, or a single process may call select( ) 
using multiple FD s that refer to the same open. In order to 
reduce message bandWidth on bus 50 and improve system 
performance, it is desirable to send only a single select( ) 
message to the remote process indicating that a particular 
FD and event on that FD are of interest. 

[0076] According to the invention, When a second select( 
) request comes into the local OS kernel, that select is passed 
to the local agent process Which checks against a database it 
maintains to determine that the remote process has already 
been contacted regarding that FD and therefore there is no 
need to send another message to the remote process (Step 
T6). HoWever, the agent process records that this second 
select( ) call Was made so that When the remote process 
sends a response indicating that the FD has become ready, 
the response is distributed to all calling processes that called 
select( ) and/or to multiple duplicate FDs in the same 
process. Not sending unnecessary duplicate select( ) 
requests to the remote process saves duplicate messages on 
bus 50 on both the transmit and receive end of the select. 

Fault Tolerance 

[0077] The present invention provides a mechanism for 
increased fault tolerance of select( ) functions and interpro 
cess communication in a distributed memory environment 
such as shoWn in FIG. 2. According to this aspect of the 
invention, an agent process Will, from time to time, check to 
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see if remote processes to Which it is maintaining connection 
information are still active in a remote CPU. If a remote 

process terminates unexpectedly, the local agent Will 
become aWare of this and Will inform local processes that 
may be paused or asleep, Waiting for action by the remote 
process to aWaken and to take appropriate action. According 
to this aspect of the invention, the distributed memory 
system as shoWn in FIG. 2 is fault-tolerant in that one entire 
memory space and its associated CPU can fail, and the 
overall environment Will continue to function and recover 
from the failure of one piece. 

Scalability 

[0078] The present invention also provides a means for 
increased scalability in a distributed memory system such as 
that shoWn in FIG. 2. According to this aspect of the 
invention, any number of additional memory spaces With 
CPUs may be added to an integrated system, each separate 
space having its oWn set of agent processes to handle socket, 
FIFO, and pipe connections. The invention Will Work much 
the same Way regardless of the number of additional 
memory space environments that are added to the system. 

Variations of Implementation for FIFOs and Pipes 

[0079] According to the present invention, interprocess 
communications may be handled identically for different 
types of interprocess connections such as sockets, pipes, or 
FIFO. HoWever, the invention also alloWs for variations in 
the handling of different types of interprocess connections in 
order to optimiZe performance. 

[0080] As shoWn in FIG. 2, a separate agent process may 
be created in each memory space for sockets, FIFOS, and 
pipes. According to an embodiment of the invention, a pipe 
agent such as 32c may operate similarly to the socket agent 
previously described, With the difference being that, for a 
pipe connection, the pipe agent such as 32c communicates 
With a remote pipe agent such as 33c rather than commu 
nicating With a remote I/O process. In this case, the remote 
pipe agent 33c may create a shadoW pipe 27b to communi 
cate data locally With the USER_PROCESS_C. Pipe agent 
communications such as those betWeen 32c and 33c take 
over the CPU system bus 50 as for sockets. Such agent to 
agent communications are not necessary for socket commu 
nication, because in the case of sockets, there is alWays a 
continuously running remote l/O process that can create the 
remote real socket and can send a receive messages on the 
remote end. FIFOs and pipes are not automatically associ 
ated With such a continuously running process, and so agent 
to agent communication is used. 

[0081] HoWever, the essential operation of the invention 
for sockets, pipes, and FIFOs is similar. In each case, an 
operating system according to the invention facilitates inter 
process communications and the select function by provid 
ing a continuously running process at both ends of a remote 
interprocess connection. In the case of sockets, on one end 
this continuously running process is the socket agent and on 
the other end it is the I/O process itself. The 1/0 process, like 
the agents, is speci?cally designed to operate in the distrib 
uted environment and is able to send and receive messages 
directed to the remote memory spaces. 

[0082] It should be further understood that according to 
the present invention, a distributed select function may also 
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be used With other types of ?les, including directories and 
disk ?les. These tWo ?le types are alWays ready for reading 
and Writing and never ready for eXceptions, so the imple 
mentation of select( ) for these ?les, even in a distributed 
environment, is trivial in that once select( ) determines the 
?le type, the status is knoWn. 

Variations of Implementation for TTYs 

[0083] According to another embodiment, a TTY ?le, also 
called the character ?le, has select implemented in the same 
Way as select is called on sockets. According to the inven 
tion, TTY select( ), similar to socket select( ), relies on a 
central I/O process to keep the controlling data structures. 
HoWever, in the case of TTY, I/O process A 22b Would be 
a Telnet server, and is responsible for maintaining the state 
of the data structures that hold the state of the open TTY 
connections. The Telnet server is also responsible for com 
municating With a TTY agent process in each CPU to give 
back the status to the select( ) and the agent process in each 
CPU Wakes up processes Waiting for TTY select indications. 

Contention Mode and Data ForWarding Mode 

[0084] The present invention, in one embodiment, may 
provide for tWo different modes by Which data received by 
an I/O process such as 22b is transmitted to a remote 

memory space. 

[0085] The normal case is data forWarding mode in Which, 
as soon as data is received by process 22b, process 22b 
eXamines the port address of the data and looks up the 
ultimate address of the data in SOCKET_A. From 26a, 
process 22b determines that the data is destined for process 
24a on memory 10a. Process 22b then composes a message 
to SOCKET_AGENT_1, including the packet data, and 
sends the message over bus 50. When the message is 

received by SOCKET_AGENT_1; SOCKET_AGENT_1 
places the packet data in the memory location speci?ed by 
SHADOW_SOCKET_A, and then Wakes up user process 
24a as appropriate. 

[0086] The invention also may provide a contention mode 
forWarding strategy. I/O process 22b operates in contention 
mode When it determines that user processes in more than 
one memory space are interested in reading data from a 
particular socket. In that case, packet data cannot be for 
Warded to a shadoW socket, because I/O process 22b does 
not knoW What process Will neXt do a read on the data. In 
contention mode, the packet data is then stored at SOCK 
ET_A, and a message indicating that data is ready is sent 
over bus 50. When a read( ) is invoked by a local process 
such as 26b, that read is forWarded by the OS to the local 
socket agent, Which then sends a message over bus 50 to 
process 22b to deliver a packet of data. In this Way, the 
sockets protocol of alWays delivering the neXt available 
packet to the neXt read request is preserved. 

Invention on Computer Readable Media 

[0087] FIG. 6 illustrates an eXample of a computer system 
that may be used to eXecute softWare embodying aspects of 
the present invention. FIG. 6 shoWs a computer system 700 
Which includes a monitor 703, screen 705, cabinet 707, 
keyboard 709, and mouse 711. Mouse 711 may have one or 
more buttons such as mouse buttons 713. Cabinet 707 is 
shoWn housing a disk drive 715 for reading a CD-ROM or 
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other type disk 717. Cabinet 707 also houses the multiple 
computer processors and memory spaces as shoWn in FIG. 
2. According to one embodiment of the invention, the 
invention may be incorporated into operating system soft 
Ware or system utility softWare recorded onto a medium 
such as disk 717 Which, When loaded into an appropriate 
computer system causes the system to perform the described 
method. 

[0088] The present invention has been described With 
reference to speci?c embodiments, but other embodiments 
Will be obvious to persons of skill in the art. In particular, 
method steps are grouped functionally for the purposes of 
understanding the invention. It Will be understood by those 
of skill in the art, hoWever, that various method steps could 
be performed in different orders or could be placed in 
different functional groupings Without changing the essen 
tial nature of the invention. The invention, therefore, should 
not be limited eXcept as provided in the attached claims. 

What is claimed is: 
1. A distributed operating system incorporating a distrib 

uted select function, comprising: 

a ?rst agent running in a ?rst memory space; 

a second agent running in a second memory space; 

a ?rst data structure for interprocess communication 
residing in the ?rst memory space; and 

a second data structure for interprocess communication 
residing in the second memory space; 

Wherein the ?rst and second agents send and receive 
messages betWeen the ?rst and the second memory 
spaces and provide a standard select function interface 
to user processes. 

2. A distributed computing environment, comprising: 

a plurality of central processing units; 

a plurality of memory spaces; 

a communication channel for communicating messages 
betWeen the plurality of central processing units; 

a ?rst agent running in a ?rst memory space; 

a second agent running in a second memory space; 

a ?rst data structure for interprocess communication 
residing in the ?rst memory space; and 

a second data structure for interprocess communication 
residing in the second memory space, 

Wherein the ?rst and second agents send and receive 
messages betWeen the ?rst and the second memory 
spaces and provide a standard select function interface 
to user processes. 

3. Amethod in a computing environment having multiple 
CPUs and multiple memory spaces for facilitating commu 
nication betWeen a process in a ?rst memory space and a 
process in a second memory space, comprising: 

creating a ?rst agent process in the ?rst memory space; 

directing to the agent a request by a ?rst process for 
creating an interprocess connection to a process in a 
second memory space; 
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creating a data structure in the ?rst memory space for 
facilitating interprocess communication; 

transmitting a message representing the request from the 
agent to the second memory space; 

receiving the request at a second process in the second 
memory space; 

creating a data structure in the second memory space for 
facilitating interprocess communication; 

using the ?rst and the second data structures to commu 
nicate data With processes in the respective memory 
spaces; and 

using the agent and the second process to communicate 
data betWeen the data structures. 

4. The method according to claim 3 Wherein the ?rst 
process is unaWare that it is running in a distributed memory 
space environment. 

5. The method according to claim 3 Wherein the process 
in the second memory space is a second agent. 

6. The method according to claim 3 Wherein the second 
process in the second memory space is a continuously 
running I/O process. 

7. In a distributed computing environment, a computer 
readable medium embodying program code With instruc 
tions for facilitating communication betWeen a process 
eXisting in a ?rst memory space and a process eXisting in a 
second memory space, comprising: 

instructions for creating a ?rst agent process in the ?rst 
memory space; 

instructions for directing to the agent a request by a ?rst 
process for creation of an interprocess connection to a 
process in a second memory space; 

instructions for creating a data structure in the ?rst 
memory space for facilitating interprocess communi 
cation; 

instructions for transmitting a message representing the 
request from the agent to the second memory space; 

instructions for receiving the request at a second process 
in the second memory space; 

instructions for creating a data structure in the second 
memory space for facilitating interprocess communi 
cation; 

instructions for using the ?rst and the second data struc 
tures to communicate data With processes in the respec 
tive memory spaces; and 

instructions for using the agent and the second process to 
communicate data betWeen the data structures. 

8. A distributed computing system for facilitating com 
munication betWeen a process eXisting in a ?rst memory 
space and a process eXisting in a second memory space, 
comprising: 

means for creating a ?rst agent process in the ?rst memory 
space; 

means for directing to the agent a request by a ?rst process 
for creation of an interprocess connection to a process 
in a second memory space; 



US 2002/0112089 A1 

means for creating a data structure in the ?rst memory 
space for facilitating interprocess communication; 

means for transmitting a message representing the request 
from the agent to the second memory space; 

means for receiving the request at a second process in the 
second memory space; 

means for creating a data structure in the second memory 
space for facilitating interprocess communication; 

means for using the ?rst and the second data structures to 
communicate data With processes in the respective 
memory spaces; and 

means for using the agent and the second process to 
communicate data betWeen the data structures. 

9. A method for facilitating a system function call and 
interprocess communication in a distributed computer sys 
tem environment in Which tWo processes are instantiated, 
each in its oWn memory space that is associated With its 
operating system, and in Which a ?rst of the tWo processes 
calls a system function for establishing interprocess com 
munication With the second of the tWo process, comprising: 

instantiating an agent in each of the memory spaces, a ?rst 
agent in the memory space of the ?rst process and a 
second agent in the memory space of the second 
process; 

receiving the system function call from the ?rst process at 
its operating system; 

prompting the ?rst agent, in response to the system 
function call, to create a shadoW socket in the memory 
space of the ?rst process; 

prompting the second agent, in response to a message 
from the ?rst agent about the system function call, to 
create a real socket in the memory space of the second 
process, the real socket receiving data associated With 
the system function call; 

transferring the data from the real socket to the shadoW 
socket; and 

prompting the ?rst agent to Wake-up the ?rst process 
When the I/O data is available in the shadoW socket, 
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Wherein the ?rst socket is not aWare that the second 
process is in a remote memory space. 

10. A method as in claim 9, Wherein the ?rst and second 
processes are user and input/output (I/O) processes, respec 
tively, such that the real socket receives I/O data as Well as 
connection information including the I/O data destination at 
the ?rst memory space. 

11. A method as in claim 9, Wherein the system function 
call is select( 

12. A distributed computer system for facilitating a sys 
tem function call and interprocess communication in Which 
tWo processes are instantiated, each in its oWn memory 
space that is associated With its operating system and in 
Which a ?rst of the tWo processes is con?gured to call a 
system function for establishing interprocess communica 
tion With the second of the tWo process, comprising: 

means for instantiating an agent in each of the memory 
spaces, a ?rst agent in the memory space of the ?rst 
process and a second agent in the memory space of the 
second process; 

means for receiving the system function call from the ?rst 
process at its operating system; 

means for prompting the ?rst agent, in response to the 
system function call, to create a shadoW socket in the 
memory space of the ?rst process; 

means for prompting the second agent, in response to a 
message from the ?rst agent about the system function 
call, to create a real socket in the memory space of the 
second process, the socket receiving data associated 
With the system function call; 

means for transferring the data from the real socket to the 
shadoW socket; and 

means for prompting the ?rst agent to Wake-up the ?rst 
process When the U0 data is available in the shadoW 
socket, Wherein the ?rst socket is not aWare that the 
second process is in a remote memory space. 


