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DIRECTORY SERVICES SEARCHING SYSTEM 
AND METHODS 

[0001] This application is a divisional of US. Ser. No. 
08/793,575, Which is currently pending and Which is incor 
porated herein by reference in its entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to the ?eld of direc 
tory services. In particular, the present invention is directed 
to application of X500, LDAP and similar services to a 
relational database, a database design and use of the data 
base to perform X500 services. 

[0004] One aspect of the invention relates to searching 
methods and systems. 

[0005] Other aspects of the present disclosure are directed 
to an implementation using a RDBMS (Relational Database 
Management System) and also a table structure and methods 
of operation of a database application. 

[0006] 2. Description of the Related Art 

[0007] X500 is the International Standard for Electronic 
Directories [CCITT89 or ITU93]. These standards de?ne the 
services, protocols and information model of a very ?exible 
and general purpose directory. X500 is applicable to infor 
mation systems Where the data is fairly static (e.g. telephone 
directory) but may need to be distributed (e.g. across organi 
sations or countries), extensible (e.g. store names, addresses, 
job titles, devices etc.), object oriented (i.e. to enforce rules 
on the data) and/or accessed remotely. 

[0008] Relational Database Management System 

[0009] (RDBMS) provide facilities for applications to 
store and manipulate data. Amongst the many features that 
they offer are data integrity, consistency, concurrency, index 
ing mechanisms, query optimisation, recovery, roll-back, 
security. They also provide many tools for performance 
tuning, import/export, backup, auditing and application 
development. 
[0010] RDBMS are the preferred choice of most large 
scale managers of data. They are readily available and 
knoWn to be reliable and contain many useful management 
tools. There is a large base of RDBMS installations and 
therefore a large amount of existing expertise and invest 
ment in people and procedures to run these systems, and so 
data managers are looking to use this When acquiring neW 
systems. Most relational database products support the 
industry standard SQL (Structured Query Language). 

[0011] There has also been a move toWards Object Ori 
ented systems Which provide data extensibility and the 
ability to handle arbitrarily complex data items. In addition, 
many corporations and government departments have large 
numbers of database applications Which are not intercon 
nected. Data managers are looking for solutions Which 
enable them to integrate their data, and to simplify the 
management of that data. X500 and it’s associated stan 
dards provide a frameWork and a degree of functionality that 
enables this to be achieved. The fact that X500 is an 
international standard means that data connectivity can be 
achieved across corporations and betWeen different coun 
tries. 
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[0012] The problem, therefore, is to address the need of 
data managers and implement X500 With all the ?exibility 
of object-oriented systems but using an SQL product so that 
it can achieve the scalability and performance inherent in 
relational systems coupled With the stability, robustness, 
portability and cost-effectiveness of current SQL products. 

[0013] There have been a number of attempts of solving 
the above problem and over a considerable period of time. 
None of the attempts have resulted in a product Which has 
proven to be commercially accepted by the market, and thus 
in the market place there is a long felt need yet to be 
addressed. 

[0014] FIG. 1 shoWs an abstract from the “GOSIPNeWs” 
issue No. 4, dated April 1994 (Source: “Interoperability 
Products” distributed in Australia by the Centre for Open 
Systems) and Which lists X500 products currently available. 
None of these products use a SQL database as an underlying 
data store, and none of these products therefore address 
successfully the market need of implementing X500 using 
an SQL RDBMS. 

[0015] The Proceedings of IFIP WG6.6 International 
Symposium (ISBN: 0444 889 167) have published a paper 
presented by Francois Pernuchond, Cuno Lam, and Bernard 
Plattner and entitled “A Relational Data Base Design for an 
X500 Directory System Agent”. The Directory System 
disclosed, as With many prior art systems, is relatively sloW 
in operation, particularly Where the database is relatively 
extensive and is incomplete in its implementation of X500, 
such as aliases, subsearch and entry information. 

[0016] Another attempt is disclosed in the proceedings of 
IREE, ISBN 0909 394 253, proceedings Apr. 22-24, 1991 by 
C. M. R. Leung. In that disclosure, there is described a 
database scheme in Which a single entry table holds detailed 
information about each directory object, and is also incom 
plete in its implementation of X500. 

[0017] This approach has been discredited by a number of 
text books and knoWledge in the art, such as “Object 
Oriented Modeling and Design” by J. Rumbaugh, et al, 
1991, ISBN 0-13-630054-5, in Which at paragraph 17.3.8 it 
is clearly stated that “putting all entities in the one table is 
not a good approach to relational database design”. 

[0018] As noted above, there have been a number of 
attempts made to address prior art problems, but none of the 
attempts have resulted in a product Which has proven to be 
commercially accepted by the market. Of interest in this 
application, are problems associated With searching, and 
particularly the speed of searches, and the complexity of 
searches When aliases are involved or encountered. 

SUMMARY OF INVENTION 

[0019] An object of the present inventions is to address 
problems associated With searches, their speed and com 
plexity or at least one of the prior art problems. 

[0020] One aspect of the present invention provides a 
method of searching a directory service database, in Which 
the scope of search area is initially determined. Preferably, 
in a base object search, the scope is the entry itself. Prefer 
ably, in a one level search, the scope is the parent. Preferably, 
in one form, in a full tree search, the scope is the path pre?x. 
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Preferably, in another form, in a full tree search, if the path 
is broken into a number of ‘level’ columns, the scope is a 
selected level. 

[0021] In another aspect, the present invention provides a 
method of searching a directory service database, in Which 
a ?lter is applied over the search area. If a single pass 
resolution is applied, a ?lter is applied over the search area 
simultaneously. Preferably, the ?lter is a combination of one 
or more ?lter items connected by operators AND, OR or 
NOT. Preferably, the ?lter is applied using path, parent or 
LEV columns. 

[0022] A further aspect of the present invention provides, 
a method of searching a directory service database, in Which, 
in dealing With an alias during a search, a unique set of areas 
is found Which de?ne areas of the tree that need to be 
searched. Preferably, a Way of ?nding the unique set of 
areas, is to use cached alias pointers. 

[0023] In a still further aspect, the present invention pro 
vides a method of searching a directory service database, in 
Which, in dealing With an alias during navigation, caching is 
performed Where the alias points. Preferably, caching is 
preformed in an A_EID column. 

[0024] The present invention still further provides a 
method of retrieving data from directory service database, 
the method including the steps of: conducting search, col 
lecting all entries that need to be retrieved, and retrieving 
entries in parallel. 

[0025] A further aspect of the present invention provides 
a method of searching a directory service database, in Which, 
in dealing With an alias during a search, a unique set of base 
objects is found Which de?ne areas of the tree that need to 
be searched. Preferably, thereafter, a ?lter is applied to each 
area of the tree, again preferably using the path or parent 
columns. 

[0026] A still further aspect of the present invention pro 
vides a method of performing an X500 search, in Which an 
incoming distinguished name is navigated to its appropriate 
EID, and thereafter the search is performed. 

[0027] A still further aspect of the present invention pro 
vides a method of enabling single pass resolution in a search, 
?lter or subtree search of a directory service, the method 
including the step of using the path column to simulta 
neously apply an arbitrary ?lter over an arbitrary subtree. In 
the event of aliases, the path column is simultaneously 
applied an arbitrary ?lter over a uniquely resolved subtree. 

[0028] A method of enhancing application of a ?lter in a 
search service of a directory service, the method including 
the step of storing the “path” of each entry as a string. In this 
Way, each path Will be pre?xed by the path of its parent 
entry. This is useful for the ?lter in the search service. 

[0029] A detailed description of the present invention can 
be found at least in the summary of invention, and sections 
3.2, 3.4, 5.5 and 5.10. 

[0030] With regard to the remainder of the speci?cation as 
a Whole, in general, it seeks to disclose a number of other 
inventions related to the implementation of X500 services 
in a RDBMS Which supports SQL or any other relational 
language. X500 services can be invoked via a number of 
protocols, such as X500 and LDAP. 
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[0031] The scope of the present invention is outlined in 
this speci?cation, including the claims. 

[0032] In this document, at the time of ?ling, SQL is the 
most popular relational language and although it is only one 
form of relational language, the intent of the present inven 
tion is to have application to any other form of relational 
language, not just SQL. 

[0033] These inventions can be related to the folloWing 
headings: 

[0034] 
[0035] . Conceptual Design 

[0036] . Conceptual Method(s) 

1. Principal Design 

2 

3 

[0037] 4. Logical Design 
5 

6 

[0038] . Logical Method(s) 

[0039] 
[0040] 7. Example Implementation 

[0041] The X500 standard in no Way dictates hoW the 
directory is to be implemented, only its capabilities and 
behaviour. One key to solving the implementation problem 
is the realisation that X500 de?nes a ?xed set of services 
(eg Add, Modify, Search etc.) that can operate on arbitrary 
data. 

[0042] It has been discovered that problems associated 
With the prior art may be alleviated by a unique approach, by 
What may be described as inverting relational theory mod 
elling from a data modelling approach to a service modelling 
approach. That is, from the problem of: 

. Physical Design 

[0043] processing arbitrary queries on a ?xed set of 
data to the present approach of processing arbitrary 
data using a ?xed set of queries/services. 

[0044] Each service is modelled (instead of each data 
type) and the relationships betWeen each service de?ned 
(instead of the relationships betWeen each data type). 

[0045] Implementation of service modelling using rela 
tional queries to satisfy X500 services enables bene?ts of 
RDBMS to be exploited. 

[0046] The bene?ts of this approach are many. Asummary 
is illustrated in FIG. 3. Some of the bene?ts include: 

[0047] 
[0048] the ability to reduce memory requirements 

relative to memory resident systems. 

[0049] the ability to base X500 on any SQL database 
and thereby protect the investment in products, 
expertise and procedures in managing existing sys 
tems. 

[0050] the ability to achieve performance relatively 
independent of siZe and relatively independent of the 
complexity of the data type. Every data type is 
treated generically. Every data type has an index on 
it. The result of indexing gives the ability to ef? 
ciently search the directory Without caching large 
portions of directory into memory. Unlike the prior 
art Where either only one index can be used to satisfy 
one given query or large portions of information is 
system intensively cached and searched in memory. 

relatively fast starting time. 
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[0051] the ability to support different languages (e.g. 
Spanish, Hebrew and Kanji) Which may have various 
collating sequences. Single, double or other byte 
character sets may also be supported. 

[0052] using a disk based model to minimise I/O and 
efficiently retrieve 1/0. 

[0053] the ability to service complex X500 searches. 

[0054] the ability to create X500 databases of far 
greater siZe than previously possible, Without com 
promising performance or robustness. The databases 
can be small or large (250,000, 1 million or more 

entries). 
[0055] an optimal table design minimises Wastage of 

disk space. 

[0056] the ability to leverage off hundreds of man 
years of relational database developments and use 
“industrial strength” databases With proven reliabil 
ity, integrity, security and tools for developing high 
performance applications. 

[0057] Based on this unique approach, the folloWing dis 
closure Will detail a number of inventions in an order With 
reference to FIGS. 2A and 2B, Which illustrates schemati 
cally an overvieW of the present X500 system. The table and 
column, names, order of columns and numeric values dis 
closed are given on an arbitrary basis in the overvieW. The 
number of columns disclosed represent a preferred operable 
requirement. Additional columns do not alter the use of the 
table as herein contemplated. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0058] FIG. 1 is an illustration of a table that lists X500 
products currently available, none of Which use a SQL data 
base as an underlying data store. 

[0059] FIG. 2A is an illustration schematically of an 
overvieW of the present invention, particularly the principal 
design and the corresponding conceptual design, as applied 
to the provision of a table structure for an X500 system. 

[0060] FIG. 2B is an illustration schematically of an 
overvieW of the present invention, particularly the logical 
design and the corresponding physical design, as applied to 
the provision of a table structure for an X500 system. 

[0061] FIG. 3 is an illustration of a pie chart that provides 
a summary representation of the bene?ts of implementing 
service modeling using relational queries to satisfy X500 
services. 

[0062] FIG. 4 is an illustration of a hierarchy Within a 
hypothetical organiZation, arranged as a tree, that is used to 
explain the services that may be provided according to the 
present invention. 

[0063] FIG. 5 is an illustration of a hierarchy Within a 
hypothetical organiZation, arranged as a tree, that has an 
alias referencing a different branch of the tree, according to 
the present invention. 
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DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0064] 1. Principal Design 

[0065] The X500 prior art attempts at implementation 
have been unable to overcome the relatively basic structural 
and operational differences betWeen the X500 requirements 
and functionality and SQL. The X500 standard has a 
particular structure by nature, Whereas SQL is designed to 
operate on relational structured tables. 

[0066] For a typical relational database application, the 
nature of data is Well knoWn, i.e. tables Will consist of a 
number of columns and each column contains data relating 
to a particular data type (see Table B1). The different data 
types that can be stored is limited to the columns of the table. 
The data types are also limited to the types supported by the 
database (e.g. string, numeric, money, date). The database 
may also store data of a form not understood by the database 
per se, but understood by the application eg binary data. 

TABLE B1 

Employee Table 

Name Surname Title Phone 

Chris MASTERS Sales Manager 03 727-945 6 
Alana MORGAN Sales Support 03 727-9455 

[0067] If a neW data type needs to be added (e.g. mobile) 
then a neW column Will have to be added to the table. This 
can cause problems if data table changes are not easy to 
implement. Also if the neW data type is not Well used (e.g. 
less than 1% of the organisation) then signi?cant redundant 
data storage may result. See Table B2. 

TABLE B2 

Employee Table 

Name Surname Title Phone Mobile 

Chris MASTERS 
Alana MORGAN 

Sales Manager 03 727-9456 
Sales Support 03 727-9455 

018 042671 

[0068] In essence, one invention in the application of 
X500 resides in overcoming the extensibility by represent 
ing the X500 attributes of the prior art: 

empl # name age salary 

[0069] as described above, as 

type syntax value, 

[0070] the latter representation being an extensible 
representation and is thus adapted to implementation 
With SQL. The latter representation is knoWn as 
meta-data. The meta-data “value” may be binary. 
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[0071] A further development based on the above princi 
pal design is the adaption of the ‘principal design’ to X500. 
This adaption has been realised by the provision of a 
‘property table’, in Which object name and parent name is 
added to the ‘principal design’. 

[0072] Further bene?ts accrue from the implementation 
disclosed above; including: 

[0073] a. independence of complexity of ?lter - the 
implementation disclosed may utilise a query opti 
miser provided in SQL, and therefore there is no 
need to replicate a query optimiser in each propri 
etary database to Which the present invention is 
applied, 

[0074] b. independence of siZe—the implementation 
disclosed has the ability to be scaled, 

[0075] c. independence of depth of tree—the imple 
mentation disclosed has hierarchy comparability, 

[0076] d. performance—if index is put on the type 
column, then each and every type is indexed. 

[0077] 2. Conceptual Design 

[0078] The prior art has had dif?culty in implementing 
X500 as it has not been structured for extensibility, object 
oriented and hierarchy Which are requirements of X500. 

[0079] This is addressed, in one form, by functionally 
decomposing the ‘property table’ and thus resulting in What 
is called the Conceptual Design. 

[0080] The conceptual design resides in providing at least 
one of: 

[0081] 1. Attribute table, Where extensibility is 
addressed by alloWing the de?nition of a neW 
attribute type in this table by adding a roW to the 
table; 

[0082] 2. Object table, Which de?nes the attributes 
Within each object; and/or 

[0083] 3. Hierarchy table, Which de?nes the relation 
ship betWeen the objects. 

[0084] In another invention, this problem is addressed by 
providing table structures in accordance With those disclosed 
in FIGS. 2A and 2B. 

[0085] Yet further inventions reside in addressing prob 
lems of data tolerance by providing in the present X500 
system for the replacement of the ‘value’ column of the 
object table With value ‘norm’ and value ‘raW’ columns 
and/or replacing the RDN column in the hierarchy table With 
‘name norm’ and ‘name raW’ columns. 

[0086] Further, the dif?culty in prior art of accommodat 
ing aliases is addressed in the present X500 system by 
providing an ‘alias’ column in the hierarchy table. The ‘alias’ 
column is ?agged to indicate that, that entry is an alias. 

[0087] Further re?nement may be provided by replacing 
the ‘alias’ column With alias and A-EID columns. The A-EID 
provides information about Where the alias points. 

[0088] Still further re?nement may be provided by replac 
ing the ‘parent’ column in the hierarchy table With ‘parent’ 
and ‘path’ columns. 
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[0089] The ‘path’ addresses the problem of implementing 
X500 search, With aliases and subtrees. The ‘path’ has at 
least tWo unique properties: a) to determine the absolute 
position in the hierarchy; and b) it is used to determine if an 
entry is in a given subtree by its pre?x. 

[0090] 3. Conceptual Method 

[0091] A number of unique methods of interrogating the 
conceptual design are disclosed in the detailed description 
folloWing, including: 

[0092] a) mapping the X500 services into a sequence 
of SQL statements; 

[0093] b) the search strategy is to apply the ?lter over 
the search area using the path or parent columns, 
and/or; 

[0094] c) in dealing With aliases during navigation— 
Where an alias points is cached In the A_EID col 
umn; 

[0095] d) in dealing With alias during search—?nd 
the unique set of base objects Which de?ne areas of 
the tree that need to be searched, and then apply b) 
above to each area of the tree. 

[0096] Afurther invention is realised by using the attribute 
table for incoming data to ?nd the AID from the X500 
object ID and outgoing data read from the database, vice 
versa. 

[0097] Furthermore, for any incoming distinguished 
name, it is navigated to its appropriate EID, then each search 
is performed as required by X500. 

[0098] Still furthermore, for a search, ?lter and subtree 
searches can be provided by a single pass resolution and 
using the path column. One invention is to utilise a ‘path’ 
?eld to simultaneously apply an arbitrary ?lter over an 
arbitrary subtree. The complications of aliases is handled by 
applying the above method to a uniquely resolved subtree. 

[0099] Yet another unique method is to store the “path” of 
each entry as a string. Each path Will then be pre?xed by the 
path of its parent entry. This is useful for the ?lter in the 
search service. 

[0100] 4. Logical Design 

[0101] The logical design is based on a service decompo 
sition of the conceptual design, though the realisation that 
X500 service components are independent. 

[0102] The advantages accruing from this include: 

[0103] 1. Reduces the number of indexes per table, as 
more tables are provided. It has been found that 
primary indexes are most ef?cient (speed, siZe) and 
secondary indexes may have large overheads (speed, 
siZe). 

[0104] 2. Enable data in tables to be clustered. Clus 
tering occurs as a result of its primary key (storage 
structure) and thus data may be organised on disk 
around its key. Eg for the ‘search‘ table, surnames 
may be clustered together. 

[0105] 3. Management—smaller tables are easier to 
manage, e.g. faster to update indexes, collect statis 
tics, audit, backup, etc. 
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[0106] 4. Reduced I/O—speed improvements due to 
smaller roWs, means more roWs per page and thus 

operations perform less I/O’s. 

[0107] 5. Logical Methods 

[0108] A number of unique methods of interrogating the 
logical design tables are disclosed in the detailed description 
folloWing. 

[0109] In addition, one method resides in caching the 
attribute table. Thus, (With the exception of initial loading) 
no SQL statements are issued to the database. In the present 
X500 system, conversions are performed in memory. This 
provides a substantial speed advantage. 

[0110] Further, validation is performed in memory Which 
avoids database roll-back. Roll-backs are time and system 
consuming. 

[0111] Still further, for the arbitrary ?lter, a dynamic SQL 
equivalent is built. This enables arbitrary complexity in 
X500 searches. 

[0112] Also for search results, the present system utilises 
set orientation queries of SQL to avoid ‘roW at a time’ 
processing. Thus search results may be assembled in parallel 
in memory. 

[0113] 6. Physical Design 

[0114] NeW tables and neW columns are introduced to 
overcome column Width and key siZe restrictions and to 
achieve space optimisations. 

[0115] The folloWing text is a disclosure of embodiments 
of the inventions outlined: 

[0116] 1. Principal Design 

[0117] With reference to FIG. 2A, the principal design 
addresses the basic problem of representing the extensible, 
object oriented and hierarchical nature of X500 in relational 
tables. In this section it Will be disclosed (With examples) 
that the principal table design can be represented by a single 
table as shoWn in Table 1 beloW. 

TABLE 1 

X500 Property Table 

object name parent name type syntax value 

[0118] Throughout this and the folloWing sections all 
column names and their positions in each table are arbitrary. 
The intent is to de?ne What they contain and hoW they are 
used. 

[0119] 1.1 Extensibility 

[0120] For a typical relational database application, the 
nature of data is Well knoWn, i.e., tables Will consist of a 
number of columns and each column contains data relating 
to a particular data type (see Table 1.1a). The table is self 
descriptive, ie the relations betWeen data items is implied 
by being on the same roW (this is the basis of relational 
theory). 
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TABLE 1.1a 

Typical relational table 

name surname title phone 

Chris MASTERS Sales Manager 03 727-9456 

Alana MORGAN Sales Support 03 727-9455 

[0121] HoWever, the above approach is not extensible 
because the number of different data types is limited to the 
number of columns of the table. If a neW data type needs to 

be added (e.g. mobile phone number) then a neW column 
Will have to be added to the table (see Table 1.1b). Any 
application accessing this table Will need to be updated to 
explicitly query it. 

TABLE 1.1b 

Relational table With an extra column 

name surname title phone mobile 

Chris MASTERS 
Alana MORGAN 

Sales Manager 03 727-9456 
Sales Support 03 727-9455 

018 042671 

[0122] Other problems also exist in practice. If the neW 
data type is not Well used (eg less than 1% of the organi 
sation has a mobile phone) then the table Will be sparse (eg 
if a given person does not have a mobile then that roW/ 

column entry Will be NULL). Also, the data types are limited 
to the types supported by the database (eg string, numeric, 
money, date, etc.). 

[0123] The solution is to treat the data types as generic. 
The present invention adopts the method of representing 
arbitrary attributes (eg XOM [X/OPEN Object Manage 
ment] API [Application Programming Interface]) as a type, 
syntax, value combination (see Table 1.1c) 

TABLE 1.1c 

Representing arbitrary attributes 

type syntax value 

Name String Chris 
Surname String MASTERS 
Title String Sales Manager 
Phone Numeric 03 727-9456 
Mobile Numeric 018 042671 

[0124] 1.2 Object Oriented 

[0125] X500 de?nes objects (eg people, organisations, 
etc.) Which may contain an arbitrary number of “attributes”. 
Since many objects must appear in the table a mechanism is 
required to distinguish each object. An “object name” col 
umn is added to the table for this purpose (see Table 1.2a). 
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TABLE 1.2a FIG. 1.3b 

Representing objects With arbitrary values 
X500 Property Table 

object name type syntax value 

b‘ t t t t 1 Chris Masters Name String Chris 0 16C name paren name ype Syn ax Va ue 

Chris Masters Surname String MASTERS 
Chris Masters Title String Sales Manager Datacraft root Organisation String Datacraft 
Chris Masters Phone Numeric O3 727'9456 Datacraft root Address Postal PO Box 353 
Chris Masters Mobile Numeric 018 042671 
Alana Morgan Name String Alana Address croydon VIC 
Alana Morgan Surname String MORGAN Chris Masters Datacraft Name String Chris 
Alana MOrgan Title String _ Sales Support Chris Masters Datacraft Surname String MASTERS 

Alana Morgan Phone Numenc 03 727-9455 Chris Masters Datacraft Title String Sales Manager 

Chris Masters Datacraft Phone Numeric 03 727-9456 

[0126] The above method allows any number of attributes Chns Masters Datacraft Moblle Nu_mem 018 042671 
to be assigned (related) to an entry. These attributes could be Alana Morgan Datacraft Name Stung Alana 
of arbitrary complexity (eg a multi-line postal address Alana Morgan Dataeraft Surname Stung MORGAN 
could be handled). As the number of columns is ?xed neW Alana Morgan Datacraft Title String Sales Support 
attributes can be added to any object Without having to Alana Morgan Datacraft Phone Numeric 03 727-9455 
rede?ne the application. If a neW attribute is added then an 
application that reads the entry Will get back an extra roW. 

[0127] 1.3 Hierarchical [0130] Note that the root of the tree has no parent. Thus, 
_ _ _ if both Chris and Alana Work for Datacraft and Datacraft is 

[0128] Amethod of representing hierarchical systems (eg . . 
. . . . . a child of the root then We can say that Chris and Alana are 

parts explosion) 15 to use a parent/child combination (see _ _ _ 
Table 1 3a) children of Datacraft and that Datacraft IS the parent of Chris 

and Alana. 

TABLE 13a [0131] 2. Conceptual Design 
Parts explosion hierarchy _ _ _ 

[0132] In Section 1 it Was shoWn that a single Property 
parent Child Table could represent the extensible, object oriented and 
Car engine hierarchical nature of X500 (see Table 2a). 
car fuel system 

- - -_ - - - TABLE 2a 

engine carburettor 

engine Pistons Property Table 

carburettor £1161 Valve object name parent name type syntax value 
carburettor air valve 

[0133] With reference to FIG. 2A in this section it Will be 
[0129] X500 de?nes its objects to be hierarchical. The Shown that full X500 functionality can be represented by 
relationships between objects folloW a tree structure Where llSlIlg three tables as ShOWIl belOW (See Table 2b and FIG 
each object has a parent object and each parent can have Zero 2A). 

TABLE 2b 

Full Conceptual Design 

Hierarchy Table 

EID Parent Path Alias AiEID NameNorm NameRaW 
Object Table 

EID AID VID Distin ValueNorm ValueRaW 

w 
AID Type Syntax ObjectId 

or more children. This relationship can be represented in a 
general PROPERTY table by the addition of a “parent 
name” column, Which is used to store the name of the parent 

object (see Table 1.3b). 

[0134] The conceptual design addresses major problems 
With implementing full X500 functionality in relational 
tables. As each major design issue is presented, examples are 
provided to illustrate the solution. 
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[0135] 2.1 Functional Decomposition 

[0136] The Property Table (FIG. 2A) can be decomposed 
into separate tables that re?ect the hierarchical, object ori 
ented and extensible nature of X500, preferably as folloWs; 

[0137] a Hierarchy Table Which de?nes the structural 
relationship betWeen objects. 

[0138] an Object Table Which de?nes the attribute 
values Within each object. 

[0139] an Attribute Table Which de?nes the different 
attribute types. 

[0140] These tables result from a process called functional 
decomposition. 

[0141] To address the problem of correlating the relation 
ships betWeen tables, arbitrary numeric identi?ers are intro 
duced. The EID or “entry identi?er” correlates each object 
With its hierarchy information. The AID or “attribute iden 
ti?er” correlates each value in the object table With its 
attribute information. 

[0142] The design is considered very ef?cient because the 
repeating groups in the Property table (type-syntax and 
object name-parent name) have been removed. Also, for 
SOL, the joining columns are simple integers. 

TABLE 2.1 

Basic Conceptual Design 

Hierarchy Table 

EID Parent Name 

10 0 Datacraft 
30 10 Chris Masters 
31 10 Alana Morgan 

Object Table 

EID AID Value 

10 10 Datacraft 
10 16 PO Box 123 CROYDON 
30 3 Chris 
30 4 MASTERS 
30 12 Sales Manager 
30 20 03 727-9456 
31 3 Alana 
31 4 MORGAN 
31 12 Sales Support 
31 20 03 727-9455 

Attribute Table 

AID Type Syntax 

3 Name string 
4 Surname string 

10 Organisation string 
12 Title string 
16 Postal Address address string 
20 Phone telephone string 

[0143] 2.2 X500 Attributes 

[0144] X500 attributes have a protocol identi?er Which is 
transferred When any data is communicated betWeen end 
systems. These identi?ers are internationally de?ned and are 
called OBJECT IDENTIFIERS (e.g. 2.5.4.4 means a sur 
name string). Thus an “ObjectId” column can be added to 
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the Attribute table so that conversions betWeen X500 object 
identi?ers and the internal attribute identi?ers can be per 
formed. 

[0145] In addition, X500 alloWs an attribute to have an 
arbitrary number of values (eg the mobile phone could be 
treated just as a second telephone number). Thus a “value 
identi?er” or VID is introduced to identify values Within an 
attribute in the Object Table. 

TABLE 2.2 

Conceptual Design With X500 attributes 

Hierarchy Table 

EID Parent Name 

10 0 Datacraft 
30 10 Chris Masters 
31 10 Alana Morgan 

Object Table 

EID AID VID Value 

10 10 1 Datacraft 
10 16 1 PO Box 123 

CROYDON 
30 3 1 Chris 
30 4 1 MASTERS 
30 12 1 Sales Manager 
30 20 1 03 727-9456 
30 20 2 018 042671 
31 3 1 Alana 
31 4 1 MORGAN 
31 12 1 Sales Support 
31 20 1 03 727-9455 

Attribute Table 

AID Type Syntax ObjectId 

3 Name string 2.5.4.3 
4 Surname string 2.5.4.4 

10 Organisation string 2.5.4.10 
12 Title string 2.5.4.12 
16 Postal Address address string 2.5.4.16 
20 Phone telephone string 2.5.4.20 

[0146] 2.3 X500 Names 

[0147] In X500, each entry uses one or more of its 
attribute values (Distinguished Values) for naming the entry. 
A“Disting” column is added to the Object Table to ?ag the 
distinguished values. 

[0148] The Distinguished Values combine to form a Rela 
tive Distinguished Name (RDN) Which names the entry. The 
“Name” column in the Hierarchy table stores the RDN. This 
is an optimisation that negates the need for the RDN to be 
constructed from the distinguished values in the Object 
table. 

[0149] An entry is uniquely named by a Distinguished 
Name (DN) Which consists of all the RDN’s of the of its 
ancestors doWn from the root and the RDN of the object 
itself. An innovation is to add a “path” column to the 
Hierarchy table Which de?nes the absolute position of the 
entry in the tree as a list of EID’s. The path has three 
important properties; 

[0150] 1) enables fast construction of DN’s, (the EID 
list de?nes all the RDN’s) 
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[0151] 2) enables fast subtree searches (see Concep 
tual Methods), 

[0152] 3) it is independent of its DN (any of the 
RDN’s in the DN can be renamed Without affecting 

Aug. 8, 2002 

TABLE 2.4-continued 

Conceptual Design With X500 attributes, names and aliases 

31 10 10.31. 0 0 Alana, 
the Path) MORGAN 

35 10 10.35. 1 31 Support 
TABLE 2.3 Engineer 

Conceptual Design With X500 attributes and names Oblect Table 

Hierarchy Table EID AID VID Disting Value 

EID Parent Path Name 10 10 1 1 Dat?cfaft 
10 16 1 0 PO BOX 123 

10 0 10. Datacraft CROYDON 
30 10 10.30. Chris, MASTERS 30 3 1 1 Chris 
31 10 10.31. Alana, MORGAN 3O 4 1 1 MASTERS 

30 12 1 0 Sales Manager 
Object Table 30 20 1 0 03 727-9456 
— 30 20 2 0 018 042671 

EID AID VID Disting Value 31 3 1 1 Alana 
31 4 1 1 MORGAN 

10 10 1 1 Datacraft 31 12 1 0 Sales Support 
10 16 1 0 P0 BOX 123 31 20 1 0 03 727-9455 

CROYDON 35 4 1 1 Support Engineer 
30 3 1 1 Chris 35 7 1 0 Datacraft/Alana,Morgan 
30 4 1 1 MASTERS 

30 12 1 0 Sales Manager Attribute Table 
30 20 1 0 03 727-9456 — 

3O 2O 2 O 018 042671 AID Type Syntax ObjectId 
31 3 1 1 Alana 

Z] 1; i (1) giilgiggort 1 Alias Name Distinguished 2.5.4.1 
31 20 1 0 03 727-9455 Nafne 

3 Name string 2.5.4.3 

Attribute Table 4 Surname string 2.5.4.4 
— 10 Organisation string 2.5.4.10 

AID Type Syntax ObjeCtId 12 Title string 2.5.4.12 
16 Postal Address address string 2.5.4.16 

3 Name string 2.5.4.3 20 Phone telephone string 2.5.4.20 
4 Surname string 2.5.4.4 

10 Organisation string 2.5.4.10 
12 Title string 2.5.4.12 
16 Postal Address address string 25.4.16 [0156] 2.5 X500 Data Tolerance 
20 Phone telephone string 2 5.4.20 

[0153] 2.4 X500 Aliases 

[0154] X500 also has the concept of ‘aliases’. An alias 
object effectively points to another entry and thus provides 
an alternate name for that entry. Thus an “alias” ?ag is added 
to the Hierarchy Table. When an alias is discovered during 
Navigation (i.e. the supplied DN contains an alias), then the 
alias value must be read from the Object Table. This alias 
DN must be resolved to Where the alias points before 
Navigation of the original entry can continue. 

[0155] An innovation is to use an “aliased EID” column or 
A_EID to store “Where” the alias “points to”. This removes 
the need to repeatedly navigate through an alias. 

TABLE 2.4 

Conceptual Design With X500 attributes, names and aliases 

Hierarchy Table 

EID Parent Path Alias AiEID Name 

10 0 10. 0 0 Datacraft 
30 10 10.30. 0 0 Chris, 

MASTERS 

[0157] Every X500 attribute has a (internationally 
de?ned) syntax. X500 attribute syntaxes de?ne hoW each 
attribute should be treated. In all string syntaxes (e.g. 
Printable, Numeric etc.) super?uous spaces should be 
ignored. In some syntaxes the case is not important (e.g. 
Case Ignore String and Case Ignore List) and so the names 
“Chris Masters, “Chris MASTERS” and “ChRis MaSTeRS 
” are considered identical. 

[0158] In order to do comparisons (e.g. search for a 
particular value), the syntax rules can be applied to create a 
normalised form (eg “CHRIS MASTERS”). If this norma 
lised form is stored in the database, then any variations in 
input form are effectively removed, and exact matching can 
be used (Which is necessary When using SQL). 

[0159] Both the normalised data and “raW” data are stored 
in the database. The “raW” data is necessary so that users can 
retrieve the data in exactly the same format as it Was 
originally input. As per the X500 and LDAP standard, data 
received from a user, raW data, accords With ASN.1 
(Abstract Syntax Notation No.1). Thus the “Name” column 
in the Hierarchy Table becomes the “NameRaW” and a 
“NameNorm” column is added. Similarily, the “Value” 
column in the Object Table becomes the “ValueRaW” and a 
“ValueNorm” column is added. 
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TABLE 2.5 

Full Conceptual Design 

Hierarchy Table 

EID Parent Path Alias AiEID NameNorm NameRaW 

10 0 10. 0 0 DATACRAPT Datacraft 
30 10 10.30. 0 0 CHRIS, MASTERS Chris, 

MASTERS 

31 10 10.31. 0 0 ALANA,MORGAN Alana, 
MORGAN 

35 10 10.35. 1 31 SUPPORT Support 
ENGINEER Engineer 

Object Table 

EID AID VID Disting ValueNorm ValueRaW 

10 10 1 1 DATACRAPT Datacraft 
10 16 1 0 PO BOX 123 PO Box 123 

CROYDON CROYDON 
30 3 1 1 CHRIS Chris 
30 4 1 1 MASTERS MASTERS 
30 12 1 0 SALES MANAGER Sales Manager 
30 20 1 0 037279456 03 727-9456 
30 20 2 0 018321435 018042671 
31 3 1 1 ALANA Alana 
31 4 1 1 MORGAN MORGAN 
31 12 1 0 SALES SUPPORT Sales Support 
31 20 1 0 037279455 03 727-9455 
35 4 1 1 SUPPORT ENGINEER Support Engineer 
35 7 1 0 DATACRAPT/ALANA Datacraft/Alana,Morgan 

MORGAN 

Attribute Table 

AID Type Syntax ObjectId 

1 Alias Name Distinguished 2.5.4.1 
Name 

3 Name Case Ignore String 2.5.4.3 
4 Surname Case Ignore String 2.5.4.4 

10 Organisation Case Ignore String 2.5.4.10 
12 Title Case Ignore String 2.5.4.12 
16 Postal Address Case Ignore List 2.5.4.16 
20 Phone Telephone String 2.5.4.20 

[0160] 3. Conceptual methods 

[0161] This section introduces the basic X500 services 
and shoWs hoW the conceptual table design, shoWn in Table 
3a or FIG. 2A, is suf?cient to implement X500 services and 
their complexities. 

name in the diagram represents an object entry in the 
database. The triangle represents an alias entry, and the 
dotted line represents the connection between the alias entry 
and the object that it points to. The numbers next to each 
entry are the entry EID’S. 

TABLE 3a 

Conceptual Table Design 

Hierarchy Table 

EID Parent Path Alias AiEID NameNorm NameRaW 
Object Table 

EID AID VID Disting ValueNorm ValueRaW 
Attribute Table 

AID Type Syntax ObectID 

[0162] The example hierarchy shoWn in Table 3b, as seen [0163] In the example, entry “1” has an RDN With a value 
in FIG. 4, Will be used to illustrate these services. Each of “Datacraft”, entry “11” has an RDN With a value of 
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“Sales”, entry “20” has an RDN with a value of “Network 
Products” and entry “31” has an RDN with a value of “Alana 
Morgan”. The DN of entry “31” is made up of a sequence 
of RDN’s, namely, ‘“‘Datacraft”, “Sales”, “Network Prod 
ucts”, “Alana Morgan”. 

[0164] The alias entry “Datacraft/Networks” points to the 
entry “Datacraft”, “Sales”, “Network Products”. When navi 
gating to this entry the navigate process would ?nd the alias 
entry, then ?nd the DN of the object pointed to by the alias 
and then navigate from the root to the object entry returning 
an EID of “20” and a path of “1.11.20” 

[0165] Listed below are sample tables which show how 
data is stored. The Hierarchy table (Table 3c) shows how the 
entries for the example hierarchy are stored. The Attribute 
table (Table 3e) shows attributes which are contained in the 
entry “Datacraft/Sales/Network Products/Chris Masters”. 
The Object table (Table 3d) shows how the values of these 
attributes are stored. 

TABLE 3c 
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[0167] 

TABLE 3e 

Sample Attribute Table 

AID Type Syntax ObjectID 

3 commonName caseIgnoreString 2.5.4.3 
4 surname caseIgnoreString 2.5.4.4 

12 title caseIgnoreString 2.5.4.12 
20 telephoneNumber telephoneNumber 2.5.4.20 

[0168] Distinguished Names 

[0169] For the entry shown in the sample Object Table 
(Table 3d) two of the attributes, commonName and surname, 
are distinguished values (or naming values) which combine 
to form the RDN for the entry. This RDN is stored in the 
Hierarchy Table. 

Sample Hierarchy Table 

EID Parent Path Alias AiEID NameNorm NameRaw 

1 0 1. 0 0 DATACRAPT [Datacraft] 
10 1 1.10. 1 20 NETWORKS [Networks] 
11 1 1.11. 0 0 SALES [Sales] 
1 2 1 1.12. 0 0 MARKETING [Marketing] 
20 11 1.11.20. 0 0 NETWORK [Network] 

PRODUCTS [Products] 
30 20 1.11.20.30. 0 0 CHRIS MASTERS [Chris] 

[Masters] 
31 20 1.11.20.31. 0 0 ALANA MORGAN [Alana] 

[Morgan] 
32 20 1.11.20.32. 0 0 PETER EVANS [Peter Evans] 

Sample Object Table 

EID AID VID Disting ValueNorm ValueRaw 

30 3 0 1 CHRIS [Chris] 
30 4 0 1 MASTERS [Masters] 
30 12 0 0 SALES MANAGER [Sales Manager] 
30 20 0 0 03 727 9456 [(03) 727-9456] 
30 20 1 0 018042671 [(018)-042 671] 

Sample Attribute Table 

AID Type Syntax ObjectID 

3 commonName caseIgnoreString 2.5.4.3 
4 surname caseIgnoreString 2.5.4.4 

12 title caseIgnoreString 2.5.4.12 
20 telephoneNumber telephoneNumber 2.5.4.20 

[0166] [0170] Multi-valued Attributes 

TABLE 3d [0171] In X500, it is permissible for an attribute to be 
multi-valued. The VID column is used to distinguish 

Sample Object Table between values for an attribute. In the sample Object Table, 
the telephoneNumber attribute is multi-valued. 

EID AID VID Disting ValueNorm ValueRaw 

3O 3 O 1 CHRIS [Chris] [0172] 3.1 Mapping Services to SQL 
30 4 0 1 MASTERS [Masters] . 
3O 12 O O SALES MANAGER [Sales Manager] [0173] 3.1.1 Attribute Types and Values 
30 20 0 0 03 727 9456 [(03) 727-9456] _ _ _ _ 
3O 2O 1 O O18 042 671 [(018) _ 042 671] [0174] Any data supplied by an X500 service is supplied 

as a list of ObjectId’s and their associated values. These 
must be converted into AID’s (using the Attribute table) and 
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normalised values (using the Object table) for use by the 
X500 application. The database returns data as AID’s and 
RaW Values, Which must then be converted into Objectld’s 
and their associated values in the X500 result. 

[0175] 3.1.2 Navigation 

[0176] Each X500 service supplies a Distinguished Name 
Which is converted into an EID for use by the X500 
application. When the application processes a service it 
returns one or more EID’s. These EID’s can then be trans 

lated back into Distinguished Names in the X500 result. 

[0177] All X500 services rely on navigating the directory 
tree. To navigate to a particular entry, the folloWing proce 
dure is performed: 

[0178] Given the DN for the entry, locate the entry in 
the hierarchy table Which has an RDN equal to the 
?rst RDN in the DN. 

[0179] Store the EID. 

[0180] Recursively, locate the entry Which has an 
RDN equal to the neXt RDN in the DN and a parent 
equal to the stored EID. 

EXAMPLE 

[0181] Navigate to the entry “Datacraft/Sales/NetWork 
Products/Peter Evans”. This Will result in a number of select 
statements, With each returned EID being used as the value 
of the PARENT in the neXt statement. 

[0182] select EID from HIERARCHY 

[0183] Where PARENT=0 and RDN=“DATAC 
RAFT” 

[0184] select EID from HIERARCHY 

[0185] Where PARENT=1 and RDN=“SALES” 

[0186] select EID from HIERARCHY 

[0187] Where PARENT=11 and RDN=“NETWORK 
PRODUCTS” 

[0188] select EID from HIERARCHY 

[0189] Where PARENT=20 and RDN=“PETER 
EVANS” 

[0190] 3.1.3 Read 

[0191] Selected attributes to be read can be supplied. Only 
the values of these attributes (if they are present in the entry) 
Will be returned. 

[0192] ‘Types only’ can be selected as a read option, in 
Which case no values Will be returned. All types present in 
the entry, or those selected, Will be returned. 

[0193] Navigate to the entry to be read. Store the EID. In 
the Object Table, read the values of all roWs Which match the 
stored EID. 

EXAMPLE 

[0194] Read the entry “Datacraft/HQ/NetWork Prod 
ucts”and return all types and values. 

[0195] Navigate to the entry (as in 3.1.2) and then; 

[0196] select AID, VALUERAW from OBJECT 

[0197] Where EID=20 
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[0198] 3.1.4 Compare 

[0199] Compare returns a ‘matched’ or ‘not matched’ 
result. A raW value is input but the compare is performed 
using the normalised value. 

[0200] Navigate to the required entry. Store the EID. In the 
Object Table, test for a matching value in all roWs Which 
match the stored EID and the speci?ed AID. 

EXAMPLE 

[0201] Compare the telephone Number “03 727 
9256” With the entry “Datacraft/Sales/NetWork 
Products/Chris Masters”. 

[0202] Navigate to the entry and then; 

[0203] 

[0204] 

[0205] 

[0206] 
[0207] If a value is selected then return “matched” else 
return “not matched”. 

[0208] 3.1.5 List 

[0209] Navigate to the required entry. Store the EID. In the 
Hierarchy Table, return the RDN’s for all roWs With a parent 
matching the stored EID. 

select VALUERAW from OBJECT 

Where EID=30 

and AID=20 

and VALUENORM=“03 727 9456” 

EXAMPLE 

[0210] List from the entry “Datacraft/Sales”. 

[0211] Navigate to the entry and then; 

[0212] 
[0213] Where PARENT=11 

[0214] 3.1.6 Add Entry 

[0215] Navigate to the required parent entry. Store the EID 
of the parent. Add a neW EID to the Hierarchy table and add 
roWs to the Object table for each value in the neW entry. 

select NAMERAW from HIERARCHY 

EXAMPLE 

[0216] Add a neW entry under the entry “Datacraft/ 
Sales/Network Products”. 

[0217] Navigate to the entry and then; 

[0218] 

[0219] (EID, AID, VID, DISTING, VALUENORM, 
VALUERAW) 

[0220] values (33, 3, 1, 1, EDWIN MAHER, EdWin 
Maher) and 

[0221] insert into HIERARCHY (EID, PARENT, 
PATH, ALIAS, A-EID, NAMENORM, NAM 
ERAW) values (33, 20, 1.11.20.33.,0 ,0, EDWIN 
MAHER, EdWin Maher) 

[0222] 3.1.7 Remove Entry 

[0223] Navigate to the required entry. Check that the entry 
is a leaf on the tree, (i.e. check that it has no subordinate 

insert into OBJECT 



US 2002/0107828 A1 

entries on the tree). Store the EID. Remove the entry from 
the Hierarchy table. In the Object Table, remove all roWs 
Which match the stored EID. 

EXAMPLE 

[0224] Remove an entry (With EID=33) under the 
entry “Datacraft/Sales/NetWork Products”. 

[0225] Navigate to the entry and then; 

[0226] delete from OBJECT 

[0227] Where EID=33 

[0228] and 
[0229] delete from HIERARCHY 

[0230] Where EID=33 

[0231] 3.1.8 Modify Entry 

[0232] Navigate to the required entry. Store the EID. In the 
Object Table, Add, Remove or Modify roWs matching the 
stored EID. 

EXAMPLE 

[0233] Modify the entry “Datacraft/Sales/NetWork 
Products/Alana Morgan”. 

[0234] Add value—title=“Branch Manager”. 

[0235] Navigate to the entry and then; 

[0236] select EID, AID, VID, VALUENORM from 
OBJECT 

[0237] Where EID=31 

[0238] Test the returned roWs for an attribute of title. If 
none eXist, the attribute can be added, otherWise the attribute 
must be checked to see if it can be multi-valued and Whether 
it already eXists. 

[0239] Insert into OBJECT (EID, AID, VID, DISTING, 
VALUENORM, VALUERAW) values (31,12,1,0, 
BRANCH MANAGER, Branch Manager). 

[0240] 3.1.9 Modify RDN 

[0241] Navigate to the required entry. Check that the neW 
name (RDN) does not eXist in the current level of the subtree 
(i.e. that the neW DN is distinct). Store the EID. Modify the 
entry in the Hierarchy and Object tables. 

EXAMPLE 

[0242] Modify the RDN of the entry “Datacraft/ 
Sales/Network Products/Chris Masters” to “Chris 
tine Masters”. 

[0243] Navigate to the entry and then; 

[0244] select EID from HIERARCHY 

[0245] Where PARENT=20 

[0246] and VALUENORM=“CHRISTINE MAS 
TERS” 

[0247] If no entries are returned then the neW RDN may be 
inserted. First set the old RDN to be a non-distinguished 
value. 

[0248] update OBJECT 
[0249] set DISTING=0 
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[0250] Where EID=30 and VALUENORM=“CHRIS” 
and 

[0251] update HIERARCHY 

[0252] set 
TERS” and 

[0253] 
[0254] Where EID=30 

[0255] and 

[0256] 

[0257] (EID, AID, v11), DISTING, VALUENORM, 
VALUERAW) 

[0258] values (30, 3, 1, 1, ” CHRISTINE”, “Chris 
tine”) 

NAMENORM=“CHRISTINE MAS 

set NAMERAW=“Christine Masters” 

insert into OBJECT 

[0259] 3.2 Search Strategy 

[0260] The most poWerful and useful X500 service is the 
search service. The search service alloWs an arbitrary com 
pleX ?lter to be applied over a portion of the Directory 
Information Tree (the search area). 

[0261] A ?lter is a combination of one or more ?lter 
items connected by the operators AND, OR and 
NOT. For eXample; surname=“MASTERS” AND 
title=“SALES MANAGER” 

[0262] The Search area is the part of the tree that is 
covered by the scope of the search (base-obj ect-only, 
one-level or Whole-subtree). 

[0263] One technique for resolving searches is to apply the 
?lter and then to see if any matching entries are in the search 
area. In this case a ?lter is applied to the entire tree and 
EID’s for all roWs matching the ?lter are returned. Then, for 
each EID found, step search up through the hierarchy to see 
if the entry is a subordinate of the base object (i.e. the entry 
has a parent/grandparent/ . . . that is the base object). If the 

number of matches is large and the subtree small this is very 
inef?cient. This technique doesn’t cope With aliases as an 
alias is not a parent of the object that it points to and many 
aliases may point to a single object. 

[0264] A second strategy is to obtain a list of all EID’s in 
the search area and then apply the ?lter to these EID’s. If an 
alias is resolved that points outside of the original search 
area then the subtree pointed to by the alias is expanded and 
the EID’s in that subtree are added to the list. The ?lter is 
then applied to the set of expanded EID’s. This is very poor 
if the search area is large. 

[0265] An innovation is to simultaneously apply the ?lter 
over the search area (instead of sequentially as in the tWo 
methods described above). This is called single pass reso 
lution. This method is considered to provide considerable 
performance improvement over the above methods because 
the roWs that are retrieved are those that satisfy both the ?lter 
and scope requirements of the search. 

[0266] When performing a one level search the ?lter is 
applied to all entries that have a parent equal to the EID of 
the base object (for eXample; search Where parent=20 Will 
apply the ?lter to entries 30, 31 and 32). 
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[0267] When performing a subtree search the path is used 
to expand the search area. The “path” of each entry is a string 
of numbers (eg “1.1050222.” Which indicates that entry 
222 has a parent of 50, a grandparent of 10 and a great 
grandparent of 1). The path has the unique property that the 
path of an entry is a pre?x of the path of all entries that are 
subordinate to the entry. That is the path of an entry forms 
the pre?x of the paths of all entries in the subtree below the 
entry. Therefore When performing a subtree search We obtain 
the base object of the subtree and then apply the ?lter to all 
entries that have a path Which is pre?xed by the path of the 
base object (for example; to search for all entries under 
“Sales” We perform a search Where PATH LIKE 1.11.%). 

[0268] Base Object Search: 

[0269] Navigate to the base object. Store the EID. In the 
Object Table, read nominated values from roWs Which match 
the stored EID Where a ?lter criteria is satis?ed, eg, tele 
phone pre?x=“727”. 

EXAMPLE 

[0270] Search from the base object “Datacraft/Sales/Net 
Work Products” for an entry With surname=“MORGAN”, 
using a “base-object-only” search. Navigate to the base 
object and then; 

[0271] 

[0272] 

[0273] 
[0274] One Level Search: 

[0275] Navigate to the base object. Store the EID. Return 
the list of EID’s Which have a parent EID matching the 
stored EID (in Hierarchy table) and have values Which 
satisfy the ?lter criteria (OBJECT table). In the Object 
Table, read nominated values for the returned EID’s. 

select AID, VALUERAW from OBJECT 

Where EID=20 and AID=4 

and NAMENORM=“MORGAN” 

EXAMPLE 

[0276] Search from the base object “Datacraft/Sales/ 
NetWork Products” for an entry With surname= 
“MORGAN”, using a “one-level-only” search. Navi 
gate to the base object and then; 

[0277] select H.EID from HIERARCHY H, 
OBJECT O 

[0278] Where PARENT=20 and AID=4 and 
NAMENORM=“MORGAN” 

[0279] and H.EID=O.EID 

[0280] then place the EID’s returned into an 
EIDLIST and 

[0281] 

[0282] 
[0283] Subtree Search: 

[0284] Navigate to the base object. Store the EID. Return 
the list of all EID’s With a path like that of the base object 
(Hierarchy table) and have values Which satisfy the ?lter 
criteria (OBJECT table). In the Object Table, read nomi 
nated values for the returned EID’s. 

select AID, VALUERAW from OBJECT 

Where EID in [EIDLIST] 
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EXAMPLE 

[0285] Search from the base object “Datacraft/Sales/ 
NetWork Products” for an entry With surname= 
“MORGAN”, using a “Whole-subtree” search. Navi 
gate to the base object and then; 

[0286] select H.EID from HIERARCHY H, 
OBJECTO 

[0287] Where PATH like “1.1120.%” and AID=4 

[0288] and NAMENORM=“MORGAN” 

[0289] and H.EID=O.EID 

0290 then lace the EID’s returned into an P 
EIDLIST and 

[0291] 

[0292] 
[0293] 3.3 Aliases and Navigate 

[0294] Aliases are resolved during navigation if the 
“don’t-dereference-alias” ?ag is not set and the service is not 
an update service (add, delete, modify, modifyRDN). 

select AID, VALUERAW from OBJECT 

Where EID in [EIDLIST] 

[0295] When an alias is discovered during navigation the 
alias must be resolved. That is, the object that the alias points 
to must be obtained. First We check the A_EID column of the 
Hierarchy table. If the A_EID is 0 then the object that the 
alias points to must be obtained from the Object table and 
this object must then be navigated to and the resultant EID 
stored in the A_EID column. If this is done successfully then 
the remainder of the path can be navigated. By storing the 
EID of the aliased object in the A_EID column of the 
Hierarchy table it is possible to avoid navigating to aliased 
objects. This can save time, especially if the aliased object 
is at a loW level of the hierarchy. 

[0296] 3.4 Aliases and Search 

[0297] Aliases are dereferenced during a search if the 
“search-aliases” ?ag in the search argument is set. The 
performance of the search service While dereferencing 
aliases becomes a tWo step process. Firstly, de?ne the search 
area and then apply the ?lter to the entries Within the search 
area. Aliases dereferenced as part of the search service can 
expand the search area to Which the ?lter is applied. They 
also restrict the search area in that any dereferenced aliases 
are excluded from the search area. 

[0298] Aliases and OneIJevel Search 

[0299] If aliases are being dereferenced as part of a one 
level search and an alias entry is found then the alias must 
be resolved (using the Object table or the A_EID). The 
aliased object is then added to the search area to Which the 
?lter is applied. In a oneLevel search Where aliases are found 
the search area Will consist of non-alias entries directly 
subordinate to the base object and all dereferenced aliases. 

[0300] Aliases and Subtree Search 

[0301] If aliases are being dereferenced as part of a Whole 
subtree search and an alias entry is found then the alias must 
be resolved (using the Object table or the A_EID) and this 
EID must then be treated as another base object, unless it is 
part of an already processed sub tree. 










































